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Abstract—This paper studies the optical wiretap channel with
input-dependent Gaussian noise, in which the main distortion is
caused by an additive Gaussian noise whose variance depends
on the current signal strength. Subject to non-negativity and
peak-intensity constraints on the channel input, we first evaluate
the conditions under which this wiretap channel is stochastically
degraded. We then study the secrecy-capacity-achieving input
distribution of this wiretap channel and prove it to be discrete
with a finite number of mass points. Moreover, we show that the
entire rate-equivocation region of this wiretap channel is also
obtained by discrete input distributions with a finite support.
Similar to the case for the Gaussian wiretap channel under a
peak-power constraint, here too, we observe that under nonnegativity and peak-intensity constraints, there is a tradeoff
between the secrecy capacity and the capacity in the sense that
both may not be achieved simultaneously.

I. I NTRODUCTION
Exchanging confidential information over a communication
medium (wired, wireless or optical) in the presence of unauthorized eavesdroppers has been always a challenging problem
for system designers. This problem has been conventionally
addressed by cryptographic encryption [1] without considering
the imperfections introduced by the communication channel.
In this model, using secret keys are the main approach for
having secure communications. Wyner [2], on the other hand,
proved the possibility of secure communications without relying on encryption by introducing the notion of a stochastically
degraded wiretap channel.
For the class of degraded wiretap channels, it has been established in [2] that there exists a single-letter characterization
for the rate-equivocation region. Authors in [3] studied the
Gaussian wiretap channel under an average power constraint
and obtained a single-letter expression for the entire rateequivocation region. Particularly, they showed that under an
average power constraint, the Gaussian distribution is the
optimal input distribution for attaining both the capacity and
secrecy capacity with no compromise between the communication rate and the equivocation rate at the eavesdropper.
On the other hand, under a peak-power constraint, the work
in [4] proved that the entire rate-equivocation region of the
This work has been supported by King Abdullah University of Science and
Technology (KAUST), under a competitive research grant (CRG) OSR-2016CRG5-2958-01.

Gaussian wiretap channel is achieved by discrete input distributions with finite support. More specifically, the secrecycapacity achieving input distribution may not be identical to
the capacity-achieving counterpart in general, resulting in a
tradeoff between the rate and its equivocation.
This work considers an optical wiretap channel based on
intensity modulation with input-dependent Gaussian noise
which consists of a transmitter, a legitimate user and an
eavesdropper. We first evaluate the conditions under which the
optical wiretap channel with input-dependent Gaussian noise
is stochastically degraded. We then use the results in [2] to
conclude that there exists a single-letter expression for the entire rate-equivocation region. Next, we employ the functional
optimization problem addressed in [5] to obtain necessary
and sufficient conditions, also known as Karush-Kuhn-Tucker
(KKT) conditions, for the optimal input distribution. Finally,
we prove by contradiction that the secrecy capacity as well as
the entire rate-equivocation region of this wiretap channel, are
obtained by discrete input distributions with a finite number of
mass points. We provide numerical results which demonstrate
that similar to the case of the Gaussian wiretap channel under
a peak-power constraint, here too, the secrecy capacity and the
capacity are not achieved by the same distribution in general.
This, in turn, implies that for this wiretap channel, there is a
tradeoff between the rate and its equivocation.
Due to the existence of input-dependent noise components,
our technical proofs differ from those of [4]. Our analysis for
showing the analyticity of the mutual information densities is
more challenging. Additionally, our contradiction statements
for proving the discreteness of the optimal input distribution
are different.
II. S YSTEM M ODEL
In the considered optical wiretap channel, the channel input
X is a nonnegative random variable representing the intensity
of the optical signal. Since intensity is constrained due to
practical and safety restrictions by a peak constraint in general,
the input has to satisfy X ≤ A [6]. Therefore, the channel input
is constrained as
0 ≤ X ≤ A.
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In this setup, each link is a memoryless channel and is defined
by [7]
√
Y = X + X NB,1 + NB,0,
(2)
√
(3)
Z = X + X NE,1 + NE,0,
where Y and Z denote the legitimate user’s and the eavesdropper’s observations, respectively. NB,0 and NE,0 are independent identically distributed (i.i.d.) zero-mean Gaussian
random variables with variances σB2 and σE2 , describing the
input-independent noise components at the legitimate user and
the eavesdropper, respectively. NB,1 and NE,1 are i.i.d. zeromean Gaussian random variables with variances η2B σB2 and
2 σ 2 , describing the input-dependent noise components at the
ηE
E
legitimate user and the eavesdropper, respectively, where η2B
2 are the ratios of the input-dependent noise variances to
and ηE
the input-independent noise variances of the legitimate user’s
and the eavesdropper’s channels, respectively. Furthermore,
NB,0 and NB,1 are assumed to be independent and so are NE,0
and NE,1 .
In this optical wiretap channel, since the input-dependent
distortion is caused by the laser diode at the transmitter
side [7], we consider the input-dependent noise components in
both legitimate user’s and wiretap channels to be statistically
2 . However, the variance of the
equivalent, i.e., σB2 η2B = σE2 ηE
input-independent noise of the wiretap channel is assumed to
be strictly greater than that of the legitimate user’s channel,
i.e., σE2 > σB2 (otherwise the secrecy capacity defined later
in this Section is zero). Therefore, under the conditions
2 and σ 2 > σ 2 , the random variables X, Y and
σB2 η2B = σE2 ηE
E
B
Z form a Markov chain X → Y → Z and consequently the
optical wiretap channel becomes stochastically degraded. As a
result, the rate-equivocation region of such an optical wiretap
channel can be expressed in a single-letter form due to [2].
An (n, 2nR ) code for the peak intensity-constrained optical
wiretap channel with input-dependent Gaussian noise consists
of the random variable W (message set) uniformly distributed
over the set W = {1, 2, · · · , 2nR }, an encoder at the transmitter
fn : W → [0, A]n satisfying the non-negativity and peakintensity constraints, and a decoder at the legitimate user
gn : Rn → W. Equivocation of a code is measured by the
normalized conditional entropy n1 H(W |Z n ). The
 probability
of error for such a code is defined as Pen = Pr gn (Y n ) , W .
A rate-equivocation pair (R, Re ) is said to be achievable if
there exists an (n, 2nR ) code satisfying
lim Pen = 0,

n→∞

Re ≤ lim

n→∞

1
H(W |Z n ).
n

The entire rate-equivocation region of the optical wiretap
channel is given by the union of the rate-equivocation pairs
(R, Re ) such that [2]
R ≤ I(X; Y ),

Re ≤ I(X; Y ) − I(X; Z),

The rate-equivocation region consists of all achievable rateequivocation pairs, and is denoted by E. A rate R is said
to be perfectly secure if we have Re = R, i.e., if there
exists an (n, 2nR ) code satisfying limn→∞ n1 I(W; Z n ) = 0. The
supremum of such rates is defined to be the secrecy capacity
and denoted by CS .

(7)

A+,

for some input distribution FX ∈
where I(X; Y ) and
I(X; Z) are the mutual information of the legitimate user’s
and the eavesdropper’s channels, respectively, and the feasible
set A + is given by


∫ A
4
A + = FX :
dFX (x) = 1 .
(8)
0

III. M AIN R ESULTS

This section presents the main results about the optical
wiretap channel with input-dependent Gaussian noise when
non-negativity and peak-intensity constraints are imposed on
the channel input.
A. Results on the Secrecy Capacity
The secrecy capacity of the optical wiretap channel with
input-dependent Gaussian noise under non-negativity and
peak-intensity constraints is given by the solution of the
following optimization problem
max g0 (FX ),

FX ∈A +

(9)

where g0 (FX ) = I(X; Y ) − I(X; Z) is the objective function of
the optimization problem.
Under the constraints (1), the solution of (9) is discrete with
a finite support as stated by Theorem 1.
Theorem 1. There exists a unique input distribution that
attains the secrecy capacity of the optical wiretap channel
with input-dependent Gaussian noise under non-negativity and
peak-intensity constraints. Furthermore, the support set of this
optimal input distribution is a finite set.
Proof. The proof is provided in Section IV.



B. Results on the Rate-Equivocation Region
By a time-sharing argument, the rate-equivocation region
of the optical wiretap channel with input-dependent Gaussian
noise is convex. Therefore, the region can be characterized by
finding tangent lines to E, which are given by the solutions of
max gλ (FX ),

(4)
(5)

(6)

FX ∈A +

(10)

where gλ (FX ) = λI(X; Y ) + (1 − λ) [I(X; Y ) − I(X; Z)] for all
λ ∈ [0, 1]. Next, we establish that the entire rate-equivocation
region of the optical wiretap channel with input-dependent
Gaussian noise under constraints(1) is also obtained by discrete input distributions with finite supports.
Theorem 2. There exists a unique input distribution that
achieves the boundary of the rate-equivocation region of
the optical wiretap channel with input-dependent Gaussian
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noise under non-negativity and peak-intensity constraints. This
optimal input distribution is discrete with a finite support.

One can show that the conditional densities in (13) and (14)
are bounded as [9, Lemma 3]

Proof. Due to length constraint, the proof is given in [8,
Section IV-D].


exp(−α − β 0 y 2 ) ≤ p(y|x) ≤ exp(α − βy 2 ),

η2B

2
ηE

It is worth mentioning that for the case when
and
are 0 (i.e., the optical wiretap channel with input-independent
Gaussian noise), similar approaches to those presented in [4]
can be used to prove the discreteness of the optimal solutions
of (9) and (10). An interesting observation is that our approach
for proving the discreteness of the optimal solutions of (9)
2 , 0 cannot be generalized to the case
and (10) when η2B, ηE
2
2
when ηB = ηE = 0. This can also be observed in [9].
A. Preliminaries and Notation
Since both channels are AWGN with input-dependent noise,
the output densities for Y and Z exist for any input distribution
FX , and are given by
∫ A
PY (y; FX ) =
p(y|x) dFX (x), y ∈ R
(11)
0
∫ A
p(z|x) dFX (x), z ∈ R
(12)
PZ (z; FX ) =
0

(13)
(14)

2 (x) = σ 2 (1 + η 2 x) and σ 2 (x) = σ 2 (1 + η 2 x).
where σB,X
B
B
E,X
E
E
We define the rate-equivocation density re (x; FX ) as

re (x; FX ) = iB (x; FX ) − iE (x; FX ),

(15)

where iB (x; FX ) and iE (x; FX ) are the mutual information
densities for the legitimate user’s and eavesdropper’s channel,
respectively and are given by
∫
iB (x; FX ) = −
p(y|x) log (PY (y; FX )) dy
R


1
2
− log 2πeσB,X
(x) ,
(16)
2
∫
p(z|x) log (PZ (z; FX )) dz


1
2
− log 2πeσE,X
(x) .
(17)
2
The mutual information and the mutual information density
are related through
∫ A
I(X; Y ) =
iB (x; FX ) dFX (x),
(18)
0
∫ A
I(X; Z) =
iE (x; FX ) dFX (x).
(19)
iE (x; FX ) = −

R

2

exp(−µ − ξ z ) ≤ p(z|x) ≤ exp(µ − ξ z ),

(20)
(21)

for all x ∈ [0, A], y ∈ R, where α, β, β 0, µ, ξ and ξ 0 are positive
constants. Hence, for all FX ∈ A +
exp(−α − β 0 y 2 ) ≤ PY (y; FX ) ≤ exp(α − βy 2 ),

(22)

exp(−µ − ξ 0 z 2 ) ≤ PZ (z; FX ) ≤ exp(µ − ξ z2 ).

(23)

|log (PY (y; FX ))| ≤ α + β 0 y 2,

(24)

Thus, we can write

0 2

|log (PZ (z; FX ))| ≤ µ + ξ z .

IV. P ROOF OF THE M AIN R ESULTS

where p(y|x) and p(z|x) are given by [7]
 (y − x)2 
1
exp −
,
p(y|x) = q
2 (x)
2 σB,X
2 (x)
2π σB,X
 (z − x)2 
1
exp −
,
p(z|x) = q
2 (x)
2 σE,X
2 (x)
2π σE,X

0 2

(25)

Next, we prove Theorem 1 using the preliminaries provided
in this section.
B. Proof of Theorem 1
To prove Theorem 1, we first prove that the set of input
distributions A + satisfying (8), is compact and convex. We
then show that the objective function in (9) is continuous,
strictly concave and weakly differentiable in the input distribution FX and hence we conclude that the solution to the
optimization problem (9) exists and is unique. We continue the
proof by deriving the necessary and sufficient conditions (KKT
conditions) for the optimality of the optimal input distribution
FX∗ and finally by means of contradiction we show that this
optimal input distribution is discrete with a finite number of
mass points.
Throughout the paper, we occasionally refer the reader to
the technical report [8] where we have presented details that
we can not provide here due to length constraint.
1) The feasible set A + is compact and convex: The proof
follows along similar lines as in [10, Appendix A.1].
2) g0 (FX ) is continuous in input distribution FX : It is
established in [8, Section IV-B-2] that g0 (FX ) is continuous
in FX .
3) g0 (FX ) is strictly concave in FX : The proof is given
in [8, Section IV-B-Lemma 1].
4) g0 (FX ) is weakly differentiable: We provide the proof
in [8, Section IV-B-4].
Since the feasible set A + is compact and convex and the
objective function g0 (FX ) is continuous, strictly concave and
weakly differentiable, steps analogous to [5, Corollary 1]
yield the following necessary and sufficient conditions for the
optimality of the distribution FX∗
re (x; FX∗ ) ≤ CS, ∀x ∈ [0, A]

re (x; FX∗ ) = CS, ∀x ∈ SFX∗

(26)
(27)

where SFX∗ is the support set of FX∗ and the secrecy capacity
CS is expressed as
CS = IB (FX∗ ) − IE (FX∗ ) =

"
!#
2 (x)
σ
1
E,X
,
hY (FX∗ ) − h Z (FX∗ ) + EFX∗ log
2 (x)
2
σB,X

0
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Next, we show that (29) results in a contradiction. By
observing the bounds given in (20)–(25), one can easily show
that
∫
∫



exp −α− β 0 y 2 −α− β 0 y 2 dy ≤
p(y|x)×
R
R
∫





log PY (y; FX∗ ) dy ≤
exp α− βy 2 α+ β 0 y 2 dy, (30)



for all x ∈ −1/η2B, A ⊂ −1/η2B, +∞ . Similarly,
∫
∫



exp −µ−ξ 0 z 2 −µ−ξ 0 z2 dz ≤
p(z|x)×
R
R
∫





log PZ (z; FX∗ ) dz ≤
exp µ−ξ z2 µ+ξ 0 y 2 dz,
R

(31)


for all x ∈ −1/η2B, A . Therefore, we can write
∫
∫

LB ≤ − p(y|x) log PY (y; FX∗ ) dy +
p(z|x)×
R
R

log PZ (y; FX∗ ) dz ≤ UB,
(32)

0.03

R

0.025

0.02

0.015

0.01

0.005

0
0

0.5

1

1.5

2

2.5

3

3.5

4

x

Fig. 1. Illustration of CS −re (x; FX ) yielded by the optimal input distribution
2 = 1, σ 2 = 2, η 2 = 0.25, η 2 = 0.125 and A = 4.
when σB
E
B
E

+

∫

R






α+ β 0 y 2 exp −α− β 0 y 2 dy.

(34)

We note that since the constants β, β 0, ξ and ξ 0 are all positive,
LB and UB are finite values. Substituting (16) and (17) into
(29) and using the bounds in (32), we can write
!
2 (x)
σB,X
1
LB ≤ CS + log
≤ UB .
(35)
2 (x)
2
σE,X

∞
4
Now, let x (n) n=1 be a convergent sequence in S =

2
(0)
2
−1/ηB, A with a limit
 point x = −1/ηB . It is clear that
2
1) x (n) and σB,X
x (n) are real for all positive integers n,

2
and 2) limn→∞ σB,X
x (n) = 0. Following the results in [9,
Theorem 3] and using (35) we can write
!
2 (x (n) )
σB,X
1
lim (LB − CS ) ≤ lim log 2
≤ lim (UB − CS ).
n→∞
n→∞ 2
n→∞
σE,X (x (n) )
(36)
 2

σB, X (x (n) )
1
Since limn→∞ 2 log σ 2 (x (n) ) = −∞ (due to the fact that
E, X

2 (x (0) ) is a finite value) and the lim
σE,X
n→∞ (L B − CS ) is a
finite value, thus a contradiction occurs. This, in turn, implies
that the support set SFX∗ cannot have an infinite number of
elements and therefore the optimal input distribution FX∗ is
discrete with a finite number of mass points.

R

where the lower bound LB and the upper bound UB are given
respectively as
∫




LB =
−µ−ξ 0z 2 exp −µ−ξ 0z2 dz
R∫




+
−α− β 0y 2 exp α− βy 2 dy,
(33)
∫ R




UB =
µ+ξ 0 z2 exp µ−ξ z2 dz

CS − re (x; FX )
Optimal Mass Points

0.035

CS − re (x; FX )

where IB (FX∗ ) and IE (FX∗ ) are the mutual information for
Bob and Eve, respectively, generated by the optimal input
distribution FX∗ . Similarly, hY (FX∗ ) and h Z (FX∗ ) are the differential entropies of Y and Z, respectively, generated by the
input distribution FX∗ . Moreover, EFX∗ denotes the expectation
operator with respect to optimal distribution FX∗ .
We now prove by contradiction that the secrecy-capacityachieving input distribution FX∗ has a finite number of mass
points. To reach a contradiction, we use the KKT conditions
in (26) and (27). To this end, we first show that both iB (x; FX )
and iE (x; FX ) have
 analytic extensions over some open connected set D = w : <(w) > −1/η2B in the complex plane C
that includes the positive real line R+0 , where <(·) denote the
real part of a complex variable.
5) The rate-equivocation density re (x; FX ) is an analytic
function on D: Due to space limitations, we present the proof
in [8, Section IV-B-5].
6) The secrecy-capacity-achieving input distribution is discrete: To prove the discreteness of the optimal input distribution FX∗ , we use a contradiction approach. To this end, let us
assume that SFX∗ has an infinite number of elements. In view
of the optimality condition (27), analyticity of re (w; FX ) over
the open connected set D and the identity theorem of complex
analysis along with the Bolzano-Weierstrass Theorem, if SFX∗
has an infinite number of mass points, we get re (w; FX∗ ) = CS
for all w ∈ D, which results in


re (x; FX∗ ) = CS, ∀x ∈ −1/η2B, +∞ .
(29)

V. N UMERICAL R ESULTS
Fig. 1 provides a plot of the equivocation density for an
optimal input distribution for A = 4, σB2 = 1, σE2 = 2, η2B =
2 = 0.125. We numerically found that for these
0.25, and ηE
parameters, the optimal input distribution is ternary with mass
points located at x = 0, 2.025 and 4 with probability masses
0.2862, 0.3045 and 0.4093, respectively. We observe that CS −
re (x; FX ) is generally nonnegative and is equal to zero at the
optimal mass points; verifying the optimality conditions in
(26) and (27).
Fig 2 illustrates the secrecy capacity CS and the difference
CB − CE versus the peak-intensity constraint A, where CB and
CE are the legitimate user’s and the eavesdropper’s capacities,
respectively. We observe that this difference is in general a
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2 = 1, σ 2 = 2, η 2 = 0.25 and η 2 =
Fig. 2. The secrecy capacity for σB
E
B
E
0.125 versus the peak-intensity constraint A.

lower bound for the secrecy capacity CS which can be easily
proven. We also observe that, for small values of A, CB − CE
and CS are identical. However, as A increases, CB − CE and
CS become different. Similar to the secrecy capacity results of
the Gaussian wiretap channel under a peak-power constraint
provided in [4], here too, I(X; Y ) and I(X; Z) are maximized
by the same discrete distribution, however, I(X; Y )− I(X; Z) is
maximized by a different distribution. As a specific example,
when A = 4, while both I(X; Y ) and I(X; Z) are maximized
by the same binary distribution with mass points at x = 0 and
4 with probability masses 0.5088 and 0.4912, respectively,
I(X; Y ) − I(X; Z) is maximized by a ternary distribution with
mass points at x = 0, 2.025 and 4 with probability masses
0.2862, 0.3045 and 0.4093, respectively. This explains the
difference between CS and CB − CE at A = 4 in this figure.
Fig. 3 depicts the entire rate-equivocation region of the
optical wiretap channel with input-dependent Gaussian noise
under non-negativity and peak-intensity constraints when
2 = 0.125 for two
σB2 = 1, σE2 = 2, η2B = 0.25, and ηE
different values of A. When A = 2.8, it is clear from
the figure that both the secrecy capacity and the capacity
can be attained simultaneously (Point “M” in the figure). In
particular, for A = 2.8, the binary input distribution with
mass points located at x = 0 and 2.8 with probabilities
0.5183 and 0.4817, respectively, achieves both the capacity
and the secrecy capacity. This implies that, when A = 2.8,
the transmitter can communicate with the legitimate user at
the capacity while achieving the maximum equivocation at
the eavesdropper. On the other hand, when A = 4, the secrecy
capacity and the capacity cannot be achieved simultaneously
(notice the curved shape in the figure). More specifically, for
A = 4, the binary input distribution with mass points located at
x = 0 and 4 with probabilities 0.5088 and 0.4912 achieves the
capacity, while a ternary distribution with mass points located
at x = 0, 2.025, 4 with probability masses 0.2862, 0.3045
and 0.4093, respectively, achieves the secrecy capacity, i.e.,
the optimal input distributions for the secrecy capacity and
the capacity are different. In other words, there is a tradeoff
between the rate and its equivocation.

2 = 1, σ 2 = 2, η 2 = 0.25,
Fig. 3. The rate-equivocation region for σB
B
E
2 = 0.125 under peak-intensity constraints A = 2.8 and A = 4.
and η E
Point M refers to the case when secrecy capacity and capacity are achieved
simultaneously.

VI. C ONCLUSIONS
This paper studies the optical wiretap channel with inputdependent Gaussian noise under non-negativity and peakintensity constraints. It is shown that the secrecy capacity
and the boundary of the entire rate-equivocation region is
achieved by discrete input distributions with a finite support.
An interesting result that this paper reveals is that under such
constraints, the secrecy capacity and the capacity of this optical
wiretap channel cannot be obtained simultaneously in general,
i.e., there is a tradeoff between the rate and its equivocation in
the sense that, to increase the communication rate, one must
compromise from the equivocation, and conversely to increase
the achieved equivocation, one must compromise from the
communication rate.
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