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Abstract
Small unmanned aircraft are deployed in many applications, ranging from military usage
to inspection and surveillance as well as search and rescue missions. It is predicted that
part of the air traffic will consist of unmanned aerial systems (UASs) in the near future.
However, before such a system can be deployed, they must conform to the civil aviation’s
safety regulations.

One aspect of the safety analysis is concerned with the integrity of the system, in which
the robustness of the system is tested in case of faults. While flying autonomously, the
autopilot must be able to rely on the correct perception of its state and the environment
in order to fly and in doing so act accordingly to occurring events. Thus, the controller
has to incorporate the information about the system’s health to define suitable control
actions. This can be achieved by designing a fault-tolerant control (FTC).
The goal of the thesis is thus to provide a complete framework to design a successful

FTC in the case of actuator and sensor faults. Therefore, the work focuses on the
computational efficiency for onboard real-time operation of the FTC algorithm as well as
to increase the nominal performance.
The first step of the framework consists of an accurate system model specifying

the system dynamics. Instead of a computationally expensive 3D computational fluid
dynamics analysis, an approximated 2.5D aerodynamic analysis is performed using the
potential field method. This provides a compromise between accuracy and complexity of
the system and can be used as a simulation framework. For the FTC design, a further
simplified model is generated by the parametrization of the aerodynamic forces and
moments with low-order polynomials and then additionally linearization of the system
dynamics.

Instead of a passive approach, an active FTC has been chosen, the main reason being
the increased nominal performance of the latter over the first. This approach consists of
a fault detection and identification (FDI) algorithm to estimate fault occurrences and
a reconfigurable controller. Special attention is given to how to deal with sensor and
actuator faults. Sensor faults will not influence the system dynamics, but provide the
system with wrong state information. Actuator faults, however, reduce the controllability
of the system and the remaining redundancies have to be used to continue to stabilize
the system. Thus, the control architecture is divided into a state estimator and a state
feedback controller. The state estimator is reconfigurable such that it provides unbiased
state estimates in the presence of sensor faults. To accommodate actuator faults, a
switching control framework is designed, where each controller is able to stabilize the
system in the presence of a specific actuator fault.
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To detect sensor and actuator faults, the Kalman filter is used. The idea is to predict
the influence of each actuator on the state-space using the prediction step. Concurrently,
the measurements are converted into the state-space. All these pieces of information
can then be compared with each other to detect faults. In addition, a Markov chain is
used to model the temporal behavior of the fault. Incorporating this model increases
the detection rate while decreasing the false alarm rate by further filtering the potential
fault detections.
Each controller in the switching control design is based on the robust control theory.

Due to the stochastic nature of the system, the FDI cannot perfectly estimate a fault
occurrence. Especially ‘small’ faults are not separable from sensor noise. Additionally,
the FDI algorithm will have a delay in the time between the fault occurrence and its
detection. Thus, the control has to be robust against those uncertainties. This can be
achieved by formulating an adapted µ-analysis, which can be used in the DK-iteration
to design a robust control. The remaining degrees of freedom are used to optimize the
nominal performance.

To summarize, the work presented here outlines a theoretical concept to reliably control
a small UAS in the presence of sensor and actuator faults. First, it defines a global
structure with a computationally efficient FDI algorithm with unbiased state estimation
in the presence of sensor faults. Second, it presents a control design to synthesize a robust
controller in the case of actuator faults and FDI uncertainties. Its validity is tested in
simulations and in real flight experiments with a fixed-wing UAS. This research can help
to increase the reliability of small UASs and thereby their integration into the existing
airspace.
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Kurzfassung
Kleine unbemannte Flugzeuge werden in vielen Bereichen eingesetzt, von militärischen
Verwendungen über Inspektions- und Überwachungsarbeiten bis hin zu Such- und Ret-
tungsmissionen. In der näheren Zukunft werden voraussichtlich beträchtlichte Teile
des Flugverkehrs aus solchen unbemannten Flugzeugen bestehen. Bevor allerdings ein
solches Flugsystem genutzt werden kann, müssen sie den Sicherheitsbestimmungen der
Zivilluftfahrt entsprechen.

Ein Aspekt der Sicherheitsanalyse ist die Integrität bzw. die Robustheit des Systems,
die im Falle von auftretenden Fehlern sichergestellt werden muss. Während des au-
tonomen Fliegens muss der Autopilot eine korrekte Abbildung des Systemzustands und
der Umgebung erhalten, um fliegen und dabei auf Ereignisse entsprechend reagieren
zu können. Der Regler muss daher Informationen über die Systemgesundheit mitein-
beziehen, um geeignete Stellsignale zu definieren. Dies kann durch die Entwicklung einer
fehlertoleranten Regelung (Englisch: “fault-tolerant control”, FTC) erreicht werden.
Das Ziel der vorliegenden Arbeit ist es daher, ein komplettes Rahmenkonzept für die

Entwicklung einer FTC zu liefern, die bei Sensor- und Aktuatorfehlern erfolgreich reagiert.
Der Fokus der Arbeit liegt darauf, die rechnerische Effizienz des Echtzeit-Betriebes des
FTC-Algorithmus’ sowie die nominelle Leistung des Systems zu steigern.
Der erste Schritt des Rahmenkonzepts beinhaltet ein exaktes Modell des Systems,

das die Systemdynamiken spezifiziert. Anstatt einer rechnerisch sehr aufwändigen 3D
numerischen Strömungsmechanik-Analyse wird daher eine angenäherte 2.5D aerody-
namische Analyse mit Hilfe der Potenzialfeldmethode durchgeführt. Diese bietet einen
Kompromiss bezüglich der Genauigkeit des Modells und der Komplxität des Systems
und kann als Simulationsgrundlage verwendet werden. Für die Entwicklung der FTC
wird ein weiter vereinfachtes Modell erstellt: zuerst durch die Parametrisierung der
aerodynamischen Kräfte und Momente mit Hilfe eines Polynoms geringer Ordnung und
dann weiter durch die Linearisierung der Systemdynamiken.
Statt eines passiven Ansatzes wurde eine aktive FTC gewählt, hauptsächlich auf

Grund ihrer höheren nominellen Leistung. Diese Herangehensweise besteht aus einem
Algorithmus für Fehlerdetektion und -identifikation (FDI), um das Auftreten eines Fehlers
zu schätzen, sowie einem rekonfigurierbaren Regler. Besonderes Augenmerk liegt darauf,
wie mit Sensor- und Aktuatorfehlern umgegangen wird. Sensorfehler beeinflussen zwar
nicht die Systemdynamiken selbst, liefern aber falsche Zustandsinformationen an das
System. Aktuatorfehler dagegen reduzieren die Steuerbarkeit des Systems und die
verbleibenden Redundanzen müssen dafür genutzt werden, das System zu stabilisieren.
Daher wird der Regler in einen Zustandsschätzer und Zustandsregler aufgeteilt. Der
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Zustandsschätzer ist so rekonfigurierbar, dass er auch bei Sensorfehlern unverfälschte
Zustandsschätzungen liefert. Um auf Aktuatorfehler einzugehen, wird ein Konzept mit
einem Umschaltregler entwickelt, in dem jeder Regler in der Lage ist, das System beim
Auftreten eines spezifischen Aktuatorfehlers zu stabilisieren.

Zur Detektion von Sensor- und Aktuatorfehlern wird das Kalman Filter eingesetzt. Hier
soll mit Hilfe des Prädiktionsschritts der Einfluss jedes Aktuators auf den Zustandsraum
vorhergesagt werden. Die Messungen werden auch in den Zustandsraum überführt.
Alle diese Informationen können dann miteinander verglichen werden, um so Fehler zu
detektieren. Zusätzlich wird eine Markov-Kette benutzt, um das zeitliche Verhalten des
Fehlers zu modellieren. Die Einbeziehung dieses Modells erhöht die Detektionsrate und
verringert gleichzeitig das Auftreten von Fehlalarmen durch ein Filtern der potenziellen
Fehlerdetektionen.

Der Umschaltregler basiert auf der robusten Kontrolltheorie. Auf Grund der stochastis-
chen Art des Systems kann die FDI das Auftreten eines Fehlers nicht perfekt schätzen.
Insbesondere “kleine” Fehler können nicht von Sensor-Rauschen unterschieden werden.
Zusätzlich wird der FDI-Algorithmus immer eine Verzögerung zwischen dem Auftreten
des Fehlers und seiner Detektion haben. Daher muss der Regler auch bei solchen Un-
sicherheiten robust sein. Dies kann durch die Formulierung einer angepassten µ-Analyse
erreicht werden, die in der DK-Iteration verwendet werden kann, um einen robusten
Regler zu entwickeln. Die verbleibenden Freiheitsgrade werden benutzt, um die nominelle
Leistung zu optimieren.
Insgesamt zeigt die vorliegende Arbeit also ein theoretisches Konzept auf, wie eine

zuverlässige Regelung eines kleinen unbemannten Flugzeuges auch bei Sensor- und Aktua-
torfehlern entwickelt werden kann. Zuerst wird die globale Struktur mit einem rechnerisch
effizienten FDI-Algorithmus definiert, der auch bei Sensorfehlern unverfälschte Zustandss-
chätzungen liefert. Dann wird eine Reglerauslegung präsentiert, die einen robusten Regler
in der Anwesenheit von Aktuatorfehlern und FDI-Unsicherheiten synthetisiert. Ihre
Gültigkeit wird in Simulationen und realen Flugexperimenten mit einem Tragflächen-
flugzeug getestet. Dieses Forschungsergebnis kann helfen, die Zuverlässigkeit von kleinen
unbemannten Flugzeugen und damit auch ihre Integration in den Luftraum zu verbessern.
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1 Introduction
During the last few decades a wide variety of robotic systems have emerged. Most of
them are designed to perform supporting tasks for humans. Recently, robotic systems’
autonomy has increased drastically. Now, they can be deployed in dynamic environments
with potential human interactions. Flying robotic systems are such an example. Besides
military usage, the flying robots have been miniaturized and are now considered to be
used in diverse civil scenarios including inspection and surveillance, search and rescue
(SaR), mapping and even agriculture.

In order to get a flight operations certificate for those flying robots, a thorough safety
analysis of the system is crucial. One aspect in this safety analysis is the operation under
degraded situations. At the beginning of the robotic history, a human could supervise
the system and intervene on a system fault, like shutting the system down. With the
advancement of system autonomy, direct supervision is not feasible anymore. Thus, the
robotic system have to be made self-aware of its integrity and adaptable if necessary.

1.1 Fault Definition
A degraded situation of the robotic system can involve faults and failures of its subsystems.
A wide range of events are considered as faults. During the lifespan of the robotic system,
it is exposed to a variety of stresses and harsh environmental conditions that can lead
to aging effects on the hardware. Thus, there is a high probability that a part of the
system will degrade over time or even break. Those events need to be considered and
handled by addressing the faulty situation.

Before fault-tolerance of robotic systems can be addressed, the terms fault and failure
have to be clarified and defined. These terms are used extensively in literature, but
the terminology changes across different fields. This work uses the definition of the
technical committee on fault detection, supervision and safety for technical processes
(SAFEPROCESS) of the international federation of automatic control (IFAC) [1].

Fault:
“An unpermitted deviation of at least one characteristic property or pa-

rameter of the system from the acceptable/ usual/ standard condition.” ([1])

Failure:
“A permanent interruption of a system’s ability to perform a required

function under specified operating conditions.” ([1])
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1 Introduction

Simply put, a fault is a change in the behavior of the system without corrupting its
functionality with a potential degradation. The fault may even change system parameters
to critical conditions such that the normal continuation of operation will result in a failure.
A failure can be described by a complete breakdown of the system rendering it unable
to continue working. Consider for example an electronic sensor device. During normal
operation, the sensor measures a physical quantity in the “real world”. A fault in the
sensor device could consist e.g. of a sudden bias or change in sensitivity due to changes
in the supply voltage. Increased noise due to damaged coating of the sensor could be
another type of fault. In all these cases, the sensor will continue measuring the physical
state, but the sensor signal will be corrupted. A failure of the sensor could occur due to
e.g. short circuit or loss of the supply voltage. This leads to either a constant or floating
sensor output. In these cases, the signal of the device does not contain any information
about the physical state that should be measured [2]. Fault-tolerance for a system fault
is thus concerned with the ability to detect, identify and react on a subsystem fault or
failure.

1.2 Fault-Tolerance for Unmanned Aerial Systems
Current practice in the airspace sector for failure mitigation of subsystems is to rely on
hardware redundancy. However, motivated from aircraft accident statistics, where around
17 % of the accident is caused by loss of control in flight, fault-tolerant flight controls are
now developed for aerial systems [3]. The goal is to increase the situational awareness
of the pilot and thereby decrease the time to react on a fault occurrence. On the other
hand, aircraft safety is important as well for small unmanned aerial systems (UASs). A
not appropriately handled fault on the system can lead to a potential crash and thus to
a severe impact with the environment. However, hardware redundancy is not entirely
feasible for UASs due to space and weight constraints. Thus, analytic redundancies have
to be used between different sensors to detect and counteract system faults and the role
of a fault-tolerant flight controller is even more apparent. A human pilot can handle an
occurring fault by

• detecting an abnormal behavior on the system,

• identifying the source of the fault by checking all available information from the
instruments and inspecting the airplane

• and reacting on the fault by taking appropriate countermeasures.

Autonomous fault-tolerant control (FTC) for UASs are implementing the same strategy
for reacting to an occurring fault as depicted in Figure 1.1. Fault-tolerance is achieved
by detecting a fault with an observer, identifying the type of fault by deducting the most
plausible source, restructuring or adapting the control algorithm as needed and then
applying the new feedback control law. Thus, the fault-tolerant flight controller has to
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1.3 Thesis Outline

perform much more tasks than a classical control algorithm, as it has to be adaptable to
sudden changes in the system.

Restructure

Control Fault

Detect

Identify

Figure 1.1: Autonomous fault-tolerant actions performed at each execution step. The
fault-tolerant algorithm has to detect a fault occurrence, identify its type,
restructure the control law and then apply the control.

1.3 Thesis Outline
The remainder of this dissertation is structured as follows. In Chapter 2 the current
situation of fault-tolerance will be reviewed with an emphasis on flight control. In
Chapter 3, a method for modeling an UAS will be explained in detail. This model is
used for simulation purposes and for control synthesis. Further, the used fixed-wing
UAS platforms are described in detail. In Chapter 4 the overall framework used in
the dissertation to achieve fault-tolerance against actuator and sensor faults will be
explained. This is the high-level architecture which performs the fault detection and
identification (FDI) and the necessary control reconfiguration. In Chapter 5 the proposed
FDI algorithm is explained in details whereas in Chapter 6 the restructuring FTC is
explained. Finally, in Chapter 7 the dissertation is concluded.
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2 State of the Art
The research on FTC is a novel field and is steadily increasing ever since. Starting from
simple limit checking at the end of the 19th century, first process model-based fault
detection methods were presented in 1970 [4]. Since then a wide variety pf approaches
have emerged. A thorough review of different approaches can be found e.g. in [1], [4]–[9].
Nevertheless, a short overview is given in this chapter.

2.1 Active versus Passive Fault-Tolerant Control
Approaches

There exists two fundamentally different approaches for increasing the fault tolerance
of a system using a FTC [10]–[12]. One is the passive method, where a fixed controller
design is applied to the system. This controller must be designed to be resilient against
all possible faults of the system. Due to the inherent passive stability against faults,
the controller does not need to be adaptive against those faults. Unfortunately, the
robustness properties included in the control design will decrease the performance of
the controller during normal operation. Furthermore, the fault-tolerance capabilities
are restricted. Since it is a passive approach, the controller needs to be designed to
cope with all defined faults simultaneously. This severely limits the diversity of faults
to be considered. However, if safety is of major concern like in the airspace industry,
such passive FTC are developed. These passive FTC approaches are mostly based on
the robust control theory. In [13] e.g. a robust passive controller for actuator faults
is designed based on the linear matrix inequality (LMI) approach. Another passive
approach based on H∞ control design is shown in [14]. In [15] a passive controller for an
aircraft is proposed based on robust pole region assignment methods.
The second method is the active FTC, where an adaptive controller is used if a fault

occurs. This method permits the design of an optimal controller [see 16, chapter 2].
Since the active FTC can switch between different controllers, each controller can be
optimally designed for its fault scenario. Also, a much broader scope of fault cases can be
considered as depicted in Figure 2.1. As can be seen, the active FTC has a much higher
flexibility due to the control restructuring according to the occurring faults. Point 0
denotes a normal operation scenario. If a fault of type 1 occurs, the control logic switches
to the admissible controller 1. Alternatively, if a fault of type 2 occurs, controller 2 is
employed. If both faults occur at the same time, the controller is adapted further to
controller 3. The passive approach always needs to be admissible for both possible faults
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Admissible
Control set
for Fault 2

Admissible
Control set
for Fault 1

Admissible
control set
in normal
operation

1

0

3

2

Figure 2.1: Illustration of the active versus the passive FTC approach. The active
approach can adapt the control law depending on all active faults, whereas
the passive always has to choose the admissible control law for all faults.
Adapted from [11].

and thus is chosen according to the controller 3. If no intersection of admissible control
laws for both faults exists, no passive controller can be employed. The active controller,
however, could still stabilize each independent fault case.

The latter method will be described in more detail. An active FTC consists mostly of
two separable steps. First, the occurrence of a fault is detected and the fault source is
categorized and identified by the so-called FDI algorithm. Second, the controller must
be reconfigured as soon as the FDI reports a fault type. The following text shall give a
short overview of the different FTC approaches including the different FDI algorithms
and the FTC control reconfiguration [11].

2.2 Overview of Fault Detection and Identification
Algorithms

Detection of faults has already been performed on the first machines. Back then, an
operator had supervised the machine. Indicators where used to notify the human if some
states of the machine had shifted into a critical range. The operator could thus react on
the critical event. This method of limit checking is one of the simplest forms of fault
detection. However, the development of more advanced FDI algorithms started with the
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advent of micro-controllers and their use around 1975. With the computational power
available, more sophisticated methods could be employed to analyze measured signals.
These methods permitted to detect the occurrence of a fault even earlier. This could
help to prevent the system from potential damage as a fault was detected before the
system has shifted to critical conditions [17].
FDI algorithms started to be employed mainly in two fields [4]. First, complex

production processes like e.g. the chemical industry are supervised in order to detect
faults [18]. An FDI algorithm can reduce production costs since without fault detection,
the chemical reaction could be altered and thereby could change the final product,
rendering a whole batch of products useless. Direct signal processing algorithms are
widely used as FDI in this field to analyze the measurement data to detect faults. Because
precise mathematical models of the processes cannot be derived, this type of method
is favored. Examples of these methods are statistical tests on the measurement signal.
The measurement signal can be tested for the mean and covariance [19] as an example.
Further, control chart tests can be performed [20], signal threshold techniques [21] or
more advanced methods like Fourier analysis [22], [23] or principle component analysis
[24].
Second, the aerospace industry uses FDI to detect faults during flight [9]. This

development was furthered by airplane accidents caused by actuator failures, which might
have been prevented by FDI supervisions [see 16, chapter 1]. Historically, the aerospace
industry has used mechanical redundancy to detect subsystem faults and to guarantee
non-faulty signals. This is achieved by e.g. majority voting techniques or generalized
versions of it (see e.g. [25], [26]). However, it can be advantageous to use the analytical
redundancies between different types of sensors and even include the complete system
dynamics. Thus, in this field more and more model-based approaches are realized, in
which the sensor measurements are compared to the nominal behavior of the system
model. With new theories in observer designs, the types of different algorithms have
increased even more. In Figure 2.2, a short overview of different types of algorithms is
given [4], [6].
As shown, the field of FDI is broad and many approaches can be applied. This

dissertation will focus on the quantitative model-based approach using observers. This
method uses a mathematical model to describe the system dynamics. An algorithm
compares the real-time sensor measurements with the mathematical model. A residual
signal is generated which deviates from zero in case of a fault occurrence.

2.2.1 State Estimation Based Fault Detection and Identification
In the state estimation based FDI approach, a filter estimates the state of the system
using the dynamic model of the nominal system. Residuals can e.g. be generated as the
output error between a measured process output and the expected model output. Under
influence of a fault, the estimation of the state will get biased, leading to a deviation
in the residuals [7]. Thus, by observing these residuals, faults can be detected. The
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FDI

Data-based

Qualitative

Trend analysis

Frequency analysis

Pattern recognition

Fuzzy logic

Expert systems

Quantitative

Neural networks

Statistical
Statistical classifiers

Principal component analysis

Model-based

Qualitative

Abstraction hierarchy
Functional

Structural

Casual models

Qualitative physics

Structural graph

Fault trees

Quantitative

Sliding mode observer

Parameter estimation Least squares

State/input estimation Unknown input observer

Parity space
Input output based

State-space based

State/parameter estimation
Two stage Kalman filter

Extended Kalman filter

State estimation
Kalman filter

Observers

Figure 2.2: Schematic graph of different FDI algorithms [6]. A wide variety of approaches
exist in literature to detect and identify faults. A structure is given classifying
these approaches based on the applied method.
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next step consists of identifying the fault responsible for the deviation. This step is not
straightforward since each fault will either influence all or a subspace of the residuals.
A variety of solutions are proposed for the identification step. These solutions can be
divided into the amount of state filters used.

Single model filters for FDI
For each system, a wide variety of filters can be designed to estimate the states. By
assuming certain restrictions with respect to the faults, it is possible to design a filter
with a static feedback gain such that the influence of each fault is restricted to a single
and unique direction in the residual space. Thus, it is sufficient for the FDI to check for
the direction of the residuals’ deviation. This filter is known as the Beard and Jones filter
in the literature [27], [28]. Adaptions of this filter exist, in which the remaining degree
of freedom is used to minimize the variance of the residuals as seen in [29], [30]. The
problem can also be solved with fewer restrictions using a filter with dynamic feedback
gain as proposed by [31]. Extensions of the single model filter exist using e.g. the theory
of unknown input observers [32], [33]. In this case, the system under consideration is not
only influenced by faults but also by disturbances. Thus, the design of the filter consists
of decoupling the filter from the disturbances with the unknown input observer design
and using the remaining design freedom in designing directional residuals. This can
reduce the number of false alarms due to disturbances [34, chapter 3], [33], [35]. Special
properties of the Kalman filter (KF) are also used for fault detection. The innovation,
i.e. the difference between the expected output and the sensor measurement, is a pure
Gaussian white noise signal. Statistical analysis methods are testing for the Gaussian
white noise property like e.g. the chi-square test used in [36], [37] or a test based on the
Tracy-Widom distribution used in [38].

Other approaches exists by directly estimating the unknown fault inputs for fault
detection. In [39] e.g. a filter is presented, which estimates both the state and the
unknown input simultaneously.

Multiple model filters for FDI
The second approach to identify faults uses multiple filters. All these filters are models
of the system under different faults. Further, a control logic compares the residuals
of all filters. Since a fault will cause a deviation of all filters’ residuals except the one
specifically designed for this case, the control logic can identify the fault. In [40] e.g. a
bank of KFs is used in which each of the KFs is designed for a specific value of a specific
fault and one additional filter is designed for the nominal case. This detection filter
technique is called multiple model adaptive estimation (MMAE). An extension of the
MMAE, called extended multiple model adaptive estimation (EMMAE), is proposed in
[41], [42]. There, an extended Kalman filter (EKF) is designed for each fault, which will
simultaneously estimate the state and the value of the fault, thereby reducing the amount
of filters used for fault identification. Another approach is the interactive multiple model
(IMM). This approach differs from the others in the way that in each step the estimators

9



2 State of the Art

are reinitialized by a weighted sum of the previous estimates (see e.g. [43]). In [44] a
bank of filter is designed, where each filter is only affected by one specific fault. Using
this methods allows for a quick fault isolation. The advantage of all these multiple model
estimators is that a fault can be identified while still providing an unbiased estimate of
the system and the increased number of faults, which can be identified.

2.2.2 Sliding Mode Observers
The sliding mode observer theory has evolved out of the sliding mode control theory.
However, this approach was also used within the observer theory to generate robust
observers [45]. In this approach, the observer gain is composed of a linear and an
additional discontinuous switching feedback signal. This discontinuous signal ensures
that a subspace of the estimation error converges to and stays at zero. In the converged
case and without any faults, the discontinuous signal will be zero. If an actuator fault
occurs, the switching signal will counteract the influence of this fault while forcing the
estimation error to converge back to zero. Thus, an actuator fault can be detected with
the help of this discontinuous signal [16], [46]–[48]. The same method can be used as
well to detect sensor faults as shown e.g. in [49].

2.2.3 Parity Space Approach
Similar to e.g. state estimation based FDIs, the parity space approach generates residuals
by comparing the sensor measurements with the nominal system model. But it differs
from the aforementioned approaches insofar as the state of the system does not need
to be estimated. In the original approach, a system model in the state-space domain is
used to create the residuals [50]. Other methods use the system model in the frequency
domain as e.g. in [51].

To calculate the residuals, a sequence of measurement and input data is collected. The
measurement data consist of the influence of the input commands, the initial state and the
faults. To generate the residuals, the influence of the input commands is subtracted from
the measurement data. Then, only the subspace of the measurement data is considered
that is perpendicular to the influence of the initial state. Therefore, only the influence
of the faults remains in the residuals and can be used for detection. The basis of this
subspace can be chosen arbitrarily, e.g. such that the influence of the faults can be
decoupled in the residuals. In [52]–[54], the residuals are designed specifically to increase
the detection of faults in dynamic systems subject to additive Gaussian noise. However,
due to disturbances, false alarms can be triggered. To minimize the influence of the
disturbances,the residuals can be chosen to be perpendicular to the influence of the
initial state and the disturbances. However, this will eventually also lead to a decreased
sensitivity of the faults, too.
Related to the parity space approach is the interaction matrix formulation. An error

residual is generated between the measurement and the estimated behavior as for the
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global parity space approach. However the residual is specifically decoupled from the
other measurements such that the identification is simplified [55], [56].

2.2.4 Redundant Actuator Fault Detection by System Excitation
It was already shown in [27], that only faults with a separable measurement-space
influence can be reliably detected. The main problem in the identification process of
redundant actuators is that the source could be any of the redundant actuators. But
when dealing with FTC, an option is to use additional control inputs in order to detect
faults from redundant actuators [57], [58]. In [59] e.g. a sinusoidal signal is used as
additional system input if the fault detection exceeds a threshold. The sinusoidal signal
is added to all available actuators sequentially. If an actuator is healthy, the system
should react to the additional signal which can be observed in the sensor measurement
and the feedback control. This resembles the intuitive approach of a human reacting on
an actuator fault by testing each single actuator sequentially. In [57] a sinusoidal signal
is injected into the kernel space of the input matrix. Thus, the system should only react
on the additive input signal if a fault is present.

2.2.5 Shortcomings of the State of the Art Fault Detection and
Identification

Within the scope of this dissertation, the following two shortcomings are identified and
addressed.

1. Computationally efficient methods for FDI and

2. Simultaneous detection of multiple fault types.

The first issue is concerned with the computational constraints on FDI algorithms in
small UASs. The autopilot hardware of a UAS must perform a lot of different tasks
including the estimation and control, establishing the communication link, and controlling
the payload. Adding an FTC architecture to the autopilot system can lead to further
increased performance requirements. However, in contrast to the simple limit checking
approach, multiple models approaches like the EMMAE seem to be the most common
choice today, even though they are computationally more demanding. A bank of KFs e.g.
has to perform many computations per cycle in the FDI loop and has to allocate a lot of
memory space. In the multiple models approach, the only way to address this issue is
to reduce the number of model states, which in turn could lead to less accurate models
and thus fault detections. A single model approach would therefore be preferable from a
computational cost point of view.
However, the simultaneous detection of multiple fault types is a big shortcoming of

most FDI algorithms. Most of the algorithms are specialized in a particular type of fault
like e.g. actuator or sensor faults. Multiple model approaches can be used to incorporate
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multiple fault types like e.g. in [60] with the use of the MMAE method. In [61], a
similar method is used but based on a IMM filter. Single model approaches addressing
this simultaneous detection issue include e.g. neural network based methods [62]. The
single neural network method is comparable to a bank of KF filter while having lower
computational costs. Different single model approaches employ a sliding mode observer
to detect both sensor and actuator faults [63], [64]. The sensor fault is transformed into
an additional actuator fault. However, these FDI approaches assume a remaining subset
of sensors to be perfect. In this dissertation, emphasis is placed on the detection of both
type of faults and it is assumed that all sensors and actuators could be faulty.

2.3 Fault-Tolerant Control Reconfiguration
Besides the FDI algorithm, an active FTC needs to be reconfigured according to the
detected fault. Thus, the control design does not only include the optimization of the
closed-loop nominal system performance, but also the accommodation for all the fault
scenarios. Since faults will change the system parameters or even the whole structure of
the system, the controller has to be adaptive with respect to these faults. This can be
achieved in two different ways. The first one is the projection based approach, in which
the controller can switch between predefined controllers. The second is the adaptive
approach, in which the controller is redesigned online without further human interaction
[65]. An application of the adaptive approach for actuator faults on an aircraft is shown
in [66]. The use of an adaptive state feedback H∞-controller is proposed, where the
control adaption is used to change the controller parameters for stuck in place control
surface faults. In [67] an EKF is used to estimate the aerodynamic derivatives of the
aircraft. The resulting estimates can be used by a controller based on dynamic inversion.

However, the adaptive approach mostly considers only systems with changing param-
eters due to faults and designs its controller according to the adaptive control theory.
There, the changing parameters are estimated and used to change the control gains
accordingly. For actuator faults, projection based controller are much more widely used.

2.3.1 Projection Based Control Reconfiguration
The projection based approach is the dominant reconfiguration method used for aircraft
control [2], [68]. A predefined set of faults is assumed in the FDI logic and a control mode
switch is performed according to the detected fault [69]–[74]. In the case of aerospace
systems, this can be achieved by restructuring the control allocation by defining virtual
control inputs. In this approach, moments are defined as virtual control inputs. A
feedback controller calculates the desired moments to stabilize the system. Further, a
control allocations maps the virtual inputs back to the physical actuator inputs such
that the desired moments are generated. Thus, in the case of an actuator fault only
the control allocation has to be reconfigured such that the desired moments are still
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generated without the faulty actuator [2], [69], [75].
Another approach consists of designing a feedback controller for the nominal flight.

If a fault is detected, an additional specific feedback controller is added in order to
maintain the stability of the system subject to different faults [68]. An alternative
concept addresses the switching issue of the active FDI by designing several robust
controllers. Each controller itself is able to handle a different set of faults [76].

2.3.2 Shortcomings of the State of the Art Fault-Tolerant Control
As mentioned above, the active FTC approach is divided into the FDI and the reconfigu-
ration method. Although there are a lot of existing solutions for both methods, there is
not much research regarding the interaction of both algorithms. Most literature about
FTC is assuming perfect FDI information. However, uncertain FDI information can be
a potential problem for stability in the system [11]. The problem of robust FTC with
imperfect FDI information is still a new area of research. A short summary of existing
literature can be found in [77].

A few studies propose to combine the passive and the active FTC approach [71], [72].
Instead of having only one passive FTC, a bank of passive FTC is used, in which each
controller has at least one non faulty actuator [76]. A different approach is the projection
based control method, in which one controller is a passive FTC. The passive controller is
activated if a fault is detected but not yet identified [78]. When dealing with parametric
faults, [79] proposes a model for those parameter detection uncertainties which can be
integrated in the control design using the matrix Riccati function. Another approach
based on H∞-control and µ-synthesis is presented by [80]. One aspect of the uncertainty
of a FDI algorithm is the detection delay between the fault occurrence and it successful
detection. In order to deal with these detection delays, convex optimization techniques
can be used [81].

Mathematical tools to proof stability for FDI uncertainties have been developed as well.
The Lyapunov function e.g. can be used to proof stability in the presence of false alarms
and detection delays [82]. Other methods are based on modeling the FDI uncertainties
as Markov chains and using a stochastic integral quadratic constraint test [83]. Even the
µ-analysis can be used to proof robustness against fault detection errors [84].

2.4 Scientific Contributions
This dissertation provides several scientific contributions to the field of robust fail-safe
control for UASs, with an emphasis on their weight and space constraints. A complete
framework is presented which divides the problem of simultaneous sensor and actuator
FTC. The control is thereby split into a state observer and a state feedback controller.
The state observer has to be reconfigurable to sensor faults, whereas the state feedback
controller has to be reconfigurable to actuator faults. The sensor and actuator faults
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are detected by a new method, where a focus is given on the computational efficiency.
For this purpose a single KF is used in combination with a Gaussian hidden Markov
model (GHMM) for fault detection. Further, the state estimate are available by the
KF. Finally, a new reconfigurable state feedback control design based on H∞-methods
is presented. An emphasis is given on the robustness of the controller against FDI
uncertainties. This control design method can also easily be extended to include further
H∞ design objectives
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3 Unmanned Aerial System Modeling

Describing the system dynamics using a mathematical model is crucial throughout the
whole design phase. Knowledge of the system dynamics is leveraged in the control design
phase, serve as dynamics and mission analysis function in a simulation environment, and
can be used for operator training. Knowing the behavior of the system is also a crucial
for the FDI design as well for designing residual signals and for the fault identification
process.

3.1 Introduction

The system model of the UAS is further used for the control design and for the model
based FDI approach. Thus, it is desirable to have an adequate, yet simple, model of its
dynamics. The dynamics equation can be approximated with just a few states. However,
describing the whole 3D aerodynamics flow around the UAS is rather complex. Although
there are nowadays some computational fluid dynamics (CFD) software, which can
approximate the Navier-Stokes partial differential equations, the results can vary greatly
depending on software setup and fuselage approximation. Furthermore, computational
efforts are still considerably high. Yet, for the control design phase and for FDI, a simple
model is preferred, which accurately models the main effects of the system.

A good compromise for the modeling in terms of computational effort and accuracy is
thus using 2.5D aerodynamics approximations. In the case discussed here, the approxi-
mation is performed by modeling the surrounding air as an inviscid and incompressible
fluid. Thus, the whole airflow can be modeled using the potential field method [85]. In
this dissertation, the nonlinear lifting line theory is used as an approximation of the 3D
aerodynamics by discretizing the wing along the span-wise direction and calculating the
aerodynamic force increments for all elements. This model is based on the 2D airfoil
polars generated by the XFOIL1 CFD software for the aerodynamic force calculations.
The modeling effort was a joint collaboration with Dr. Stefan Leutenegger at the

autonomous systems lab (ASL). The system model is reviewed in this thesis and further
system analyses are shown in [86].

1XFOIL: http://web.mit.edu/drela/Public/web/xfoil/ accessed at 10.08.2017
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3 Unmanned Aerial System Modeling

3.1.1 Outline and Contributions

The general UAS model can be split into three parts with different dynamics. The
body dynamics, which represent the slowest dynamics, the actuator dynamics and finally
the aerodynamics represented by an analytical relationship depending on the airflow
characteristics and the system states. This chapter will discuss each of these parts in
more depth.

Specifically, the definition of an accurate 2.5D dynamic model with existing methods
represents a novelty value in this field. In order to achieve this, the 2.5D model is based
on the nonlinear lifting line theory. This allows to model the airplane based on geometric
and airfoils input. Further, The nonlinear lifting line model was parametrized to use it
in real-time simulations.

Finally, the chapter illustrates the experimental platforms, namely the senseSoar UAS
and the Techpod UAS, used within the scope of this dissertation.

3.2 System Dynamics Modeling

The initial step to system dynamics is modeling the body dynamics. These dynamics are
concerned with the description of the fuselage motion within the three dimensional space.
A fixed-wing UAS can be approximated by a single rigid body consisting of the fuselage
with all wings. For small UASs wing bending can usually be neglected, rendering the
aforementioned approximation valid.

In order to describe fuselage motion, three reference frames need to be introduced into
the system. First, the inertial earth fixed frame N , which has a standard north-east-down
convention. The origin of N is located at the center of gravity (CoG) at take-off. Second,
the body fixed frame B attached to the CoG with front-right-down convention. Finally,
the wind frameW , defined with the x-axis pointing in the direction of the relative airflow.
The relation of the reference frames is depicted in Figure 3.1.

The goal is now to define the translational and rotational motion of B with respect to
N . Using the Newton-Euler method [87], the linear and angular momentum balance in
B can be written as

f ext =m (v̇ + ω × v) , (3.2.1)
τ ext =Ibodyω̇ + ω × Ibodyω, (3.2.2)

where m is defined as the mass of the UAS, Ibody as the inertia of the UAS fuselage,
v as the translational velocity with v = [u, v, w]>, ω as the rotational velocity with
ω = [p, q, r]>, f ext as the external forces, and τ ext as the external moments all expressed
in B. Due to the symmetry of the UAS, the inertia of the fuselage can further be written
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Figure 3.1: Definition of the reference frames for modeling. N is the inertial earth fixed
frame, B is the body fixed frame and W is the wind frame. W is rotated by
the angle of attack α and the angle of sideslip β from B.

as

Ibody =

Ixx 0 Ixz
0 Iyy 0
Ixz 0 Izz

 . (3.2.3)

The total relative airflow vair in B can be expressed by

vair =v −CBNV w, (3.2.4)

where V w represents the wind velocity in N and Cij is the direction cosine matrix
rotating a vector expressed in frame j to frame i. The orientation of vair with respect
to B is expressed with the angle of attack α and the angle of sideslip β as depicted in
Figure 3.1. The relative airflow can be calculated by

α =arctan2(wair, uair), (3.2.5)

β =arcsin
(
vair
vair

)
, (3.2.6)

vair = ‖vair‖ , (3.2.7)

with vair denoting the total airspeed.
The position of the CoG denoted by pCoG = [pN , pE, pD]> is obtained by the integration

of the translational velocity. Likewise, the attitude, defined as the rotation from B to
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3 Unmanned Aerial System Modeling

N , is expressed as the quaternion q. The quaternion formulation is preferred over the
Tait-Bryan angles. However, for illustration purposes the roll angle φ, the pitch angle θ,
and the yaw angle ψ are still used. The quaternion is obtained by the integration of the
rotational velocity. It can thus be defined as

ṗCoG =CNB(q)v, (3.2.8)

q̇ =1
2Ω(ω)q, (3.2.9)

where

Ω(ω) =
[
[ω]× −ω
ω> 0

]
(3.2.10)

is defined as the matrix associated with the imaginary quaternion multiplication. The
operator [i]× defines the skew-symmetric matrix of vector i and CNB(q) is the associated
direction cosine matrix of q.

3.2.1 External Forces and Moments

There are three types of forces acting on the UAS: the gravitational force, the aerodynamic
forces from the wings and fuselage, and the thrust force. Typically, the aerodynamic
forces are defined in W, whereas the gravitational force is defined in N . Both the
aerodynamic forces and the thrust force generally produce moments around the CoG.
The external forces and moments in the body frame can thus be modeled as

f ext =CBW

LD
Y

+

T cos(εprop)
0

T sin(εprop)

+CBN

 0
0
mg

 , (3.2.11)

τ ext =

LaeroMaero

Naero

+

T cos(εprop)
0

T sin(εprop)

× pprop, (3.2.12)

where the aerodynamic forces are defined as lift L, drag D, and sideslip Y and the
aerodynamic moment in each axis defined as Laero, Maero, and Naero, respectively. The
thrust force can be tilted from the x-axis by the angle εprop. The aerodynamic forces
and moments are inherently dependent on the normalized thrust input δT ∈ [0, 1] and
the normalized control deflections for the ailerons, elevators and rudders δa, δe and
δr ∈ [−1, 1].
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3.3 Propulsion Group Modeling

3.3 Propulsion Group Modeling
The propulsion system of the UAS consists of a brushless DC motor with an attached
propeller. To model the propulsion dynamics, the basic DC motor model can be used
[88]. The DC motor consists of a stator with electrical coils, which generate a commuting
magnetic field, and a rotor with permanent magnets. Due to the interaction of the
magnetic poles with the magnetic field, the rotor starts to rotate. To model this behavior,
the DC motor model is split into a mechanical and an electrical subsystem. The electrical
part of the propulsion group models the magnitude of the magnetic field and the current
i with changing input voltage. The mechanical part of the propulsion group models the
rotational velocity of the rotor ωprop as seen in Figure 3.2.

i

uin uind

LmotRmot

ωprop

Q

Figure 3.2: Electrical and mechanical modeling of a DC motor. The electrical part
consists of modeling the current in the system, where the mechanical part
consists of modeling the rotational velocity of the rotor.

The voltage balance of the electrical system with the coil can be written as

Lmot
di

dt
=uin −Rmoti− uind, (3.3.1)

where Lmot is defined as the coil inductivity, Rmot as the motor resistance, and uin as the
commanded fraction of the battery voltage with the relation uin = δTubat. The induced
voltage uind from the turning rotor is linearly dependent on the rotational speed by

uind =kTωprop, (3.3.2)

where kT is defined as the torque constant. Since the electrical dynamics of the propulsion
group are faster with respect to the mechanical dynamics, Eqs. (3.3.1) and (3.3.2) can
by simplified to

uin = Rmoti+ kTωprop. (3.3.3)

The mechanical part of the motor model consists of the turning rotor. The rotor speed
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can be modeled by

Irot
dωprop
dt

=Qmot −Q, (3.3.4)

with Irot defined as the rotor inertia, Qmot as the generated torque from the motor and
Q as the propeller drag moment. The generated motor torque is modeled as

Qmot =kT i. (3.3.5)

Inserting Eqs. (3.3.3) and (3.3.5) in Eq. (3.3.4) results in an approximated first order
system. The control surface actuators are assumed to react faster than the motor of
the propeller. Thus, a direct static relationship between commanded input and control
deflection is assumed.

3.4 Aerodynamics Modeling

There are various methods to build an accurate aerodynamics model of a fixed-wing
UAS. The most accurate method would involve static measurement of the UAS in a wind
tunnel and to interpolate the data. However, this is an expensive and time consuming
way to build such a model. Another method would involve a parameter identification
process based on flight data. However, this is a challenging task for an unstable system
and unpredictable external disturbances such as wind gusts. Furthermore, manual flights
of a fixed-wing UAS consist mostly of differential aileron inputs only. It is mandatory
to have a relationship between a single actuator to the system state for FDI algorithm
design. Thus, a modeling approach is favorable and adopted in this thesis.

3.4.1 2D Aerodynamic Forces

2D modeling of aerodynamic forces around an airfoil will be reviewed in the following.
The airflow with the corresponding magnitude vair is generating a low pressure field
above and a high pressure field below the airfoil. The pressure difference is generating
a force and a moment on the airfoil at a quarter of the chord line c. The chord line
is defined as the length between the airfoils leading and trailing edge. This force is
decomposed into two components: a component perpendicular to the airflow called the
infinitesimal 2D aerodynamic lift force dL and a component along the airflow called the
infinitesimal 2D aerodynamic drag force dD. By looking at the forces at the reference
point at a quarter of c, the infinitesimal 2D aerodynamic moment dM is generated as
well. The relation can be seen in Figure 3.3.

The infinitesimal forces are modeled with dimensionless section lift, drag, and moment
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vair

dL

dM

dD

c
α

Figure 3.3: 2D aerodynamic modeling of an airfoil. The gray area represents an airfoil
section with characteristic chord line c. An uniform relative airflow with
airspeed vair is flowing around the airfoil section, while the angle between
vair and c is denoted as the angle of attack α. The airflow is generating an
aerodynamic force. The aerodynamic force is decomposed into a perpendicular
lift force dL and a parallel drag force dD. In addition, an aerodynamic moment
dM is created at a quarter of c.

coefficients cl, cd and cm as

dL =1
2ρairvair

2clcdy, (3.4.1)

dD =1
2ρairvair

2cdcdy, (3.4.2)

dM =1
2ρairvair

2cmc
2dy, (3.4.3)

where ρair is defined as the density of air, and dy as the infinitesimal length in span-wise
wing direction. The dimensionless coefficients are usually dependent on many state
variables like α, β, ω and δi. To calculate the coefficients depending on the states, a
second order panel method with a viscous-inviscid interaction model called ISES is used
by employing the CFD software xfoil [89]. This software allows to perform 2D airfoil
polar calculations for transonic and low Reynolds airfoils.

3.4.2 Nonlinear Lifting Line Theory Model
In this thesis, aerodynamics modeling is based on the nonlinear lifting line method as
described in [85]. The main difference to the 2D model is to consider finite length wings.
The boundary condition at the wing tips generates a horseshoe vortex. This vortex can
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be approximated by two trailing vortices from the wing tips, which are connected by
the bound vortex along the wing as seen in Figure 3.4. This horseshoe vortex influences
the local airflow at the wing and reduces α across the span-wise direction of the wing.
More precisely, continuous sheet vortices are generated behind the wing with the highest
circulation magnitude at the wing tip.

Figure 3.4: Illustration of a horseshoe vortex around a wing. The horseshoe vortex is
composed of the two vortices trailing behind the wing tips and the bound
vortex along the wing. The horseshoe vortex is influencing the lift distribution
of the wing by reducing the local α in the span-wise direction of the wing.

To employ the nonlinear lifting line theory, the wing is discretized in the span-wise
direction and for each element a horseshoe vortex is calculated. The Kutta-Joukowsky
theorem [see 90, chapter 3] gives a relationship between lift and the circulation of the
horseshoe vortex Γ . For each discretized wing segment k, it holds that

Γk =1
2ckcl,kvair. (3.4.4)

Each horseshoe vortex influences the local airflow for each element by adding an additional
downward airflow component. This will reduce α. This additional flow component, called
the induced downwash wi, can be calculated at position pwk according to Biot-Savart
[90, chapter 5] by

wi,k =
n+1∑
j=1

Γjev

4π
∥∥∥(pΓj − pwk)× ev∥∥∥

1 +
(pΓj − pwk)ev∥∥∥(pΓj − pwk)∥∥∥

 , (3.4.5)

where ev denotes the unit direction of flight. The local angle of attack can thus be
calculated by the free airflow and the induced downwash. Further, using the airfoil polars,
dL can be calculated for each element given the known circulation distribution. However,
since the circulation is dependent on the angle of attack and thus the induced downwash,
a numerical solver has to be used to determine the local angle of attack. Finally, all the
aerodynamic force elements are reduced into a single aerodynamic force and moment
around CoG.
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3.4.3 Modeling the Fuselage Influence

Since the air is modeled as an inviscid and incompressible fluid, the potential field method
[85] can be used to model the surrounding airflow. To model the fuselage, the free airflow
is bent around its surface. This can be modeled by adding airflow sinks and sources
in order to deflect the free airstream in the desired direction around the fuselage. A
two dimensional representation of the changes in the airflow due to a source-sink pair is
shown in Figure 3.5. Multiples of such pairs can be used to define the complete fuselage.
In order to decrease the computational effort, the fuselage is approximated by a series of
ellipsoids.

Figure 3.5: 2D representation of a uniform flow with a source-sink pair with equal
magnitude. The uniform airflow is bent around an ellipsoid defined by the
source-sink pair.

3.4.4 Momentum Theory

The momentum theory presented here is adapted from [91, chapter 2]. It models the
propeller as an infinitely thin disc area where energy is added to the airflow. Ideal flow
properties are stated as: a uniform air velocity and thrust distribution over propeller
disc area Aprop, a quasi-static airflow, an incompressible, inviscid airflow, and no viscous
effect on propeller.

Four specific points along a streamline are considered as shown in Figure 3.6. Point 0
is considered far ahead of the propeller, point 1 directly above the propeller disc, point 2
directly below the propeller disc and point 3 far behind the propeller. Thus, the pressure
in point0 and point 3 are assumed to be equal to the surrounding air pressure.
Due to the conservation of fluid mass in a quasi-static flow it must hold that

vair,1 =vair,2. (3.4.6)
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0

1 2
3

Aprop

Figure 3.6: Idealized airflow assumed in the momentum theory. The airflow in the tube is
passing through a infinitely thin propeller disc with corresponding area Aprop.
The propeller disc is adding energy into the flow. The airflow outside the
tube is not affected by the propeller. For the momentum theory, a streamline
from point 0 to point 3 through the propeller disc represented by the gray
area is analyzed.

Using the conservation of momentum, the generated thrust force T is defined as

T =ρairAprop (vair + vair,1) vair,3, (3.4.7)

and using the conservation of energy yields

T (vair + vair,1) =1
2ρairAprop (vair + vair,1) (2vair + vair,3) vair,1. (3.4.8)

By combining eqs. (3.4.7) and (3.4.8), T can be modeled as

T =2ρairAprop (vair +wT )wT , (3.4.9)

where wT is the induced velocity created by the propeller.

3.4.5 Blade Element Momentum Theory
The blade element momentum theory (BEMT)[see 91, chapter 2] is used to model the
propeller thrust. This is a numerical approximation combining the momentum theory
with a span-wise discretized blade element lift model for axial flight analysis. The
propeller blade is discretized in span-wise direction along its radius Rprop into different
elements at position Rprop,k as shown in Figure 3.7.
using Eq. (3.4.1), the thrust force for each element k can be modeled by

T k =1
2nbρaircl,α

(
Θprop,k −

wk + vair
ωpropRprop,k

− α0

)
cprop,k (ωpropRprop,k)2 ∆rprop, (3.4.10)
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Rprop,k

Rprop

∆rprop

Figure 3.7: Discretization of the propeller with radius Rprop for BEMT modeling. Each
blade element at Rprop,k forms an annulus with width ∆rprop when considering
a full rotation of the blade.

where nb is defined as the number of blades, Θprop as the local pitch angle of the propeller,
and ∆rprop as the span-wise length element. Further, cl is assumed to be linearly
dependent on the local angle of attack by cl = cl,α(α−α0), with α0 denoting the zero lift
angle of attack. Using both Eqs. (3.4.10) and (3.4.9) at the blade annulus of the blade
element and introducing the non-dimensional elements

x =Rprop,k

Rprop

, (3.4.11)

λ = wk

ωpropRprop

, (3.4.12)

λv = vairk
ωpropRprop

, (3.4.13)

σ =nbcprop,k
πRprop

, (3.4.14)

the unknown non-dimensional induced downwash λ can be calculated by

λ2 + λ
(
σcl,α

8 − λv
)
− σcl,α

8 (Θpropk − α0)x =0. (3.4.15)

After calculating the induced downwash, the propeller thrust T and drag moment Q
can be calculated using the blade element lift and drag Eqs. (3.4.1) and (3.4.2) and the
airfoil polar.
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3.4.6 Nonlinear Parametrization

Using the nonlinear lifting line theory, the aerodynamic forces of the UAS can be
calculated. However, the calculations that need to be performed are quite complex and
involve a numerical iteration in order to solve for the induced downwash. This is not
desired in real-time simulations of UASs. Thus, a parameterized model is used for the
aerodynamic forces, and moments and its parameters are fitted to the nonlinear lifting
line model using least-squares (ls) methods. The parametrization defined in this thesis
are taken from [2]. The normalized control surface deflections for ailerons, elevators and
rudders are defined as δa, δe and δr ∈ [−1, 1], respectively, and the normalized thrust
input as δT ∈ [0, 1].

Aerodynamic Forces
In general, the aerodynamics forces can be modeled using the non-dimensional coefficients
cL, cD and cY . The forces and moments are calculated at the CoG by

L =1
2ρairvair

2cLAwing, (3.4.16)

D =1
2ρairvair

2cDAwing, (3.4.17)

Y =1
2ρairvair

2cYAwing, (3.4.18)

where Awing is defined as the wing area. The non-dimensional coefficients are parametrized
by

cL =cL,0 + cL,αα + cL,α2α
2 + cL,α3α

3 + cL,δa1δa + cL,δa2δ
2
a, (3.4.19)

cD =cD,0 + cD,αα + cD,α2α
2 + cD,α3α

3 + cD,β2β
2 + cD,δa1δa + cD,δa2δ

2
a, (3.4.20)

cY =cY ,ββ. (3.4.21)

Aerodynamic Moments
Analogous to the aerodynamic forces, the aerodynamic moments with coefficients cLA ,
cMA

and cNA around each axis at the CoG can be defined as

Laero =1
2ρairvair

2cLAbAwing, (3.4.22)

Maero =1
2ρairvair

2cMA
cAwing, (3.4.23)

Naero =1
2ρairvair

2cNAbAwing, (3.4.24)

where c is defined as the mean chord line, and b as the length of the wingspan. In order
to define the non-dimensional coefficients, the non-dimensional rotational velocity ω is
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defined as

ω = [p, q, r]> =
[
pb

2vair
,
qc

2vair
,
rb

2vair

]>
. (3.4.25)

The non-dimensional coefficients cLA , cMA
and cNA for the aerodynamic moments Laero,

Maero and Naero are then defined as

cLA =cLA ,0 + cLA ,δaδa + cLA ,ββ + cLA ,pp+ cLA ,rr, (3.4.26)
cMA

=cMA ,0 + cMA ,δeδe + cMA ,αα + cMA ,qq, (3.4.27)
cNA =cNA ,0 + cNA ,δrδr + cNA ,ββ + cNA ,rr. (3.4.28)

Thrust Modeling
The propeller thrust force T and drag moment Q need to be parametrized as well. The
general formula can be stated as

T =ρair
(
ωprop
2π

)2
16R4

propcT , (3.4.29)

Q =ρair
(
ωprop
2π

)2
32R5

propcQ, (3.4.30)

with the non-dimensional coefficients cT and cQ parametrized as

cT =cT ,0 + cT ,JJ + cT ,J2J
2, (3.4.31)

cQ =cQ,0 + cQ,JJ + cQ,J2J
2, (3.4.32)

where J is defined as the advance ratio

J = πvair
ωpropRprop

. (3.4.33)

3.5 Linear System Model

Given the model from the nonlinear lifting line theory and the nonlinear parametrization,
the UAS system dynamics are completely defined. However, for fault analysis and control
design, a linear model is needed. A linear model can be derived straightforward from a
nonlinear parametric model (see e.g. [92]). First, a suitable operating point of the state
vector xop and control input uop is chosen. The operation conditions are defined at
a constant flight level at an altitude of 600 m above mean sea level (MSL), a constant
forward velocity, a zero rotational velocity, and a zero roll angle leading to straight flight
conditions. Further, the wind velocity is assumed to be zero. Given these conditions, the
operating point can be calculated using Eqs. (3.2.1), (3.2.2), (3.2.8), and (3.2.9) and the
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nonlinear parametrization. The resulting linearized system can formally by described as

ẋP =APxP +BPuact (3.5.1)

AP = df

dxP

∣∣∣∣∣
xP=xop, uact=uop

(3.5.2)

BP = df

duact

∣∣∣∣∣
xP=xop, uact=uop

(3.5.3)

(3.5.4)

where AP denotes the state matrix of the system, BP the input matrix of the system,
and f the nonlinear equations.

3.6 Sensor Modeling

Sensors on the UAS are equipped to measure relevant states of the system. A common
navigation setup of an UAS consists of a global positioning system (GPS) receiver, an
inertial measurement unit (IMU) measuring the translational acceleration and rotational
velocity, a magnetometer, and a Pitot tube measuring the airspeed and static pressure.
All these sensor must be modeled appropriately. This is addressed in the following for
each sensor.

GPS Sensor Model

The position of the GPS receiver is estimated based on the distance of the receiver to
several satellites in space. It is able to measure the global position in earth ellipsoid
coordinates defined in the world geodetic system 1984. For the purpose of this thesis, the
position is assumed to be defined as the distance of the CoG to the origin of the inertial
frame N . A basic model of the GPS can now be described by

yGPS =pCoG + nGPS, (3.6.1)

where yGPS defines the GPS measurement and nGPS defines an additive Gaussian noise
for the GPS. The covariance of nGPS is defined as RGPS. Its standard deviation σGPS
is listed in Table 3.1 together with the standard deviations of the remaining sensors.
Although this model does not properly include the colored noise properties of the sensor,
it is sufficient for the scope of this thesis.
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Accelerometer Sensor Model
The accelerometer measures the translational acceleration a of the UAS in B except for
the earth’s gravitational acceleration. Thus, the model can be described by

ya =a−CBN

0
0
g

+ bacc + na, (3.6.2)

where a denotes the acceleration of the UAS in B, bacc a slowly varying bias, and na
Gaussian noise with corresponding covariance Ra.

Gyroscope Sensor Model
The gyroscope measures the rotational velocity in B. Analogous to the accelerometer,
the model can be described by

yg =ω + bgyro + ng, (3.6.3)

with ng denoting a Gaussian noise with corresponding covariance Rg.

Magnetometer Sensor Model
The magnetometer measures the earth’s magnetic field in B. It can be used as a three
dimensional compass. The earth’s magnetic field in the inertial navigation frame is
modeled as a constant vector. The data are derived from the twelfth international
geomagnetic reference field IGRF-12 model defined in [93]. The normalized magnetic
field vector in N has been chosen at the 10th of April 2016 in Zurich. It is defined as
m = (0.4486, 0.0168, 0.8936)>. The sensor model can now be described by

ym =CBNm+ nm, (3.6.4)

where nm denotes a Gaussian noise with corresponding covariance Rm.

Airspeed Sensor Model
The airspeed sensor consists of a Pitot tube and pressure sensors measuring the total
and the static pressure of the UAS. The difference of the total and the static pressure
indicates the current airspeed. Instead of modeling the pressure sensors, it is assumed
that the sensor sensor directly measures the airspeed and can be described as

yv =vair + nv, (3.6.5)

where nm denotes a Gaussian noise with corresponding covariance Rv. Further, the
static pressure can be used as a barometer. The barometer calculates the altitude above
MSL from the static pressure. Within this thesis the barometer measurement is simplified
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to

yb =
[
0 0 1

]
pCoG + nb, (3.6.6)

with nb denoting a Gaussian noise with corresponding covariance Rb. The barometric
altitude can change depending on weather conditions. However, only short duration flights
are considered within the scope of this thesis. Thus, these changes can be neglected as
they are slow varying over time. Further, the barometric measurement can be calibrated
each time before take-off, thereby adjusting for the actual weather conditions.

The standard deviations σi of the Gaussian noises in the sensor model are summarized
in Table 3.1.

Table 3.1: Standard deviations σi of the Gaussian noises ni used to simulate the different
sensors on the UAS.

Parameter Value
σGPS 4 m
σa 0.01 m s−2

σg 0.1 rad s−1

σm 1 %
σv 0.2 m s−1

σb 0.5 m

The combined sensor model has a nonlinear component due to its airspeed measurement.
Similar to the linearized dynamic model, a linearized sensor model can be derived for
the operating point xop by

y =CPxP , (3.6.7)

CP = df

dy

∣∣∣∣∣
xP=xop

, (3.6.8)

where f denotes all nonlinear sensor models and y is the combined sensor measurement.

3.7 Experimental Platforms
Throughout the dissertation, two different platforms are used in the simulations and
for experimental verifications. The senseSoar platform is used to demonstrate solar-
powered flight with an application for SaR missions. The Techpod platform is used as
an inexpensive prototype platform available to the ASL to test new control algorithms.
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3.7.1 SenseSoar
Here, the mechanical details of the senseSoar UAS (see Figure 3.8) are stated. The
senseSoar UAS has been developed as a solar-powered airplane for industrial applications
at ETHZ together with Leichtwerk. Solar-powered aircraft provide a means to increase
the endurance. Even perpetual flights are possible as shown in [94]. Long-endurance
airplanes posses unique features for applications like inspections or SaR. In these scenarios,
it is of great importance to travel long distances without having to rely on power sources
on the ground.

Figure 3.8: The solar-powered fixed-wing UAS prototype platform senseSoar, developed
by the ASL. Photo: François Pomerleau

The mechanical system consists of the following components: 1) An inverted V-tail
configuration for the tail attached to the two fuselages on the side. The V-tail has two
ruddervators for controlling the pitch- and yaw-motion. 2) An electrical motor with
foldable propellers at the front of each fuselage for thrust generation. This has been
chosen to incorporate a redundant thrust generation. 3) A main wing with two separately
controllable ailerons. This main wing is covered with solar cells to produce the necessary
energy for the system. Due to space constraints, the batteries are also embedded into the
main wing. 4) A sensing and control unit attached below the main wing. An advantage
of this configuration is the decoupling of the sensor unit from the motor to reduce the
motor vibrations in the sensor measurement.
The dimensions of the senseSoar UAS are given in Figure 3.9. The characteristic

properties used for modeling are stated in Table 3.2. The derived nonlinear model
consisting of the aerodynamic parameters is described in Appendix 1 and the minimal
linear model in Appendix 2.

Actuator Redundancy Analysis

The UAS has generally two different types of actuators. The first is the propulsion
group, that generates thrust, and the second is the control surface actuator generating
the necessary aerodynamic moments to control the attitude of the UAS. Different fault
scenarios are defined for these types of actuators. Regarding faults in the propulsion
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Figure 3.9: Dimensions (in mm) of the senseSoar UAS on different 2D CAD views [86].
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Table 3.2: Characteristic properties of the senseSoar UAS.

Property Value Symbol
Wing span 3.1 m b
Wing area 0.78 m2 Awing
UAS mass 5 kg m
Stall indicated airspeed 9 m s−1 vstall
Nominal indicated airspeed 10.4 m s−1 vnom
Maximum indicated airspeed 30 m s−1 vd
Propeller radius 0.203 m Rprop

Mean chord length 0.21 m c
Moments of inertia 1.39 kg m2 Ixx

7.69 kg m2 Iyy
1.46 kg m2 Izz
0.18 kg m2 Ixz

group, only a complete loss of thrust is considered. This is motivated by the fact that
a mechanical breakdown of the gearbox or the DC motor will lead to a complete loss.
For the control surface actuator, several fault scenarios have to be considered. If a
mechanical breakage of the servo-motor occurs, reduced effectiveness or a complete loss
of the control surface are considered. The complete loss is the most restricting fault, in
which the control surface is assumed to rest at the zero position. Further, a failure in the
potentiometer could lead to an random fault input, leading potentially to a hard-over
failure, where the control surface is deflected to its maximum value.
By using the derived linear model, a rigorous actuator redundancy analysis can be

performed. This can be used to determine which actuator fault could be handled by the
FTC. The method used in this dissertation is based on the attainable control set (ACS)
(see e.g. [95] for an example analysis of a multicopter). This method is adopted here to
calculated the ACS of the thrust and moments of the fixed-wing UAS. Furthermore, the
ACS can be calculated for all considered fault scenarios and compared with the nominal
system. To quantify the worst case loss of controllability, the minimal distance of the
ACS boundary to the origin is calculated for all fault scenarios. The ratio between the
minimal distance in the fault scenario to the minimal distance in the nominal system is
then used for comparison. The calculated ACS for the nominal case is shown in the upper
left figure in Figure 3.10. The largest moment can be achieved around the yaw axis with a
maximum moment of approximately 30 N m. This can be achieved by the combination of
the differential thrust and the ruddervator inputs. Due to the aileron input, a maximum
roll moment of 12 N m can be achieved. The ruddervators can produce a maximum
pitch-moment of 2.2 N m, which is more than sufficient to control the senseSoar UAS.
The ACS of the nominal system can now be compared to the ACS with a faulty
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actuator. In the upper right figure of Figure 3.10, the senseSoar UAS ACS is shown with
a complete loss of the right aileron. In this case, the attainable roll moment is reduced
to 6 N m. However, as the maximum achievable pitch moment is smaller, the worst case
loss of controllability would still only amount to 0 %.

In the lower left figure of Figure 3.10, the ACS of the senseSoar UAS is shown during
a complete loss of one ruddervator. The maximum pitch moment is reduced by half to
1.1 N m and the worst case loss of controllability results in 50 %. This is still considered
enough to safely control the UAS.
The lower right figure of Figure 3.10 shows the ACS for the case of a right propeller

failure. This leads to a reduction of thrust by half and a reduction of the attainable
yaw moment. The maximal attainable yaw moment in the direction opposing the faulty
propeller is merely 1 N m and the worst case loss in controllability is 55 %. The remaining
propeller — in this case the left — has to produce all of the totally required thrust, and
its generated yaw moment has to be compensated by the ruddervators, considerably
decreasing the yaw controllability. However, due to the inherent passive stability of the
system around the yaw axis, a controller still should be able to stabilize the system.

These results of course analogously hold for the left actuators. Above, only a complete
loss of a given actuator was analyzed. In the case of the a hard-over failure, the worst
case loss of controllability will be 100 %, which results in a complete loss of controllability.

3.7.2 Techpod
The second platform is the Techpod UAS depicted in Figure 3.11. The Techpod is an
inexpensive styrofoam UAS used for experimental verification of control algorithms. It is
smaller than the senseSoar UAS but its large fuselage provides enough space to fit the
same sensing and control unit. It has the following properties: 1) A main wing with
two separately controllable ailerons and flaperons for additional redundancy in the roll
axis. 2) A classical T-tail with a single elevator and a single rudder. This restricts the
validations of the FTC algorithms as there is no redundancies in these axes. However,
the yaw axis is passively stable and faults in the rudder can still be emulated. 3) A
single motor in a pusher configuration. Due to this configuration, the Pitot tube can be
mounted on the aircraft’s nose. However, there is no redundancy in the thrust.

The characteristics of the Techpod airplane used for modeling are stated in Table 3.3.
Further, the parameters of the nonlinear parametric model can be found in Appendix 3.

3.8 Conclusions
In this chapter, a method for modeling small UASs is presented. The model is based
on three parts. First, the system dynamics of the fuselage are modeled a single rigid
body. Second, the actuator dynamics are modeled. The propulsion group dynamics
are modeled using simplified first order DC motor model. The dynamics of the control
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Figure 3.10: Calculated ACS for the senseSoar UAS for fault analysis. The upper left
figure shows the boundary of the nominal system’s ACS. Due to a complete
loss of a single actuator, the system’s ACS is reduced. The upper right
figure shows the boundaries of the ACS in the case of a right aileron loss.
Analogously, the lower left figure shows the boundaries of the ACS in the case
of a right ruddervator loss and the lower right figure shows the boundaries
of the ACS in the case of a right propeller loss.
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Figure 3.11: CAD rendering of the Techpod UAS.

Table 3.3: Characteristic properties of the Techpod UAS.

Property Value Symbol
Wing span 2.6 m b
Wing area 0.47 m2 Awing
UAS mass 1.8 kg m
Stall indicated airspeed 13 m s−1 vstall
Nominal indicated airspeed 15 m s−1 vnom
Maximum indicated airspeed 50 m s−1 vd
Propeller radius 0.14 m Rprop

Mean chord length 0.18 m c
Moments of inertia 0.15 kg m2 Ixx

0.28 kg m2 Iyy
0.38 kg m2 Izz
0.076 kg m2 Ixz
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surface deflections are neglected, since their dynamics are much faster than the dynamics
of the fuselage. Third, the aerodynamic forces and moments are modeled. A white-box
modeling approach is presented modeling the 2.5D aerodynamic airflow using potential
field methods and the nonlinear lifting line theory. This is a generic method based on
the geometry of the fuselage and the airfoil polars. To calculate the aerodynamic forces
and moments given the system states, an iterative algorithm has to be used. Thus, the
aerodynamic forces and moments are parametrized using a ls fit of the data from the
nonlinear lifting line theory. In the last step, the parametrized model can be linearized
around an operating point to generate a locally accurate linear model.
The linear model is used to analyze the actuator redundancy of the senseSoar UAS.

it is shown that the senseSoar UAS is capable of tolerating a single loss of an actuator.
The loss of a propeller is the most restricting fault scenario. The worst case loss of
controllability in this case is 55 %. On the other hand, the senseSoar UAS is not tolerant
against hard-over faults of a single actuator since this results in a complete loss of the
controllability.
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4 Framework for Actuator and Sensor
Fault-Tolerant Control

In this chapter, a short overview of the general framework for FTC is given. This builds
the basis for the following chapters and describes how the FDI algorithm and the control
reconfiguration have to work together in order to achieve sensor and actuator FTC.

4.1 Introduction
As seen in Chapter 2, most of the literature is dividing the problem of FTC into the
design of an FDI detector and the reconfiguration of the FTC controller. Figure 4.1 shows
a general framework of this concept. The framework is based on a feedback controller. It
stabilizes the system output y around the desired output yref . On top of the feedback
control loop, an FTC framework is placed. This framework is based on the FDI algorithm,
which estimates the occurrence of the real fault f . The estimated fault f̂ is then used
for the control reconfiguration. This control reconfiguration synthesizes a valid controller
Ki(s) which can be used as a stabilizing feedback control generating the necessary
control input uctr for the faulty system. This framework is used within the scope of this
dissertation and is modified such that it can be easily applied to simultaneous actuator
and sensor FTC.

4.2 Outline and Contributions
The remainder of this chapter deals with the design of a framework for both sensor
and actuator FTC. For this purpose, the influence of the sensor and actuator faults on
the system dynamics are discussed. In this context, the application of a generalized
framework used for both sensor and actuator FTC is presented.

4.3 Sensor and Actuator Fault-Tolerant Control
Approach

The FTC needs to be able to deal with sensor and actuator faults. Both types of faults
can be treated separately due to their influence on the control system. A sensor fault
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DetectReconfigure

Control Plant yyref uctr

Ki(s)

f̂

f

Figure 4.1: General framework for the FTC design. The controller calculates feasible
control inputs uctr in order to stabilize the system output y around the desired
output yref . The real system faults f are estimated by a FDI algorithms
and its fault estimate f̂ is used for control reconfiguration such that the new
controller Ki(s) is able to stabilize the system in the case of faults [65].

can be viewed as a corrupted input signal for a control law and therefore generates
undesirable actuator actions. However, even under these circumstances, the system
dynamics themselves would not change at all. Thus, the controller has to be tolerant
in the case of sensor faults but it can apply the same control law as without them. In
the case of an actuator fault, only a reduced set of system inputs is available for the
controller to stabilize the system. Therefore, the controller has to be reconfigured to
exploit the available actuator redundancy to stabilize the system.
A possible method to deal with such a problem is to divide the control into a state

estimator and a state-feedback controller. This is a common approach for multiple input
multiple output (MIMO) systems such as e.g. linear quadratic regulator (LQR) or pole
placements control design techniques [96]. The state estimator uses the system output
to estimate the state, whereas the system is controlled by the state-feedback controller,
which assumes full knowledge of the system states. It can be shown that for linear
systems, those two problems can be treated separately [96]. This separation principle
is also convenient when dealing with simultaneous sensor and actuator faults and is
proposed in this thesis. The same approach for sensor and actuator FTC is also recently
used in [97].
In the case of sensor faults, the state estimator has to be reconfigured under consid-

eration of the detected sensor faults. Due to the reconfiguration, the state estimates
should not be compromised. The state estimator itself should only depend on the system
outputs and not on the control input such that actuator faults are not influencing the
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state estimate. This can be achieved by using e.g. an indirect KF approach.
The detected actuator faults on the other hand lead to a reconfiguration of the state-

feedback controller. The controller should be adapted in order to take the degenerated
system input into account. Since the sensor faults have been dealt with in the state
estimator, an unbiased state estimate can be assumed for the state-feedback controller in
the case of sensor faults and the controller does not need to be adapted. This conceptual
framework is illustrated in Figure 4.2. The fault estimate is split into the actuator fault
estimate f̂act and the sensor fault estimate f̂ sens. The sensor fault estimate is then used
to reconfigure the state estimator, while the actuator fault estimate is used to reconfigure
the state-feedback controller.

f̂ sens
f̂act

Reconfigure
estimation

Reconfigure
control

yref Ki(s) fuctr

ySystemControlEstimation

Detect

Figure 4.2: Framework for simultaneous sensor and actuator FTC. The control is split
in a sensor fault tolerant state estimation and an actuator FTC. The sensor
fault estimate f̂ sens from the FDI is used to reconfigure the state estimator.
The actuator fault estimate f̂act is used to reconfigure the controller.

4.4 Conclusions
The proposed framework consists of an FDI algorithm, detecting both sensor and actuator
fault estimates. The controller is divided into a state estimator and a state-feedback
controller. The sensor fault can thus be used to reconfigure the state estimator. Since
the state estimates are not affected by the sensor faults, the controller does not need to
be adapted. In the case of an actuator fault, the state-feedback controller is reconfigured
in order to employ the redundancy to further stabilize the system.

The separation principle provides the advantage to treat the control and state estimation
reconfiguration independent of each other. Thus, two distinct approaches can be employed.
This leads to more design freedom in the control reconfiguration, as fewer faults need to
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be considered. The disadvantage of this approach is the increased complexity of a full
state feedback control compared to an output control approach.
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5 Fault Detection and Identification
This chapter discusses the first component of the active FTC, which is designing a
detection algorithm capable of identifying the occurrence of a fault. In general, a model
based FDI algorithm compares the expected system dynamics with the measurements to
detect and identify a fault. This FDI algorithm has to reliably and quickly identify a
fault such that an appropriate control reconfiguration can be performed to stabilize the
system before the states grow out of bound. This chapter is based on the manuscript in
[98], which states preliminary results for sensor fault detection.

5.1 Introduction
The design of the FDI algorithm has two objectives. First, it should be able to detect
all defined faults in the system. In this dissertation, it is assumed that all sensors and
actuators can potentially fail. Second, the algorithm should be computationally efficient,
such that it can be implemented on a microprocessor for online detection. Due to the
weight constraints in the UAS, the mechanical redundancy is kept to a minimum, and
therefore a framework using mechanical redundancy with voting algorithm cannot be
used. This means that the algorithm has to use the system’s analytical redundancy in
order to detect the different sensor and actuator faults.

5.1.1 Outline and Contributions
The remaining part of this chapter describes the definition of the sensor and actuator
FDI framework based on a linear system. The sensor measurements and the actuator
influences are mapped to the state-space using the KF approach. This is done in order to
define a method to compare both pieces of information and to find corresponding faults.
The fault detection is further extended using a GHMM to increase the detection rate
while decreasing the false alarm rate simultaneously. Using simulations, the method is
validated by detecting different faults on the senseSoar UAS. Thus, the FDI algorithm
copes with the nonlinear system dynamics using the EKF.

Therefore, the scientific contributions provided here are as follows: First, the develop-
ment of a computationally efficient FDI algorithm, which can detect faults in real-time.
Second, the advancement of this FDI algorithm to being capable of detecting both
actuator and sensor faults without relying on a subset of perfect sensors. Third, the
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establishment of an unbiased state estimator which is robust in the case of sensor faults,
and which can be used for state-feedback control.

5.2 Sensor and Actuator Fault Detection
One of the main problems of FDI with actuator and sensor faults is the residual generation
for detection and isolation. A fault must be isolated by inspection of uncertain sensor
measurements. Thus, it is hard to distinguish between sensor or actuator faults. In
[30], it is shown that directional residuals for a single model fault detector can only be
designed if all the fault influences are separable in the measurement space. This implies
that the number of faults is equal to or less than the number of sensors. This is clearly
violated if all sensors and actuators are assumed to be uncertain. On the other hand,
multiple model fault detectors are using models for each fault scenario and a comparison
approach (see e.g. [2]). Since each model is invariant to one specific fault, a voting scheme
can be implemented to find the model, which is not influenced by the fault. In order to
increase the computational efficiency compared to multiple model approaches, a similar
comparison approach has to be implemented for the single model approach.

5.2.1 Sensor and Actuator State-Space Comparison Approach
The idea of the proposed FDI algorithm is to compare the influence of each actuator
with the measurement of each sensor. The problem hereby is, that the sensor faults are
defined in the measurement space whereas the actuator faults are defined in the input
space. To overcome this problem, some research in the literature suggest to transform
the sensor faults into virtual input faults (see e.g. [64]). By using this transformation, all
different approaches to detect input faults can be used. However, such FDI algorithms
must assume that a sensor subset is perfect. Thus, this approach cannot be used here.
A new approach is proposed in this thesis. Since the input space is affecting the

state-space and the measurement space is affected by the state-space, the comparison is
formulated in the state-space. Thereby, the KF builds the foundation of this approach,
but both the prediction and update steps are split into substeps. This approach straight-
forward can be extended to nonlinear systems by replacing the KF with the corresponding
EKF. For the sake of clarity, the linear system model will be shown here, whereas the
EKF is used in the validation.

First, the system dynamics defined by Eqs. (3.5.1) and (3.6.7) are extended to model
the actuator and sensor faults. The resulting linear dynamics of the system states xP
and the measurement output y can be written as

ẋP =APxP +BP (uctr + fact + nact), (5.2.1)
y =CPxP + f sens + nsens, (5.2.2)
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where fact and f sens denote the unknown additive actuator and sensor faults, while
nact and nsens denote additive Gaussian noises with corresponding input covariance
matrix Q and measurement covariance matrix R. Further, uctr is defined as the control
input, AP is the state transition matrix, BP is the state input matrix, and CP is the
measurement matrix all with appropriate dimensions.

The KF (see e.g. [99]) estimates the states using the system dynamics defined in Eqs.
(5.2.1) and (5.2.2). The KF is the optimal unbiased linear state estimator. It expresses
the states as a stochastic quantity by estimating the mean state estimate x̂P and the
associated state covariance matrix estimate P̂ P . It consists of two steps. First, the
prediction step at time k of the KF is defined by

x̂P ,k+1|k =AP x̂P ,k|k +BPuctr, (5.2.3)
P̂ P ,k+1|k =AP P̂ P ,k|kA

>
P +BPQB

>
P , (5.2.4)

where the subscript in x̂P ,j|i denotes the prediction of the states at timestep j given all
the measurements up to timestep i. Alternatively, the covariance prediction can be
written in the form of the information filter (see e.g. [99, chapter 7]). The noiseless state
prediction information matrix N̂P can be defined as

N̂P ,k+1 =A−1
P
>
ÎP ,k|kA

−1
P , (5.2.5)

where ÎP is the information matrix of the state estimate with Î−1
P = P̂ P . The covariance

prediction can thus be defined by

ÎP ,k+1|k =N̂P − N̂PBP

[
B>P N̂PBP +Q−1

]−1
B>P N̂P . (5.2.6)

Second, the update step of the KF can be written as

sk =y −CP x̂P , (5.2.7)
Sk =R+CP P̂ PC

>
P , (5.2.8)

Kk =P̂ P ,k+1|kC
>
PS
−1
k , (5.2.9)

x̂P ,k+1|k+1 =x̂P ,k+1|k +Kksk, (5.2.10)
P̂ P ,k+1|k+1 = (I −KkCP ) P̂ P ,k+1|k, (5.2.11)

where sk and Sk are defined as the innovation and innovation covariance matrix,
respectively. Further,Kk is defined as the Kalman gain. The information filter equivalent
can be written as

Kk =
[
ÎP ,k+1|k +C>PR−1CP

]−1
C>PR

−1 (5.2.12)

ÎP ,k+1|k+1 =ÎP ,k+1|k +C>PR−1CP . (5.2.13)
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In order to be able to detect faults, a concept has to be found to compare the faults.
First, the sensor faults are analyzed. The measurement output is defined as

y =CPxmeas,k, (5.2.14)
ÎP ,meas =CP

>
i R

−1CP (5.2.15)

with xmeas as the calculated state from the sensor measurement. By inserting Eqs.
(5.2.14) and (5.2.12) in Eq. (5.2.10), the equation can be written as[

ÎP ,k+1|k +C>PR−1CP

]
x̂P ,k+1|k+1 =ÎP ,k+1|kx̂P ,k+1|k +C>PR−1CPxmeas,k. (5.2.16)

It is now apparent that the update step can be viewed as a fusion step between x̂P ,k+1|k
and xmeas,k, where the associated information matrix of xmeas,k is Îmeas = C>PR

−1CP .
However, xmeas,k only exists if CP is a regular matrix. The fusion step can be split
into multiple fusions from all single sensors such that even redundant sensors can be
incorporated. The equation (5.2.16) can thus by reformulated by

[
ÎP ,k+1|k +C>PR−1CP

]
x̂P ,k+1|k+1 =ÎP ,k+1|kx̂P ,k+1|k +

nsens∑
i=1

CP
>
i R

−1CP ixmeas,k|i,

(5.2.17)

where CP i denotes the ith row of CP and nsens the number of sensors. This is valid
as long as the assumption is true, that the measurement noise is uncorrelated between
all sensors. Thus, all the sensors and the predicted state estimate can be compared
in state-space by transforming the measurements to xmeas,k|i with their corresponding
information matrix ÎP ,meas,i = CP

>
i R

−1CP i.

To incorporate the actuator faults, the state prediction is split analogously. The idea
hereby is that each actuator is considered separately while nothing is known about the
other actuators. This can be formulated by splitting the input signal into each single
element

uctr,i =



0
...

uctr,i
0
...

 , (5.2.18)

with the corresponding input covariance matrix Qi = diag(∞, . . . , Qi,i,∞, . . .).

The main idea here is to calculate the influence of a single input on the state prediction
without knowledge of the other inputs. Given the number of actuators nact, the state
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prediction can be split into nact different state predictions as

x̂P ,k+1|k,i =AP x̂P ,k|k +BPuctr,i (5.2.19)
P̂ P ,k+1|k,i =AP P̂ P ,k|kA

>
P +BPQ,iB

>
P . (5.2.20)

These nact state predictions can now be compared with the nsens measurement states.
The input predictions have a correlation of N̂P

−1
,k+1, which has be considered in the fusion

step. A potential restriction is that BP must be regular. Thus, redundant actuators
cannot be detected with this approach. A discussion on how to improve the filter for
redundant actuators by means of virtual inputs will be discussed in Section 5.3.

Having defined a way to compare the actuator and sensor inputs in the state-space, the
whole iterative procedure can be expressed by the following flowchart shown in Figure 5.1.
If an unbiased state estimate is known at time k, each single actuator is predicted to
timestep k + 1 using Eqs. (5.2.19) and (5.2.20). Then, each sensor is transformed to
the state-space using Eqs. (5.2.14) and (5.2.15), where ÎP ,meas,i is transformed to the
corresponding covariance matrix Ri. Since the covariance matrix Ri is constant Ri can
be calculated offline. However, since the information matrix has zero diagonal entries, an
exact solution cannot be found, since the covariance of the unobserved states of sensor i
is infinitely large. This can be approximated by a large but finite number.
All the states of the sensors and actuators can now be compared and faults can be

detected and identified. The detailed approach is described in the next section. Finally,
all the states of the healthy actuators and sensors are fused together to form an unbiased
estimate at time k + 1. For the fusion step, the information filter approach as shown in
Eq. (5.2.17) is used. Thus, the prediction covariance matrices of all actuator predictions
must be transformed into information matrices. This means that the transformation
performs nact matrix inversions. However, an indirect KF is often used for UASs, where
the measurements of the acceleration and rotational velocity are used as predictions.
Thus, the number of inversions can be reduced to 2, if the actuator predictions are
neglected in the fusion steps.
Since both actuators and sensors are now expressed in the state-space, a comparison

can be performed between all sensors and actuators. A majority voting algorithm as
described e.g. in [26] could be used to find actuator and sensor faults. An example
is shown in Figure 5.2. For simplicity, a system with two states, two actuator inputs,
and two sensors is assumed. Both the sensor measurements and the actuator inputs
are mapped to the state-space using Eqs. (5.2.14) and (5.2.19) with their associated
covariance matrix. In the state-space, the mean with its associated uncertainty ellipsoid
can be plotted. A voting algorithm could now be used to check for faults. In this example
the second actuator is faulty and could be estimated with the aforementioned approach
due to the distance of its mean to the others.
A voting algorithm has two drawback. First, it is not able to distinguish between

“small” faults and noise. Second, it will generate false alarms due to the stochastic
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Initial mean
x̂P ,0|0
Initial covariance ma-
trix
P̂ P ,0|0

uctr,k yk+1

State prediction for
each actuator
x̂P ,k+1|k,i,
ÎP ,k+1|k,i

Measurement state
xmeas,k|i

ÎP ,meas

Comparison
f̂k+1

Time shift
k + 1 → k

Fusion
x̂P ,k+1|k+1
P̂ P ,k+1|k+1

Figure 5.1: Flowchart describing the procedure of the FDI algorithm. Using an initial
state estimate x̂P ,0|0 with associated covariance matrix P̂ P ,0|0, each single
actuator input uctr gets predicted separately to x̂P ,k+1|k,i. The measurement
of each sensor is transformed into a state estimate xmeas,k|i. All the state
estimates from the actuator predictions and the measurement transformations
can then be compared to check for faults. All estimated states of the healthy
actuators and sensors are then fused together to form the new unbiased state
at the current timestep.

48



5.2 Sensor and Actuator Fault Detection

x̂P ,k+1|k,1
xmeas,k|1

x̂P ,k+1|k,1

xmeas,k|2

Figure 5.2: Illustration of the state-space comparison approach. Two actuators are
predicted and two sensor measurement are mapped into the state-space
denoted by x̂P ,k+1|k,i and xmeas,k|i. By comparing the distance between the
means scaled with their uncertainty ellipsoid can be used to detect a fault.
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properties of the signals and the threshold. Thus, a method has to be chosen to increase
the fault detection and decrease the false alarm rate by filtering the fault signals using
GHMM as discussed in the following.

5.2.2 Fault Detection using a Gaussian Hidden Markov Model
The state-space comparison approach defined above can be used to detect actuator
and sensor faults. However, so far no assumptions have been made with respect to the
temporal change of a fault. A healthy subsystem at time k will most likely stay healthy
at time k + 1. On the other hand, if a fault has occurred, the subsystem will stay faulty
for the next timestep.

One way to model this behavior is to use a separate Markov chain for each subsystem,
that could be susceptible to faults. Thereby, it is assumed that a subsystem is either in
a healthy state H or a faulty state F . It is further assumed, that the state at the new
timestep only depends on the state at the last timestep. Thus, the set of states S = F,H
can be expressed as a Markov chain. The probability of the state transition can then be
expressed with the state transition matrix AHMM for the Markov chain by

AHMM =
(

1− pHF pFH
pHF 1− pFH

)
, (5.2.21)

where pHF is defined as the probability to switch from H to F , and pFH is defined vice
versa. This model can thus be represented as the transition graph shown in Figure 5.3.

HF

pHF

pF H

1-pHF1-pF H

Figure 5.3: Representation of the fault occurrence model. The model uses a two-state
Markov chain to represent the integrity of each subsystem. Its state is either
healthy H of faulty F . At each timestep, the probability to switch the state
is defined by pFH and pHF , respectively.

At each timestep, only an observation related to the current state of the Markov chain
is known by comparing the different states in the state-space. Thus, the GHMM model
is used to describe it. The GHMM uses observations, which indicate the state of each
subsystem.
First, the set of all faulty subsystems F is defined. It is assumed that Fk−1 is known

at the prior timestep together with an unbiased state estimate. Thus, according to the
state-space comparison approach, the different sensor states and actuator prediction
states can be calculated. For each subsystem j, the state error e of all other healthy
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subsystems denoted by subscript i with the corresponding covariance matrix E can be
calculated by

ei|j =x̂P ,i − x̂P ,j, (5.2.22)
Ei|j =P̂ P ,i + P̂ P ,j. (5.2.23)

If subsystem j is healthy, the observation model bHMM for the state errors can be
approximated by a Gaussian distribution with the observation probability density function
(PDF) bHMMH = N (0,E). If the subsystem j is faulty, the error will be biased.
Consequently, the observation model in the faulty case is defined as bHMMF = N (0,Eσfi).
Instead of defining an unknown bias and unknown covariance, the covariance matrix is
increased by a scaling factor σfi > 1, which is used as a tuning parameter of the FDI
algorithm.
The state transition matrix AHMM , the observation model bHMM , and the initial

state of the Markov chain πHMM define the GHMM. Now, the probability of being in
the healthy or faulty state at time k is defined as p(S = H) and p(S = F ), respectively.
The forward algorithm can be used to calculate these probabilities at each timestep [100].
The forward algorithm using the forward variable α is defined as

α1 = (α1(H),α1(F ))> = BHMM(xHMM,1)πHMM , (5.2.24)
αk = (αk(H),αk(F ))> = BHMM(xHMM,k)AHMMαk−1, (5.2.25)

with

BHMM(xHMM,k) =
(
bHMMH(e,k) 0

0 bHMMF (e,k)

)
. (5.2.26)

In addition, α is normalized at each timestep to avoid underflow in the computations.
Knowing α, the corresponding probabilities can be calculated by

p(S = H) = αk(H)∑
k=F,H αk(k) , (5.2.27)

p(S = F ) = αk(F )∑
k=F,H αk(k) , (5.2.28)

(5.2.29)

A fault in the ith subsystem is then declared, when the probability of being faulty is
higher than the probability of being healthy.

The FDI algorithm can be tuned according to the three variables pHF , pFH , and σfi.
As a first approximation, pHF = pFH is chosen such that the detection delay of a fault
occurrence is the same as the detection delay of a vanishing fault. The remaining two
degrees of freedom are chosen according to: first, the false alarm rate of the system in
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nominal condition, and second, the detection delay of the FDI system by fault occurrence.
This is evaluated by using Monte-Carlo simulations with different fault occurrences.

5.3 Actuator Fault Detection with Redundant Actuators
The state-space comparison approach cannot be used directly in the case of redundant
actuators. In this case, BP is not of full rank. The problem is, that a fault cannot
uniquely be associated to a redundant actuator since all the potentially faulty redundant
systems could be leading to the same result. Thus, virtual control inputs ũ are defined
by

uctr =Mũ, (5.3.1)

where M is the corresponding transformation matrix. The number of virtual inputs
must be equal to the rank of BP . The proposed FDI algorithm is now used by replacing
uctr withMũ and detecting and identifying virtual actuator faults. To find all potential
actuators from a virtual fault detection, a fault signature table can be formed using
M . These fault signature tables are generally used to associate a fault source with the
defined residuals [34].
This is best elucidated using the senseSoar UAS as an example. The UAS has six

different actuator inputs, two propellers, two ailerons, and two ruddervators. Instead of
using all six redundant actuators, the thrust and the moment around all three axes are
defined. The fault signature table is shown in Table 5.1.

Table 5.1: Fault signature table for the senseSoar UAS. The actuators in the top row are
matched to the respective virtual input in the first column.

Left prop. Right prop. Left ail. Right ail. Left rud. Right rud.
Thrust -1 0 0 -1 0 0

L 0 0 1 -1 0 0
M 0 0 0 0 1 1
N -1 1 -1 1 -1 1

Thus, a fault in the thrust and yaw moment is assigned to a fault either in the left or
the right propeller, a fault in the roll and yaw moment is assigned to either the left or
the right aileron and a fault in the pitch and yaw moment is assigned to either the left or
right ruddervator. The table also includes the direction of the fault influence to further
identify an actuator. By assessing e, the responsible actuator can be further deduced.
This is exemplified by the two propeller system. If the error is a negative thrust and a
negative yaw moment, the left propeller will be faulty, whereas if a decrease in the thrust
and a positive yaw moment is observed, the fault has to be in the right propeller. Still,
even with this approach, the ailerons cannot be distinguished.
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If the direction of the error is not sufficient to isolate the actuator fault source, an
active method needs to be used. This dissertation uses the active control injection method
proposed in [57]. Instead of a sinusoidal input, a square wave in the Kernel space of
BP is added to the state-feedback control signal. The square wave helps to decrease the
detection delay since faster control motions are performed. The new control input signal
is defined as

uctr =uctr,fb +me sgn (sinωt) , (5.3.2)

where the control input uctr consists of the state-feedback control input uctr,fb and an
additional square wave with frequency ω, magnitude m and direction e. It holds that
e ∈ ker(BP ). The frequency and magnitude have to be chosen appropriately. For the
senseSoar UAS, the ailerons need to be distinguished. In order to do this, the direction in
the kernel space of BP is defined by e = [0, 0, 1/

√
2, 1/
√

2, 0, 0] such that both ailerons
move in the same way due to the sinusoidal signal. The resulting sinusoidal change in
the rotational velocity is used to determine which actuator is faulty.

5.4 Verification with Unmanned Aerial Systems

The proposed algorithm is shown on a fixed-wing UAS. The translational system dynamics
of the UAS are defined by Eqs. (3.2.1) and (3.2.8) and the rotational system dynamics
are defined by Eqs. (3.2.2) and (3.2.9). The wind velocity is defined in Eq. (5.4.6) and
the sensors are modeled as shown in Section 3.6. As it has to be dealt with nonlinear
system dynamics, the state-space comparison approach will be extended to the nonlinear
case.

5.4.1 State Estimator

Here, the KF being used is defined. It is a simplified version of the one presented in
[86]. The states are defined as x̂P = [pCoG, q,V ,ω, bgyro,V w]>, where V denotes the
translational velocity in the inertial frame the navigation frame N .

The system dynamics presented in Eqs. (3.2.1), (3.2.2), (3.2.8), and (3.2.9) are dis-
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cretized using the Euler-forward method to

pCoG,k+1 =pCoG,k + V k∆t, (5.4.1)

qk+1 =qk +
[1
2qk ⊗ ωk

]
∆t, (5.4.2)

V k+1 =V k + aN∆t, (5.4.3)
ωk+1 =ωk + I−1

body [τ ext − ωk × Ibodyωk]∆t (5.4.4)
bgyro,k+1 =bgyro,k + ng, (5.4.5)

V wk+1 =
(

1− 1
τw

)
V wk + nw, (5.4.6)

where aN is either expressed in terms of thrust and drag of the actuator inputs as shown
in Eq. (3.2.1) or in terms of the accelerometer measurement aN = CBN (am + na). The
wind velocity V w is modeled as an Ornstein-Uhlenbeck process with the time constant
τw and Gaussian noise nw.

In order to use the EKF, a suitable linearization has to be chosen for the quaternion.
In this thesis, the axis-angle quaternion perturbation δa is used. It can be converted
into the quaternion δq by

δq =
sin

(∥∥∥ δa2 ∥∥∥) δa
2

cos
(∥∥∥ δa2 ∥∥∥)

 , (5.4.7)

where it holds, that q = δq ⊗ q̄, and q̄ denotes the current quaternion estimate. The
error state estimate is then written as δx̂P = [δpCoG, δa, δV , δω, δbgyro, δV w]>. The
linearized error state transition matrix is defined by

Aest =



I 0 ∆tI 0 0 0
0 I 0 CNB 0 0
0 [aN ]× I 0 0 0
0 0 0 I 0 0
0 0 0 0 I 0
0 0 0 0 0

(
1− 1

τw

)
I


. (5.4.8)

The measurements consist of the GPS, the airspeed sensor, the barometer, the accelerom-
eter, the gyroscope, and the magnetometer as defined in Section 3.6. A mixed indirect
KF is formulated. The acceleration is used as a system input, in addition to the modeled
aerodynamics forces as defined in Eq. (3.2.11). Both are used in parallel for the prediction
step.
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5.4.2 Simulation Results
The performance of the FDI algorithm incorporating the EKF is evaluated in simulations
both for the nominal and fault scenarios.

The simulation scenario consists of the senseSoar UAS loitering on a circle with radius
of 70 m with a cruise speed of 10 m s−1 and slow ascending with a constant speed of
0.2 m s−1. Further, a constant horizontal wind is added in the simulation with a speed
of 2 m s−1 and a direction of 75◦. The gyroscope bias is set to (0.01, 0, 0.015)>. The
normalized international geomagnetic reference field version 12 (IGRF-12) magnetic
vector for Zürich on the 10th of April 2016 is m = (0.449, 0.017, 0.894)>. In Figure 5.4,
the state error between the system state and the state estimation is shown for the
position and attitude state. The state estimator is capable of estimating the states.
The estimation has a position standard deviation of approximately 1.5 m, an attitude
standard deviation of 2◦, a velocity standard deviation of 0.8 m s−1, a wind velocity
standard deviation of 1.2 m, and a rotational velocity standard deviation of 0.1 rad s−1

During multiple simulations with a total amount of 2 h, only two short false alarms are
generated for the airspeed sensors with an average fault time of 0.2 s, and a single short
time fault for the gyroscope.

For demonstration purposes, a barometer sensor fault is simulated. The fault consists
of a reduced sensitivity of the pressure sensor. This is represented by a 0.8 scaling
factor error of the measurement signal. Due to the GPS, the accelerometer and airspeed
measurements, the altitude is always observable and the fault is detected with a minimum
delay of 0.04 s. In Figure 5.5, the corresponding state of the GHMM is shown. The
probability of being healthy converges quickly to 0.98 at the initialization of the FDI.
At the time point of 5 s a fault is simulated. Already after four time-steps in the FDI
algorithm, at the time point of 5.04 s, the barometer sensor is correctly detected as faulty.

The next simulation demonstrates the behavior of the system in the case, when part of
the system states become unobservable. For this purpose, a fault in the airspeed sensor
is simulated. The airspeed sensor is the only sensor incorporating the wind velocity
information. If a fault in the airspeed sensor is detected, the wind velocity can only
be further predicted without measurement updates. This motivates the main reason
for modeling it as an Ornstein-Uhlenbeck process, which is a bounded model. Thus,
numerical instabilities can be avoided. A loss in the sensor sensitivity is simulated. This
is represented by a 0.75 scaling factor in the measurement output. The corresponding
GHMM state is shown in Figure 5.6. The fault is detected after 0.3 s. As the airspeed
sensor is not used anymore as an update for the state estimates, the uncertainty of the
wind velocity estimates will grow to the upper bound. Due to the increased uncertainty,
the observation model gets uncertain as well and the detector is not able to permanently
identify the fault. However, already with a 0.7 scaling factor, the airspeed fault can be
detected permanently.

In general, the detector is able to detect a variety of faults, if the fault creates suffiecient
separation in the state-space. This becomes more apparent in the following example for
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Figure 5.4: Position and attitude error plot of the state estimator and FDI algorithm.
During nominal operation, the state estimator is capable of estimation the
system states. The position and attitude errors shown have a position
standard deviation of 1.5 m and an attitude standard deviation of 2◦.
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Figure 5.5: Probability of the GHMM being in the healthy state. A barometric fault
is simulated at 5 s and the fault is reliably detected at 5.04 s, when the
probability of the healthy state is less than 0.5.

0 10 20 30 40 50 600

0.2

0.4

0.6

0.8

1

Time [s]

p(
S

=
H

)
of

ai
rs

pe
ed

se
ns

or

Figure 5.6: GHMM state of the airspeed in the simulation run. A small airspeed scaling
factor error is simulated at 5 s. It is detected after 0.3 s. However, the wind
velocity states become unobservable and the uncertainty grows. Although
bounded, due to the increased uncertainty, the FDI is no longer able to
reliably identify the fault. Thus, an oscillating behavior can be observed with
small fractions of the time where the subsystem is assumed to be healthy.
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actuator fault detection. If the UAS is loitering on a circle, and an aileron is stuck at
its current position, the control deflections around the steady-state deflection will be
minimal, the actuator fault cannot be detected until a maneuver is initiated. However,
this is not critical for the stability of the system.

5.4.3 Monte-Carlo Simulations

To quantify the reliability of the FDI algorithm, Monte-Carlo simulations are performed
for each actuator and sensor. A constant additive fault is proposed as a measure of the
mean fault magnitude. Thereby each fault is incremented to find the smallest biases which
can be reliably detected. For each fault and increment, 100 simulations are performed
and the fault detection of the FDI is analyzed. The constant additive fault is incremented
until a reliable fault detection in at least 95 simulation runs is achieved. Then, the mean
detection delay is calculated for this constant additive fault value. A summary of the
Monte-Carlo simulations can be found in Table 5.2.

Table 5.2: Evaluation of the FDI algorithm. The table represents each minimal constant
additive fault, which is reliably detected in more than 95 % of the Monte-Carlo
simulation runs. In addition, the mean delay time is calculated.

Subsystem Fault Bias Delay
Aileron 2.5◦ 0.70 s
Ruddervator 4◦ 0.07 s
GPS 9 m 1.6 s
Airspeed 3 m s−1 0.3 s
Barometric altitude 2.6 m 0.05 s
Accelerometer 0.8 m s−2 0.1 s
Gyroscope 0.22 rad s−1 0.07 s
Magnetometer 8 % 0.08 s

It can be seen that the most of the actuator and sensor faults can be detected with a
delay of less than 100 ms. There are two notable exceptions. First, a fault in the GPS is
detected with a much larger delay. This is due to the fact that the GPS receiver has a
much smaller update rate of 4 Hz compared to the 100 Hz of the remaining sensors and
actuators. Thus, the detection needs a longer time to detect a GPS fault. Second, the
detection delay is much slower for an aileron. This is due to the active method used in
the FDI detection. An error in the roll moment is detected much earlier with less than
100 ms delay, but in order to isolate the fault, the FDI algorithm has to wait until the
system reacts on the additional input.
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5.5 Conclusions
The advantage of the algorithm presented here is the recursive formulation due to the use
of the GHMM. In contrast to MMAE approaches, it is based on a single KF. The amount
of inversion calculations is nact + 1 per timestep. If an indirect KF is used with the
accelerometer as inputs, the amount of inversions can even be reduced to two. Thus, the
method is computationally more efficient than the multiple model approaches. Further,
most of the hypothesis testing algorithms (see e.g. [38]) use a window over the previous
n innovations to compute the probability. Therefore, the last n innovations have to be
stored. In the GHMM formulation, the prior probability information is stored recursively
in the forward variable αt. Thus, only two values per sensor have to be stored instead
of a window of the full innovation vector. Additionally, the calculation of the forward
variable is computationally more efficient due to the formulation in Eq. (5.2.25), than
calculating the likelihood over a window of past innovations.
Further, the formulation with the adaptive KF can be used to simultaneously detect

sensor faults while estimating unbiased states. Thus, no additional state estimator has to
be employed. This, however, has the drawback, that the system states must be detectable
for all healthy sensor sets F̄ . If this cannot be guaranteed, the KF is not well defined
and the state and innovation covariance matrix will grow unbounded.

The simulations have verified the validity of the approach. The FDI algorithm is able
to detect all faults with an acceptable minimal fault magnitude and detection delay. An
active fault detection can be used to identify a fault in redundant actuators, however,
the detection time will increase significantly.
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Up to this point, this thesis has been concerned with the development of an FDI algorithm,
which is able to detect actuator faults and provides a state estimation unbiased from
sensor faults. Thus, this chapter aims to elucidate the control reconfiguration in the
case of actuator faults is dealing with the control reconfiguration considering actuator
faults. This is the last step missing to complete the combined sensor and actuator FTC
framework demonstrated in this dissertation. The proposed approach is based on the
manuscript in [101].

6.1 Introduction
When designing an FTC relying on FDI information, the fault estimate of the FDI
system cannot be perfect due the stochastic elements inherent in the system. This is an
important factor to be considered in the stability analysis of the FTC. Uncertainties of
the FDI system include: 1) false alarms, meaning healthy actuators are declared faulty, 2)
missed detections, meaning occurred faults were not detected reliably, and 3) a detection
delay due to the time passed between the fault occurrence and its detection.

There are two different methods to address this issue. The passive FTC approach can
be used to design a robust control for these uncertainties with all its drawbacks shown in
Chapter 2. Since the system is expected to operate most of the time without a fault,
the passive approach will decrease the nominal performance. An active FTC approach,
which is able to deal with the FDI uncertainties, is thus preferred .

6.1.1 Outline and Contributions
Designing a robust FTC approach is still an open topic in research. In the remainder of
this chapter a projection based control reconfiguration is presented. Each controller is
robust in the case of FDI uncertainties. Further, simulations on the senseSoar UAS and
experimental verifications on the Techpod UAS are shown for the new control design
approach.
The contributions are based on a discussion of the issue to develop a robust FTC

approach. Second, a new solution to increase the nominal performance of an active FTC
is shown based on H∞ control theory and the adapted µ-analysis. Finally, evaluations
with simulations and real flight experiments are performed.
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6.2 Active Fault-Tolerant Control with Improved
Nominal Performance

The goal regarding the FTC design is to find the control law guaranteeing optimal nominal
performance despite actuator faults and an uncertain FDI. Thus, the uncertainty of the
FDI algorithm must be considered in the stability analysis of the feedback system. This is
implemented by taking into account false alarms, missed detections and detection delays.
Due to the general framework of the sensor and actuator FTC used here, only actuator
faults need to be considered for the FTC. Therefore, false alarms can be neglected in the
stability analysis. This is feasible since a false alarm will not affect the stability of the
system itself. This is illustrated by the following example. Consider the occurrence of a
false alarm with respect to a single actuator. The controller is reconfigured to stabilize
the system with the remaining actuators. Thus, when considering the stability, it does
not matter if a false alarm of a correct detection is triggered. Although the false alarms
will not influence the stability of the system, the reconfiguration process itself can add
some instability to the system, which needs to be addressed. Further, the reconfigured
controller has inferior performance compared to the nominal controller. Thus, false
alarms should be avoided as best as possible.
To surpass the performance of a passive FTC approach, several assumptions on the

uncertain FDI performance must be made.

6.2.1 Assumptions regarding the Fault Detection and Identification
In the case of missed detections in the FTC approach, a reliable active FTC cannot
surpass a purely passive approach in terms of its nominal performance. Since all faults
could be missed by the FDI, the nominal controller must ensure stability in the occurrence
of all faults. This ultimately results in a passive FTC design approach for the nominal
controller. Therefore, the active FTC’s only advantage would be its improved performance
in some of the fault scenarios, when the fault is detected and the controller adapted
accordingly. In an effort to be less restrictive in the stability analysis, some general
assumptions will be stated below:

Assumption 6.2.1. The FDI has only missed detections of “small” actuator faults. A
fault can be reliably detected by the FDI if the measurement output of the dynamic system
in the faulty case deviates from the nominally expected output. Thus, a “small” fault is
defined as an upper bound on the fault magnitude, which, in the worst case, influences
the measurement output less than a defined threshold.

Assumption 6.2.1 is based on the fact that a FDI can detect faults if there is a
substantial deviation from the expected to the measured output. However, distiguishing
between small deviations and system noise is hard, and must be considered in the control
design.
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In order to ease the stability requirements for active FTC, another assumption has to
be made regarding the detection delay uncertainty. If the detection delay would converge
to infinity, the resulting effect would be the same as for a missed detection by the FDI.
To circumvent this, a passive FTC would need to be designed. Therefore, an upper
bound for the detection delay has to be assumed.

Assumption 6.2.2. There is an upper bound on the detection delay of “large” actuator
faults. Given the bound addressed in Assumption 6.2.1, faults larger than the defined
threshold will not only be reliably detected, but their detection delay will be upper bounded
by the maximum delay time τmax.

Given Assumptions 6.2.1 and 6.2.2, it can be concluded that using a passive FTC design
in an active scheme is overly conservative. Closed-loop stability should be guaranteed
only for small faults when the FDI has potential missed detections. “Large” faults are
reliably detected by the FDI within a bounded time. Thus, the controller is adapted
after the detection delay in such that the closed-loop system becomes stable again. The
transition phase could still impose some problems, as state-space restriction of the real
system could be violated. This needs to be accounted for.
With the help of an additional, optional assumption, the stability properties can be

relaxed even further.

Assumption 6.2.3. Only one fault at a time will occur during the time between the
occurrence of this fault and the reconfiguration of the controller.

Assumption 6.2.3 might seem fairly restrictive. But each actuator is driven separately.
this means, that a motor failure only affects one actuator. However, the power and the
command signal might be shared by all actuators. Therefore, if a fault in the power
system or control device occurs, all actuators would be affected at the same time. This
would lead to a total loss of controllability of the system, in which no controller would
be able to stabilize the system. If this is a concern for the system, additional mechanical
redundancies like e.g. triple line redundant systems need to be considered. Further, the
mean time between failures (mtbf) of each subsystem is large with respect to the mission
duration. Thus, a fault is unlikely to occur. Furthermore, the maximum time from
the fault occurrence to the adaption is restricted both by τmax and the time needed to
reconfigure the controller. This time is considered negligible with respect to the mtbf.
Thus, the probability of the simultaneous occurrence of two separate faults is highly
unlikely.

6.2.2 Advantages of the Reliable Active Fault-Tolerant Control
Figure 6.1 shows the advantages from the assumptions stated in the section before
in an example of a system with two potential actuator faults. Considering a defined
performance criterion, the goal is to find the controller K(s), which is able to stabilize
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the system with optimal nominal performance. Defining Knom as the set of control
laws stabilizing the nominal system, there exists an optimal controller K∗nom. Further,
K1, K2, and K1+2 are defined as the sets of stabilizing controllers given the respective
faults. The optimal passive controller K∗pass might be far off of the optimal nominal
performance since it has to be stable during normal operation, even when both faults
happen at the same time. The goal is thus to increase the nominal performance with an
active FTC.
Given Assumptions 6.2.1 and 6.2.2, the controller only needs to respect state-space

boundaries during τmax for “large” faults and guarantee stability for “small” faults. This
increases the set of possible controllers defined by K′1 and K′2 as seen in Figure 6.1 b).
Accepting Assumption 6.2.3, the nominal controller only has to be stable for single faults
and not every possible combination. This will increase the nominal performance of the
active controller K∗act substantially.

6.3 Controller Design

To design an active FTC, two distinct problems need to be addressed: First, the robustness
of the controller in the case of actuator faults with optimal nominal performance as seen
above and second, the controller adaption. The control adaption using control switching
will be described next. Then, the control design of each controller employing robust
control methods is discussed.

6.3.1 Active Fault-Tolerant Control Adaption

There are many ways of adapting the active FTC according to occurring faults. One
possible technique is a switched-control design which uses a bank of precomputed
controllers Ki(s). Each Ki(s) stabilizes one scenario of the set of all possible actuator
fault scenarios F . If the number of fault combinations is denoted by nf , F consists
of nf + 1 scenarios. The FDI algorithm will select the corresponding controller Ki(s)
according to the FDI signal. This scheme is visualized in Figure 6.2. The unique feature
of this design approach is, that the computational load of the system is not increased, as
only one controller is active at a given time.
K0(s) denotes the nominal case controller. It has to stabilize the nominal system, be

robust in the case of “small” actuator faults and ensure state space constraints over τmax
for all single actuator faults. K1(s) refers to the controller for the first fault scenario.
The controller is robust in the case of the first actuator fault and additionally all other
“small” single actuator faults while ensuring state space constraints during τmax. K2(s)
is then defined analogously for the second actuator fault and so forth for the remaining
controllers.
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Figure 6.1: Visualization of the available control set for FTC. In a) the control set of the
nominal system Knom is shown with the control sets of each actuator fault.
Regarding a performance criterion, the passive FTC controller K∗pass is far
away from the optimal nominal controller K∗nom. In b) the nominal reliable
controller K∗act has an improved nominal performance under Assumptions
6.2.1 - 6.2.3.
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Figure 6.2: Switched control scheme used in the active FTC approach. The FDI de-
tects the actuator faults and selects the appropriate controller Ki(s). Each
controller is designed to stabilize the system P (s) given a specific fault
scenario.

6.3.2 Actuator Fault Modeling using Uncertainties
To ensure the robustness of the controller in the case of actuator faults with optimal
nominal performance, the design of an active FTC is formulated as a robust control
problem. The actuator faults are modeled as input uncertainties. Thus, the actuator
faults can be modeled as

uact(t) =κact(t)uctr(t) + fact(t), (6.3.1)

where κact ∈ [0, 1] denotes a fault scaling factor and fact ∈ [uact uact] denotes an additive
fault signal. Equation (6.3.1) can be transformed to the frequency domain by

uact =(I −∆(s))uctr + fact, (6.3.2)

where the perturbation matrix ∆(s) has the structure ∆(s) = diag(∆i(s), . . . , ∆i(s)),
with ∆i(s) being an unknown stable linear time invariant (LTI) uncertainty, whose norm
is bounded by ‖∆i(s)‖ = 1. Further, the linear system dynamics in Eq. (3.5.1) are
transformed into the frequency domain denoted by P nom(s).
The uncertainty can be rearranged as a linear fractional transformation (LFT) as

illustrated in Figure 6.3, in which the uncertain system P (s) is split into ∆(s) and
P nom(s). Further, the feedback connection of P nom(s) with K(s) is described as the
closed-loop transfer function G(s).

6.3.3 Pole Restriction
Stability for “small” actuator faults can be analyzed using the µ-analysis (see e.g. [102]),
which serves as a basis for the active FTC proposed in this thesis. In addition, a
formulation is needed to ensure that the state-space constraints are not violated for all
possible faults during τmax. An approximated approach can be formulated by restricting
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P nom(s)

K(s)

∆(s)

G(s)

Figure 6.3: LFT interconnection for an uncertain system.The uncertain system is split
into the nominal system P nom(s) and the uncertainty ∆(s). A controller
K(s) is used to stabilize the closed-loop system G(s).

the unstable pole region instead of directly forcing the state-space constraint boundaries.
The unstable pole region is shown in Figure 6.4. A fault can change the poles of the
closed-loop system and make the system unstable but the poles are still restricted by the
upper pole restriction limit p̄o. The restriction of the real part of the pole is equivalent
to restricting the exponential-divergence time constant of the system states. This limits
the rate at which the states can diverge during the detection delay τmax.

Re

Im

p̄o

Figure 6.4: Pole plot with defined pole region. The admissible pole region is shifted from
Re(p) < 0 to Re(p) < p̄o to the right.

A conservative estimation of p̄o can be chosen given τmax defined by the FDI algorithm
and an estimation of the minimum normalized state-space margin m∆ during the nominal
operation. In the case of a fixed-wing UAS, the angle of attack α and the relative airspeed
vair are the most crucial states influencing the aerodynamics of the UAS. An estimate of
m∆ can be found using e.g. the H∞-analysis or Monte-Carlo simulations of the system
and by inferring the closest values from the allowable flight envelope as depicted in
Figure 6.5. Thus, p̄o can be calculated such that the divergence during τmax is limited by
the state-space constraints. One possible approximation of p̄o can be done by

p̄o = log(m∆ +1)
τmax

. (6.3.3)

This equation calculates p̄o such that the change in the states due to the maximum
unstable pole during τmax is equal to m∆.
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vair

α

Flight envelope

Figure 6.5: Inspection of m∆ using the flight envelope with respect to the angle of attack
α and the airspeed vair. The circle represents the bounds of the states during
the Monte-Carlo simulations. Thus, m∆ can be calculated by the minimal
distance of the circle to the flight envelope bounds.

The goal of the active FTC is thus to find a controller which stabilizes all “small”
actuator faults and has restricted unstable poles for “large” actuator faults. To prove the
boundedness of the closed-loop system poles, the generalized Nyquist criterion is used
and adapted.

6.3.4 Shifted Generalized Nyquist Criterion
The µ-analysis tool is used to prove the boundedness of the poles. But first, an approach
to check the boundedness of unstable poles on the nominal closed-loop system needs
to be defined. For this purpose, the generalized Nyquist stability criterion for MIMO
systems needs to be adapted. The generalized Nyquist criterion (see e.g. [103, Chapter 4])
is a graphical analysis tool which uses the inspection of the open-loop transfer function
L(s) to infer the stability of the closed-loop system. The Nyquist theorem states that
the closed-loop system is stable if and only if the map det(I +L(jω)) encircles the origin
p-times anti-clockwise, where p denotes the number of poles of L(s) in the right-half
s-plane assuming no right-half s-plane zero-pole cancellations have occurred forming
L(s). This theorem can be adapted in following way:

Theorem 6.3.1. If the poles of the dynamic system πol of L(s) have p poles with
Re(πol) > p̄o, then the closed-loop poles πcl of the closed-loop system will satisfy the
inequality Re(πcl) < p̄o if and only if the map det(I +L(p̄o + jω)) encircles the origin
p-times anti-clockwise assuming that no zero-pole cancellations with Re(πol) > p̄o have
occurred within L(s).

Proof. According to the generalized Nyquist theorem, it can be stated that

det(I +L(s)) =πcl
πol

det(I +L(∞)), (6.3.4)
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as shown in [103, Appendix A]. For strictly proper systems, it holds that L(∞) = 0.
Cauchy’s argument principle is used to state that

∆ arg det(I +L(s)) =− 2π(nς − nπ), (6.3.5)

where ∆ arg denotes the change in the argument of the system circling clockwise around
a contour encompassing the number of zeros nς and the number of poles nπ. From Eq.
(6.3.4) it is obvious that nς are the poles of the closed-loop system and nπ are the poles
of L(s) inside the contour. Since the closed-loop system must be stable, it holds that
nς = 0. To prove the boundedness of the closed-loop system poles, the Nyquist contour
is shifted by p̄o to the right-hand side as shown in Figure 6.6. Since only strictly proper

Re

Im

−j∞

j∞

r =∞

p̄o − j∞

p̄o + j∞

r =∞

p̄o

Figure 6.6: Plot of the Nyquist contour going through the origin and the adapted contour
shifted by p̄o to prove boundedness of the nominal closed-loop system poles.

systems are of interest, only the points at p̄o ± jω in the s-plane need to be considered.
Inserting the values of the contour in Eq. (6.3.5) concludes the proof.

From this proof, it can be inferred whether the poles of the nominal closed-loop system
are bounded. It remains to show that the closed-loop system has bounded poles for the
uncertain system. This can be done by adapting the µ-analysis.

6.3.5 Adapted µ-Analysis
The µ-analysis is a tool to analyze the robust stability of an uncertain system using
structured singular values [103, Chapter 5]. Inspired by the shifted generalized Nyquist
criterion, the µ-analysis of the robust control framework can be adapted in order to
assess whether the perturbed closed-loop system has any poles greater than p̄o.

Theorem 6.3.2. Assume that G(s) is stable. The interconnection of a structured
uncertainty ∆(s) with G(s) has poles bounded by p̄o as long as the structured singular
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value µ defined by

µ =
[
min
∆(s)
{a| det(I −G(p̄o + jω)a∆(s)) = 0}

]−1

, (6.3.6)

is smaller than 1 for all frequencies ω.

Proof. If it is assumed that G(s) is stable, the poles are also bounded by p̄o, because
the stable s-plane is a subset of the bounded s-plane. The remains of the proof can be
determined analogously to the small gain theorem [103, Chapter 4]. Since the largest
pole of G(s) is bounded by p̄o, the map of det(I +G(s)) does not encircle the origin as
s traverses the shifted Nyquist contour. In this case, G(s) is stable for all ∆(s) if the
condition

det(I +G(p̄o + jω)δ(p̄o + jω)) 6= 0 ∀ω,
∀δ(p̄o + jω) ∈∆(p̄o + jω)

(6.3.7)

holds. This implies that µ has to be smaller than 1, since then |a∆(s)| > |∆(s)|. This
concludes the proof.

Instead of using G(p̄o + jω) in the singular value analysis, G(s) can be transformed
such that G′(jω) = G(p̄o + jω). This can easily be achieved in the state-space realization
by A′cl = Acl − p̄oI. Thus, it is possible to use the established µ-analysis algorithm.
It is computationally intensive to find the solution to Eq. (6.3.6) directly. However,

bounds on µ can be computed at discrete frequencies. For complex structured pertur-
bations, a lower bound can be calculated with the spectral radius of G′(jω). An upper
bound can be calculated by the maximum singular value of G′(jω) (see [103, Chapter
5]). A closer approximation of the upper bound can be found by scaling G′(jω) with
D(s)G′(jω)D−1(s). Because the scale matrix D(s) only changes the maximum singular
value but not µ, the goal is to find

µ ≤ inf
D(s)

σmax(D(s)G′(jω)D−1(s)). (6.3.8)

6.3.6 Fault-Tolerant Control Synthesis
After the definition of an analysis tool to infer the boundedness of an uncertain system,
the remaining step is to compute the Ki(s) for the FTC. Two different objectives must
be fulfilled. The first objective is to find Ki(s) stabilizing P (s) for all kind of “small”
actuator faults. The second objective is to ensure that the closed-loop poles are restricted
for each element in F for the “large” actuator faults. Both objectives can be described
using H∞-control design techniques as seen above. Since the modeling of the actuator
fault will result in a structured uncertainty ∆(s), classical H∞-control optimization will
result in a conservative controller. This is due to the fact that the optimization expects
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a full block uncertainty. To overcome this problem, µ-synthesis techniques like the
DK-iteration (see e.g. [104]) were invented as a possible way to increase the performance.
The goal is to find a controller minimizing Eq. (6.3.8). Since finding both D(s) and
K(s) is a non-convex problem, an iterative procedure is implemented to find each matrix
sequentially.
The DK-iteration is used in this design approach. However, since there is a second

design objective, namely the boundedness of the uncertain system, the DK-iteration will
be adapted to calculate a controller K(s) as illustrated in Figure 6.7. The steps are as
follows:

1. Initialize the controller K(s) with an H∞-design for P (s) with “small” actuator
faults such that K(s) stabilizes the perturbed system of the “small” actuator
faults. For this, ∆(s) and fact have to be scaled to only incorporate the “small”
faults.

2. Analyze the closed-loop system and choose the appropriate p̄o. Check, if the poles
are bounded for the “large” actuator faults.

3. If the poles are not bounded by p̄o, scale the “small” fault magnitude of the
respective actuator by the largest structural singular value.

4. iterate over step 2. and 3. until both objectives are met.

This procedure is chosen in order to find a suitable controller. Due to the adaption, the
convergence towards a solution is not guaranteed. However, in practical applications, the
iteration turns out to work well. The H∞-design tries to minimize the influence of the
uncertainty of the plant. However, for the purpose of fault tolerance, only stability is of
concern, and the remaining freedom should be used to increase the nominal performance.
In general, minimizing all the actuator faults at once for the “large” faults will decrease
the performance considerably, thus this iterative procedure is chosen instead. Thus,
∆(s) is only increased as long as the second objective is not fulfilled.

6.3.7 Controller Initialization
When switching the controller after a detection of an actuator fault, the new controller
has to be initialized properly in order to avoid undesirable transient responses. This is
especially important in order to ensure that the state-space constraints are not violated
neither during the detection delay τmax nor the control switching. In order to initialize
the controller, the optimal state vector xK has to be calculated to minimize transient
behavior. A lot of research is addressing this problem and a simplified version of the
methods presented in [105], [106] is adopted in this thesis.
Without loss of generality, it can be assumed that the time at which the control

switching occurs is at t = 0. Thus, it is of interest to find the optimal initial state xK(0)
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K0(s)

Calculate Ki(s) Calculate p̄o τmax

Adapt ∆(s) Re(πcl) < p̄o?

Stop

No

Yes

Figure 6.7: Iterative design procedure for the active FTC DK-iteration with increased
nominal performance. The iteration starts with an initial controller K0(s),
which is stable in the case of “small” actuator faults. Then, the bounds of the
closed-loop system poles are calculated given the τmax from the FDI. With
the adapted µ-analysis framework, the boundedness of the closed-loop system
is tested for the “large” actuator faults. If the objective is not fulfilled, the
uncertainty is adapted and a new controller Ki(s) is calculated.

such that the performance criterion J is minimized. The performance criterion can be
stated as

J =
∫ ∞

0
exr
>(t)Weexr(t)dt, (6.3.9)

where exr is defined as the closed-loop error between control input signal and the system
state and We ≥ 0 is an appropriately chosen weight matrix. While switching, a constant
control input signal r is assumed. K(s) denotes the state-space realization of the
controller to which the system will be switched to. The closed-loop state-space can thus
be described by

ẋcl =
(
ẋK
ẋP

)
=
(
AK −BKy

BPCK AP −BPDKy

)
xcl +

(
BKr

BPDKr

)
r, (6.3.10)

ycl =
(
uact
xP

)
=
(
CK −DK

0 I

)
xcl +

(
DK

0

)
r. (6.3.11)

Only strictly proper P (s) with DP = 0 are considered. Thus, J can be expressed with
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respect to the closed-loop dynamics as

J =
∫ ∞

0
(r − xP (t))>We(r − xP (t))dt (6.3.12)

=

∫ ∞
0
x>cl(t)C>clyWeCclyxcl(t)

− 2r>WeCclyxcl(t) + r>Werdt.
(6.3.13)

Defining the positive definite solution of the Lyapunov equation X such that

A>clX +XAcl = −C>clyWeCcly (6.3.14)

and the general solution of the LTI system as

xcl(t) = eAcltxcl(0) +
∫ ∞

0
eAcl(t−τ)Bclrdτ, (6.3.15)

the integral of J can be calculated by

J =
∫ ∞

0
− d

dt

(
x>cl(t)Xxcl(t)

)
+ 2r>(BclX −WeCcly)(eAcltxcl(0)

+
∫ ∞

0
eAcl(t−τ)Bclrdτ) + r>Werdt,

(6.3.16)

=− x>cl(t)Xxcl(t)
∣∣∣∞
0

+ 2r>(BclX −WeCcly) A−1
cl (eAclt − I)xcl(0)

∣∣∣∞
0

+
∫ ∞

0
r>Wer

+ 2r>(BclX −WeCcly)
∫ ∞

0
eAcl(t−τ)Bclrdτdt,

(6.3.17)

=x>cl(0)Xxcl(0)
+ 2r>(BclX −WeCcly)A−1

cl xcl(0) + f(t),
(6.3.18)

where f(t) is the collection of all terms not depending on xcl(0). Since the state transition
matrix Acl is stable, its inverse exists and X is a positive definite symmetric solution.
Therefore,to minimize J only xK(0) can be selected. The matrices are first partitioned
into

X =
(
X11 X12
X>12 X22

)
, (6.3.19)

g =
(
g1 g2

)
= 2r>(BclX −WeCcly)A−1

cl . (6.3.20)

73



6 Fault-Tolerant Control

Then, J can be rearranged as

=x>K(0)X11xK(0) + (2x>PX12 + g1)xK(0) + f ′(t). (6.3.21)

The global minimum x∗K(0) can thus be calculated by

X11x
∗
K(0) = −(X>12xP + 1

2g1
>) (6.3.22)

6.3.8 Stability of the Switching Control Approach
This section aims to show the overall stability of the system with switched controllers.
Although each controller Ki(s) is able to stabilize the system in the case of actuator
faults, as long as the FDI information and the faults are in concordance to Assumptions
6.2.1-6.2.3, this is generally not enough to ensure stability of the switched closed-loop
system [107]. Since the system is designed with an adequate mtbf, an actuator fault is
unlikely to occur. Therefore, a sufficiently large time between two occurring faults or
false alarms triggered by the FDI can be assumed. According to the average dwell time
theory (see e.g. [107, Chapter 3]), the system is thus indeed stable, as long as the average
time between two consecutive controller switchings is larger than the dwell time. For
the remainder of this thesis, it is assumed that the time between false alarms and/or
actuator faults is large with respect to the minimum dwell time. If for the specific system
this could be of an issue, the bounds of the dwell time could be calculated to check for
the stability.

6.4 Simulations
The design of the FTC has been verified on the fixed-wing UAS senseSoar using a LTI
linearized model as derived in Eq. (3.5.1). In order to represent the different disturbances
and control signals, the system is augmented with the additional input signals and their
respective Wi (see Figure 6.8).
All Wi are diagonal system matrices, shaping the respective input signals within

their frequency domain and providing design goals for the output signals. The system
dynamics and the constants for each Wi are described in Table 6.1. The input signals
are the commanded input uctr, the reference input r, the actuator fault influence fact,
the wind velocity V w, and the measurement noise nest. The output signals are the
system states xP , the actuator error signal eact and exr. The system uncertainty is
described by ∆(s).
Due to the claims stated in Assumption 6.2.1, the “small” faults need to be defined.

Throughout these simulations, they shall be defined as a deviation by 4 % of the maximum
actuator value. Thus, the values of Eq. (6.3.1) are defined to be κact ∈ [0.96 1] and
fact ∈ [0.04uact 0.04uact]. This results in ∆(s) = 0.04 diag(∆i(s), . . . , ∆i(s)) for the
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Table 6.1: Values of the weighting functions for the robust control design.

Weight Transfer function Param Value

Wwindv κ 1
(1+ 1

τπ
s)

κ
τπ

6.0
0.20

Wwindω κ 1
(1+ 1

τπ
s)

κ
τπ

0.040
0.20

Wf ail κ 1
(1+ 1

τπ
s)

κ
τπ

0.026
10.0

Wf elev κ 1
(1+ 1

τπ
s)

κ
τπ

0.026
10.0

Wf thr κ 1
(1+ 1

τπ
s)

κ
τπ

2.0
0.10

Wnv κ κ 1.00e-01
Wnω κ κ 1.00e-02
Wnq κ κ 8.73e-03

Wactail κ
(1+ 1

τς
s)

(1+ 1
τπ
s)

κ
τς
τπ

0.19
60.0

6.0e+02

Wactelev κ
(1+ 1

τς
s)

(1+ 1
τπ
s)

κ
τς
τπ

0.19
60.0

6.0e+02

Wactthr κ
(1+ 1

τς
s)

(1+ 1
τπ
s)

κ
τς
τπ

0.0025
1.0

10.0

Wevair
κ

(1+ 1
τς
s)

(1+ 1
τπ
s)

κ
τς
τπ

0.80
5.0

0.50

Weφ κ
(1+ 1

τς
s)

(1+ 1
τπ
s)

κ
τς
τπ

0.91
5.0e+02

50.0

Weθ κ
(1+ 1

τς
s)

(1+ 1
τπ
s)

κ
τς
τπ

0.91
5.0e+02

50.0

Wref vair
κ 1

(1+ 1
τπ
s)

κ
τπ

12.0
3.0

Wref φ κ 1
(1+ 1

τπ
s)

κ
τπ

0.52
20.0

Wref θ κ 1
(1+ 1

τπ
s)

κ
τπ

0.26
20.0
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eact Wact

Wn nest ∆(s)

xP P (s) uctr

Wf fact
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exr We Wref r
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+−

Figure 6.8: System augmentation for robust control design. The different inputs and
outputs of the system P (s) are scaled by the different weighting matricesWi,
such that it can be used in the robust control theory.

nominal system. When analyzing a fault scenario in F , the respective entries in ∆(s)
corresponding to the faulty actuators are increased to have a magnitude of 1. Further, F
is defined as the set of each single actuator fault (since the actuator redundancy only
allows for single faults to be compensated). As shown in Chapter 5, the FDI is able to
detect faults greater than 4 % of the maximum actuator value with a delay of less than
τmax = 0.3 s. During normal operation, the UAS is flying at an airspeed vair of 10 m s−1

to 12.5 m s−1 and at an angle of attack α between 3 to 8.5◦. The nominal airspeed has
been determined to be 11 m s−1 while the nominal angle of attack is 5◦. The stall speed
is given at 8.2 m s−1, whereas stall happens at α ≥ 11◦. Thus, m∆ is calculated to equal
0.16, which is the minimum normalized distance to the state-bounds for the airspeed.
The maximum p̄o can be computed with p̄o = log(m∆ +1)

τmax
= 0.5.

The initial controller is calculated using a standard H∞-control design algorithm for
the system (Figure 6.8). The initial controller is able to stabilize the system despite the
“small” actuator faults (see Figure 6.9).

Since µ is always smaller than 1, no guarantees can be given for a complete loss of
the right aileron with the adapted µ-analysis (note that the model is not symmetric
due to two right-spinning propellers). To ensure stability, the adapted DK-iteration was
performed. The uncertainty for the right aileron in ∆(s) is increased to weight its larger
contribution on the unstable fault case. After the iteration, the condition for the upper
bound is met in all fault cases, and thus, it is concluded that the poles must be restricted
as demonstrated in Figure 6.10.

6.5 Flight Experiments
Experimental validation of the controller design have been performed on the Techpod
UAS. Using the described FTC method, a bank and pitch angle controller was designed.
Because there is neither redundancy in the propulsion nor in the elevator and rudder,
F is set to include only single aileron and flap actuator faults. However, the system is
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Figure 6.9: Upper bounds of the structured singular values for determining the restricted
poles. The nominal system is shown exemplary in the first plot in green.
Since the structured singular value is smaller than 1 (upper bound) for all
frequencies, the nominal system is stable in the case of “small” actuator
faults. Fault 1 and 2 correspond to the right and left aileron fault, fault 3
and 4 correspond to the right and left ruddervator fault, and fault 5 and 6
correspond to the right and left propeller faults.
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Figure 6.10: Upper bound on the structured singular value for determining the restricted
poles after controller iteration. The nominal system is shown exemplary in
the first plot in green. Since the structured singular value is smaller than 1
(upper bound) for all frequencies, the nominal system is stable in the case
of “small” actuator faults. Fault 1 and 2 correspond to the right and left
aileron fault, fault 3 and 4 correspond to the right and left ruddervator fault,
and fault 5 and 6 correspond to the right and left propeller faults.
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passively stable against rudder faults, which can be proven using the structured singular
value analysis. The result of the design process is a switched system consisting of five
controllers.
Other interesting aspects of the control design can be shown. For example, the FTC

design can be used together with the classical robust control formulation. An LTI model
of the UAS is available for control design. However, the real system dynamics are
nonlinear and the aerodynamics of the UAS might not be known accurately. Thus, the
real UAS can be modeled as an uncertain system. For the experiment, the model has
been chosen as an LTI system as described in Eq. (3.5.1), with uncertain real parameters
on all stability derivatives. These are all assumed to have an uncertainty of ±5 % of their
nominal values. In order to integrate the parameter uncertainty in the control design, the
systems uncertainty matrix ∆(s) is augmented by ∆(s) = diag(∆P ,∆F), where ∆P

is the representation of the modeling uncertainty of the plant and ∆F the uncertainty
representation for actuator faults. All the necessary analyses can be computed in an
analogous way.

Further, the proposed FTC design can use the adapted µ-analysis to check for other kind
of faults that have not been specified in F . Although the Techpod UAS does not have any
redundancy in the rudder, the system is nevertheless passively stable against rudder faults.
Figure 6.8 is augmented with an additional rudder fault (see modeling in Eq. (6.3.1)).
Thus, the whole system uncertainty is modeled as ∆(s) = diag(∆P ,∆F , ∆rud). The
nominal controller can be analyzed for the occurence of rudder faults. In this case, the
different elements of ∆(s) are set to ‖∆F‖ < 0.05 and ‖∆rud‖ < 1 to both represent
“small” actuator faults on the redundant actuators as well as a complete rudder fault.
As shown in Figure 6.11, it can be proved, that the closed-loop system is stable in the
case of rudder faults since the upper bound on µ is smaller than 1 for all frequencies.

The real flight experiments on the Techpod UAS have been used to validate the stability
of the system in the case of actuator faults. The human pilot is controlling roll and pitch
angles together with the speed of the propeller. Using a switch, an artificial actuator
fault can be raised in the system, simulating a blocking actuator. In the first experiment,
the right aileron is stuck at its current position. Figure 6.12 demonstrates the resulting
roll and pitch angles, ailerons and flaps commands. At the time of the fault occurrence,
the UAS is flying straight at a constant altitude. Although the fault has occurred, the
system is still able to follow the roll and pitch commands. After the fault occurrence,
the nominal controller is still active, since the fault has only a marginal influence at this
point. In fact, the controller is switched only after the time t = 935.8 s which is 6.1 s
after the fault occurrence. Because the nominal controller is stable during the occurence
of “small” actuator faults, it is guaranteed to remain stable within this time period.
In the second experiment, a full hard-over of the left flap occurs. At the occurrence

of the fault, an immediate detection by the FDI system is simulated. The controller is
switched to the appropriate fault controller. The controller then can stabilize the system.
Although the system has now a constant offset, it is still able to track the reference signal
(see Figure 6.13). As a synthesized controller using H∞-techniques does not include an
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Figure 6.11: Upper and lower bound of the singular value of K∗nom for additional rudder
faults. Since the upper bound of the singular value is smaller than 1 for all
frequencies, the closed-loop system is stable against rudder faults. The red
line denotes the upper, the blue line the lower bound.

integrator to correct for steady-state errors in the closed-loop system, this explains the
offset. The system dynamics could potentially be extended to include an integral term.
This on the other hand could lead to a decreased robustness due to the additional phase
delay. Thus, it is assumed in this thesis that the fault tolerant controller act as a robust
inner control loop, while steady-state errors are corrected by an additional outer control
loop.

6.6 Conclusions
In this chapter, an active FTC has been designed for actuator faults with uncertain FDI
information. Using Assumption 6.2.1 to restrict missed detections of “small” actuator
faults, Assumption 6.2.2 to restrict the maximum detection delay for “large” actuator
faults and Assumption 6.2.3 that only one fault at a time occurs, the nominal performance
of the closed-loop system can be improved compared to a passive FTC. It has been shown
that an adapted µ-analysis can be used to investigate the influence of the actuator faults
and to prove, that the poles of the closed-loop system are bounded for “large” actuator
faults. Further, the DK-iteration is used to synthesize an active FTC. This approach
can easily be embedded into the existing robust control framework. Thus, all existing
numerical algorithms can still be used, and additional robust control objectives can be
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Figure 6.12: Flight experiment with the right aileron stuck at its position. The system
is stabilized even during fault occurrence. The nominal controller is acting
until t = 935.8 s, after which it is switched to the appropriate fault controller.
Dashed lines denote beginning and ending of the fault occurrence.
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Figure 6.13: Flight experiment with a hard-over of the right flap. The controller is
switched immediately to the appropriate fault controller. It then stabilizes
the system, although having a constant offset. Dashed lines denote beginning
and ending of the fault occurrence.
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included into the design. This has been shown in the flight experiments, where some
additional uncertainties due to modeling errors are included.

Simulations and real flight data of UASs confirm the validity of the approach. However,
as the approach shown here does not include an integral term within the control structure,
some steady-state errors during tracking remain. This can be compensated e.g. by
augmenting the plant with output integrators. A disadvantage of this FTC design
approach is that the resulting controller is mostly of high order and thus uses more
system resources than a simple Proportional Integral Derivative-controller. The controller
for the senseSoar UAS already has 40 states. For current processors, this does not pose
a problem, however, numerical errors could happen. In order to reduce the order of the
controller, a state reduction approach like e.g. the balanced truncation method could be
used in post processing or a fixed order H∞-control approach [108]. Still, the iterative
DK-procedure can converge to a suitable controller, which is able to meet all the required
stability objectives. It can be shown, that the performance in the nominal scenario has
been improved compared to a purely passive FTC by optimizing the singular values. The
controller is able to stabilize the system in real flight experiments and is tracking the
command input even in the case of a fault.
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7 Concluding Remarks
This dissertation focuses on the development of a complete toolchain to design a sensor
and actuator FTC. First, the design of an appropriate system model is established, which
subsequently is used for FDI and the control design. Second, a general framework is
presented for sensor and actuator FTC. This framework is based on an FDI algorithm
capable of detecting and identifying both sensor and actuator faults. Its control is divided
into a state estimator and a state-feedback controller. The state estimator is restructured
in the occurrence of sensor faults, such that it provides unbiased state estimates. It is
shown, that this state estimator can be combined with the FDI algorithm. Due to the
inherent stochastic properties of the system, a reconfigurable control design is proposed,
which is robust in the presence of detection uncertainties. In the remainder of this chapter,
all parts of the FTC system are presented and the complete framework is discussed.

Modeling Toolchain for Small UASs
A white-box modeling approach is presented (in collaboration with Dr. Stefan Leuteneg-
ger) to model the complete system dynamics of the UAS. A compromise is being made
between the accuracy of the model and its simplicity by using the 2.5D nonlinear lifting
line modeling approach. This approach uses 2D airfoil polars together with the aircraft
geometry to calculate the airflow and the resulting aerodynamic forces and moments
of the UAS. Using the rigid body dynamics, a precise dynamical model can be created.
This model can be used for simulations and mission planning. However, this iterative
model is not suited for the FDI and FTC design. Thus, a nonlinear parametric model
is derived using a ls fit to represent the aerodynamic forces and moments. Standard
linearization of the nonlinear system model around level flight provides locally simplified
system dynamics suitable for FTC. A thorough analysis of the derived system model of
the senseSoar UAS is presented in [86]. To quickly summarize the results of this analysis,
the phugoid mode frequency has been found to be 1.14 rad s−1 for the senseSoar UAS,
with a corresponding damping factor of 0.0328. The calculated short-period mode has a
higher frequency of 15.5 rad s−1 with a corresponding acceptable damping factor of 0.701.
For the lateral dynamics, the dutch-roll mode has been found to be at a frequency of
2.05 rad s−1 with a corresponding damping factor of 0.211. Finally, the spiral mode has
been found to be unstable with slow dynamics of 0.316 rad s−1, which should not pose
any difficulties in the control design.
Further, the senseSoar UAS is analyzed for potential actuator faults. Due to the

design with the inverted V-tail and the double propeller configuration, the system can
still be controlled in the case of a complete loss of a single actuator. The worst case
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fault is a loss of a propulsion system, which reduces the worst case controllability by
55 %. The effects could be reduced if the propulsion group was mounted closer to the
center of the UAS. On the other hand, a hard-over failure of a control surface results
in a complete loss of controllability. Together with the spiral mode instability and the
poor phugoid mode damping, this would result in a potentially unstable flight of the
UAS. Still, hard-over failures of actuators are considered less likely than a complete loss
of the control surface. A preliminary study of the servomotors in [109] shows complete
breakage of the servomotor. There, mostly a failure of the gearbox resulted in a blocked
or free floating control surface around zero.

Framework for Sensor and Actuator FTC
A framework for combined sensor and actuator FTC is presented. The framework is based
on an active FTC with an FDI and a reconfigurable controller (see e.g. [65]). In order to
simplify the control design itself, the controller is divided into a state estimator and a
state-feedback controller. Since a sensor fault will not influence the system dynamics,
the controller does not have to be adapted. However, the controller has to rely on system
information to calculate an appropriate control action. Thus, the sensor faults should
be incorporated into the state estimator such that it always provides unbiased state
estimates. However, on the occurrence of an actuator fault, the controller has to be
reconfigured, as it cannot rely on the appropriateness of its control action anymore. Thus,
the actuator redundancy in the UAS has to be exploited to stabilize the system. This
division is crucial for closed-loop performance. Using this approach, the controller only
needs to be designed to be robust in the case of actuator faults and can neglect sensor
faults. This simplifies the control problem and the remaining design freedom can be used
to increase the nominal performance.

Efficient Single Model FDI Algorithm with Unbiased State Estimation
The proposed FDI algorithm is based on the idea of simple voting algorithms used in
mechanically redundant systems. Instead of only comparing subsystems, which generate
the same physical signals, this approach is extended by incorporating the analytical
redundancy of different subsystems. It is based on the KF and its information filter
equivalent. The prediction step of the KF is split into multiple predictions of each single
actuator, while the remaining actuator inputs are completely unknown. Furthermore,
each single measurement is transformed into a state estimate. Thus, both actuators and
sensors can be compared and used for fault detection. Using a GHMM further filters the
detection by modeling the temporal behavior of a fault.

The main advantage of this approach is that it is able to detect all faults independently.
Further, it is all based on a single estimator with an additional two-state GHMM. The
recursive formulation of the approach increases its computational efficiency. Using an
indirect KF formulation, only two matrix inversions need to be calculated within a
time-step. Thus, it is superior to multiple model approaches like the EMMAE approach
(see [2]). Compared to other single model approaches (see e.g. [62], [64]), it is not based
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on the assumption that a subset of sensors must be perfect. However, it has to be taken
into account, that the states must always be detectable in order for the estimator to be
well defined. This poses a potential problem in the current implementation, as only one
Pitot tube and one GPS receiver are available. A fault occurring in the GPS receiver
can only be detected temporarily, as the uncertainty in the position will grow due to the
unobservable position states and the true position therefore will be unknown. In the case
of a Pitot tube fault, the system states remain detectable, as long as the wind is modeled
to be bounded. However, this still will lead to an uncertain Pitot tube fault detection
as the fault influence will be shifted between a biased wind estimate and a Pitot tube
fault detection. Nevertheless, the magnetometer, accelerometer, and gyroscope faults
can be reliably detected together with the actuator faults. Control surface actuators can
reliably be detected already with an average deviation of less than 4◦.

Robust FTC Design Incorporating FDI Uncertainties
This dissertation proposes a new control design for the case of FDI uncertainties. This
approach is based on the robust control theory and the µ-analysis. A switching controller
is used to control the UAS, where each controller is designed to stabilize the system
for a specific actuator fault. As it has been shown in the FDI evaluation, the FDI is
only able to reliably detect control surface faults when there is a minimal amount of
deviation from the expected control input. Thus, the controller is designed to tolerate
“small” actuator faults and guarantees state-space constraints during the detection delay
for “large” actuator faults. This enables a resilient controller for actuator faults.
Further, it is shown that the control framework can be used to design a controller

for single actuator faults in the senseSoar UAS. Also, experimental verifications with
the Techpod UAS shows that the system can be made robust in the case of aileron
and flap faults. The advantage of this method is, that it can be embedded into the
robust control toolbox. This enables the inclusion of other perturbations as e.g. uncertain
stability derivatives. However, this will lessen the advantage of the nominal performance
improvements of the active FTC compared to a purely passive approach.

7.1 Outlook on Future Research
Increasing FDI Capabilities by Integration of Additional Sensors
The results of the FDI evaluation show that the system has a decreased performance
as a result of GPS or Pitot tube faults, due to the unobservable wind and positional
states in these cases. Additional types of sensors could be integrated into the system to
add more sensor information and increase observability of the states. This could e.g. be
achieved by using ground based localization methods known from the aircraft industry
like radio-based navigation. Further, an improvement of the wind estimation could be
achieved by using a five-hole probe, measuring not only the airspeed but also the angle
of attack and sideslip angle.
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Increased FDI Performance by Integration of Visual Sensors
A very interesting approach for the improvement of the FDI system consists of integrating
visual sensors. A first attempt on the theoretical implications of a vision based approach
in the FDI can be found in [110]. Visual sensors can provide rich information about
the system states while being small and lightweight. Research on vision-based state
estimation on UASs has been already shown in [111], [112]. This concept could be used in
the FDI approach to increase the detection rate. However, a detailed analysis of potential
faults of the visual sensors and/or the visual state estimations has to be performed in
order to address these faults appropriately.

Motion Planning and High-Level Path Following for Fail-Safe Control
The proposed FTC approach is based on a low-level attitude controller for a fixed-
wing UAS. However, to increase the autonomy of the system, the controller has to be
augmented at least by a path following guidance system. Albeit path following controls
are already existing in the literature (see e.g. [113]), a suitable reconfiguration strategy
still has to be formulated for these high-level controls. In the case of an actuator fault,
the controllability will change and the bounds on the achievable control moments will be
decreased. Therefore, the path controller and the motion planner must take these new
system bounds into consideration. The model predictive control (MPC) approach seems
promising for incorporating those changing bounds into the system.
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Appendix

1 Nonlinear Aerodynamic Parameters of the senseSoar
UAS

The aerodynamic coefficients of the nonlinear parametrized model of the senseSoar UAS
are summarized in Table 1.
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Table 1: Parametrized stability derivatives of the senseSoar UAS. The non-dimensional
parameters are calculated with a ls fit of the data of the nonlinear lifting line
model.

Parameter Value
cL0 6.911

cLα,1 6.778× 10−1

cLα,2 −4.320× 101

cLδai,2 2.460× 10−1

cLδai,1 7.90× 10−3

cD0 3.403× 10−2

cDβ,2 −4.106× 10−1

cDα,2 1.936
cDα,1 5.10× 10−2

cDδai,2 1.430× 10−5

cDδai,1 5.0× 10−4

cY β,1 −2.480× 10−1

cLAβ,1 6.0× 10−3

cLAp,1 −1.60× 10−1

cLAr,1 3.270× 10−2

cLAδar,1 2.180× 10−3

cLAδal,1 −2.180× 10−3

cMA0 1.525× 10−1

cMAα,1 −6.882× 10−1

cMAq,1 −2.078× 10−1

cMAδei,1 3.360× 10−3

cNAβ,1 −3.640× 10−2

cNAr,1 −4.970× 10−3

cNAδer,1 8.60× 10−5

cNAδel,1 −8.60× 10−5
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Linear Model of the senseSoar UAS

2 Linear Model of the senseSoar UAS
The linearized model of the senseSoar UAS is shown. The states of the system are
described by xp = (v,ω, φ, θ, ψ)>, denoting the translational velocities, the rotational
velocities, and the Tait-Bryan angles, respectively. Further, the input vector is defined
by uact = (δa,r, δa,l, δe,r, δe,l, δT ,r, δT ,l). The measurement vector is defined by y =
(vair,ω, φ, θ, ψ)>. The system matrices describing the linearized model are defined by

AP =



−0.03 0.00 1.06 0.00 −0.94 0.00 0.00 0.00 0.00
0.00 −0.27 0.00 0.94 0.00 −11.96 0.00 0.00 0.00
−1.41 0.00 −5.87 0.00 11.96 0.00 0.00 0.00 0.00
0.00 0.55 0.00 −19.86 0.00 4.20 0.00 0.00 0.00
0.01 0.00 −0.08 0.00 −0.29 0.00 0.00 0.00 0.00
0.00 0.32 0.00 0.97 0.00 −0.76 0.00 0.00 0.00
0.00 0.00 0.00 1.00 0.00 0.08 0.00 0.00 0.00
0.00 0.00 0.00 0.00 1.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 1.00 0.00 0.00 0.00


,

BP =



0.12 0.12 0.00 0.00 0.20 0.20
0.00 0.00 0.00 0.00 0.00 0.00
−9.98 −9.98 0.00 0.00 0.02 0.02
−30.99 30.99 0.27 −0.27 0.11 −0.02

0.00 0.00 −0.61 −0.61 0.00 0.00
1.51 −1.51 −1.27 1.27 −0.30 0.30
0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00


,

CP =



1.00 0.00 0.08 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 1.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 1.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 1.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 1.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 1.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 1.00


.
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Appendix

3 Nonlinear Aerodynamic Parameters of the Techpod
UAS

The aerodynamic coefficients of the nonlinear parametrized model of the Techpod UAS
are summarized in Table 2.

Table 2: Parametrized stability derivatives of the Techpod UAS. The non-dimensional
parameters are calculated with a ls fit of the data of the nonlinear lifting line
model.

Parameter Value
cL0 0.0

cLα,1 1.030× 10−1

cLα,2 −6.80× 10−3

cLδai,1 8.720× 10−3

cLδf i,1 8.020× 10−3

cD0 1.950× 10−2

cDβ,2 −3.849× 10−1

cDα,2 1.621
cDα,1 8.80× 10−2

cDδai,2 3.70× 10−6

cDδai,1 7.10× 10−5

cDδf i,2 6.10× 10−6

cDδf i,1 1.370× 10−4

cY β,1 −3.850× 10−1

cLAβ,1 6.80× 10−3

cLAp,1 −1.030× 10−1

cLAr,1 1.740× 10−2

cLAδar,1 1.60× 10−3

cLAδal,1 −1.60× 10−3

cLAδf r,1 1.0× 10−3

cLAδf l,1 −1.0× 10−3

cMA0 −1.150× 10−1

cMAα,1 −2.932
cMAq,1 −3.150× 10−1

cMAδe,1 −1.670× 10−2

cNAβ,1 −7.190× 10−2

cNAr,1 −5.780× 10−3

cNAδr,1 8.380× 10−4
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