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Public Attribution of
Cyber Incidents

Cyber incidents are increasingly being publicly attributed to

specific perpetrators. The public attributions issued by states and
cybersecurity companies often lack both transparency and verifi-
ability. Strengthening trust in public attributions requires institutional
mechanisms at the international level as well as the engagement of
the state, the corporate sector, and civil society.

By Florian J. Egloff and
Andreas Wenger

Who did it? Identifying the perpetrators of
cyber incidents has long been considered to
be among the technically more demanding
challenges. This remains true today. Owing
to the structure of the internet, it is fairly
easy for the attackers to achieve a degree of
technical anonymity. This gives the attack-
ers an advantage, since the affected party
will often not know at first who carried out
the attack. The multifaceted and usually
time-consuming forensic search for the
perpetrator is known as the attribution
process. If the affected party believes they
have identified the culprit, it must decide
whether, and how, to react to the cyber in-
cident. One possible course of action is
public attribution, in which responsibility
for the cyber incident is publicly assigned
to a specific perpetrator.

For a number of years now, public attribu-
tions of cyber incidents by state authorities
and corporations have been on the rise.
Among the former, the US has been one of
the most active states in the field of public
attributions. The act of attribution may
take pace in a number of ways, ranging
from public statements and lawsuits to
joint communiqués with coalition partners.
On the corporate side, it is mainly cyberse-
curity companies that attribute cyber inci-
dents to specific perpetrators in publicly
accessible reports. Moreover, some compa-
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Attribution processes involve multifaceted and usually time-consuming forensic searches, with the goal
of identifying the perpetrator. Ryoji Iwata / Unsplash

nies go so far as to hold certain states di-
rectly responsible for the actions of these
perpetrator groups.

Both modes of public attribution are po-
litically significant for democracies in par-
ticular. Public knowledge about digital in-
teractions between attackers and victims is
a prerequisite for democratic decisionmak-
ing and therefore essential for the political

legitimacy of the available courses of action
— ranging from insurance matters and
criminal proceedings to questions of war
and peace — both nationally and interna-
tionally. A lack of transparency and ac-
countability means that societies are left in
the dark as to how and why states and cy-
bersecurity companies reach the conclu-
sions that they communicate to the public.
Proposals for international governance and
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confidence-building on attribution pro-
cesses show that states, corporations, and
civil society — including universities — must
all play their part in mounting a more ef-
fective response to cyber incidents.

Political Legitimacy

Political legitimacy in democracies is geared
towards making government actions trans-
parent. In the field of cybersecurity, there-
fore, a minimum of public attribution is
necessary for ensuring transparency of gov-
ernmental action. While preventive and
passive countermeasures can be undertaken
to boost one’s own cybersecurity even with-
out knowledge of potential offenders, a re-
sponse to specific attackers requires the
ability to determine who was responsible
for the incident. If this information is avail-
able, the question arises as to whether the
insights gained should be communicated to

the public.

This question will be answered in different
ways in different political systems. In terms
of domestic politics, when it comes to le-
gitimation of coercive countermeasures
(criminal prosecution, war), democracies
find themselves compelled to foster trans-
parency more often than autocracies do.
However, even democratic polities will
avoid public transparency as long as cyber
conflicts are seen as part of an ongoing
confrontation primarily between intelli-
gence agencies. Due to the Janus-headed
nature of all state actors in the field of cy-
bersecurity, where they appear both as pro-
tectors and as perpetrators, public attribu-
tion of cyber incidents is a matter of
extreme political sensitivity. The differences
between various political systems in terms
of domestic disputes over threat politics
create potential avenues of attack for au-
thoritarian states in particular — although
given the interconnectedness of technical
systems, the strategic outcomes of such ac-
tions are hard to control for all parties in-
volved.

It is against this background that the ob-
servable strategic restraint of state actors in
consciously deploying cyber operations for
coercive purposes must be understood. On
the one hand, on the international level, the
aim is to maintain a minimum of strategic
stability. In this context, the ability to at-
tribute cyber incidents is critical; the ab-
sence of such a capability jeopardizes tradi-
tional security mechanisms. Deterrence
and escalation control are predicated on
the assumption that the responsible perpe-
trators can be identified and countermea-
sures taken. On the other hand, the capa-

bility for plausible public attribution is also
a precondition for international coopera-
tion in cyberspace. If cyber norms are to
establish the framework for responsible ac-
tion in cyberspace, the adherence to or vio-
lation of such norms must be observable by
other actors. In such a situation, public at-
tribution may serve as a means of proscrib-
ing norm violations.

Asymmetry of Knowledge

Public attributions of cyber incidents have
increased in recent years. At the state level,
cybersecurity has become a core topic of
security policy. States have increasingly ori-
ented their intelligence services towards
this issue and invested in attribution capa-
bilities. At the same time, public attribu-
tion as a course of action has
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international standards on attribution. In-
ternationally approved forensic techniques
have yet to be fully established. On the
other hand, there is often more agreement
among experts than the public is aware of.
This, in turn, is due to structural factors
that encourage states and companies to
withhold parts of the available informa-
tion in their communications with the

public.

In the politics of cybersecurity, states must
weigh several interests against each other:
They have both offensive and defensive
means at their disposal and are uncertain as
to the motives and capabilities of their
competitors. In spite of strategic restraint,
they are directly or indirectly responsible

become part of the repertoire of The Capab|||ty for p|au5ib|e

policy responses in foreign and
security policy. In the corporate
sphere, too, attribution capabil-
ities have developed rapidly.
New technical means have been
developed in the field of cyber
forensics, together with new methods of
identifying culprits. Today, cybersecurity
businesses routinely publish reports on Ad-
vanced Persistent Threats (APTs), i.e., pro-
fessional hacker groups that act continu-
ously and with high resource intensity
against their victims in a targeted manner.

However, only few state and private actors
have at their disposal the professional at-
tribution processes and capabilities re-
quired to identify those actors that are po-
litically responsible for cyber incidents.
These are mainly the states with powerful
signals intelligence (SIGINT) capabilities
as well as a few select corporations that op-
erate their own global sensor networks or
whose business model gives them insight
into global data flows. Most other state and
private actors have neither the capability to
attribute themselves, nor the financial re-
sources to purchase that attributive capaci-
ty. Concerning the political legitimacy of
truth claims associated with public attribu-
tions, this asymmetry of knowledge is
problematic. Knowledge that is not inde-
pendently verifiable is subject to political
manipulation — by those in the know, but
also by the ignorant.

Lack of Transparency

Public attributions of cyber incidents by
states and cybersecurity companies often
lack transparency. The allocations of blame
cannot be verified in detail based on the
published information. On the one hand,
this reflects the absence of any established

public attribution is a
precondition for international
cooperation in cyberspace.

for a large part of offensive actions carried
out in cyberspace. When confronted with
cyber incidents, due to structural incentives
for states, the secrecy of technical capabili-
ties and sources remains the default re-
sponse to cyber incidents. Public attribu-
tions remain the exception. If cyber
incidents are publicly attributed to specific
perpetrators, there are always manifold po-
litical reasons for doing so. So far, most
public attributions have appeared to be re-
lated to foreign and security policy inter-
ests. However, to a lesser extent, they may
also serve the pursuit of domestic interests.

Cybersecurity companies, on the other
hand, have an interest in publicly demon-
strating their independent analytical capa-
bilities. Their reports are important chan-
nels for gaining publicity in a growth
market. At the same time, however, they
also have sound structural motivations not
to provide insight into all of their data
sources. First, the data accumulated by a
cybersecurity company constitutes a trade
secret of considerable commercial value.
Second, the best data is often extracted
from customer networks that are subject to
confidentiality agreements. Third, cyberse-
curity firms have only limited insight into
cyber conflicts based on the technology
they offer and the markets in which they
are active. Overall, this means that cyberse-
curity companies have detailed knowledge
on a limited number of actors, with only a
small part of that knowledge making its
way to the public.
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The Process of Attribution

Attribution is an inherently interdisciplin-
ary activity. In case of cyber incidents, it re-
quires a solid grounding in computer sci-
ence, especially in the fields of forensics,
network security, and malware analysis.
However, other fields of knowledge, in-
cluding political science, economic science,
psychology, administrative science, and law,
also have important contributions to make,
both to the process of attribution and to an
understanding of public attributions.

In the attribution process, knowledge is
generated about the origins of a cyber inci-
dent. Analytically, this process can be struc-
tured into three levels. At the tactical level,
the investigation aims to establish what ex-
actly happened and how it was done. At the
operational level, additional insight on the
perpetrator is adduced based on the totality
of available intelligence sources. Finally, at
the strategic level, the incident is assessed
politically. Here, one of the aims is to con-
textualize the reason for the event in terms
of other incidents. The process concludes
with a determination as to whether any po-
litical consequences must be drawn from
the incident, and if so, which ones. At this
point, public attribution is only one of many
possible courses of action.

Different actors are involved at each of the
three levels. On the tactical level, states,
companies, or private individuals hire the
services of cybersecurity companies that
specialize in incident response. Public au-
thorities mainly become involved when
there is a link to national security or an
emerging criminal case. At the operational
level, attribution  processes
mainly come under the purview
of the intelligence services,
though in the context of crimi-
nal proceedings, they may also
be handled by the police or the
public prosecutor’s office. At
the strategic level, the available
courses of action are usually formulated by
members of the national security staff. They
deliver comprehensive assessments of cyber
incidents, situating them in the larger for-
eign and security policy context. Accord-
ingly, courses of action are not limited to
cyberspace and may include the full range
of available political instruments.

Institutional Mechanisms

At the international level, there is no insti-
tutionalized mechanism for public attribu-
tion in the field of cybersecurity. However,
recently, increasing demands for such a
mechanism have been voiced. As of yet,

there is no consensus regarding which ac-
tors should become involved in which way
in an international attribution process. A
vast range of suggestions has been pro-
posed regarding the degree of involvement
of states, companies, and civil society ac-
tors, the nature and context of cyber inci-
dents as well as the organizational form
and the binding nature of such regulations.
For the credibility of public attributions,
what matters is which actors — at the in-
dustry, state, or civil society level — are at
the center of the proposed measures.

Industry-centric approaches focus on the
attribution of state-sponsored cyber inci-
dents, which may run contrary to the inter-
ests of global corporations. In 2017, for ex-
ample, Microsoft proposed establishing an
independent organization to facilitate co-
operation between technology companies
in the sphere of attribution. The primary
goal of such an organization would be the
capability to identify and categorize cyber
incidents emanating from state actors in a
politically neutral fashion. Microsoft hopes
that international cooperation among cy-
bersecurity experts as well as transparency
on data and conclusions can help bridge
the deficit of trust that public attributions
must currently overcome.

State-centric approaches also focus on the
attribution of cyberconflicts between states.
One example is the proposal by a Russian
think tank to establish an independent cy-
ber-court (of arbitration) for cyber conflicts
between states. A similar position has been
adopted by the US think tank Atlantic

Council, which has recommended a multi-

At the international level, there is
no institutionalized mechanism
for public attribution in the field
of cybersecurity.

lateral adjudication body for cyber incidents
above the threshold of armed conflict.
States with advanced attribution capabili-
ties would make these available to the pro-
posed forum, while states lacking such ca-
pabilities could bring their cases before the
body. The forum would pass on evidence or
recommendations to international or re-
gional security organizations, which would
have the final say on possible sanctions.

A number of approaches rooted in civil so-
ciety have also been introduced. AccessNow
criticizes the excessive emphasis on the es-
tablishment of new organizations. Instead,
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the NGO suggests that more emphasis be
placed on the development of guidelines
and evidentiary standards. Ronald ]J.
Deibert, director of the CitizenLab in To-
ronto, has tabled the idea of a network of
university institutes that could carry out
distributed, transparent, peer-reviewed re-
search on cyber incidents. A different ap-
proach is proposed by the RAND Corpora-
tion, another US think tank, which
recommends a standing global consortium
of non-state actors focused on attribution
of the most significant cyber incidents.

All of these recommendations aim to re-
duce the asymmetry of knowledge in the
sphere of public attribution and to coun-
teract the attendant distrust toward public
attributions. They all assume that public at-
tributions will be trusted if they are re-
viewed transparently by an international
network of experts.

However, from a political point of view, it
makes a difference whether incidents are
state-sponsored or not. In case of cyber
conflicts at the state level, any political re-
sponse requires the involvement of public
actors, while non-state incidents only re-
quire an exchange between states. Accord-
ingly, a network of international mecha-
nisms is needed that features mutually
complementary state-based, corporate, and
civil-society-centered approaches. Attribu-
tion capabilities are established in a decen-
tralized manner and based on structures of
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trust both national and regional, state and
non-state. When considering the political
response, the matter of sanctions, and in-
ternational stability, however, it is manda-
tory that these decentralized structures
should be linked up with existing regional
and global security institutions.

The Role of Universities

Developing a viable framework of gover-
nance for public attribution of cyber inci-
dents requires the involvement
of state, corporate, and societal
actors. Universities, too, can
play an important confidence-
building role in this connection.
They elaborate and communi-
cate public, transparent, peer-
reviewed knowledge and can thus also
counteract the asymmetry of knowledge in
the sphere of public attribution of cyber in-
cidents, as outlined above. As such, they
can make two distinct contributions: re-
search and networking.

On the one hand, universities can conduct
interdisciplinary and peer-reviewed re-

search on the problem of attribution.
Studying the processes of public attribu-
tion requires a pooling of technical, organi-
zational, and political expertise. Basic re-
search can supply the foundation for
building and verifying international evi-
dentiary standards. Research can explain
how evidentiary standards and norms come
into existence in practical attribution work.
Moreover, research can help explain how
international mechanisms of public attri-

Universities, too, can play an
important confidence-building
role in this regard.

bution and the related governance net-
works can be designed to ameliorate the
trust deficit.

On the other hand, universities can also
contribute to the study of digital conflicts.
University labs that have their own inter-
disciplinary attribution expertise and ac-
cess to independent data collection could

No. 244, May 2019

research the multilayered realities of cyber
conflicts. A network of university institu-
tions, conjoined in a consortium, could
considerably expand the body of public
knowledge surrounding these societally
and politically relevant questions. Building
up interdisciplinary knowledge in the field
of attribution and anchoring that knowl-
edge in the training of the next generation
of analysts is indispensable for gaining a
better understanding of conflicts in the
digital domain.

Dr. Florian J. Egloff is a Senior Researcher in
Cybersecurity at the Center for Security Studies
(CSS) at ETH Zurich and a Research Associate at
the Centre for Technology & Global Affairs at the
University of Oxford.

Prof. Dr. Andreas Wenger is Professor of
International and Swiss Security Policy at ETH
Zurich and Director of the Center for Security
Studies (CSS) at ETH Zurich.

CSS Analyses is edited by the Center for Security Studies (CSS) at
ETH Zurich. Each month, two analyses are published in German, French,
and English. The CSS is a center of competence for Swiss and international

security policy.

Editors: Lisa Watanabe, Fabien Merz, Benno Zogg
Layout and graphics: Miriam Dahinden-Ganzoni
ISSN: 2296-0244; DOI: 10.3929/ethz-b-000340841

Most recent issues:

Unpacking Complexity in the Ukraine Peace Process No.243
Lessons of the War in Ukraine for Western Military Strategy No.242

PESCO Armament Cooperation: Prospects and Fault Lines No.241
Rapprochement on the Korean Peninsula No.240

More Continuity than Change in the Congo No.239

Military Technology: The Realities of Imitation No.238

Feedback and comments: analysen@sipo.gess.ethz.ch

More issues and free online subscription:

www.css.ethz.ch/en/publications/css-analyses-in-security-policy

© 2019 Center for Security Studies (CSS), ETH Zurich 4


http://www.css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-studies/pdfs/CSSAnalyse243-EN.pdf
http://www.css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-studies/pdfs/CSSAnalyse242-EN.pdf
http://www.css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-studies/pdfs/CSSAnalyse241-EN.pdf
http://www.css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-studies/pdfs/CSSAnalyse240-EN.pdf
http://www.css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-studies/pdfs/CSSAnalyse239-EN.pdf
http://www.css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-studies/pdfs/CSSAnalyse238-EN.pdf
mailto:analysen%40sipo.gess.ethz.ch?subject=
http://www.css.ethz.ch/en/publications/css-analyses-in-security-policy.html

