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Quantum Depth in the Random Oracle Model

Atul Singh Arora,! Andrea Coladangelo,2 Matthew Coudron,?
Alexandru Gheorghiu,* Uttam Singh, and Hendrik Waldnerf

Abstract

We give a comprehensive characterization of the computational power of shallow quantum circuits
combined with classical computation. Specifically, for classes of search problems, we show that the fol-
lowing statements hold, relative to a random oracle:

(a) BPPANC™ BQP. This refutes Jozsa’s conjecture [Joz05] in the random oracle model. As a result,
this gives the first instantiatable separation between the classes by replacing the oracle with a
cryptographic hash function, yielding a resolution to one of Aaronson’s ten semi-grand challenges
in quantum computing [Aar05].

(b) BPPWNC ¢ QNCBPP and QNCBPP ¢ BPPWNC. This shows that there is a subtle interplay between
classical computation and shallow quantum computation. In fact, for the second separation, we
establish that, for some problems, the ability to perform adaptive measurements in a single shallow
quantum circuit, is more useful than the ability to perform polynomially many shallow quantum
circuits without adaptive measurements.

(¢) There exists a 2-message proof of quantum depth protocol. Such a protocol allows a classical verifier
to efficiently certify that a prover must be performing a computation of some minimum quantum
depth. Our proof of quantum depth can be instantiated using the recent proof of quantumness
construction by Yamakawa and Zhandry [YZ22].
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1 Introduction

High depth circuits are believed to be strictly more powerful than low depth circuits, in the sense that having
deeper circuits allows one to solve a larger set of problems. Indeed, this is a well established fact for both
classical and quantum circuits of depth sub-logarithmic in the size of the input [FSS84; Has86; BGK18;
WKST19]. However, for circuits of (poly)logarithmic depth and general polynomial depth, proving any sort
of unconditional separation is challenging [RR94]. In fact, there is not even an unconditional proof that the
set of problems that can be solved by polylog-depth classical circuits, NC, is a strict subset of the set of
problems solvable by poly-depth classical circuits, P (or BPP when allowing for randomness). The same is
believed to be the case for the quantum analogues of these classes, QNC and BQP, respectively. Nevertheless,
the strict containments NC ¢ P and QNC ¢ BQP are known to hold in the oracle setting and, in particular,
relative to a random oracle [Mil92]." This is a strong indication that there are problems in P (BQP) which
cannot be parallelized so as to be solvable in NC (QNC). Under the random oracle heuristic, by replacing
the random oracle with a cryptographic hash function, one can even provide concrete instantiations of such
problems. A further indication of the separation between low and high depth computations is provided
by certain inherently sequential cryptographic constructions such as time-lock puzzles and verifiable delay
functions [RSW96; BBBF18].

The study of circuit depth can also yield insights into the subtle relationship between quantum and
classical computation by considering hybrid circuit models that combine quantum and classical computa-
tion [CCL20; CM20; AGS22; HG22|. In this setting, one can ask the question: how powerful are poly-depth
classical circuits, when augmented with polylog-depth quantum circuits? Could it be the case that interspers-
ing BPP with QNC computations captures the full power of BQP computations? Jozsa famously conjectured
that the answer is yes [Joz05]. Indeed, there is some evidence to support this conjecture, as the quantum
Fourier transform, a central building block for many quantum algorithms, was shown to be implement-
able with log-depth quantum circuits [CWO00]. This also implies that Shor’s algorithm can be performed
by a BPPONC machine, a polynomial-time classical computer having the ability to invoke a (poly)log depth
quantum computer.? Moreover, in the oracle setting, a number of problems yielding exponential separations
between quantum and classical computation require only constant quantum-depth to solve, providing further
support for Jozsa’s conjecture [Sim97; Aarl0; AA15].

Despite the evidence in support of Jozsa’s conjecture, it was recently shown that, in the oracle setting,
the conjecture is false [CCL20; CM20]. Specifically, the results of [CCL20] (hereafter referred to as CCL)
and [CM20] (hereafter referred to as CM) considered two ways of interspersing poly-depth classical computa-
tion with d-depth quantum computation. The first is BPP@NC  denoting problems solvable by a BPP machine
that can invoke d-depth quantum circuits (whose outputs are measured in the computational basis). The
second, QNC48"P, denotes problems solvable by a d-depth quantum circuit that can invoke a BPP machine
at each layer in the computation.® Later, borrowing terminology from [CCL20; AGS22], we will refer to the
former circuit model as CQg and the latter as QCq. However, for the purposes of this introduction, we will
stick to the more familiar notation using complexity classes. Intuitively, BPP@NC4 captures the setting of a
classical computer that can invoke a d-depth quantum computater several times. Examples of this include
quantum machine learning algorithms such as VQE or QAOA [PMS+14; FGG14], though as mentioned,
Shor’s algorithm is also of this type. On the other hand, QNC4®" captures a d-depth measurement-based
quantum computation [RB01; BBD+09], where intermediate measurements are performed after each layer
in the quantum computation. The outcomes of those measurements are processed by a poly-depth classical
computation and the results are “fed” into the next quantum layer. CCL and CM showed that there exists
an oracle relative to which BPP@¢ u QNC48"P ¢ BQP, for any d = polylog(n), with n denoting the size of
the input. Notably, each work considered a different oracle for showing the separation. For CM, the oracle
is the same one as for Childs’ glued trees problem [CCD+03]. For CCL, the oracle is a modified version
of the oracle used for Simon’s problem [Sim97], where the modification involves performing a sequence of
permutations, allowing them to enforce high quantum depth.

CCL and CM were the first results to provide a convincing counterpoint to Jozsa’s conjecture. However,
the main drawback of the CCL and CM results is that they are relative to oracles that are highly structured
and it is unclear if they can be explicitly instantiated based on some cryptographic assumption. Indeed,

I Technically [Mil92] only shows the strict containment NC ¢ P, relative to a random oracle. However, the quantum version
QNC ¢ BQP can also be shown as a straightforward extension of that result.

2Note that here and throughout the paper, the QNC oracle can output a string, unlike a decision oracle which outputs a bit.

3Note that the BPP oracle is not invoked coherently. Instead, it is invoked on outcomes resulting from intermediate meas-
urements performed in the layers of the QNCy circuit.



in his “Ten Semi-Grand Challenges for Quantum Computing Theory”, Aaronson emphasizes this important
distinction, and asks whether there is some instantiatable function that separates the hybrid models from
BQP. In this work, we resolve Aaronson’s question in the affirmative for the search variants of these classes.

In contrast to separations between different models of computation running in polynomial time, such as
P and NP or BPP and BQP, where several plausible candidates exist for separating the classes, the case for
depth separations is much more subtle. As was already observed in [BGJ+16], no standard cryptographic
assumption is known to yield a separation between NC and P. The best candidates for such a separation are
sequential compositions of hash functions (under the random oracle heuristic) as shown in [Mil92] and the
iterated exponentiation scheme of Rivest, Shamir and Wagner [RSW96]. Thus, informally, the best we could
hope for in terms of an instantiatable separation between the hybrid models and BQP is a separation in the
random oracle model which could then be instantiated using cryptographic hash functions.

Our work is concerned not only with separations between the hybrid models and BQP in the random
oracle model, but also with giving a comprehensive characterization of quantum depth in that model. To
that end, we first re-examine Jozsa’s conjecture and argue that the natural class associated to “d-depth
quantum computation combined with polynomial-time classical computation” is not BPPANC uQNC4BPP but
BPPANG"™ | Thjs is because, if one has the ability to perform QNC48" computations, certainly it should also
be possible to repeat this polynomially-many times as well as perform classical processing in between the
runs. Note that BPP@NCuQNC4BPP ¢ BPPQNCdBPP. The separation we then obtain, relative to a random oracle,
is BPPANCS™" ¢ BQP, for any fixed d < poly(n). Going beyond this separation, we also show that the hybrid
models BPP@NC and QNC4B"P are separate from each other in both directions, relative to a random oracle
(in fact, we show that BPP@NCom) ¢ QNC4BPP and QNC?QP(PI) ¢ BPPANC) illustrating the subtle interplay
between short-depth quantum computation and classical computation. Lastly, by combining the techniques
that we develop with previous results on proof of quantumness protocols, we obtain proof of quantum depth
protocols—protocols in which a BPP verifier, exchanging 2 messages* with an untrusted quantum prover, can
certify that the prover has the ability to perform quantum computations of a minimum depth.

1.1 Main Results

We now state our results more formally and provide some intuition about the proofs. From here on, we abuse
the notation slightly and use the standard decision complexity class names to refer to their search variants.

1.1.1 Lower bounds on quantum depth
We first show the following separation.

Theorem 1 (informal). Fiz any function d < poly(n). Then, relative to a random oracle,” it holds that
BPPANCI” ¢ BQP.

BPP
As motivated earlier, we take the class BPP@NC" to capture computations performed by a combination of

d-depth quantum computation and polynomial-depth classical computation. The interpretation of our result
is that BPPONC™" can be separated from BQP using the least structured oracle possible, a random oracle.
Together with the (quantum) random oracle heuristic, by instantiating the oracle with a cryptographic hash
function like SHA-2 or SHA-3, this yields the first plausible instantiation of a problem solvable in BQP but
not in BPPANC"" | Thjs provides a resolution to Aaronson’s challenge. The main technical innovation that
allows us to achieve the separation is a general lifting lemma that takes any problem separating BPP from BQP
in the random oracle model, which additionally satisfies a property that we call classical query soundness,
and constructs a problem separating BPPONC:™" and BQP. We show that several known problems satisfy
this property. Our lifting lemma is inspired by [CCL20], and crucially extends their analysis beyond highly
structured oracles. We describe this lifting lemma more precisely in Subsection 1.2.1.

1.1.2 Proofs of quantum depth

It is natural to wonder whether Theorem 1 yields an efficient test to certify quantum depth, i.e. a proof of
quantum depth. A proof of quantum depth is a more fine-grained version of a proof of quantumness: rather

42 messages in total or a 1 round protocol.
5Here, as well as in all subsequent results, the statements hold with probability 1 over the choice of the random oracle. In
addition, queries to the oracle are viewed as having depth 1.
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Figure 1: The four hybrid quantum depth classes we consider. Blue wires carry qubits, black wires carry
bits. Measurements are implicit and performed in the standard basis. U;s denote depth 1 unitaries, A4; and
A! denote poly time classical algorithms.

than distinguishing between quantum and classical computation, a proof of quantum depth protocol can
distinguish between provers having large or small quantum depth. We show that instantiating our lifting
lemma with a problem whose solution is efficiently verifiable immediately yields a proof of quantum depth.
One such problem® is due to Yamakawa and Zhandry [YZ22]. More precisely, we have the following.

Theorem 2 (informal). Let n be the security parameter and fix any function d < poly(n). In the random
oracle model, there exists a two-message protocol between a poly-time classical verifier and a quantum prover
such that,

e Completeness: There is a BQP prover which makes the verifier accept with probability at least 1-negl(n)

o Soundness: No malicious BPPONC " prover can make the verifier accept with probability greater than
negl(n).

We emphasise that considering protocols with more than two messages leads to difficulties in formalising
the notion of quantum depth. For instance, one can construct protocols where the prover is forced to hold r
single qubit states and subsequently measures them. Information about the basis in which to measure each
of these qubits is sent one at a time by the verifier over r messages (the verifier waits for the response to each
measurement, before sending the next basis). The measurement results are used by the verifier to ensure
soundness (each qubit is measured in its preparation basis and so the outcomes are completely determined).
It is not hard to show that if the prover measures these qubits without knowing the measurement basis,
it cannot succeed except with negligible probability. If one attempts to model the prover as a BPPNCa or
QNCSPP circuit, then, because of the delay between messages, it appears that d > r is necessary. However,
this can be seen as an artefact of the modelling choice: in practice, the prover only needs d single qubit

SWe remark that, if one is only concerned with the complexity-theoretic separation of Theorem 1, and not with efficient
verification, then a much simpler problem suffices (see CollisionHashing in Table 3).



quantum computers with quantum depth 1 where the last gate can be delayed until the appropriate message
is received in order to pass the test. Essentially, this approach only tests the prover’s ability to maintain the
coherence of the qubits it received, without actually testing the depth of the circuit it has to perform. In
Subsection 1.3, we discuss a possible resolution that captures quantum depth in the interactive setting.

1.1.3 Tighter bounds

While Theorem 1 establishes that BPPONCZ " does not capture the computational power of BQP for any fixed

BPP
d < poly(n), it is not a priori clear if, for instance, BPPWNCzar01) g strictly larger than BPPONCI” Indeed,
we show that the answer is affirmative.

Theorem 3 (informal). Fiz any function d < poly(n). Relative to a random oracle, it holds that” BppaNC” o
BprNCgZiou) )

Formally, Theorem 1 treats a call to the quantum random oracle as a depth-1 quantum gate. In practice,
if instead the gate requires depth ¢, then d can be replaced by df. We remark that there exist hash functions
that are thought to be quantum-secure which require only logarithmic depth to evaluate [Ajt96; PS19].
Further, there is reason to believe that such hash functions could also be constructed in ¢ = O(1) depth. In
particular, if one is only concerned with specific cryptographic properties (such as collision resistance), then
generic constructions are known which convert log-depth hash functions into ones that require only constant
depth [ATKO6].

1.1.4 Separations between hybrid quantum depth classes

While both BPPANC and QNCBPP capture some notion of a hybrid between efficient classical computation and
shallow quantum computation, the relationship between the two is not immediately clear. To get a slightly
better intuition about the two models, one can think of BPPONC as capturing an efficient computation that
contains polynomially many shallow quantum circuits (separated by measurements and classical computa-
tion). On the other hand, one can think of QNCBPP as a single shallow quantum circuit, where one is allowed
to make partial measurements of some of the wires, and choose the next gates adaptively. While it may not
be surprising that there exist problems that can be solved in BPP@N® but not in QNCB"P| it turns out that
the two classes are in fact incomparable—each class contains problems that the other does not, relative to a
random oracle.

Theorem 4 (informal). Fiz any function d < poly(n). Relative to a random oracle, it holds that BPPANCo®) ¢
QNCEP? and QNC%P(PI) ¢ BPPWNCa,

The second separation is arguably more surprising. It says that, relative to a random oracle, there are
problems that can be solved by a single shallow (in fact, constant-depth) quantum circuit with adaptive
measurements but cannot be solved by circuits with polynomially many shallow quantum circuits without
adaptive measurements. The problem that shows QNC%P(PU ¢ BPPNCd ig a variant of the proof of quantumness
from [BKVV20]. The key technical innovation to achieve this separation is a theorem that characterises the
structure of strategies that succeed in the protocol of [BKVV20] (this is discussed further in Section 1.2.2 ).
This “structure theorem” crucially strengthens a similar theorem from [CGV22], and may be of independent
interest.

Finally, we examine the relationship between BPPNCe y QNCSPP and BPPONCE” By definition, it is

manifest that BPP?N U QNCE™ ¢ BPPANCT Even though QNCBE"? and BPPNC¢ are incomparable, it is
conceivable that their union captures any reasonable notion of quantum depth d. We show that this is not
the case.

BPP
Theorem 5 (informal). Fixz any function d < poly(n). Relative to a random oracle, it holds that BPPNCom ¢
BPPANCe y QNCEPP.

In words, the latter theorem asserts that a computation consisting of polynomially many layers of constant-
depth quantum circuits with adaptive control cannot be simulated by quantum circuits with d depth which are
either adaptive (but consisting of a single d-depth quantum circuit) or consisting of many d-depth quantum
circuits (but without adaptive control).

7 QNCBPP
and more generally, that QNCy4,0(1) £ BPP™ d .



1.1.5 Summary

Result Remarks

BppaNC™” ¢ BQP Refutes Jozsa’s conjecture in the random oracle model

BPP
BPPANCI” g BPPC2+001)  Fine grained advantage of quantum depth

Table 1: (Simplified) Bounds on quantum depth. Separations are with respect to the random oracle and
d < poly(n) is any fixed function of the input size.

Result Physical Interpretation

BPPNCom) ¢ QNCBPP Running poly many constant depth quantum circuits
(with no adaptive measurements) cannot be simulated by
running a single log depth quantum circuit with adaptive
measurements.

QNC?QP(Pl) ¢ BPPANC Running a single constant depth quantum circuit with
adaptive measurements cannot be simulated by running
poly many log depth quantum circuits (with no adaptive
measurements).

BPPQNC??PEU ¢ BPPONC U QNCBPP  Evidence that it is not enough to consider BPPNC and
QNCBPP when studying quantum depth.
Running poly many constant depth quantum circuits with
adaptive measurements cannot be simulated using either
(a) poly many log depth quantum circuits with no
adaptive measurements, or by (b) a single log depth
quantum circuit with adaptive measurements.

Table 2: (Simplified) Separations of hybrid quantum depth with respect to the random oracle. The results
hold, not only for log but for any fixed polynomially-bounded function.

Table 1 lists our lower bounds on quantum depth, and Table 2 lists the separations among the hybrid
classes.

1.2 Main technical contributions
1.2.1 Lifting Lemmas

One of the main technical contributions of our work is to prove two general lifting lemmas. These lemmas
take problems, defined relative to a random oracle, that are classically hard (in a stronger sense, defined
next) and create new problems which are, in addition, hard for specific hybrid quantum depth classes. We
describe these lifting lemmas a bit more precisely.

We say that a problem (defined with respect to the random oracle) is classical query sound if the following
holds: any (potentially unbounded time) algorithm which makes only polynomially many classical queries
to the random oracle (i.e. no superposition queries), succeeds at solving the problem with at most negligible
probability. It turns out that the problem introduced by YZ satisfies this property. Another problem which
satisfies this property is inspired by the proof of quantumness protocol defined by Brakerski et al. [BKVV20]
(hereafter referred to as BKVV).® For such problems, the following holds.

Lemma 6 (informal, simplified). There is a procedure® that takes a classical query sound problem P € BQP
and creates a new problem P’ := d-Rec[P], such that P’ ¢ BPPNCI” 4nd P’ e BQP.

8Which we refer to as CollisionHashing later.
9d-Rec[-] is meant to be short for d-Recursive.



Observe that this lemma makes the problem hard for the most general notion of quantum depth we have
considered. To give some intuition about how it is derived, suppose we have a problem P which is classical
query sound and denote the random oracle as H. Then P’ = d-Rec[P] is the same problem, defined with
respect to a sequential composition of d+ 1 random oracles, H = Hgo--- o Hy. In essence, we have substituted
H with H. This new problem will retain classical query soundness, as H behaves like a random oracle. But
in addition, we have now made it so that querying H effectively requires depth d + 1. As QNC, has depth d,

only the BPP parts of BPPANCI" will be able to query H. We can therefore simulate the BPPANCI” algorithm
with an exponential time algorithm that is limited to polynomially many queries to H. By classical query
soundness, such an algorithm cannot solve P’, which yields the desired result.

This was a simplified description of our result. In fact, we show a more refined statement that relates
the depth required to solve P’ to the depth required to solve P. In addition, arguing that H behaves like
a random oracle and that QNC, cannot query H requires a careful and more involved analysis. We use
Lemma 6 to establish Theorem 3.

Our second lifting lemma produces a problem that is hard for QNCEPP7 starting from a problem that
satisfies what we call offline soundness. Consider a two phase algorithm consisting of: an online phase which
is a poly-time classical algorithm with access to the random oracle followed by an offline phase which is an
unbounded(-time) algorithm with no access to the random oracle. Then, offline soundness requires that
no such two phase algorithm succeeds at solving the problem with non-negligible probability. It turns out,
again, that both YZ and BKVV satisfy this property.

Lemma 7 (informal). There is a procedure'® which takes a problem P € QNCp(1) with offline soundness and
creates a new problem P’ :=d-Ser[P] such that P’ ¢ QNCSPP and P’ e BPPNCo)

Again, we actually show a slightly more general upper bound which depends on the depth required to
solve P. We use Lemma 7 to establish BPP@NCo) ¢ QNCSPP (first separation of Theorem 4). Establishing
the other direction (QNC%P(PI) ¢ BPPANC4) is quite involved and relies heavily on the structure of the problem
we consider (explained below). Consequently, it is unclear whether there exists a general lifting lemma that
yields hardness for BPPANCa,

We remark that, by using Lemma 7 to lift the problem that yields QNC(BQP(FZ) ¢ BPPNCe | we also obtain

Theorem 5, i.e. BPPANCY" ¢ BPPANCa |y QNCEPP.

1.2.2 A structure theorem for [BKVV20]

Another technical contribution of this work, which may be of independent interest, is to prove a theorem
characterizing the structure of strategies that are successful at the proof of quantumness from [BKVV20]. This
theorem is a crucial strengthening of a theorem from [CGV22]. We employ this theorem as an intermediate
step to establish the hybrid separation, QNC(B,)P(Pl) ¢ BPPNCa,

Recall, informally, that the proof of quantumness from [BKVV20] requires the prover to succeed at the
following task: given access to a 2-to-1 function g, and to a random oracle H with a one-bit output, find a
pair (y,r) such that

r-(xo®x1)®H(xp) ®H(x1) =0,

where {xo,x1} = ¢ " (y). This can be solved in QNCp(1) as follows:
(i) Evaluate g on a uniform superposition of inputs, yielding Y, |x)|g(x)),

)
(ii) Measure the image register obtaining some outcome y and a state (|xo) + |x1)) |y),
(iii) Query a phase oracle for H to obtain ((=1)700) |xy) + (=1)7C1) x1)) [y),

(iv) Make a Hadamard basis measurement of the first register, obtaining outcome r.

Informally, our structure theorem establishes that querying at a superposition of pre-images is essentially
the only way to succeed (provided finding a collision for g is hard—this is the case when g is a trapdoor
claw-free function, as in [BKVV20], but more generally our theorem also holds e.g. when g is a uniformly
random 2-to-1 function). Denote by n the bit-length of strings in the domain of g.

104 Ser[-] is meant to be short for d-Serial.
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Theorem 8 (informal). Let P be any BQP prover that succeeds with 1 —negl(n) probability at the proof of
quantumness protocol from [BKVV20], by making q queries to the oracle H. Then, with 1-negl(n) probability
over pairs (H,y), the following holds. Let Py be the probability that PH outputs y, and let xo,x1 be the pre-

images of y. Then, for all b e {0,1}, there exists i € [q] such that the state of the query register of P right
before the i-th query has weight %pylH -(1-negl(n)) on xp.

Note that a version of the above theorem that applies to provers who win with probability non-negligibly
greater than % also holds (but we stated the close-to-ideal version for simplicity). We provide a sketch of
how this theorem is used in the proof of QNC(BQP(PI) ¢ BPPNCa in Subsection 2.2.2. We refer to Corollary 113

for a formal statement of the theorem.

1.3 Discussion and open problems

Further questions in the random oracle model. Our separations are with respect to search problems.
The main question left open by our work is whether the same separations can be shown with respect to
decision problems. Recall that our approach to proving the separations is to lift a problem that separates
BPP and BQP in the random oracle model (for example a proof of quantumness) to a problem that requires
at least a certain amount of quantum depth. However, we note that this approach is unlikely to yield depth
separations for decision problems. This is because the Aaronson-Ambainis conjecture [AAQ9] states that one
cannot separate the decision versions of BPP and BQP in the random oracle model. Thus, a different approach
is likely to be necessary.

Another interesting related question is the following. When we instantiate our lifting lemma with the
proof of quantumness from YZ, the resulting problem inherits the property that solutions can be publicly
verified. We thus obtain a proof of quantum depth that is publicly verifiable. Can we further push this
quantum soundness to obtain verification of BQP with a BPP verifier relative to a random oracle?

We have also seen that making use of a problem inspired by the Brakerski et al. [BKVV20] proof of
quantumness allows us to prove more fine grained separations between hybrid classes. It is then natural to
ask, whether these separations also yield finer grained proofs of quantum depth (which are sound against

BPP
BPPANCI” provers and complete for a BPPNCaar0() prover). This does not immediately follow from our
results, as the problem we construct from BKVV is not efficiently verifiable, and our current techniques do
not directly extend to the computationally-bounded setting. We therefore leave this as an open problem.

Separations without the random oracle. Our work gives the first instantiatable quantum depth separ-
ation by virtue of being in the random oracle model. It is natural to ask if one can establish this separation
in the plain model. Unfortunately, a separation in the random oracle model seems to be the best that one
can hope for, given that even for classical depth there are no known separations that rely on standard crypto-
graphic assumptions (other than the random oracle). In some sense this is peculiar, since one would imagine
that using more structured problems would allow one to prove stronger separations. The random oracle is the
least structured type of oracle, but the fact that it is an oracle helps in establishing provable lower bounds.

Generalizing beyond BPPANCI” We have argued that BPPANCT" is the most natural class capturing the
notion of d-depth quantum computation, combined with polynomial-depth classical computation. However,
for the purpose of certifying quantum depth, as we have mentioned earlier (and as we discuss in more detail
in Example 12), the situation becomes more subtle when the certification protocol involves interaction. We
therefore propose that any protocol which establishes quantum depth d and uses r rounds of interaction

should be sound against at least an r level generalization of BPPANCS” (

QNCzPP
quantum depth d would be BPPANCa"" — here 2 counts the number of times QNC, appears in the tower

of complexity classes, so that an r level generalisation would have r appearances of QNCy). In our case, since

e.g. a 2 level generalization with

the proof of depth protocols are single-round, we show the necessary soundness against a BPPANCE” prover.

Of course, there are other possible ways to define hybrid d-depth quantum-classical computation. For
instance, one can define the class QDepth; of problems solved by polynomial sized circuits with quantum
and classical gates where the key constraint is that the longest path connecting quantum gates (with quantum

wires) is at most d. We expect that the union over all r level generalizations of BPPANC” (where r is
polynomially bounded) equals QDepth,;. We also expect our separating problems (and d-Rec[P] in general,
for classical query sound P) to not be in QDepth,, but we leave the proof to future work.
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1.4 Previous work

We compare our results to the previous works [CCL20], [CM20], [AGS22], and [CH22].

Comparison to [CCL20], [CM20] and [AGS22]. Compared to previous work on the topic, our work
gives a comprehensive treatment of the complexity of hybrid quantum-classical computation.

As mentioned earlier, the primary difference compared to [CCL20] and [CM20] is that all of our separations
are with respect to a random oracle, rather than with respect to highly structured oracles. However, one
caveat is that our separations are for search problems. Our contribution is also conceptual. We propose
BPPQNCBPP as the appropriate model to capture “d-depth quantum computation combined with polynomial-
time classical computation”. While [CCL20] and [CM20] showed that BPP@N u QNCEPP ¢ BQP, we show

the stronger result that BppaNC:” ¢ BQP.

Our work also shows separations between different hybrid models. Such separations were considered in
[AGS22], where they are again proven only with respect to highly structured oracles.

In terms of techniques, we take inspiration and ideas from both [CCL20] and [AGS22]. In particular we
build on two key ideas—sampling argument and domain hiding. One of the main contribution of our analysis
is to abstract and generalise these techniques beyond their original scope which was tailored to specific
promise problems. While most of our results build on these techniques, we also point out that to prove the
separation between the hybrid models QNC(BQP(P;) ¢ BPPWCa we use entirely different ideas. In particular, as
an intermediate step, we establish a theorem that characterizes the structure of strategies that succeed at
the proof of quantumness in BKVV, which may be of independent interest.

Comparison to [CH22]. The work of [CH22] was the first to consider proofs of quantum depth. However,
the notion of soundness that they propose, and their corresponding protocol (in the single prover setting),
suffers from the issues that we discussed after Theorem 2 (and in Example 12 below).

In particular, their protocol can be spoofed by a d level tower of BPPQNC?QP?U (as described in Subsec-
tion 1.3). In practical terms, this means that it can be spoofed by running several constant depth quantum
computers in parallel, provided the “idle coherence time” of each quantum computer is longer than the time
that elapses between messages in the protocol. In contrast, our proof of depth protocol does not suffer from

BPP
this issue and can be used to certify that the prover is able to perform computations “beyond” BPPNCa "
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2 Technical Overview
Here we give a high level technical overview of the paper.

CBPP

2.1 Bounds on quantum depth — BPP®N ¢ BQP

In this subsection, we describe the proof of Theorem 1. As mentioned previously, our main technical con-
tribution is a general lifting lemma that takes any problem separating BPP from BQP in the random oracle
model, which additionally satisfies a property that we call classical query soundness, and constructs a prob-

lem separating BPPANCS™ and BQP. We first explain the key idea behind this construction. To be concrete,
after describing the key idea, we restrict to an NP search problem due to Yamakawa and Zhandry [YZ22],
which satisfies classical query soundness (this problem is particularly appealing because it is in NP, and thus
solutions can be publicly verified, however we emphasize that other known search problems that are not in NP

can also be used for the separation). We then build towards a proof that this problem is not in BPPANCI” by
considering hardness for the three special cases QNCy, QNCSPP and BPPNCa, The desired result is obtained
by combining the ideas in these three cases.

Let P be a (search) problem, defined relative to a random oracle H, that separates BPP from BQP. Suppose
that P is such that it requires quantum access to H in order to be solved with polynomially many queries
(classical query soundness will eventually require a bit more than this). As mentioned in Subsection 1.2.1,
the first natural idea to lift this to a separation between low quantum depth and polynomial quantum depth
is to replace the evaluation of H with a sequential evaluation of random oracles. For example, suppose that
originally H : ¥ — {0,1}". Then, let Hp,...,Hy1 : £ - X, and Hy : £ - {0,1}" be random oracles. Define
H=Hjo---0Hy. Now, let P’ be the problem that is identical to P except that it is relative to H. Then, it is
natural to imagine that P’ requires quantum depth at least d+1 to solve. This idea does not quite work right
away, since H, as defined, is not actually a uniformly random oracle any more. This is because with every
H; that is added, the number of collisions in H increases (on average). To remedy this, one could assume
that Hy,...,Hy_1 are random permutations (although note that random permutations cannot be generically
constructed from random oracles). A similar idea works in a different setting, for arguing about the post-
quantum security of “proofs of sequential work” [BLZ21]. However, in our case, the analysis is complicated
by the fact that we consider hybrid models. CCL were the first to consider a variant of sequential hashing
(sequential permutations), in the context of hybrid models. However, their analysis only works for certain
structured oracles. In this work, we adapt their ideas to the random oracle setting and overcome these
difficulties.

Lifting P ¢ BPP to P ¢ BPPANCI” Given a problem P with respect to H, we define the problem
P= d-Rec[P] to be P with respect to H=Hgo---oHy where H,...,Hy are independent random oracles with
the following domains and co-domains: Hy: % — 3¢ H;: 54 - 34 for i e {1...d-1}, and Hy : zd {0,1}"
with d' = 2d + 5.

Notice that Hy is not surjective, as its codomain is much larger than its image.!! In fact, this is also
true for H; o ---o Hy, for all i < d. This and the fact that the H; functions are random, have two important
consequences. First, it means that with high probability Hy_; o --- o Hy is injective and so H behaves like a
random oracle. Consequently, P’ inherits the soundness and completeness of P. Second, it means that one
can apply a “domain hiding” technique, which, at a high level, works as follows. One way of evaluating H at
x € % is to sequentially compose Hy, Hy, ..., Hy which would require depth d + 1. Intuitively, it seems unlikely
that there is a more depth efficient way of evaluating H because the domain on which the H;’s need to be
evaluated (which is H;_1 o+ 0 Hyp(2)) is getting shuffled and lost in an exponentially larger domain (which

1

is Zd,). Therefore, even though one has access to all £ = (Hy,Hy,...,Hy) oracles at the first layer of depth,
one only knows that Hy needs to be queried at ¥ but the algorithm has no information about where the
relevant domains of Hy ...Hy are. At the second depth layer, the algorithm can learn Hy(3) and so learns
where to query H; but, and this needs to be shown, it still does not know where the relevant domains of
H,,...Hy are. By starting with a sufficiently large expansion, i.e. a sufficiently large d’ > d, this argument can
be repeated until depth d where the relevant domain of Hy still remains hidden. Thus, even though P’ can
potentially be solved with d + 1 depth, it cannot be solved with depth d. This is the basic idea behind why
the problem is not in QNC,. Instead of working with P and d-Rec[P] abstractly, we consider the following
concrete problem.

1We sometimes refer to this fact by saying that the function is “expanding”.
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2.1.1 d-CodeHashing — The problem

We refer to the problem introduced by Yamakawa and Zhandry [YZ22] as CodeHashing in this work. The
problem is stated in terms of a family of error-correcting codes called suitable codes. For our purposes, it
suffices to think of suitable codes as a family of sets {C;}, where each C, is a set of codewords {(x1,...x)}

with each coordinate x; belonging to some alphabet 3. The size of this alphabet, || = 22" g exponential
in A, and the number of components n = ©(1) essentially equal to A. CodeHashing is defined as follows.

Definition 9 (CodeHashing; informal). Let {C;}, be a suitable code and let H: {0,1}!°8" x £ — {0,1} be a
random oracle. Given a description of the suitable code (e.g. as parity check matrices) and oracle access to H,
on input 14, the problem is to find a codeword x = (x1 ...x,) € C; such that'? H(i||x;) =1 for all i € {1...n}.

Note that CodeHashing is an NP search problem, since from, e.g. the parity check matrix of the code, it
is easy to verify that x is indeed a codeword and with a single parallel query (n queries in total) to H, one
can check that it hashes correctly.

YZ shows that CodeHashing satisfies the following two properties.

Lemma 10 (Paraphrased from YZ). The following hold.

e Completeness: There is a QPT machine which solves CodeHashing with probability 1 — negl(1) and
makes only one parallel query to H.

e Soundness: Fvery (potentially unbounded time) classical circuit which makes at most 2/ queries to H,
with ¢ < 1, solves CodeHashing with probability at most 2~

The fact that soundness holds against unbounded time classical circuits which make only poly-many queries

BPP
to the random oracle is essential in proving that BPPNC

CodeHashing we obtain the following.!?

¢ BQP. Applying our lifting map, d-Rec[P] on

Definition 11 (d-CodeHashing; informal). Let {C;}, be a suitable code, and H := H; o --- o Hy o Hy, where
Hy,...,Hy are as in Section 2.1. Given a description of the suitable code, access to random oracles £ =
(Ho ...Hy), on input 1%, find a codeword x = (x; ...x,) € C; such that bit;[H(x;)] =1 for all i e {1...n}.

To convey the key ideas behind the proof that d-CodeHashing ¢ BPPQNCEPP, we first consider the QNCy
case in some more detail, and extend the analysis to QNCSPP . We then analyse the BPP@NC¢ case, which
uses a technique called the “sampling argument” due to [CDGS18]. These ideas were first considered in

the structured oracle setting by [CCL20] and [AGS22]. We adapt them to show d-CodeHashing ¢ BPPANC”
relative to a random oracle.

2.1.2 d-CodeHashing ¢ QNC,

Base sets. We started our discussion in Subsection 2.1 by observing that the analysis is simplified by taking
Hy...Hy_; to be injective functions. However, for a large enough d’, it is not hard to see that this is indeed
the case on an appropriately restricted domain. The sets which describe this restricted domain are chosen
randomly. We call them base sets and denote them by So1,...Soq (corresponding to Hy,...Hy respectively).

Observe that Hy maps 3 to 3% (which is exponentially larger than 3; recall that |Z| = 2’16(1))

and, since Hy
is a random function, the probability that this mapping is injective is 1 — negl(1). Pick any set Sp; C »d’
uniformly at random in the domain of H; subject to two constraints: (1) it includes Hy(X), i.e. the domain
of H; on which the value of H depends, and (2) its size is |So1| = [5[?*2. The first constraint ensures that
the domain we care about is included in the base sets and the second ensures that: (a) |Sp1| is exponentially
smaller than |2|d’ and (b) [Sp1] is large enough for applying “domain hiding” as mentioned above. Define
Soi = Hi—1(...H1(So1) ...) to be the image of Sp; through the first 1 to (i — 1)’th oracles for i € {2...d}. Let
E denote the event that Hy is injective and Hj ...H,_; are injective on the base sets. We show that E (given
our choice for d'), occurs with overwhelming probability. In the subsequent discussion, we assume that base
sets have been selected and that E occurs.

12We use a||b to mean concatenation of a and b.
13We used bit;[H(-)] = 1 instead of H(i||-) = 1 for notational convenience later.
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Proof idea. We describe the proof that d-CodeHashing ¢ QNC, in some more detail, which implements
the previously described “domain hiding” idea and proceeds via a hybrid argument. Denote a QNCy circuit
that makes d parallel calls to the oracle £ = (Ho,...Hy) by Ugi1 0 Lo Uy...Us o Lo U o pg. Here, pg is
some initial state, U; are single layered unitaries, and the composition is meant to act as conjugation, i.e.
Uopyo=U; poUlJr . We show that the behaviour of such a circuit, i.e. its probability of outputting a valid
answer, is negligibly close to the behaviour of another circuit Uy, o My o Uy...Us 0o My o Uy o pg where
My, ... My are “shadow oracles” corresponding to £ that contain no information about the values taken by
H on 3. Clearly then, this circuit cannot be solving d-CodeHashing because it never queries H. This in turn
means that the original circuit also cannot solve d-CodeHashing, which implies d-CodeHashing ¢ QNC,. It
remains to define M; ... My and to argue that the two circuits have essentially the same behaviour. Using
a hybrid argument, one can establish the latter by showing that the following are close in trace distance: (1)
LoUopy and My oUjopg, (2) LoUzo MqoUjopy and Mg o Uy o My oUj o pg, and so on. To convey
intuition, we sketch these steps one at a time, and we define M ... M, as we proceed. We restrict to base
sets So1 ...Spq as described above.

Hybrid 1. LoUj o pg » My o U o pg.
Let S11 € Sp1 be a random subset of Sp1, subject to the constraints that (a) it includes Sy := Hp(Z) and (b)
1S11]/S01] = 1/|Z| = negl(A). Let S1; := Hj_1(S1,j-1) be the propagation of Si; through H; to H;j_;. Here, we are
trying to define a sequence of sets (Si1,...S14) on which we require that M; outputs L and outside of these
sets, we require that M behaves just like £, i.e. if one denotes My = (Hy, M11,... Mq), then we require that
M;y; behaves as H; outside S1; and outputs 1 inside Sy;. To be concise, we will say that M, is a shadow oracle
of £ with respect to (S11...514). Why do we want this behaviour? For S; := Hi_1(...Ho(Z)...), My clearly
contains no information about H on X, since Sj € S1;. But why couldn’t we just have chosen (S ...S;) instead
of (S11...514) to define M;? Briefly, this is because choosing to hide an exponentially larger set (note that
S11] = |Z|4+! while |S;| = [2]) allows us to easily apply similar arguments in the subsequent hybrids. This will
become evident shortly. Recalling our goal, we want to establish that £ o U o py and My o Uj o py are close
in trace distance. To do this, we use the so-called one-way to hiding (O2H) lemma [AHU19]. Informally, the
lemma, as applied to our situation, says that if (a) the input state py contains no information about the set
where £ and M; behave differently, and (b) the probability of finding any element inside this set is negligible,
then the trace distance between the two states of interest is negligible. The lemma clearly applies in our case
because (a) initially the algorithm contains no information about £ (it has not yet made any queries) and
(b) the probability of finding any element in the set S;; where £ and M behave differently, without knowing
anything about £, is at most |S1;|/|Soi| = negl(1), for each i € {1...d}, and thus still negligible by a union
bound.

Hybrid 2. LoUso py » Mg oUs o py where p; = My oUj o pg.
In this step, we will see the advantage of having chosen a sequence of sufficiently large sets (S11,...S14) where
M outputs L. Let us begin with examining the information contained in p; about £. In the previous case,
po contained no information about £. Since p; only learns about £ by querying M, it suffices to examine
the information contained in M. Since M; does not hide any information about Hy, p; could have learnt
S1 = Hp(2). Recall also that S; € S11. This means that if one were to take My equal to Mj, then one
cannot expect L o Us o p1 to be close to My o Us o p1 in general because Us could query the oracle at S; and
the outputs of the two circuits would be different with probability one—M; outputs L while £ does not.
Consequently, when constructing Ms, we do not hide anything about H;. As for Hs...Hy, note that, My
contains no information about the behaviour of £ inside Si2,S13...514. We can therefore, treat Sis...S14
as the new “base sets” and proceed analogously. Let Syo C S15 be a random subset of Si5, subject to the
constraint (as before) that (a) it includes Sy = Hy (Hp(2)) and (b) |Sa2|/|S12| = 1/|Z| = negl(1). Defining Ms to
be the shadow oracle of £ with respect to (@, Sas,...S24), one can again apply the O2H lemma to conclude
that £ o Uy o p; and Mg o Us o py are close in trace distance. Note that it is crucial that |So| is sufficiently
large such that condition (b) above is satisfied.

Generalising the argument above, one sees that the sets S;; constitute a triangular matrix (where the i-th
row corresponds to sets on which M; outputs 1)

Sii Hi(Si1) Ho(Hi(S11) ... Hg(...Hi(S11)...)
%] So9 HQ(SQQ) Hd(HQ(SQQ))
%] %] Sa3 Hd(...Hg(Sgg)...)
(%] (%] %] . Sdd

which clarifies why the argument can only be applied for d steps (as we expect). To see this, note that at
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the dth step, all oracles except the last have been completely revealed (last row). Crucially, the last oracle
is blocked at Sy € Szq and therefore reveals no information about H(2). If one proceeds with the (d + 1)-th
step, all oracles are revealed and one can no longer argue that the algorithm does not access H (2).

Observe that so far, we have not used the fact that CodeHashing is classically hard, only that without
access to the oracle, the problem cannot be solved. The classical hardness comes into play once BPP compu-
tations are allowed.

2.1.3 d-CodeHashing ¢ QNCSPP

We now sketch how one goes from arguing d-CodeHashing ¢ QNC,; to arguing d-CodeHashing ¢ QNCSPP.

Denote circuits corresponding to QNCSPP by Ag.10 B§ o---0BF o py where Bf :=Ilj0LoU;o Af, Af denotes
a classical algorithm, and II; denotes a (possibly partial) measurement. The analogous circuit with shadow
oracles is denoted by Ag.1 oBﬁAd o... B{Ml o pg where Bl-Mi i=Il;0 M,;oU; OA,.E. The idea, again, is to establish,
via a hybrid argument, that the two circuits are close in trace distance. In the QNC, case, thanks to the
depth of the circuit being d, we were able to argue that any QNC, algorithm behaves equivalently if we take
away its access to H. When trying to argue that a QNCBPP algorithm cannot solve the problem, we have to
be more careful because the BPP part has sufficient depth to make queries to H. In our argument, this will
affect how the shadow oracles M; are defined.

In some more detail, we allow the classical algorithm to make “path queries”—which intuitively just
means that if H; is queried at x;, the algorithm also learns (xg,x7 ...x4) such that!* Xj+1 = Hj(xj) for all j.
This of course can only help the algorithm.

The key idea is that we account for the “paths” that have been queried classically until depth i and define
M, to be consistent with those (i.e. it never outputs 1 on these paths). As before, we can replace queries
to £ with queries to M; that contain no information about H except for the paths which were classically
queried. Appealing to the soundness of CodeHashing, such an algorithm cannot succeed. This is because
CodeHashing has the property that even an unbounded classical algorithm cannot succeed if it only makes
polynomially many queries to the oracle.

2.1.4 d-CodeHashing ¢ BPPXNCa

Observe that a poly depth quantum circuit can access H and since a BPPNCe circuit has poly many QNC,
circuits, it is not a priori clear that BPP@C cannot also access H. This is why the approach we used to
prove that d-CodeHashing ¢ QNC,; cannot be applied directly. Crucially, to argue that the problem is not in
BPPNC4 one must use the fact that the contents of each QNCy circuit are measured entirely, and that each
QNCy circuit takes only classical inputs. In order to handle the classical information that each QNCy, circuit
receives as input, we use a technique called the “sampling argument”. In essence, this says that if £ has high
entropy (which is to say that the oracles being queried are sufficiently random), then conditioned on any
string s correlated with it, the resulting L|s behaves as a “convex combination” of high entropy distributions
with a small fraction of their values completely fixed. This allows us to reduce the analysis to that of a
particular set of paths being exposed, which we can handle by proceeding as in the QNCE,PP case.

A similar argument was used by CCL to establish that a problem is not in BPP@C with respect to a
(structured) oracle. Their analysis used a sequence of permutation oracles and was simplified by viewing the
oracles, equivalently, as distributions over paths (as opposed to a sequence of functions assigning values to
individual points). The paths viewpoint was particularly helpful when considering the “sampling argument”
(the version we use is derived from [CDGS18]). [AGS22] showed that such a sampling argument can be
obtained for almost any oracle which can be viewed as a distribution over paths. In our setting, since the
oracles are random, paths can collide. Thus, one needs to define a suitable notion of “paths” in this setting.
We provide more details in the next three paragraphs. However, since these are relatively more technical,
one may wish to skip directly to Subsection 2.1.5 on a first read.

Sampling argument for Permutations. Suppose ¢ is a permutation over N elements labelled {0,...,N -
1}. This permutation ¢ is ordinarily viewed as a function, #(x) specifying how x is mapped. However, one
could equivalently view t as a collection of pairs (or tuples later) (x,y) such that t(x) = y. We call such a
pair a “path”.

14Two caveats: (1)Ho:2 — 54" therefore some of the paths will not have well defined first components and (2) we only care
about queries made inside the base sets where conditioned on E, Hi ... Hy_; behave as permutations.
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Now consider distributions over permutations. Let’s begin with a uniform distribution F over all per-
mutations u. One may characterise F as follows: for any u ~ F, i.e. any u sampled from F, it holds that
Pr{u(x) = y] = Pr[(x,y) € paths(u)].

We first state a basic version of the sampling argument. To this end, we define a (p,8) non-uniform
distribution, F®?%)  which is closely related to the uniform distribution F. At a high level, F®?9) is “§ close
to” F with at most p many paths fixed. What does “§ closeness” mean? Let Pr[S ¢ paths(u)] denote
the probability that a collection S of (non-colliding) paths is in u. Then, for any distribution G (over
permutations), a distribution G® is § close to it if the following holds: when #' ~ G® and t ~ G, one has
Pr[S ¢ paths(t')] < 29151 Pr[S ¢ paths(t)] for all S.

We are almost ready to state the basic sampling argument. We need the notion of a “convex combination”
of random variables. We say a random variable (such as our permutation) t is a convex combination of
random variables t;, denoted by t = 3; a;t; (where 3;a; = 1 and o; > 0), if the following holds for all ¢':
Pr[t=t']=3,a; Pr[t; =t'].

Informally, the basic sampling argument is a statement about a uniform permutation u ~ F and how the
distribution F changes if we are given some “advice” about this permutation which is simply a function g(u).
Roughly speaking, given that g(u) evaluates to r with probability at least 27™, the distribution F conditioned
on r is a convex combination'® of F(”9) distributions where the number of paths fixed is at most p =2m/é.
Here § is a free parameter. We slightly abuse the notation and write this basic sampling argument as

F|r = conv(F®9)).

If we view g(u) as the output of the first quantum part of the circuit for BPP@NC4, and u as the oracle of
interest (details are in the next section), it is suggestive that u|g(u) will be the oracle for the second quantum
part of the circuit. We can use the sampling argument above and re-use our analysis because F and F(»9)
have very similar statistical properties. However, it is unclear how to use the sampling argument thereafter
as the basic sampling argument seems to only apply to F (and not to ]F(P’5)). It turns out that one can extend
the sampling argument to obtain

F® )|y = conv(FP+9+9))

Consequently, if the procedure is successively applied 7 < poly(n) times (starting with F), the convex com-
bination would be over distributions of the form F("?7%)  The parameters can be appropriately chosen to
ensure that at most polynomially many paths are exposed but we omit the details in this overview.

Sampling argument for Injective Shufflers. The proofs of the previously mentioned statements do not
rely on any special property of the distribution F nor do they depend on the fact that we were considering
permutations. Any object for which we can describe a “reasonable” notion of “paths” admits such a sampling
argument. Therefore, as we did for permutations, to describe the sampling argument, we change our viewpoint
and consider “paths” in £ = (Hy,...Hy) instead of individual values taken by the H;’s. Recall that a “path”
was a tuple of the form (xp,x7...) such that x; = H;_1(x;_1) for all i.

This viewpoint is inadequate for capturing the probabilistic behaviour of £ due to two reasons (which
are not hard to rectify). First, since Hy : 3 — Zd’, it is clear that at least |2d’_1‘ many points will never be
contained in any “path” as described above. Therefore the behaviour of most points in H; (for i € {1...d})
will not be captured by the “paths” viewpoint. Second, even though H; maps 34 534 forie {1,...d-1}, H;
may not be injective and therefore the paths might collide, which again would mean the behaviour of many
points would not be captured by the “paths” viewpoint.

To rectify the second issue, we can select base sets (So1,...Sgq) =: So and condition on the event E. Since
in our proofs, we only care about the behaviour of £ on Sy, it suffices to restrict our attention to Sy. Recall
that L|E behaves as a permutation on Sy. Therefore no “path” inside Sy collides. To rectify the first issue,
we consider two kinds of paths—Type 0 paths and Type 1 paths.!® A Type 0 path is what we described
earlier: a tuple of the form (xg,x;...) such that x; = H;_1(x;—1) for all i. A Type 1 path is a tuple of the form
(U,xl,x2 .. ) such that X1 ¢H0(2) (1e ﬂXO st Ho(XQ) = x1) and Xi = Hi,l(xi,l) for all i e {2,3 .. }

Observe that, restricted to Sy and conditioned'” on E, we have the following equivalence: given Pr[H;(x) =
x'] for all i, x and x’, one can compute the probability associated with both types of paths and conversely,
given probabilities associated with the paths, one can compute Pr[H;(x) = x'] for all i, x and x’.

151n the convex combination, there is a small component, of weight at most 27, of some arbitrary distribution.
16The 0 and 1 represent where the first non-_, component sits.
17Recall, E is the event that the oracles Hy and Hj ...Hy are injective on % and Sy resp.
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As is evident, working with £ directly is cumbersome and we therefore define a simpler object, the
injective shuffler. Fix sets So; € 3¢ of size |[S9+2| for all i € {1,...d}. Let Hf : 3 — So1, H] : Soi = So,i+1 for
all i € {1,...d - 1} be injective functions and let H) : Sog = {0,1}" U {1} (which may not be injective) such
that H outputs L for all paths originating from ¥ (and no other).'® We define the injective shuffler, K as
(Hg, ... Hp).

Think of K as a simpler way to denote the relevant object associated with L|E. What do we mean by
the relevant object—mnot only is it injective, it also never reveals any information'® about the values taken
by H in 2. As alluded to at the beginning of this subsection, since the strings s; arise from quantum parts
which only get access to £ via shadow oracles, the sampling argument only needs to be applied to parts of
L outside of paths in H.

To state the sampling argument for the injective shuffler, we define (p,§) non-f-uniform distributions

Fi(fj’a)w for the injective shuffler (analogous to the way we defined them for permutations). We begin with
the uniform distribution—it is simply a distribution which assigns equal probabilities to all the possible

injective shufflers, given the sets (Sp;);. As for S-uniform distributions, Fliﬁj, we first need to define the
“paths”, . Here, f will again be a set of “non-colliding paths” but formalising this requires some care (see
Subsection 7.6.2). Then a S-uniform distribution is the same as the uniform distribution except that the
paths in f are fixed. Omitting further details, one can define F@9IF to be a distribution which is “8 close
to” the f-uniform distribution with at most p many paths fixed (in addition to f).

S'B -
mj (e

a distribution which is “§’ close to” S-uniform) and are given some advice h(t) which happens to be r

The sampling argument for injective shufflers is the following. Suppose we start with ¢ ~ F

with probability at least 27™. Then the distribution an‘].ﬂ conditioned on r is, roughly speaking, a convex

combination?® of ]Fi(fj’&'al)‘ﬂ distributions where the number of paths fixed (in addition to f) is at most
p=2m/8§ and § again is a free parameter. Using the previous shorthand, we have
]Fi’lgﬁ |r= conv(IFi(fj’aml)lﬂ ).

Stitching everything together As asserted before we described the sampling argument, one can replace
all the oracles £ in the quantum part of the circuit for BPPANCe with appropriate shadow oracles. Let
Mji1,... M4 denote the shadow oracles for the first quantum part, Mo ... My, for the second quantum
part and so on. Suppose the paths queried by the ith classical part were f;, the string outputted by the ith
quantum part be s;. Suppose Mij...Myg4...M;_11... M;_14 have been specified. Now, conditioned on s;,
the sampling argument says L|s; behaves as a convex combination of injective shufflers with certain paths
exposed, when restricted to base sets. Let f(s;) be the random variable which specifies these paths and
occurs with the weights specified in the convex combination. One can define M;; ... M;4 as in the QNCy
case, ensuring the paths Sy ...6;—1 and B(s1)...S(si—1) have been exposed. Note crucially that s; is obtained
by a quantum part which only had access to £ via shadow oracles so it does not change the distribution
over H (except for polynomially many paths which were already exposed, Bi...i-1 and (s1)...B(si-1)).
Using a hybrid argument as in the QNC, case, and using properties of the injective shuffler which is “6
close” to being uniform, one can apply the O2H lemma and conclude that the hybrids (again, defined as in
the QNCy case) are close in trace distance. Eventually, this yields that the initial circuit is close in trace
distance to the circuit which only accesses £ via the shadows Mi1... Mqgz...Mp1 ... M4 in the quantum
part (denote the number of quantum parts by m < poly(1)). The latter circuit cannot solve d-CodeHashing
again, because H is only accessed by the classical parts of this circuit. More precisely, H is only queried at
at most |f1U...Bn U B(s1) U...B(sm)| < poly(A) locations and therefore the whole circuit can be simulated
while only making polynomially many classical queries to H. From the soundness of CodeHashing, this entails
d-CodeHashing cannot be solved.

2.1.5 d-CodeHashing ¢ BPPNCd"

Just as the analysis of the BPP@N¢e case built on the QNCy case, one can analyze the BPPONCI™ case by
building on the QNCSPP case. While the high level idea stays the same, the details are more involved. This
is partly because, in the QNC, case, one could construct the shadow oracles M ... My “all at once” since

18 e. H/(xg) =L iff (x0,x1,...%4,%q4+1) is a Type 0 path (therefore xg41 =1).
19Except for polynomially possibly many paths exposed by classical queries; we handle these shortly.
20 Again, neglecting a component with weight at most 27.
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Figure 2: Here M; denotes the shadow oracles (Mi1,... Mg).

we were assuming the “worst case”, i.e. the quantum algorithm learns everything there is to learn from the
shadow oracles. However, in the QNCSPP case, to define M;, one had to know the behaviour of the classical
algorithms in the hybrid circuits which involved Mj ... M;_1 (in particular one has to know the “paths” that

have been exposed). We show how one can account for this, but we leave the details to the main body.

2.1.6 Proof of quantum depth

In this subsection, we discuss how our complexity-theoretic separations also yield protocols for certifying
quantum depth, i.e. proofs of quantum depth, in a way that is insensitive to classical polynomial depth. First,
let us be a bit more precise about what we mean by proof of quantum depth.

Definition (informal). A proof of d quantum depth is a two-message protocol involving two parties, a verifier
and a prover. Both parties are assumed to have access to the random oracle H. The verifier is a PPT machine.
The protocol satisfies the following, where A is the security parameter.

e Completeness: There is a prover in BQP which makes the verifier accept with probability 1 — negl(Q).
e Soundness: No prover in BPPANCI™ makes the verifier accept with probability more than negl(1).

Let d be at most a fixed polynomial. Since d-CodeHashing is in NP, it immediately yields a proof of d
quantum depth.

We conclude this discussion by illustrating the subtlety of considering proofs of quantum depth with more
than two messages. Consider the following protocol.

Example 12. The verifier, Alice, prepares BB84 states |b;), := H%|b;) (b;,6; are both chosen uniformly at
random) for i € {1,...n} where H is the Hadamard operation (not to be confused with the random oracle).
She sends them all to the prover, Bob.

Alice and Bob then engage in an n round protocol. In the i-th round, Alice sends 6; and Bob sends b].
Alice accepts if by = b1,...b, = bl,.

In this example,?! it is not hard to see that Bob has to have n layers of unitaries. Could this simple
construction already constitute a proof of quantum depth? Consider the following observations.

e Spoofed by n single quantum depth devices. It is easy to see that Bob can pass this test using n-many
single-qubit quantum devices, each of which need only apply one quantum gate and make one compu-
tational basis measurement. The protocol works by simply delaying the application of the quantum
gate and subsequent measurement. It is therefore difficult to call this a proof of quantum depth in any
meaningful way.

e Interaction seems superfluous. The only use of the interaction is to introduce a delay. The same effect
could be achieved with a single round protocol where Alice delays sending her message. Therefore, this
procedure, at best, certifies “idle coherence” time.

The example shows how defining quantum depth in interactive settings can be quite subtle. We refer the
reader back to the discussion in Section 1.3 for our proposal of what this definition should be.

21While we used quantum communication in the protocol, one could (using known results) delegate the production of these
states to the prover (under computational assumptions) and run a similar protocol using classical communication.
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2.1.7 Tighter upper bounds

Ideally, one would like to show the more fine-grained separation BPPANCI” G BPPANCEL | Since the best known
algorithm for solving YZ’s CodeHashing uses polynomial depth, d-CodeHashing inherits this limitation. We
overcome this limitation and show the following.

Theorem 13. Relative to a random oracle, QNCyq,0(1) ¢ BPPNC”  which implies BPPANC” o

BPPNCai0(1)

We obtain the above by instantiating our lifting procedure, d-Rec[-], with a variant of the proof of
quantumness from [BKVV20], which we refer to as CollisionHashing (see Table 3). It is straightforward to
show that CollisionHashing also satisfies classical query soundness by using the main argument in [BKVV20)
and the query lower bound for finding collisions proved in [AS04].

Let g be a 2 - 1 function for which it is hard to find a collision. Then, the (slightly simplified) problem is
to produce a pair (y,r) such that r-(xo®x;) ® H(xo) @ H(x1) = 0 where {xg,x1} € g7'(y). This problem can be
solved in QNCp (1) (assuming that calls to g take only depth 1) by preparing the superposition ¥, |g(x)) |x),
measuring the second register in the standard basis, and the first in the Hadamard basis.

We said simplified because in CollisionHashing, g is in fact a uniformly random function g (treated as an
oracle) with a domain twice as large as the co-domain. Note that this is not a 2 — 1 function in general.
However, with overwhelming probability, a constant fraction of the elements in the co-domain has exactly two
pre-images. Then, we require a pair (y,r) such that either y has exactly two pre-images and (y, r) satisfies the
“equation”, or y does not have exactly two pre-images. The limitation of CollisionHashing is that solutions
to the problem are not verifiable, so the problem cannot be used to obtain a fine-grained proof of quantum
depth.

2.2 Separations of hybrid quantum depth classes
2.2.1 Establishing BPP?Co) ¢ QNCEFP.

We describe our second lifting procedure, called d-Ser[-]. This takes any problem P ¢ BPP (relative to
a random oracle) that satisfies offline soundness, and produces a new problem d-Ser[P] ¢ QNCS}PP (see
Lemma 7).

Denote by Ry the set of solutions to P (defined with respect to H). Then, the key idea is simple. The
problem d-Ser[P] is to return a tuple (co,c1,...,¢q) such that: cg is a solution to P, i.e. ¢y € Ry(y; c1 is a
solution to P but with respect to H(co||), i.e. ¢; € Ri(co||-)> and similarly until ¢z, which should be such that
€d € Re(cq...cqma|])-

To be a bit more concrete, take P to be CollisionHashing. We know CollisionHashing € QNC¢(;). Clearly,
d-Ser[CollisionHashing] « BPPNCom) | This is because BPPANCo() allows one to run polynomially many

QNCpy) circuits. Consequently, one can use the first circuit to obtain the classical output co, use the second

circuit to find ¢; and so on. On the other hand, intuitively, we expect that d-Ser[CollisionHashing] ¢ QNCEFP.

This is because to solve the (i + 1)-th sub-problem, one seems to require the solution to all of the previous i
sub-problems. Since there are d + 1 sub-problems in total, QNCSPP does not seem to suffice (here of course
we are implicitly using the fact that P ¢ BPP). Formally, the argument proceeds in a similar way as for the
lifting map d-Rec in Subsection 2.1.3, except for one subtlety which is handled by requiring that the problem
P satisfies the extra property of offline soundness. We refer the reader to the main text for more details. We
remark that offline soundness follows from classical query soundness and therefore both CollisionHashing and
CodeHashing satisfy it.

Problem Additional  Verifiable Classical Offline Completeness
Assumption Query Soundness
Soundness
CodeHashing [YZ] None Yes Yes Yes BQP
CollisionHashing None No Yes Yes QNCp (1)

Table 3: Problems in the random oracle model, which are intractable for BPP and used as building blocks for
establishing quantum depth separations.
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The immediate consequence of the existence of the lifting map d-Ser[-] is that BPP@NCo) ¢ QNCSPP (first
part of Theorem 4). However, we can also leverage d-Ser[-], together with the separation from the next

BPP
subsection, to show that BPP®N“0() ¢ BppNCa QNCEPP (Theorem 5). This is done as follows.

In Subsection 2.2.2, we introduce the problem d-hCollisionHashing (which also satisfies offline sound-
ness), and argue that it is in QNC(BQP(PD, but not in BPPNC. Now, applying the lifting map to it gives
d-Ser[d-hCollisionHashing] ¢ BPPNCa QNCSPP. To obtain the containment, notice that d-Ser yields a prob-
lem that can be solved by solving d + 1 many instances of the original problem. Thus, it follows that

BPP
d-Ser[d-hCollisionHashing] € BPPNCow),

2.2.2 Establishing QNC{ () ¢ BPPHC

This is the more surprising of the two hybrid separations, and its proof is more involved. In this section, we
fix d < poly(1). The problem that yields this separation is the following variation on CollisionHashing: given
access to a 2-to-1 function g2, and to Hy,...Hy (which specify h as h = Hyo--- o Hp), find a pair (y,r) such
that

r-(xo ®x1) ® H(h(y)llxo) ® H(h(y)|lx1) = 0,

where {xp,x1} = g7'(y). We refer to the new problem as d-hCollisionHashing.
Without relying on h (that is, requiring that the equation to be satisfied is just r-(xo®x1)®H (x0) ®H(x1) =
0), this problem is the same as CollisionHashing. This can be solved in QNC¢ ;) as follows:

(i) Evaluate g on a uniform superposition of inputs, obtaining Y |x)|g(x)),

(ii) Measure the image register obtaining some outcome y and a state (|xo) + |x1)) |y),
(iii) Query a phase oracle for H to obtain ((=1)#®0) |xp) + (=1)71) x1)) [y),
(iv) Make a Hadamard basis measurement of the first register, obtaining outcome r.

At a high level, in order to solve the new problem, which includes the evaluation of h as an input to
H, one needs the ability to perform a (classical) depth d computation to evaluate h(y) (since this requires
the sequential evaluations of Hy,...,Hy). Note that a QNCBPP algorithm can solve this problem: the only
modification to the algorithm described above is that, at step (iii), the algorithm first computes h(y) (us-
ing polynomial classical computation), and then queries the oracle H on a superposition of (h(y),xp) and
(h(y),x1). One can easily verify that this leads to a valid y,r for the problem.

Next, we give a sketch of how one can argue that the problem cannot be solved in BPPPNC. The key
technical ingredient is a “structure theorem” that characterizes the structure of efficient quantum strategies
that are successful at CollisionHashing. Our structure theorem applies equally to the proof of quantumness
protocol from [BKVV20] (recall that the latter is just a version of collision hashing where g is replaced by a
2-to-1 trapdoor claw-free function).

Theorem 14 (informal). Let P be any BQP prover that succeeds with 1 —negl(n) probability at the proof of
quantumness protocol from [BKVV20], by making q queries to the oracle H. Then, with 1-negl(n) probability
over pairs (H,y), the following holds. Let Py be the probability that P outputs y, and let xo,x; be the pre-
images of y. Then, for all b e {0,1}, there exists i € [q] such that the state of the query register of P right
before the i-th query has weight %pylH -(1-negl(n)) on xp.

See Corollary 113 for a formal statement of this result. This is a crucial strengthening of a Theorem from
[CGV22], and employs the compressed oracle technique [Zhal9]. A slight adaptation of this to our problem
asserts that a successful strategy must be querying the random oracle H at a (close to) uniform superposition
of ((y),x0) and (h(y),x:).

Now let A be a BPPNC algorithm that succeeds at d-hCollisionHashing with high probability and let g be
the total number of queries to h made by the algorithm.

Then, one can show that, since the QNC part of the algorithm does not have sufficient depth to evaluate
h (which is a sequential evaluation of Hy,...,Hy), we can assume, without loss of generality, the QNC part of
A has no access to h. In other words, all of the queries to h are classical.

228ince we want our problem to be relative to a uniformly random oracle, in the formal description of the problem in the
main text, we will not assume that g is exactly 2-to-1. Rather we will take g to be a uniformly random function with domain
twice as large as the co-domain, and simply restrict our attention to y’s in the co-domain that have exactly two pre-images (this
is a constant fraction of the elements of the co-domain with overwhelming probability).
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Now, Theorem 14 says essentially that, for any y, the only way to succeed with high probability (condi-
tioned on that y being the output) is to query (with as much weight as the probability of outputting y) a
uniform superposition of (h(y),xo) and (h(y),x1). However, observe that, for any y, the only way for A to
query H (with a high weight) at a uniform superposition of (h(y),xo) and (h(y),x;1) is to correctly guess the
value of h(y). Since this value is uniformly random for any algorithm that has not queried h at y, it follows
that querying H at the uniform superposition of (h(y),xo) and (h(y),x1) must necessarily happen after the
algorithm has already queried h on y.

This implies that there must exist an i* € [q] such that, with high probability, A outputs y,r such that
y is contained in the list of classical queries made to h up to the i*-th query. Denote such a list by L;«.
Moreover, with high probability over L;+, the continuation of A (from that point on) queries H at a uniform
superposition of (h(y),xo) and (h(y),x;1) for some y € L;+. We show that such an algorithm A can be leveraged
to extract a collision for g.

The key observation is that, since A is a BPPPNC algorithm, and all of the queries to h happen in the BPP
portion of A, the “state” of algorithm A right after the i*-th query to h is entirely classical. Thus, one can
take a “snapshot” of the state of A at that point (i.e. copy it), and simply run two independent executions
of A from that point on (with independent classical randomness). By what we argued earlier, with high
probability, there exists y € L;, such that the execution of A from that point on, queries H at a uniform
superposition of (h(y),xo) and (h(y),x;). Since the two executions are identical and independent, it follows
that measuring the query registers of H in both executions will yield distinct pre-images of y with significant
probability.

Finding collisions of g is of course hard (for any query-bounded quantum algorithm) [AS04]. Hence, this
yields a contradiction.
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3 Preliminaries

We state the preliminaries which are common to both parts in this section. Each part also has its own set of
preliminary results.

3.1 Models of Computation

We first list the standard notation we use. PPT denotes a probabilistic polynomial time algorithm, QPT
denotes a quantum polynomial time algorithm. As we primarily focus on search problems, to keep the
presentation clean, we slightly abuse the notation and use decision class names to represent the corresponding
search classes. For instance, we use BPP and BQP to denote the search classes FBPP and FBQP resp. which
in turn are defined as follows.

Definition 15 (FBPP, FBQP; paraphrased from [Aar10; Aarl3]). Let FBPP be the set of relations R € {0,1}* x
{0,1}* such that for each R, there is a PPT algorithm A satisfying the following: for all input strings x,

Pr[(x,y) eR:y < A(x)] 21-0(1)
FBQP is defined analogously (PPT is replaced with QPT).?3

Unlike the decision classes, it is unclear if changing the error from o(1) to some constant (say 2/3rds)
preserves the class. For our purposes, o(1) suffices. We now define circuit models and the associated classes,
depending on their depth; we drop the “F” prefix entirely.

Notation 16. A single layer unitary, is defined by a set of one and two-qubit gates which act on disjoint
qubits (so that they can all act in parallel in a single step). The number of single layer unitaries in a circuit
defines its depth.

Definition 17 (QNCy circuits and QNC, relations). Denote by QNC, the set of d-depth quantum circuits
(see Figure 3a).

Define QNC, to be the set of all relations R € {0,1}* x{0,1}* which satisfy the following: for each relation
R e QNCy, there is a circuit family {C, : C, € QNC4 and acts on poly(n) qubits} and for all strings x,

Prl(x,y) €R : y < Cy(x)] 2 1-0(1).

Definition 18 (QCy circuits and QNCSPP relations). Denote by QCq the set of all circuits which, for each
n e N, act on poly(n) qubits and bits and can be specified by

e d single layered unitaries, Uy, Us ... Uy,
e d +1 poly(n)-sized classical circuits Ac ... Acg, Acgsr1, and
e d computational basis measurements

that are connected as in Figure 3b.
Define QNCSPP analogously to QNC, relations, replacing QNC, circuits with QCy circuits. When
d(n) = polylog(n), denote the set of relations by QNCBP.

Definition 19 (CQy circuits and BPPNCd relations). Denote by CQq the set of all circuits which, for each
n €N and m = poly(n), act on poly(n) qubits and bits and can be specified by

e m tuples of d single layered unitaries (Uy;,Us;...Ug;)7q,
e m+ 1, poly(n) sized classical circuits Ac ... Aem, Aem+1, and
e m computational basis measurements

that are connected as in Figure 3c.
Define, as above, BPP@NCa analogously to QNC, relations, replacing QNC, circuits with CQq circuits.
When d(n) = polylog(n), denote the set of relations by BPPANC,

23NB: This, in particular, implies there is at least one y for every x, s.t. (x,y) €R.
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(a) QNC4 scheme; U; are single depth unitaries; the meas- (b) QCq circuit; U; are single layered unitaries, Ac; are clas-

urement at the end is performed in the computational sical poly-sized circuits (in the figure, henceforth, we drop the

basis. subscript for A;) and the measurements are in the computa-
tional basis. Dark lines denote qubits.
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(c) CQyq circuit; for clarity, we dropped the indices in A¢ and the (d) CQCy circuit; Q; denotes ith QCq4 circuit and m = poly(n).

second indices in Uy;,Usi...Ug;. The measurements after the single layer unitaries are included
in U;j with j = 1,---,d. The final classical part is labelled Az, 11
instead of Ac¢m+1,1 for simplicity.

Figure 3: The four circuit models we consider. We draw single wires to represent potentially polynomially
many wires. Black lines and blue lines indicate wires carrying classical and quantum information, respectively.
We implicitly follow this convention henceforth.

Definition 20 (CQCy circuits and BPPANCS” relations). Denote by CQCy the set of all circuits which, for
each n € N and m = poly(n), which can be specified by m QCq circuits acting on poly(n) qubits and bits, that
are connected as in Figure 3d.

Define, as above, BPPANCE” analogously to QNC, relations, replacing QNC, circuits with CQC, circuits.
With d(n) = polylog(n), denote the set of relations by BPPANC™

Remark 21. Connection with the more standard notation: QNCy has depth d and QNC™ has depth log™(n),
i.e. QNCm = QNClOgm(n)'

Later, it would be useful to symbolically represent these three circuit models but we mention them here
for ease of reference.

Notation 22. We use the following notation convention.

e Probability: The probability of an event E occurring, as a result of a process P, is denoted by Pr[E : P].
In our context, the probability of a random variable X taking the value x when process Y takes place
is denoted by Pr[x < X : Y]. When the process Y is just a sampling of X, we drop the Y and use
Pr[x < X].

e QNC;: We denote a d-depth quantum circuit (see Definition 18 and Figure 3a) by A=Uyo---0oU; and
(by a slight abuse of notation) the probability that running the algorithm on all zero inputs yields x,
by Pr[x < A] while that on some input state p by Pr[x < A(p)].

e QCy4: We denote a QCy circuit (see Definition 18 and Figure 3b) by B = A 4410 B0 Bg_1---0 By where
Bi:=1I; 0 U; 0o Ac; and “o” implicitly denotes the composition as shown in Figure 3b. As above, the
probability of running the circuit A on all zero inputs and obtaining output x is denoted by Pr[x < B]
while that on some input state p by Pr[x < B(p)].

e CQq4: We denote a CQq circuit (see Definition 19 and Figure 3c¢) by C = A¢ i1 © Cp 0 ++- 0 C; where
Ci=I;oU;0---0Up;0Ag; and “o” implicitly denotes the composition as shown in Figure 3c. Again,
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the probability of running the circuit C on all zero inputs and obtaining output x is denoted by Pr[x < C]
while that on some input state p by Pr[x < C(p)].

e CQCy: We denote a CQCy circuit (see Definition 20 and Figure 3d) by D = A¢mi11 © Do - 0Dy
where D; = BigoBig_1 0+ 0B;; is a?* QCq circuit with Bij:=1;j0oUjoA;; forije{l,...d} and “o”
implicitly denotes the composition as shown in Figure 3d.

3.1.1 The Oracle Versions

We consider the standard Oracle/query model corresponding to functions—the oracle returns the value of
the function when invoked classically and its action is extended by linearity when it is accessed quantumly.
Notation 23. An oracle O corresponding to a function f is given by its action on “query” and “response”
registers as Of |x)g [a)g = [x)g [a ® f(x))g- An oracle O(fyx , corresponding to multiple functions fi, fa ... fi is
given by O(fi)fﬂ 1, %2 . ..xk)Q lav, az...ak)g = |x1,x2. ..xk)Q lar @ fi(x1),a2 @ fo(x2),...ar @ fi(xi))g-

When Oy is accessed classically, we use O¢(x) to mean it returns f(x).

Remark 24 (QNC,?, QC4%, €Q4?). The oracle versions of QNCy, QC4 and CQq circuits are as shown in
Figures 4a, 4b, and 4c. We allow (polynomially many) parallel uses of the oracle even though in the figures
we represent these using single oracles. We do make minor changes to the circuit models, following [CCL20)]

when we consider QNC, circuits and CQyq circuits—an extra single layered unitary is allowed to process the
final oracle call.

We end by explicitly augmenting Notation 22 to include oracles.

Notation 25. When oracles are introduced, we use the following notation.

QNCS: A® = Uy 000Uzo...00 U (sce Figure 4a)

QC4% : BO = -Ag?dn o B‘? o B? where B,-O =Il;000U;o0 Ag?l- and .Ag?,- can access O classically (see
Figure 4b).

CQy9: €O =AY, ,0C%0...CP where CO =10 Uy,1;000Uz;0---000Uy; 0 A2 where AS, can access
O classically (see Figure 4c).

CQCY: C° = Agmir1 0D o... DY where D; = Bigo... By with B :=1I;;0 0o Usj0 A, and A
accesses O classically (see Figure 4d

o o ©
The classes (QNC5™) ™, (BPPANC)™ and (BPPQNCE’PP) are implicitly defined to be the query analogues of

QNCSPP,BPPQNCd and BPPQNCE’PP (resp.), i.e. class of relations solved by QC4%,cQy® and CQC&9 circuits
(resp.).

3.2 The Random Oracle Model

In the random oracle model, all parties are given access to a random function H which is defined from
{0,1}* - {0,1} s.t. it assigns 0 or 1 to each input x, independently with probability half. Quantum algorithms
can access H in superposition.

3.2.1 Domain Splitting

Using domain splitting, one can efficiently construct expanding (compressing resp.) random functions, i.e.
uniformly random functions H' from {0,1}" — {0,1}™ where m > n (m < n resp.) using H. By efficiently
(wrt n) we mean in time poly(n) which translates to m < poly(n). More precisely, one can define H'(x) :=
(H(x]|0),H(x]|1),...H(x||m)) where || denotes concatenation and the second part of the string has length
at most log(m). Similarly, one can construct polynomially?> many distinct random compressing/expanding
functions from H. One can therefore use such random functions without loss of generality in the random
oracle model.

24except we excluded the last classical circuit Acia+1- This is without loss of generality because A ;441 can be absorbed in

the first classical circuit, Ac 1,1, of Dit1.
25In fact, exponentially many as we only need to polynomially many bits to index them.
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(a) A QNCy4 circuit with access to oracle
O. Following [CCL20], in the oracle ver-
sion of QNCy4, we allow it to perform one
extra single layered unitary to process the

output.
- :EIEA(M ]

(b) A QCq circuit with access to an oracle O. There is no “extra” single layered
unitary in this model.

Amt1

(c) A CQq circuit with access to an oracle O. Again, following
[CCL20], we allow an extra single layer unitary to process the
result of the last oracle call.

[ WE N |

) A CQCy circuit with access to oracle O.

Figure 4: The same four circuit models, but with oracle access.
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3.2.2 Oracle Independent, Uniform and Non-Uniform Adversaries
We consider three kinds of adversaries (circuit families {C,}) and their correlation with the random oracle.

e Oracle independent. The circuit family {C,} and H are uncorrelated. First the circuit family is chosen,
then H is sampled.

e Uniformly oracle dependent. First H is chosen; then some fixed length string a (possibly correlated
with H) is given as advice to the circuit family {C,}.

e Non-uniformly oracle dependent. First H is chosen; for each input length n, a potentially different string
an is chosen which is given to circuit C, as advice.

In the cryptographic setting, security against the third type of adversary is desired. We will prove our results
against oracle independent adversaries and invoke known results to lift the security to non-uniform oracle
dependent adversaries for cryptographic applications.

3.3 Basic Quantum information results

We setup some notation for distances and recall some basic results. Here, all density matrices are defined on
the same Hilbert space.

Definition 26. Let p, p’ be two mixed states. Then we define

e Fidelity: F(p,p") = tr(\/\/Pp'\/P)

e Trace Distance: TD(p,p’) := %tr |p - p'| and

e Bures Distance: B(p, p’) :=/2 - 2F(p, p’).

Fact 27. For any set of strings S, any string s and any two mized states, p and p’, and any quantum
algorithm A (which outputs a classical string), we have

|Pr(seS:s« A(p)]-Pr[seS:s < A(p")]| < TD(p,p") < B(p.p").

To see this, recall that TD(p, p’) = maxyspso |P(p — p’)| and therefore |Pr[s€S:s« A(p)] —Pr[seS:s «

A(p")]] < TD(p, p’). Recalling also TD(p, p’) <+/1-F(p,p’) < B(p,p’) one obtains the asserted result.
We use the following basic properties repeatedly in our analysis. For any density matrices p, p’, o, it holds

that: (1) TD(p, p’) < TD(p,0) + TD(a,p’), and (2) TD(®(p),®(c)) < TD(p, o) for any completely positive
trace non-increasing map @ (see, e.g., [PGWPRO06]).
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Part I
Bounds on Quantum Depth

We first establish that BPPONCI ¢ BQP relative to a random oracle. Based on this result, we describe how
to construct a proof of d quantum depth which is insensitive to polynomial classical depth. Subsequently,
we tighten the BQP upper bound to obtain a more fine-grained quantum depth separation, BPPANCS” G
BPPQNCSZzO(l)_

More precisely, in Section 4, we introduce a map which can be applied to any problem separating BQP
and BPP which additionally specifies what we call classical query soundness, to create a new problem which
separates BPPANC” and BQP. For concreteness, in Section 6 we apply this procedure to YZ’s CodeHashing
and in Section 7 prove that the resulting problem is not in BPPANCI” | We then, in Section 8, formalise the
notion of a proof of quantum depth and construct a two-message proof of quantum depth protocol based on
the previous result. Finally, in Section 9, we apply the map to a different problem and improve the upper
bound to obtain the previously mentioned fine-grained quantum depth separation. Since this new problem
is not efficiently verifiable, we do not obtain the associated fine-grained proof of quantum depth.

4 d-Recursive[P]

Consider any problem P defined relative to a random oracle. We describe a map, which acts on P and
creates a new problem d-Rec[P]. If P can be solved quantumly but not classically (in the sense explained
below), then d-Rec[P] can still be solved quantumly but cannot be solved with less than d quantum depth,
i.e. d-Rec[P] e BQP but d-Rec[P] ¢ BPPANCS" | In fact, if P can be solved in depth d’ then one can tighten

the upper bound on P from BQP to BPPONCY where d” is a function of d’ (which we describe later).

4.1 Definition of P

Any problem P which has the following two properties can be lifted to a problem which is not in BPPANCI™
The first property, classical query soundness, requires that no unbounded algorithm can solve the problem
by making only polynomially many classical queries to the oracles. The second property, bounded oracle
domain, is also intuitively quite simple. It requires that the problem only depends on a bounded domain of
the random oracle. We formalise this property by requiring that the problem does not change if the random
oracle is replaced with an arbitrary function except that it behaves exactly like the random oracle on the
bounded oracle domain. We include this property for technical reasons and it is possible that it is not really
necessary. However, for the problems we consider, both are easily satisfied. Formally, we have the following.

Definition 28 (Classical query soundness and bounded oracle domain). Denote by H : {0,1}* — {0,1} a
random oracle. Define a problem P by a tuple (X,Rg) where X is a procedure which on input 1* generates
a problem instance of size poly(A) and Ry = {0,1}* x {0,1}* is a relation which depends on H.

e We say P is classical query sound if for any unbounded algorithm Af which makes at most poly(1)
classical queries to H, it holds that

< x(t
Pl’{r (x,y) €Ry: ;C<—,Ab(l(x)) < negl(4)

for all sufficiently large A.

e Let Ry(x) = {y: (x,y) € Ry}. We say P has a bounded oracle domain if there is a set {0,1}?}) where
p(A) is an integer valued polynomial such that the following holds for each A,

Rei(x) = Ry ()

for all x € X(1*) and all choices of functions H' : {0,1}* — {0,1} such that H'(z) = H(z) for all
z€{0,1}PW,

When we define YZ’s CodeHashing problem, it would be evident that it satisfies both properties.
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4.2 Definition of d-Recursive[P]
Let P be any problem satisfying the properties in Definition 28 and which is in BPPANCS" We can now
introduce d-Rec[P], a general construction which, for any 0 < d < poly(4), lifts P, to a problem which is not

in BPPANCZ™ but is in BPPQNCEZ?y(d,d’). More precisely, the polynomial would be (2d + 1) - d" because for each
oracle call in P, d-Rec[P] would need 2d + 1 oracle calls. To see why, we need to know how d-Rec is defined.

At a high level, instead of asking for P to be solved relative to the random oracle H, d-Rec[P] requires P
to be solved relative to the random oracle H composed with itself d times. Clearly, H cannot be composed
with itself in general because the domain and co-domain may not match. Suppose H : % — {0,1}". Then one
natural choice to consider is H := Hyo---0 Hy where Hy : £ — {0,1}", H; : 3 - 3 for i € {1...d}. This has some
issues, for instance the number of collisions in H on an average would be larger than those in H. It turns
out that for our analysis, enlarging the domain (as a function of |2|) is the appropriate choice, as explained
below.

Definition 29 (d-Rec[P]). Let P = (X,R) be a problem satisfying Definition 28. We define d-Rec[P] as
follows. On input 1%, proceed as follows:

e Sample an instance of P as x < X(1*), and

e denote its bounded oracle domain by 3 := {0,1}?W.

e Define H:= Hjo---0 Hy o Hy where Hy: % — Zd,, for £e{l,...d-1}, Hy: 34" 54" and Hy: >4 {0,1}
are independent random oracles with d’ = 2d + 5.

The (d-Rec[P]) problem then is, given x, and oracle access to (Ho,...Hy), find a y s.t. (x,y) € Rg.

4.2.1 Upper Bound

It may be the case that the algorithm which solves P makes only, say 1, query to the random oracle while
it still has depth d’ which is some large constant. Clearly, in this case, one can obtain a bound tighter
than (2d + 1) -d’ on the depth of the circuit which solves d-Rec[P]. Indeed, we later consider a problem
(CollisionHashing) which has this property and therefore we formally state this upper bound as follows.

Lemma 30. Suppose P is solved by a family of circuits in QNCyr with probability 1—€(A) and by making at
most t(A) parallel queries. Then there is a family of circuits in QNCgr which solves d-Rec[P] with probability
1-€(A) where d”’ <min[d" + (2d+1)-t,(2d +1)-d']. The analagous statement holds for QC and CQ as well.

Proof sketch. Fix a A, let C; € QNC4 be the circuit that solves P and let Co € QNCyrbe a circuit which we
construct and assert that it solves d-Rec[P], with the same 1 - e(1) probability.

To obtain d” < d’+(2d+1)-t, suppose the circuits are identical, except that for each of the ¢ set of parallel
oracle calls that C; makes, Co makes (2d + 1) - t set of parallel oracle calls. This allows C3 to compute H and
therefore proceed exactly like C;. A simple upper bound on the quantum depth d” of C5 then is d’+(2d +1)-t.

To obtain d” < (2d+1)-d’, suppose that the oracle is parallel invoked (worst case) at each layer. Then, Cy
is identical to Cy, except that for each of the d’ layers of C1, Co gets (2d + 1) layers and can therefore evaluate
H exactly like C;. An upper bound on the depth of Cy is then d” < (2d + 1) - d'. i

4.2.2 Lower bound

The main property of d-Rec[-] is the following which we establish in Section 7.

Lemma 31 (d-Rec[P] ¢ BPPQNCSPP). Every CQCy circuit succeeds at solving d-Rec[P] (see Definition 29)
with probability at most negl(1) on input 1* for d < poly(n).

5 Preliminaries

Instead of working with d-Rec[-] abstractly, we apply this map to the CodeHashing problem introduced by
[YZ22]. To use and describe the seminal work of YZ, we need the following notions.
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Problem € ¢ Verification Interpretation Remarks

CodeHashing BQP ¢ BPP Public Proof of Quantumness [YZ22]; Definition 33
BPP
d-CodeHashing BQP ¢ BPPNCS Public (d, poly(n))-Proof of Quantum See Definition 35; Equivalent to
Depth d-Rec[CodeHashing]

Refutes Jozsa’s conjecture

Table 4: In Part I we started with CodeHashing due to [YZ22] and created a new problem we termed

d-CodeHashing which showed BppaNC” ¢ BQP, for any fixed d < poly(n). This refutes Jozsa’s conjecture
relative to the random oracle model. This problem also immediately serves as a Proof of d Quantum Depth.

Error Correcting Codes
Codes
A code of length n € N over an alphabet X is a subset C ¢ X",

Linear codes [YZ22]. Let Fy be a finite field of order g for some prime power g and % = F,. A linear code
C of length n € N over the alphabet X is defined as a subset C ¢ Fg, which is also a linear subspace of
Fg. Further, we define the rank of a linear code C as the dimension of the linear subspace C ¢ Fg.

Folded linear codes [Kra03; GRO08; YZ22|. Let F, be a finite field of order g for some prime power g
and m be a positive integer. A code C is said to be an m-folded linear code of length n if its alphabet is
2 =Fg and Cc X" is a linear subspace of C ¢ ", where C is embedded into Fg"™ in the canonical way.

It is clear that 1-folded linear codes are just linear codes. In fact, for a positive integer m that divides n
and a linear code C ¢ ]Fg, we can define its m-folded version C(™ as

m m

c(m ._ {( (X1, Xm ), -+ (xn—m+1,"'>xn)) (1, X)) € c}_

Conversely, any folded linear code can be written as (™) for some linear code C and a positive integer m.

Dual codes [YZ22]. A dual code C* of a linear code C of length n and rank k over the alphabet F, is
defined as the orthogonal complement of C as a linear subspace over FZ. That is,

Ci::{xe]FZ:x-x':OVx'EC}.

C* is itself a linear code of length n and rank n—k over Fy. Similarly, for an m-folded linear code C € Fg™
of length n over the alphabet ]F;”, its dual C* is defined as

Ct={xeF":x-x'=0V x' eC}.

Note that for any linear code C of length n and an integer m that divides n, we have (Cl)(m) = (C(’"))l.

List recovery [YZ22]. Let C ¢ 2" be a code and x := (x1,--,x,) € C be a codeword. For subsets S; ¢ =
such that |S;| <[ for i € [n], define the index set Iy 5,3 := {i € [n] : x; € Si}. Then, we say that C ¢ 2" is
(¢,1,L)-list recoverable if for any subsets S; € 3 such that |S;| <1 for i € [n], we have 2°

{xeC: |l syl > (1-n}| < L.

Suitable Codes

YZ use folded codes which satisfy certain properties. They call these codes suitable codes. They show that
folded Reed-Solomon codes with appropriate parameters are suitable. We would not need these details for
our result—the following suffices.

26List recovery usually requires efficient computation of all codewords (x1,:xn) € C that satisfy |Ix’{ S,-},l| > (1 -{)n using
{Si}, however, it is not relevant for our purposes, so we don’t demand it here.
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Lemma 32 (Suitable Codes [YZ22]). For any constants 0 < ¢ < ¢’ <1, there exists an explicit family {Cy}ren
of folded linear codes over the alphabet X = Fy' of length n where || = 2’19(1), n=0(1) and |C;| > 2™ that
satisfies the following.”"

1. Cy is (,¢,L)-list recoverable where { = Q(1),1=2* and L = 2007).

2. There is an efficient deterministic decoding algorithm Decodec: for C* that satisfies the following. Let
D be a distribution over X that outputs 0 with probability 1/2 and otherwise outputs an element of Z\{0}
uniformly at random. Then, it holds that

Pr [Vx e Ch Decodec: (x +e) =x] =1 - 2790,

e<Dn

3. For all je[n-1], Prycc, [hw(x) =n—-j] < (Enl)]

6 The d-CodeHashing Problem

This section introduces the problem we use for proving our main result.

6.1 Background — CodeHashing Problem [YZ22)]

To describe our problem, we first recall that YZ’s proof of quantumness is based on the following problem.
Definition 33 (CodeHashing Problem; Paraphrased from [YZ22]). Let

e {C)}, be a family of codes over an alphabet ¥ = Fy' that satisfies the requirements of Lemma 32 with
arbitrary 1 <c<c' <1,

e H:X - {0,1}" be a random oracle.

Given the code family, and access to H, on input 1%, the CodeHashing problem is to find an x = (x1,X2,...X,) €
C;, such that for all i € {1...n}, the ith bit of H(x;) equals 1.

Note that for suitable codes, A = ©(n). Also note that the oracle H as described in the problem can be
implemented using the standard random oracle from {0,1}* to {0,1}, as discussed in Section 3.2. YZ showed
that this problem is contained in NP and BQP but not in BPP.

Theorem 34 (Paraphrased from [YZ22]). The following hold in the random oracle model (for oracle-
independent circuits).

CodeHashing e BQP: A QPT machine can solve the code hashing problem with overwhelming probability,
i.e. 1-negl(1).

CodeHashing ¢ BPP: Ewvery classical circuit which makes at most 2 queries to the oracle solves the code
hashing problem with probability at most 2~%4)

YZ not only show that CodeHashing ¢ BPP, they show that even an unbounded machine would not succeed
at solving CodeHashing with noticeable probability if it makes at most polynomially many (classical) queries
to the random oracle. It is this classical query soundness property that we use later in our proof. Also
observe that a BPP machine can easily check if a solution to CodeHashing is valid.

6.2 The Problem — d-CodeHashing Problem
We call our problem d-CodeHashing which is basically?® To be conceret, we explicitly state it. d-Rec[CH].

Definition 35 (d-CodeHashing Problem). Let

e {C,}, be a family of codes over an alphabet 3 = Fg' that satisfies the requirements of Lemma 32 with
arbitrary 1 <c<c' <1,

27Y7 point out that item 3 is not needed for proof of quantumness. It is used for showing one-way-functions. We inherit
these in our construction of proof of depth and one-way functions resp.
28The only difference is in the range of H but this is without loss of generality due to domain splitting.
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e Hi=Hyo---oH; oHy where Hy: 3 >34 for te{l,....,d-1}, H : 3% -3¢ and Hy: 37 - {0,1}" are
independent random oracles with d’ := 2d + 5,

e Bit;[H] denote the ith bit of H,

Given the code family {C,},, access to random oracles Hy, ... Hy, on input 1%, the d-CodeHashing problem is
to find an x = (x1,Xa,...X,) € Cy such that for all i, the ith bit of H(x;) is 1, i.e. Bit;[H(x;)] =1.

7 Lower Bounds

In this section, we establish the following key property of the d-CodeHashing problem. The proof of Lemma 31
is also immediate from the proof of the following.

Lemma 36 (d-CodeHashing ¢ BPPQNCZPP). Every CQCy circuit®® (which subsumes QCq and CQq circuits)
with oracle access to Hy,...Hy, succeeds at solving d-CodeHashing with probability at most negl(1) on input
14,

We prove Lemma 36 in three main steps. First, we establish QNC4 hardness. We use this as a warm-up
for introducing notations and concepts (in particular “base sets”) which we build on for establishing QCyq
hardness. The basic tools we need are discussed next, in Subsection 7.2. CQq hardness requires more work
(and more technical tools) and we defer that discussion to Subsection 7.5. We then combine the ideas used
in these three main steps to establish CQC, hardness. Before delving into the proof of Lemma 36, we look
at one of its main consequences.

7.1 Consequence: Jozsa’s conjecture/Aaronson’s challenge

Jozsa had conjectured that BPPONC = BQP. Lemma 36 and Theorem 34, however, immediately yield the
following theorem. Note that the classes stated below are the corresponding search variants (see Section 3.1).

Theorem 37 (BPPQNCBPP ¢ BQP). The following hold (unconditionally) in the random oracle model, for d = A
where A is the input size.

d-CodeHashing e BQP: A QPT machine can solve the code hashing problem

with overwhelming probability, i.e. 1 —negl(1), by making O(A) queries to the random oracle.

d-CodeHashing ¢ BPPANC™, Every CQCiqg(n) circuit succeeds at solving d-CodeHashing with probability
at most negl(1) on input 1%

We emphasise that QNCBPP u BPPANC ¢ BPPQNCBPP and so Theorem 37 shows that even a more liberal
CBPP

interpretation of Jozsa’s conjecture, in the random oracle model, is false. One might wonder if BPPXN is
strictly larger than QNCBPP U BPPNC | Indeed, this is the case and we show it in Part II.

7.2 Known Results

We first state a simplified version of the so called “one-way to hiding”, or briefly, the O2H lemma (see
Subsection 7.2.1) due originally to Ambainis, Hamburg and Unruh [AHU19]. Our presentation, however, is
inspired by [CCL20] and [AGS22]. We then state a version tailored to our setup (see Subsection 7.2.2) and
end with some elementary results (see Subsection 7.2.3).

7.2.1 The O2H lemma

Informally, the O2H lemma says the following: suppose there are two oracles O and Q which behave identically
on all inputs except some subset S of their input domain. Let A® and A< be identical quantum algorithms,
except for their oracle access, which is to @ and Q respectively. Then, the probability that the result of A°
and A2 will be distinct, is bounded by the probability of finding the set S. We suppress the details of the
general finding procedure and only focus on the case of interest for us here.

29We assume the circuits are “oracle independent” as described in Subsection 3.2.2.
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We begin by setting up some notation for this section (adapted from [AGS22]). We use the symbol £
for the oracle.?® The workspace register is denoted by W which is left untouched by the oracle. The query
register is denoted by Q and the response register by R. Suppose we make m = poly(n) parallel queries to L.
We use boldface to represent the associated quantities. In particular, the parallel queries (q1,q2...qm) are
denoted by the tuple g, the query registers (Q1,0Q2...0Q;) which would hold these queries are denoted by Q
and the corresponding response registers (R, Ry ... R,,;) are denoted by R.

Definition 38 (Uﬁ\s). Suppose U acts on QRW, L is an oracle that acts on QR and S is a subset of the
query domain of £. We define

L\S
U |¢>QRW |0} = EUSUW)QRW |0}
where B is a qubit register, and Us flips qubit B if any query is made inside the set S, i.e.

Uslaolb)y it ans=o
Uslg)glb® 1)z otherwise.

Us |‘I>Q|b)3 ’:{

Here3! we treat q as a set when we write g S.

For notational simplicity, in the following, we drop the boldface for the query and response registers as
they do not play an active role in the discussion.

Definition 39 (Pr[find : UX\, p]; adapted from [AGS22]). Let U\ be as above and suppose p € D(QRWB).
We define
Pr[find : UL\S,p] = tr[Iorw ® [1) (1|5 UL 6 p].

This will depend on £ and S. When £ and S are random variables, we additionally take expectation over
them.32

Remark 40 (adapted from [AGS22]). Let U\ be as in Definition 38 and let [i/) ¢ QRW. Note that we can
always write

LU ) orw = |90)orw * 1) 0rW

where |@g) and |¢1) contains queries outside S and inside S respectively, i.e. (¢g|#1) = 0. Further, we can write

Uy V) orw 10)5 = [$0) orw 10)5 + 1¢1) orw 115 -
The following is a special case of the O2H lemma introduced in [AHU19].
Lemma 41 (O2H lemma, as stated in [AGS22]). Let
e L be an oracle which acts on QR and S be a subset of the query domain of L,
e G be a shadow of L with respect to S, i.e. G and L behave identically for all queries outside S,

e further, suppose that within S, G responds with 1 while (again within S), L does not respond with 1.
Finally, let I1; be a measurement in the computational basis, corresponding to the string t.

Then
[tr[l;LoUop]-tr[l;GoUop]|<B(LoUop,GolUop)
< \/2 Pr[find : UL\S, p].

If £ and S are random variables with a joint distribution, we take the expectation over them in the RHS (see
Definition 39).

The right hand side in Lemma 41 may be bounded using Lemma 42 below. Lemma 42 applies when the
locations queried are independent of the set being hidden.

30Tnstead of Q as above to avoid confusion.
3li.e. the condition g NS = & reads there is no i for which g; ¢ S.
32j 6. Prffind : UL\S, p] := Eg str[lorw ® |1) (1] UL\ o p].
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Lemma 42 ([CCL20; AHU19] Bounding Pr[find : U5\S, p]). Suppose S is a random variable and Pr[x € S] < p
for some p. Further, assume that U and p are uncorrelated® to S. Then, (see Definition 38)

Prfind: U\, p] < q-p
where q is the total number of queries U makes to L.

For completeness, we include the proofs in Section A of the Appendix.

7.2.2 O2H adapted to our analysis

considering a set S where the oracles (£ and G) behave differently, we consider a sequence of sets. Let S°"*
denote a sequence of d sets and similarly let S™ denote a sequence of d sets contained in S (element-wise).
Why we take d and not d + 1 should become evident later—briefly, it is because the domain of Hy is known
by construction but the domain of H; which is of interest, i.e. Hy(Z), is what we are trying to hide (and
similarly for Ha,...Hy). Observe that in Lemma 41, the state p was uncorrelated to the set S. However, in
our application, the quantum state can potentially contain information about £ restricted to values outside
$°ut However, within S, the values of $™ stay uncorrelated and we can apply Lemma 41. The following
notation allows us to state this formally.

Notation 43. Consider the following (see Figure 5).

e Let L' := (H), Hi,...H}) where the domain and range of Hj is the same as that of H; (as defined in
Definition 35).

— These functions themselves may be sampled from an arbitrary distribution (unlike H;).

o Let SOt := (S{™,...S9™) and S™ := (S}%,...S") be a sequence of (random) subsets such that Si* ¢ SPU* ¢
dom(Hj).

— Note that S°* and $™ are random variables which may be arbitrarily correlated with £’.

o Let L' refer to £’ outside of S, i.e. (Hp,...H}) where H : dom(H])\S*"" - H](dom(H;)\S°"") and
H!(x) = H!(x) for all x e dom(H).

o Let £ refer to £’ inside S, i.e. (Hj,...H}) where H : SP"* — H/(S?Y).

We used L' instead of £ because, in our proofs, £ will be conditioned on various random variables and it
is this conditioned £ we work with.

Corollary 44. Let £',5°", s, L'.L' be as in Notation 43 above. Suppose a quantum state p and a unitary
U are drawn from a distribution which may be correlated with L'. Suppose, o := p|E’ and V := U|E', are
uncorrelated to R:= S®|L'. Let N := L'|L'. Given that Pr[x € S®|L'] < p for all x e dom(H!) and i€ {1...d},
it holds that

Prfind: VNR 5] <d-g-p

where q is the total number of queries V. makes to the oracles L'.

++++++++ :

dom(H()) =X Sont
d {07 l}"

dom(Hy) = ud

Figure 5

33i.e. the distribution from which S is sampled is uncorrelated to the distribution from which U and p are sampled,
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Proof sketch. We assume that the p contains information about £ and therefore contains information about
SO At best, U can query £ at x such that x € S for some i. However, given £’ (and therefore S°"t),
Pr[x € S| £] is bounded by p so, by argument used in the proof for Lemma 42, together with a union bound,
one obtains the asserted bound. ]

When we apply the O2H lemma via the corrollary above, it would be helpful to consider shadows for a
sequence of oracles—the analogue of G in Lemma 41. Defining it formally helps the presentation.

Definition 45 (Shadow oracle wrt S"). Let £ := (Hf,...H}) and = be as in Notation 43. Let §" = (81,55...5)
be a tuple of d sets where each set S/ € 3¢ for all i € {1,...d}. The shadow oracle M’ of £’ wrt § is defined
as M':= (M), ...M};) where

H/(1) 1eX\S!

1 leS!.

M (1) := {

7.2.3 Elementary results

The following elementary observations will be useful in computing probabilities which arise in our analysis.
We use the following convention: 4Py, := al/(a - b)! and ,Cp :=a!/(b!- (a-Db)!) for a > .

Fact 46. One has

oPp 1 aCp b+1
= and = .
av1Ppy1 a+1l a+1Cpy1 a+1

Remark 47. Let M > N be an integer and fix some element x € {1,2...M}. Suppose t is a tuple of size N,
sampled uniformly from the collection of all size N tuples containing distinct elements from {1,2...M}. Then

m-1PN-1-N N

Pr(xet) = .
PN M

Similarly, suppose X is a set of size N, sampled uniformly from the collection of all size N subsets of {1...M}.
Then, again,
~1Cn-1 N
Pr(xex)zwzf_
mCN M
The following elementary calculation was alluded to in the discussion following Definition 35. It allows
us to reduce our problem to permutations, without loss of generality.

Claim 48. Let f : A — A be a random function, i.e. for all a € A, f(a) is mapped to a’ € A with probability
1/|A]. Let B ¢ A be an arbitrary set. Then the probability that |f(B)| = |B| is at least 1—|B[?/|A]. Equivalently,
the probability that |f(B)| < |B| is at most |B[?/|A|.

Proof. Tt suffices to show that f is injective on B with the same probability. We have

Pr[|f(B)| = |B|] = Pr(f has no collisions in B)
=1-Pr(f has at least one collision in B)
>1-e€

if Pr(f has at least one collision in B) < e. Since f is random, the probability that a given b collides with
some b’ is simply the probability that f(b") is assigned the value f(b) by f which is at most |B|/|4], i.e.
Pr(3 b #b st. f(b)=f(b")) <|B|/|A]. Therefore,

Pr(f has at least one collision in B) = Pr(vpeg b collides under f)

< " Pr(b collides under f)
beB

=S Pr(3 b #b st f(b) = F(b))

beB
< |BJ-|B|/|A].
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7.3 Warm-up — QNC,; exclusion

We have now stated all the preliminaries we need to show our first lower bound. We do this in three stages.
First, we define two algorithms which help us reduce to the case of permutations and allow us to perform
“domain hiding” for each set of parallel calls. The latter is essentially the same as the “russian nesting doll”
technique, as applied by [CCL20], adapted to the random oracle setup. In the second stage, we prove that
the first algorithm does indeed produce permutations with high probability and that the second algorithm
satisfies the properties needed to apply Corollary 44. In the third (final) stage, we combine these into a proof
of QNCq hardness of d-CodeHashing. The primary purpose here is to setup the basic notation which is used
to show QCy and later CQq hardness.

7.3.1 Shadow oracles for QNC,; hardness

We begin with constructing “base sets” (see Figure 6a). We simply generate a random set Sp; € dom(H; ) and
propagate it through £. Ensuring this set is sufficiently small compared to 3¢, one can later show that £
restricted to the sequence of sets (So1, H1(So1), H2(H1(S01)),---Ha(...H1(So1) -..)) behaves as a permutation
with high probability.
Algorithm 49 (Base sets). Let £:= (Hy,...Hy), d’ and = be as in Definition 35. Let S; := Hi_1(...Ho(Z)...) €
>4 forie{l,...d}.

1. Base Sets

(a) Sample Sp1 € 3d uniformly at random,s.t. S1 € So1
and |So1 /24| = 1/|2] (i-e. Soa| = [242)).
(b) Define Soi+1:= Hi(So;i) forie{l,...d—1}.

2. Abort if any of the following conditions are not met.

(a) |Soi| = [2|%*2 for all i€ {1,...d} (thei=1 condition holds by construction).
(b) |S1] = 2| (which together with (a) implies |S;| = |Z| for allie{1,...d}).
Conditions in item 2 are important because the random function may introduce collisions. The conditions

ensure there are no collisions in the domains of interest.
We now introduce the construction of the sets S;; (see Figure 6b). These are perhaps best viewed as a

4
matrix whose elements are subsets of 3¢ |

S11 Hl(SH) HQ(Hl(Sll)) Hd(Hl(Sll))
%] Soo HQ(SQQ) Hd(Hg(SQQ))

Sij = %) %) S33 Hd(...Hg(S33)...)
(%} %} %] - Sdd

The first row is, element-wise, a subset of (Sp1,S02, - --Soq). Similarly, each row is an element-wise subset of
the previous row. With each row, the size of the set drops exponentially (in n, relative to the previous row).
The diagonal sets are chosen uniformly at random, ensuring S; are contained within (just as we required for
the “base sets”). Formally, the procedure is defined as follows.

Algorithm 50 (Procedure for constructing S;;). Let £ := (Hy,...Hy), 2 and S; be as in Algorithm 49. Suppose
Algorithm 49 was executed. If Algorithm 49 aborts, define Sij =@ for all i,j e {1,...d}. If Algorithm 49 does
not abort then, for each i€ {1,...d}

1. Define Si =@ for 1 <k <i.
2. Sample, uniformly at random, S;; € Si—1; such that S; € Si; and |Si|/|Si-1.i| = 1/ |Z|.
3. Define Sy = Hy_1(... H;(Si;)...) fori<k<d.

In both cases, return S; := (Si1,Si2,...Siq) for each i€ {1,...d}.

Two short remarks—first, when Algorithm 49 fails, we simply abort and output @ as we don’t care what
happens in that case. This is because it fails with vanishing probability as we prove next. Second, it may
help to note that S;, in the matrix representation above, is just the ith row of S;;.
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A R 0
dom(Hp) =%

n
Sot So2 Sod 0.1

dom(Hy) = ud dom(Ho) = ud dom(Hy) = nd

(a) Base Sets

. ......... 9)(1 O
b St S14
0 1 n
So Sod {0.1}
(b) Si; inside Base Sets
(]
dom(Hp) =% S
Sot
dom(Hy) = nd dom(Hy) = nd dom(H;) = nd

(c) Unified view: Base Sets and S;;

Figure 6: Illustrating the sets produced by Algorithm 49 and Algorithm 50
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7.3.2 Properties of the shadow oracles

Like we said, Algorithm 49 fails with vanishing probability.
Claim 51. Algorithm 49 outputs abort with at most (d+1)-negl(1) probability where A is as in Definition 35.

Proof. We use Claim 48 and a union bound. For each i € [d], condition 2 (a) fails with probability at most
1/|2|. To see this, in Claim 48, set f « Hy, A < Zd’, B <« Sp1 to conclude that the probability that Soe = Hy (So1)
has size strictly less than [Syy| is at most |B[2/|A| = 1/|S|. Proceeding similarly, set f < H;, A < 5%, B « So; to
conclude that the probability that So;+1 = H;(So;) has size strictly less than |Sp;], is at most 1/|3|. By a union
bound, condition 2 (a) fails with probability at most d-1/|3|.

Similarly, condition 2 (b) fails with probability at most 1/[Z|% "2 < 1/|2| by Claim 48 with f < Hy, A < %
and B < X (note that the claim is true even when f : B — A). Therefore the probability of abort is at most
(d+1)-1/[3| where [3] = 2° yielding the asserted bound. mi

To apply Corollary 44, we would need a bound on Pr[x € Si|S;x-1] conditioned on not aborting.

Claim 52. Let L be as in Definition 35, run Algorithm 49 and let E be the event that it does not abort.
Obtain S;; by running Algorithm 50. Then, it holds that

Prlx € Si|(Si-11.E)] < 1/[Z]

and §
Prx € Sy|(£,E)] < 1/[Z]

where £ is £ outside (Si—1.1,...Si_1.4) (see Notation 43 with S°U* « (S;_1;); and L' « L) forall 1 <i<k <d
where the probability is over £, the randomness in Algorithm 49 and in Algorithm 50.

Proof sketch. Consider the k = i case. Once S;_; is fixed, S;; is a (uniform) random subset of S;_1; and
therefore the probability that any x € S;; (assume x € S;_1; to get an upper bound), is at most |S;;|/|S;-1.i] =
1/I2] (see Remark 47, first observation). The result continues to hold if £ (or in particular £) is specified
because S;; is sampled uniformly at random by Algorithm 50. For k > i, note that conditioned on E, each
Hi,Hy...Hy 1 behaves as a random permutation on So1,S02-..S04-1- In particular, conditioned on E, each
Hi,...Hy 1 behaves as a random permutation on S;_11,Si-12...S;-14-1 (even if L is given since it does not
determine the values within (S;—1;);). From the first observation in Remark 47, it follows that x € Sy
conditioned on E and S;_1x for k > i, is also at most 1/|Z|. This is because H;_; maps every subset of S;_1 x_1
of size [S;_1 k-1]/|Z| to another set of the same size in S;_; ;. (i.e. H;_; essentially behaves as a permutation) and
Remark 47 shows the probability that x € S;x| (Si_14-1,E) and x € S;x|(£,E), are both bounded by 1/[3|. O

7.3.3 d-CodeHashing is hard for QNC,

With all the intermediate results proven, we can stitch them together to establish the QNCq4 hardness of
d-CodeHashing.

Lemma 53 (d-CodeHashing ¢ QNCy;). Every QNCy circuit succeeds at solving d-CodeHashing (see Defini-
tion 35) with probability at most negl(1) on input 1* for d < poly(n).

Proof. For clarity of presentation, we omit the input 1* when convenient. Let £ := (Hy,...Hy) and 3 be as
in Definition 35. Denote an arbitrary QNC, circuit, A* by

A‘C =IlyoUgi0LoUy...LoUz0LoUy

where Il is a projector corresponding to output x. Let Iyaiq be a projector on the set Xiauq = {x} of all
correct solutions to Definition 35. Ilyaiq implicitly depends on H and A. We use Ilya14 later. For now, run
Algorithm 49 and let E be the event that it does not abort. Note that3*

> Prlx« Af]- Y Pr[x < A“[E]| < negl(n). (1)

x€Xyalid X€Xyalid

34Using Pr[A] = Pr[A|E] Pr[E] + Pr[A|-E] Pr[-E], which yields Pr[A] - Pr[A|E] < Pr[A|-E] Pr[-E], and that Pr[-E] = negl(1).
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Let (Si)e(1,..ay be the output of Algorithm 50. Define

AM =1l o Ugyq OMdOUd...M20U2OM10U1

where M; is the shadow oracle of £ wrt S; (see Definition 45).

AM|E cannot succeed with non-negligible probability: In this paragraph, we condition on E implicitly.
Recall H = Hyo---0Hy : & — {0,1}" and H; is the ith bit of H (see Definition 35). Observe that if x =
(x1,...%4) € Cy is such that H;(x;) = 1 for all i, then Pr[x « AM] < 1/2". This is because the oracles
My,... My contain no information about H;(x;) therefore x cannot be correlated to the values the random
oracle assigns to H. The probability that for any given x, all FIi(xi) output 1 is at most 1/2".

AM|E and A* |E have practically the same behaviour: Using a hybrid argument and the O2H lemma (see
Lemma 41), one finds that the output distributions of A™M|E and A|E cannot be noticeably different. We
have (we dropped the o symbol, the conditioning on E and the subscript valid from Iy,y;4 for brevity/clarity)

> Pr[x « AX] - > Pr[x « AM]

x€Xvalid X€Xyalid

= |tI‘[HvalidUd+1£Ud ... [,U2£U1p0 —yaiaUgeiMaUy ... Mo U2M1U1p0]| monotonicity of TD

< tr[HUdJrlﬁUd o LUy LU po —TTUy41 LUy . .. LUs M1U1p0] +
—_—— ———

triangle inequality

tI‘[HUd+1£Ud e U3 EUngUlpo —HUd_,.lEUd ce £U3 M2U2M1U1p0] +

| — [ —

tr[dUg 1 LUGM g 1Ug_ 1 .. . UsMoUs MUy po —TTU g1 MgUgMyg_1 ... UsMoUa MUy pg |

<B(LoU(pg), M10oUi(po))+ relation b/w TD and B
B(LoUz(p1), M2 0 Uz(p1))+

B(LoUg(pa-1), MaoUa(pa-1))

d —
<> \/2 Pr[find : Ui'c\si,pi_l] Lemma 41
i=1
@)

where pg = |1’1,0...0> (1A,0...0| and p; = M;oUjo...MyoU(pg) for i >0. To bound the last expression,
one can use Lemma 42 via Corollary 44 (recall that everything is conditioned on E). Let £; be L outside
(Si1, .- Sia) (see Notation 43 with £ « £, $°" « (S;;); and define £; := L) for each i € {0,1...d} (we include
0 to 1nclude the base sets specified by Algorithm 49). Similarly, let L; be L inside (Si1,---Sia) (see Notation 43
with £ < £, $°" « (S;;); and define Li=L' ). Note that the only information about £ contained in M;, is
L;, for each i e {1,.. d} Consider Pr[find : UL\S’,p, 1] and note that p;_; at most specifies £;_; (about £).
Let 0; := pi1|Lio1, Ri == Si|Li-1 and N := £|£;_1. Observe that R; is uncorrelated to o; (because once £;_; is
fixed, o; contains no mformatlon about how £ behaves in S;_1 = (Si—1.1...S;_1.4) and R; depends only on the
randomness in Algorithm 50 and on LAi,l). One can thus apply Corollary 44 with Claim 52 to obtain
1
Prlfind: VVW 6, ] <d g —
=
which entails ~
Pr[find : Uiﬁ\si,pi—1] <negl(4)
by using Pr[A] = Y5, Pr[A|B = b] Pr[B = b] and the parameters d, g < poly(4), and || = 2000,

Plugging these into the last expression above (Equation (2)), yields
|Pr[x € Xyatia|E : x < A®] = Pr[x € Xyana|E : x < AM|E]| < negl(1) where we now state E explicitly. Us-
ing Equation (1) and the triangle inequality, we obtain the asserted result.

|
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7.4 QN CSPP exclusion

Once the analysis of QNCy is clear, extending it to QCq is not too difficult. One needs to account for the
actions of the intermediate classical circuits. The basic approach stays the same. We replace £ with shadow
oracles successively. The difference is that after each set of parallel queries, we account for the polynomially
many queries made by the corresponding intermediate classical algorithm by exposing those queries in the
subsequent shadow oracles.

7.4.1 Shadow oracles for QC4 hardness

The procedure for constructing base sets stays unchanged. We need the analogue of Algorithm 50. However,
unlike Algorithm 50, this time the procedure cannot directly produce S;; for all i, j, given the base sets. This
is because the sets S;; now must also depend on the queries made by the classical algorithm at intermediate
steps.

Before we present the algorithm, we make the following assumption (which only makes the impossibility
result stronger): the classical algorithm makes “path queries”, i.e. suppose when it queries H; at t;, it learns
all tuples (to,t1,t2...,t,...t4) such that Hj_1(tj_1) =t; for all j e {1,...d}. Since Hy cannot span the domain
of Hy, ty may not always exist, corresponding to (t1,#...t;). More formally, we have the following.

Definition 54 (Path Queries). Let £ := (H{,...H}) be as in Notation 43 and let T; := (Tio, T1, ... T;q) be a
tuple of sets where for each 0 < j <d, T;; € 34 We say T; are path queries if Ty 2 Ho(Tyo), and Ty = Hj—1(T; j-1)
for all je{2,...,d}.

We can now define the algorithm. For context, it may help to recall that (see Notation 25) an arbitrary
QCyq circuit with oracle access to £ can be represented as

B* ::HOAdeOZS’fo”.BfOpO

where BEF := IjoLoU; o A%, po is the initial state (in our case, encoding 1*) and II is a measurement. Below,
informally,®> T; corresponds to the set of queries made by the classical algorithm A.; to L.

Algorithm 55 (Procedure for constructing S;;, given Tjs). Let L := (Ho,...H;), = and S; be as in Algorithm 49
and suppose the Algorithm 49 was executed.
Input:

1. The previous sequence of sets for creating the shadow oracle: Si_q := (Si—l,j)je{l,..d} where Si_1j S So,j
for all je{1,...d}.

2. The path queries made by the classical algorithm at step i: T; := (Ti0, Ti1, Ti2 .. Tiq)

If Algorithm 49 aborts, define Si; = @ for all i,j € {1,...d}. If Algorithm 49 does not abort then, for each
ie{l,...d} do the following.

1. Define Six =@ for 1 <k <i.
2. Sample, uniformly at random, Si; € Si—1:\Ti; such that (S; N Si—1.;)\Tii € Si and |Si|/|Si-1.1| = 1/|Z|.
3. Define Sy = Hy_1(... H;(Si;)...) fori<k<d.

In both cases, return S; := (Si1,Si2 ... Siq).

7.4.2 Properties of the shadow oracles

Points
e The following could potentially be more generally stated.

e We take the set S;_; to be given (we only impose the bare requirements), and have T; be arbitrary poly
sized sets

35We say informally because the queries A.; makes depends on the hybrid we are considering; these details appear later in
the proof of Lemma 57.
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e We show that given S;_; and the sets T;, finding x in S; would happen with probability poly(1)/|3| at
most.

Claim 56. Let £ be as in Definition 35, run Algorithm 49 and let E be the event that it does not abort. Let
1<i<d. Obtain S; by running Algorithm 55 with the following input:

1. If i = 1, use Sy generated by Algorithm 49.
Else, if i > 1, let S;—1 := (Si1,1,Si-12-.-Si_1.4) be arbitrary sets such that

o for j<i-1,85.1;=9,
o for j=i-1,8;-1;-1 SSo;-1 and |S;_1,-1] = \Z|d+2_(i_1)| = [24+171| and finally
e for _] >i- 1, Si—l,j c Hj(Si—l,jfl) = HJ( . .Hi,l(Si,Li,l) e )

2. T; := (Ty,...T;q) be arbitrary path queries (see Definition 54) such that |T;;| < poly(4) for all j € {0,...d}.
Then, it holds (for a large enough 1) that
Prx € Six|(Si—1.k. T, E)] < poly(4)/|Z]

and
Pr[x € Sye(£,E)] < poly (1) /|3

where £ is £ outside (Si—1.1\Ti1,...Si-1.4\Tia) (see Notation 43 with S°U* « (S;_; ;\T;;); and £ « L) for all
1 <i <k <d where the probability is over £, the randomness in algorithm 55.

Before looking at the proof, we briefly comment on the claim. Item 1 is meant to enforce the form of
the set S;_; which would be produced by repeated applications of Algorithm 55. Therefore the first bullet
ensures all sets before i — 1 are empty, the second ensures the diagonal one has the right size (we start with
|2|%*2 for base sets and at each iteration, the size drops by |2|) and the last bullet ensures that the sets are
no larger than if they were propogated through £. Item 2 allows one to specify the classical queries made at
the ith step. The statement says that if these inputs are used in Algorithm 55 to obtain the next sequence
of sets, S;, then one can obtain a bound analogous to that of Claim 52. The difference is that this time, both
the previous sequence of sets S;_; and the classical queries T; are revealed.

Proof sketch. The idea is the same as that we used in the proof of Claim 52. The only difference is that
instead of considering the sets S;_1 j, one considers S;_; ; := S;—1;\T; ;. Let f(A) be such that |T;;| < f(A) and
suppose A is large enough so that [Z| > £(1). For the k =i case, we get x € S;; is at most® |S;;|/|S/_1;| =
poly(1)/[Z|. Similarly, for k > i, using Remark 47 (first observation) with N « [S;x| = [2%*27| and M «
|Sl{_1,k| = (|2d+1_i| —poly(l)), one obtains that x € Sj (conditioned on knowing Ty and S;_q1 and E) with

probability at most N/M < poly(1)/|3|. mi

7.4.3 d-CodeHashing is hard for QCy
We can now establish QCq4 hardness of d-CodeHashing.

Lemma 57 (d-CodeHashing ¢ QNCSPP). Every QCyq circuit succeeds at solving d-CodeHashing (see Defini-
tion 35) with probability at most negl(1) on input 1* for d < poly(n).

36We have
ISial/1S7-1.51 = ISual/ (ISi=1,:1 = )
=== - )
B 1
[Z[(1 - f/|gd'-1)

< poly(2) _
2]

using, (1 -x)7! <1+ x + e for small enough x, where € > 0 is some constant.
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Proof. The proof is similar to that of Lemma 53. Again, we omit the input 1* when convenient. Let
L= (Hy,...Hy) and 3 be as in Definition 35. Denote an arbitrary QCq circuit, B by

L._ c C c
B~ :=Tyo0A 0B85 0...B;

where Biﬁ =Il;0LoU;o Af,- and Il is a projector corresponding to output x. Let Il,;q4 be a projector on
the set Xyaia = {x} of all correct solutions to Definition 35. Run Algorithm 49 and let E be the event that it
does not abort. Note that

> Prlx< B*]- > Prlx« B*|E]| < negl(n). (3)
x€Xvalid x€Xvalid
Define
BM ::HXOA§d+1OB(/1\A o...oB{\/t
where Bl-M i=Il;jo M;oUjo Afi and M; is the shadow oracle of £ wrt S; (see Definition 45). We are yet
to define S;. Do the following for each i € (1,2. ..d). Suppose S1,...Si-1 (and therefore My,... Mi_1) have
been defined and suppose .A_CL,,- makes path queries T; = (T, Tj1, ... Tjg) to £. Then, let S; be the output of
Algorithm 55 with S;_; and T; as input.
BM|E cannot succeed with non-negligible probability: We focus on the intermediate classical algorithms,

.....

queries). Consider the labelling in Figure 7 and suppose that the input to .Af:’i is ¢/_; and its output is c;.
Similarly, suppose the input to II;M;U; is ¢; (classical) and g;—; (quantum) and its output is ¢} (classical) and
¢i (quantum). Observe®” that, c;, ¢!, ¢q; at most reveal H at Tjo UT;_10---U Ty 0. Since [ToUTi_10---UTiol is at
most polynomial, from Theorem 34 (second part), we conclude that Afd .1 succeeds at solving CodeHashing
with probability at most negligible. Note in particular, that since the quantum part, IT; M;U; does not access
H outside Ty, it can be classically simulated without making any calls to H. Consequently, one can treat
the entire algorithm as a classical algorithm for applying Theorem 34 (second part) because the theorem
statement only depends on the number of classical queries to H (and not on the computational complexity
of the circuit).

BM|E and B£|E have practically the same behaviour: We use a hybrid argument and the O2H lemma (see
Lemma 41) to obtain the following (we dropped the o symbol, the conditioning on E)

Z Pr[x<—B£]— z Pr[XeBM]l

x€Xyalid x€Xvalid
:|Hvalid °A£d+1 085 O °B1E ° po — Iyalia °A£d+1 °B¢J1\A O OB{\A °p0’
d d =
L Si
<3 B(BE(pi-1). B (pi-1)) < 37\ /2 Prlfind : UFY, AZ, o py ] (4)
i=1 i=1

Ay

Figure 7: Illustration of the QCq circuit, BM, where all oracles have been replaced by shadow oracles. Note
that we dropped o between the operators for brevity.

37To see this, observe that
e 1 at most reveals Tig
e both ¢} and g1 reveal at most Tio
e o at most reveals Tog U Tig
e both ¢} and g2 reveal at most Too U Tig

e and so on...
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where for i € {1,2...d -1}, p;:== BMo...B o py. To bound the last expression, one can use Lemma 42 via
Corollary 44 (recall that everything is conditioned on E). Let £; be £ outside (Si\Ti+1,1.---Sig\Ti+1.4) (see
Notation 43 with £ « £, $*"* « (S;j\Tis1,j) je(1..ay and define £; := L) for each i € {0,1...d} (we include
0 to include the base sets specified by Algorithm 49). Similarly, let L; be L inside (Si1\Ti+1.15 - - - Sia\Ti+1.4)
(see Notation 43 with L' < L, SO« (8;\Ti41,;); and L= ﬁ') Note that the only information about £
contained in M;, is at most L;, for each i € {1,...d} (at most because L also contains information queried
by A~X.,,). Consider Pr[find : Uiﬁ\si,Afi o pi-1] and note that A%; o p;_1 at most specifies®® £;_; (about L).

c,i+1
Note also that the queries, T;, made by Afi have been exposed in £;_; and, furthermore, by construction (of
Algorithm 55) are excluded from S;. Let o; := Ainpi,ﬂﬁvi,l, Ri:=Si|Li_1 and N; == L|£;_1. After conditioning,
o; is uncorrelated to R; (because once £;_; is fixed (which also fixes T;), o; contains no information about
how L behaves in S;_1\T; and R; depends only on the randomness in Algorithm 55 and on £;_1). One can

thus apply Corollary 44 with Claim 56 to obtain

_poly(4)
2|

Pr[find : iNi\Ri, 0i-1]<d-q

which entails <
Pr[find : Ul.c\si,.Af:’i o pi-1] < negl(1)

by using Pr[A] = 35, Pr[A|B = b] Pr[B = b] and the parameters d, q < poly(1) and || = A7
Plugging these into Equation (4), yields [Pr[x € XyaialE : x < B*] - Pr[x € Xyana|E : x < BM]| < negl(4)
where we now state conditioning on E explicitly. Using Equation (3) and the triangle inequality, we obtain
the asserted result.
m]

7.5 BPPWC exclusion — Warm up

Establishing CQq hardness takes more work. We briefly outline the approach first and formalise it in the
following sections. We take inspiration from [CCL20] and adapt the implementation/formalism introduced
in [AGS22]. Let £ := (Hy,...Hy) be as defined in Definition 35.

Consider a CQq circuit. To show that it cannot solve d-CodeHashing, the first quantum part, can be
analysed as we did the QNC, part (using domain hiding). Let the output of this quantum part be a string s;
and suppose the “paths” queried by the subsequent classical part be Y;. To analyse the subsequent quantum
part, one could expose (in the shadow oracles) the paths uncovered by Y; (as we did in the analysis of QCq
circuits, albeit there we had to do it after every unitary layer). However, this is not enough because the
string s; is correlated to the oracle £ and it is unclear how our techniques would work with L]s; instead of
L. Tt turns out that if the string s; appears with non-negligible probability, then L|s; can be viewed as a
“convex combination” of £ with a polynomial number of “paths” fixed. One can then proceed (almost) as in
the QNC, case for the next second quantum part. This procedure can be iterated polynomially many times
to yield the desired hardness.

Before we can make any of this precise, we need to introduce the sampling argument. While the following
overlaps with the informal discussion presented in the Technical Overview, there are more details and precise
statements.

7.6 Technical Results II — The sampling argument

We first describe the sampling argument in its simplest form and subsequently show how to lift the result to
our setting of interest.

7.6.1 Warm up — Sampling argument for Permutations

We informally describe the prerequisites to state the sampling argument for permutations, deferring formal
definitions and proofs to Section C in the Appendix. We are being slightly redundant below to aid readibility
(we overlap slightly with Section 2).

38For i=1, L£;_1 = L is £ outside Sy (which is rather lenient because pp contains no information about £; to be precise, one
! 4 —
could have used (24 ,...2%") instead of Sp).
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Suppose t is a permutation over N elements labelled {0,..., N—1}. This permutation ¢ is ordinarily viewed
as a function, t(x) which specifies how x is mapped. However, one could equivalently view t as a collection
of tuples (x,y) such that t(x) =y. We call such a tuple a “path” and any set of such “paths” a “part”.

Now consider distributions over permutations. Let’s begin with a uniform distribution F over all per-
mutations u. One may characterise F as follows: for any u ~ F, i.e. any u sampled from F, it holds that
Pr{u(x) = y] = Pr[(x,y) € paths(u)] = (N - 1)!/N!. In fact, it also holds that Pr[S ¢ paths(u)] = (N - |S|)!/N!
where § is a collection of (non-colliding) paths. It turns out that this way of viewing the uniform distribution
helps us below.

We first state a basic version of the sampling argument. To this end, we define a (p,8) non-uniform
distribution, F®9  which is closely related to the uniform distribution F. At a high level, F(9) ig “§ close
to” F with at most p many paths fixed. What does “§ closeness” mean? For any distribution G (over
permutations), a distribution G® is & close to it if the following holds: when t' ~ G® and t ~ G, one has
Pr[S ¢ paths(t')] < 295 Pr[S ¢ paths(t)] for all parts S.

We are almost ready to state the basic sampling argument. We need the notion of a “convex combination”
of random variables. We say a random variable (such as our permutation) t is a convex combination of
random variables t;, denoted by t = 3, a;t; (where 3;a; = 1 and o; > 0), if the following holds for all ¢':
Pr(t=t"]=%,; Pr[t; = ¢'].

Informally, the basic sampling argument is a statement about a uniform permutation u ~F and how the
distribution F changes if we are given some “advice” about this permutation which is simply a function g(u).
Roughly speaking, given that g(u) evaluates to r with probability at least 27™, the distribution F conditioned
on r is a convex combination®® of F(»%) distributions where the number of paths fixed is at most p =2m/é.
Here 9§ is a free parameter. We slightly abuse the notation and write this basic sampling argument as

F|r = conv (F®?).
The formal statement is as follows.

Proposition 58 (F|r = conv(E®9)). Let u ~F(N) be a uniformly random permutation over N = 2" elements
and g(u) be an arbitrary function. Fiz any § >0, y =27™ > 0 where m = m(n) and suppose Pr[g(u) =r] >y.
Then

t=Y aiti+y't’
i

where t =u|(g(u) =r), t; ~ ng’a) and FEP’(S) is (p,8) non-uniform with p = 2. The coefficients sum to 1, i.e.
Yiai+y =1 and the number of coefficients is finite. The permutation t' is sampled from an arbitrary (but
normalised) distribution over permutations and y’' <y.

If we view g(u) as the output of the first quantum part of our CQy circuit, and u as the oracle of interest
(details are in the next section), it is suggestive that u|g(u) will be the oracle for the second quantum part
of CQq. We can use the sampling argument above and re-use our analysis because F and F(®%) have very
similar statistical properties. However, it is unclear how to use the sampling argument thereafter as the basic
sampling argument seems to only apply to F (and not to F(®9)).

To state the more general version of the sampling argument, we need to define a (p,8) non-f-uniform
distribution FPO)IF_ Just as we defined F®P9) using F, we can define F®9F using FF ie. FPIIF g 5
distribution which is “§ close to” the f-uniform distribution Fl#, with at most p many paths fixed. It remains
to define FIf. In this case, f:= {(x;,y;)}; simply specifies an explicit set of paths contained in the uniform
distribution F. Note that these paths are distinct from those associated with p. Why do we introduce f
when p was already present? The parameter p simply says there exist at most p paths which are fixed while
B explicitly fixes certain paths. This becomes useful in stating the (general) sampling argument.

Suppose we start with ¢ ~ F% 1 (i.e. a distribution which is “§’ close to” S-uniform) and are given some
advice h(t) which happens to be r with probability at least 27™. Then the distribution F¥'IF conditioned on
r is, roughly speaking, a convex combination®’ of F(@:5+8)18 qistributions where the number of paths fixed is
at most p = 2m/§ and § again is a free parameter. Using the previous shorthand, we have

FOV)r = conv(F@O+OIAY,

The formal statement is as follows.

39In the convex combination, there is a small component, of weight at most 27, of some arbitrary distribution.
40 Again, neglecting a component with weight at most 27.
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Proposition 59 (F*1F|r" = conv(F@9+3)I8Y), Let t ~ FIF(N) be sampled from a §' non-B-uniform distribu-
tion with N =2". Fiz any 5 >0 and let y =27™ be some function of n. Let s ~FW|r, i.e. s =t|(h(t) =r) and
suppose Pr[h(t) =r] >y where h is an arbitrary function and r some string in its range. Then s is “y-close”
to a convexr combination of finitely many (p,8 +8') non-B-uniform distributions, i.e.

I/
SEZaisi+ys
i

where s; ~ Ff’5+5 B with p =2m/8. The permutation s’ may have an arbitrary distribution (over Q(2")) but

Y <y

How does this solve the limitation of the basic sampling method—which was, how do we apply the
sampling argument to F#-9)7? Using the observation that F®-9) = FOIF for some f which fixes at most p’
paths, it is not hard to see that the sampling argument yields

F®" )| = conv (BP0,

and in particular, if the procedure is successively applied 7 < poly(n) times (starting with F), the convex
combination would be over distributions of the form F("#)  How the parameters are chosen is discussed
later.

The proofs of these statements do not rely on any special property of the distribution F nor do they depend
on the fact that we were considering permutations. Any object for which we can describe a “reasonable”
notion of “parts” admits such a sampling argument. We don’t attempt to formalise what we mean by
“reasonable”—we simply construct such a notation for our oracle and inspect that the properties required in
the proof are satisfied.

7.6.2 Definitions and Notation — Sampling argument for Injective Shufflers

As we did for permutations, to describe the sampling argument, we change our viewpoint and look at
probabilities associated with “paths” in £ = (Ho,...Hy) instead of looking at probabilities associated with
the individual outcomes of H;s. By a “path”, we mean tuples of the form (xp,x; ...) such that x; = H;_1(x;_1)
for all i.

This viewpoint is inadequate for capturing the probabilistic behaviour of £ due to two reasons (which
are not hard to rectify). First, since Hy : 3 — Zd,, it is clear that at least |Zd’_1‘ many points will never be
contained in any “path” as described above. Therefore the behaviour of most points in H; (for i € {1...d})
will not be captured by the “paths” viewpoint. Second, even though H; maps 3@ 53 forie {1,...d-1}, H;
may not be injective and therefore the paths might collide, which again would mean the behaviour of many
points would not be captured by the “paths” viewpoint.

To rectify the second issue, we can run Algorithm 49 and condition on the event E, i.e. that the algorithm
does not abort. Since in our proofs, we only care about the behaviour of £ on Sy = (So1,...Soq), it suffices
to restrict our attention to Sp. By construction (of Algorithm 49), L|E behaves as a permutation on Sp.
Therefore no “path” inside Sy collides. To rectify the first issue, we consider two kinds of paths—Type 0
paths and Type 1 paths.*! A Type 0 path is what we described earlier: a tuple of the form (xg,x;...) such
that x; = Hj—1(x;-1) for all i. A Type 1 path is a tuple of the form (_,,x1,x2...) such that x; ¢ Hy(Z) (i.e. Axo
st Ho(xp) =x1) and x; = H;_1(x;—1) for all i € {2,3...}.

Observe that, restricted to Sy and conditioned on E, we have the following equivalence: given Pr[H;(x) = x']
for all i, x and x’, one can compute the probability associated with both types of paths and conversely, given
probabilities associated with the paths, one can compute Pr[H;(x) = x’] for all i, x and x’.

To simplify the notation, we define the injective shuffler. Fix sets So; € =9 of size |29*2| for all i € {1,...d}.
Let Hj : ¥ — So1, Hj : Soi = So,i+1 for all i € {1,...d — 1} be injective functions and let H} : Sog - {0,1}" U {1}
(which may not be injective) such that H} outputs L for all paths originating from ¥ (and no other).*> We
define the injective shuffler, K as (Hy,...H}). Think of K as a simpler way to denote the relevant object
associated L|E (with Sy being the output of Algorithm 49). What do we mean by the relevant object—as
we saw in the QNC,; and QCq4 analysis, it helps to use shadow oracles in the analysis which never reveal any

L1’

“IThe 0 and 1 represent where the first non-_, component sits.
2je. H/(xq) =1 iff (x0,x1,...%q,%q+1) is a Type 0 path (therefore xq,1 =1)
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information®® about the values taken by Hy(...(Ho(£))...) for any £ € 3. We capture this limitation in X by
ensuring Hj; outputs L for these queries.

To state the sampling argument for the injective shuffler, we define (p,§) non-f-uniform distributions
for the injective shuffler (analogous to the way we defined them for permutations). However, this time we
also give formal definitions (it may help to look at the analogous formal definitions for permutations first, as
detailed in Section C of the Appendix). We begin with the uniform distribution—it is simply a distribution
which assigns equal probabilities to all the possible injective shufflers, given the sets (Sp;);. As for f-uniform
distributions, we first need to define the “paths”, f. Here, f will again be a set of “non-colliding paths”
but formalising this requires some care (discussed later). Then a f-uniform distribution is the same as the
uniform distribution except that the paths in f are fixed.

We first define “base sets” for convenience as they are repeatedly used in this section. Using these, we
define (valid) injective shuffler wrt base sets. Then, one can trivially define Fgpus, as the uniform distribution
over injective shufflers.

Definition 60 (Base sets). Let ¥ and d’ be as in Definition 35. For each i € {1,...d}, suppose So; € >4 are
subsets of size [29*2| then we call So := (So1,...Soq) base sets.

Definition 61 ((valid) Injective Shuffler wrt base sets Sp.). Let 3,d’ be as in Definition 35 and let Sy =
(So1-.-Soq) be a base set (see Definition 60). Then a (valid) Injective Shuffler wrt Sy is a sequence of
functions (Hy...H);) where Hy : 3 — So1, Hj @ Soi = So,i41 for all i € {1...d — 1} are injective functions and
Hj: Sog — {0,1}" u {1} is an arbitrary function satisfying the following constraint:

1 eH, ,(...H)(2)...
Hé(X)E { } . X d—l(, O( ), )
{0,1}"  x€Soa\H_, (... Hy(Z)...).
The conditions on H, ... H}_; are straightforward. The conditions on H), ensures that all paths originating
from ¥ (i.e. Type 0 paths) output L which, as we remarked earlier, ensures our definition can be used with
shadow oracles.

Definition 62 (Fi,;—Uniform Distribution over Injective Shufflers). Let Sy be base sets (see Definition 60)
for d-CodeHashing (see Definition 35). Then Fyy;j is the uniform distribution over all injective shufflers wrt Sy
(see Definition 61).

So far everything was intuitive. To proceed, we would need to condition these injective shufflers. The
conditioning will be in terms of existence of certain non-colliding paths, f, in the injective shuffler. There
are two subtleties when we do this, as we alluded to. The first is that there are Type 0 and Type 1 paths
and thus one must be careful in how collisions are defined. The second is that an injective shuffler is defined
to yield L on paths originating from 3 (i.e. on Type 0 paths) and yet, (as we shall see) we would like to
be able to condition on polynomially many paths originating from ¥ which yield non-1 responses. This
corresponds to (excluding from the shadow oracles) the paths queried by the classical algorithm because the
classical algorithm will have access to £ (and not its shadow). These concerns are addressed in the following
definition.

Definition 63 ((valid) paths, 8, wrt So. X;(f)). Let Sp be base sets (see Definition 60) for d-CodeHashing
(see Definition 35) and let B = {(xj0,...Xja+1)}jef1..|py e a set of tuples with d + 2 elements. We say f
specifies (valid) paths wrt Sy if it satisfies the following:

1. (domain validation) For each j € {1...|f|}, it holds that (a) xjo € Zu{_,}; (b) forallie {1...d}, x;; € So;
and (c) xj 441 € {0,1}" (but cannot output 1),

2. (no collisions) for each distinct pair j, j" € {1...|B|}, xj; # xjr;, for all ie {1...d} and

3. (handling Type 0 paths) for any distinct pair j, j" € {1...[f|}, xj0 = xjr0 <> Xjo0=%Xjr0= .
Notation: For (valid) paths g, define (for i € {0,...d + 1}

o Xi(B) = {x).i}jeq1..py> using this, define X;.(B) = (X;(B),...X;(B)) for i < i’ and let X(f) = X1.a(B),

o XV () = (11} jyr,,. amd

43Except for polynomially possibly many paths exposed by classical queries; we handle these shortly.
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o X(B) = x5} jpom.

The first condition simply requires that the paths are inside So. The second condition ensures that the
paths don’t collide but excluding the first component. The third condition ensures that the only way the
first component can “collide” is if the path is Type 1; Type 0 paths cannot have the same first component.
With (valid) paths f defined, we can define a (valid) injective shuffler conditioned on f and the associated
uniform distribution.

Definition 64 ((valid) Injective Shuffler conditioned on f wrt base sets Sp). Let 3,d’ be as in Definition 35,
let So = (So1..-Soa) be base sets (see Definition 60) and let f =: {(x)0,...Xja+1)}jeq1.. gy denote (valid)
paths wrt Sy (see Definition 63). Then, a (valid) Injective Shuffler conditioned on f wrt Sy is a sequence of
functions (Hy,...H)) where H) : = — So1, H] : Soi = So,i+1 for all i € {1,...d — 1} are injective functions and
H) : Spq = {0,1}" U {1} is an arbitrary function which satisfy the following constraints:

e H/: it holds that H)(xjo) = xj1 for all j € {1...|f|} such that xjo # _, and H)(Z) le(l)(ﬂ) = & (see
Definition 63)

4

e H{: it holds that H](x;j;) = xj.1 forallie{l...d -1} and je{1...|]}
e H/: it holds that

1. H(;(xj’d) = Xj’d+1 for all ] € {1 |ﬁ|}
2. Hj(x) =1 for all x e H}_; (... Hy(Z)...)\Xa(p)
3. H)(x) € {0,1}" otherwise, i.e. for all x € Spq\ (Ho'lfl(. CJHY(E) L) uXd(ﬁ)).

The requirements on Hy,...H}_; are quite clear. On Hy, the first condition is enforcing consistency with
Type 0 paths and the second one is enforcing that none of the Type 1 paths could possibly have originated
from** 3. For H,, we enforce that it is consistent with the

paths in § and that it outputs 1 for all remaining paths originating in ¥ (Type 1 paths) while for all other
paths, it outputs non-1. We can finally define the uniform distribution over injective shufflers conditioned

on f.

Definition 65 (IF?"Hﬁ1 ;—F-uniform distribution over injective shufflers). Let So be base sets (see Definition 60)
for d-CodeHashing (see Definition 35), and let 8 denote a (valid) set of paths wrt Sy (see Definition 63). Then,

]FlflJ is the uniform distribution over all (valid) injective shufflers conditioned on f wrt Sy (see Definition 64).

We can now introduce some notation for describing paths of injective shufflers. These paths are slightly
different from (valid) paths f wrt Sq (see Definition 63)—these paths must assign L to paths originating from
% (Type 0 paths) to any injective shuffler.*®> This is required to stay consistent with the definition of injective
shufflers.

We use these paths to define the parts notation explicitly. These in turn, would allow us to easily obtain
the analogue of Proposition 59 for injective shufflers.*¢

Notation 66. Let E be an injective shuffler (possibly conditioned on paths ) wrt base sets Sy (see Defini-
tion 64). Denote by

e func;z the function H where (Hy,...H}) =2
e cfunc;;z the function Hj(...H;(-)...) where H;] is as above for i, j € {0...d} satisfying i < j.

e paths(E) the set of all tuples (xo,x1...%4,%g+1) where xg € ZU{_,}, x1 € So1,...,%g € Soqg and x4, €
{0,1}* u {1} satisfy the following
— for i e {1,...d}, it holds that x;4+1 = func;=(x;)
_,, it holds that x; ¢ funco=(Z)
— if xg € 2, it holds that x; = funcyz=(xo)

- ifxO:

44The reason is that that this avoids double counting; otherwise a Type 1 path could be treated as a partially specified Type
0 path and our sampling argument is not a priori robust to these.

451f the injective shuffler is conditioned on g, then the statement holds excluding the Type 1 paths specified by g.

46Notation: We are using both K and E to refer to injective shufflers.
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As stated, we now describe the parts notation for injective shufflers.
Notation 67. Suppose f is a (valid) path wrt base sets So. Let Z be an arbitrary injective shuffler conditioned
on S wrt base sets Sy (see Definition 64).

e Parts: Any set S is a part if it holds that S € paths(Z) for some E.

— Denote by Qf  the set of all such “parts”.

parts

~ Call two parts S,8" € QF . distinct if SnS’ =@ and SU S’ € paths(E) for some =.

parts

— Denote by Q° (S) the set of all parts S’ ¢ of

parts parts distinct from S.

e Suppose = is a random variable.

I

— Probability of a part S: The probability that = maps paths as described in S is denoted by
Pr[S ¢ paths(E)].

— Conditioning = on a part: We use the notation Zg to denote the random variable = conditioned
on the event S ¢ paths(E).

Before we use these definitions for stating and proving the sampling argument for injective shufflers, we use
them to define (p, ) non-f-uniform distributions for injective shufflers.

Definition 68 (GPIF—a (p,8) non-G# distribution). Suppose f is a valid path wrt base sets So (see
Definition 63). Let = ~ GIf be a an injective shuffler conditioned on f wrt Sy (see Definition 64), sampled
from some arbitrary distribution G/ Let p,& > 0. Then, we say &' ~ G is sampled from a (p, §) non-Gl#

distribution if for all parts S e anrts (") it holds that

Pr[S  paths(Z')|S’ ¢ paths(2')] < 21° Pr[S ¢ paths(2)|S’ < paths(E)]

B
for some part §" € Q.

of size |S'| < p.

Using different distributions in place of G, one can obtain the following which will be relevant to the
sampling argument.
Notation 69. The distribution specified in Definition 68

e with F‘lﬁj <GP 0« p is termed i

inj >’
e with F‘”ﬁu < G is termed ]Fi(lﬁa)‘ﬂ, and
e with Fﬂﬁ < GI# is termed ]Fi(fjaw,)lﬁ.

We call Fi(fj.’é)‘ﬁ a (p,d) non-F-uniform distribution.

7.6.3 Statement — Sampling argument for Injective Shufflers

We now state the sampling argument and prove its basic variant to convey the idea, deferring the general
proof to the appendix.
p(p.o+8")Ip

inj

Proposition 70 (Fiﬁr’ = conv( ). Suppose B is a valid path wrt base sets Sy (see Definition 63).

Let Bt ~ Pﬂﬁ be sampled from a & non-B-uniform distribution. Fiz any § > 0 and let y = 27™ be some

function of n (where n is as in Definition 35). Let =° ~ anﬁr , i.e. B5:=E(h(E") =r) and suppose that
Pr[h(ZE") = r] > y where h is an arbitrary function and r some string in its range. Then Z° is “y-close” to a
convez combination of finitely many injective shufflers sampled from (p,8 +8') non-B-uniform distributions,

i.€.

S

=S = =S ISt
A Zal_i ty =
i

where there are finitely many a;, Y, +y =1, B ~ FPo+OIB a8 p = 2m/8. The injective shuffler

inj,i
(conditioned on ), E%, may have arisen from an arbitrary distribution, however, y' <y.

47 (over injective shuffler conditioned on f)

!
48(the i in IFl(fJer(s )lﬁ, indicates that each £ can come from a different distribution which is still (p,8 + 8’) non-f-uniform;

e.g. they may be fixing different paths but there are at most p such paths)
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7.6.4 Properties of the § non-f-uniform injective shuffler

Suppose L ~ Fjpj and E ~ ]anj. It would be useful to go back from the paths perspective to functions and see
how their behaviour is related, i.e. we relate the behaviour of func; 2/ to that of func;z (or more generally,
cfunc;;j o to that of cfunc;;z=).

Claim 71. Suppose E ~ Fllﬁj and IC ~ Filf be injective shufflers wrt base sets Sy (see Definition 61). Then, for
all x; € So; and x;41 € Soi+1, it holds that

Prcfunc;jic(xi) = xj41] < 29 Pr[cfunc;;jz(x;:) = xj41]
which in particular entails

Prfuncx(x;) = xi41] < 22 Pr[funciz(x;) = xi41].

Proof. First consider f =@ and i = j. In the paths notation cfunc;; corresponds to func;, so we have

Pr[func;xc(x]) = xj,1] = > Pr[(x0,x1,...%4) € paths(K)]
x;€So,j, je{l...,d}\{i,i+1}
Xi=X;
xi+1=x1{+1
xo€Xu{,,}
<> 2°Pr[(xo, ... x4) € paths(E)] 69 and 68

= 22 Pr[func;z(x}) = x/,,]

where the second sum is over the same variables as the first sum. For f # &, the same calculation goes
through—some of the paths might be assigned zero probability (e.g. if they conflict with the values assigned
by paths in §). Similarly for j > i. mi

7.7 BPPNCi exclusion

The analysis would be very similar to the QNC, case, once we use the sampling argument is invoked. We
would construct shadows for £ directly as before, except that certain paths f would be fixed The injective
shuffler will show up at two places.

o We will state the probability of finding in terms of a distribution over injective shufflers.

e When we apply the sampling argument, we would only focus on how the distribution restricted to Sy
changes, i.e. over injective shufflers.

How many times are the algorithms for generating S called?
e The base algorithm, for generating Sy, is called once, at the very beginning of the analysis.

e The other algorithm, for generating (S;)jef1._ay, is called after each C; is applied

7.7.1 Shadow oracles for CQq hardness

Here, we can state everything in terms of £ and we simply need to add a condition for the event E happening
which is meant to denote that Algorithm 49 succeeding.

Algorithm 72 (Procedure for generating S;;, given f). Let L' = (H}...H}) and X be as in Notation 43 and
Definition 35. Let S; = Hi_1(...Ho(Z)...) (as defined in Algorithm 49).
Input:

1. Base sets Sy (see Definition 60)
2. (valid) paths B wrt Sy (see Definition 63)

3. Whether or not event E happened.
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Output:
If E did not happen, set Sy =@ for all i,k e{1...d}.
Otherwise, for each i€ {1...d}, do the following:

1. Define Sy =@ for 1 <k<i.
2. Sample, uniformly at random, S;; € Si—1:\Xi(B) such that S\X;(B) € Sii and |Si|/|Si-1.i] = 1/|Z]-
3. Define Sy :==H_{(...H{(Sii)...) fori<k<d.

In both cases, return S; := (Si1,...Siq) for each i€ {1...d}.

7.7.2 Properties of the shadow oracles

We would need the analogue of Claim 52 and Claim 56 which in this case turns out to be the following.
Note that the probability of interest can be computed by looking at the injective shuffler associated with the
oracle.

Claim 73. Let K ~ ]Filf be an injective shuffler conditioned on f wrt base sets Sg, sampled from a § non-p-
uniform distribution (see Definition 64 and Notation 69) where |f| < poly(n). Suppose L’ is £ conditioned
on some variable 7 such that £’ restricted to Sy is exactly K. Suppose Algorithm 72 is run with inputs Sy, 8
and the assertion that E happened and let its output be S;; for i, j € {1...d}. Then,

Pr[xesS;|L] < (2 +¢) - poly(n) - negl(n)

where ¢ is some constant (independent of §, d etc.) L' is L' outside S;_q (see Notation 43 with S « §;_;

and L' < L) for all 1 <i< j <d where the probability is over the randomness in K (i.e. from Filf ) and the
randomness in Algorithm 72.

Proof sketch. Our strategy is to reduce the analysis to the case where the injective shuffler is uniformly
distributed. We show this for § = @ (the f # @ case follows by reasoning as we did for the proof of Claim 56).

Consider the k = i case (see Figure 8 left). Let S; be as in Algorithm 72, i.e. Siz1 = cfunco.;x(Z) using
Notation 66 for i € {0,...d}. We have

Pr[x € S;i|Si—1;Si-1] = Pr[x € Sii|x € S;, Z] Pr[x € Si|Z] + Pr[x € Sii|x ¢ S;, Z] Pr[x ¢ Si|Z]
—_———
A

<Prx e S;|Z] +Pr[x € Sij|x ¢ S;, T]

where observe that Pr[x € Si;|x € S;,Z] = 1 because by construction, S; € S;; and where we use the trivial bound
Prx ¢ S;|Z] <1 (which as we shall see is almost saturated).

(a) For analysing Pr(x € S;). (b) For analysing Pr(x € S;;) for j > i

Figure 8: Visual aid for analysing Pr[x € S;;].
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Bounding Term I. The first term may be bounded as
PrixeSi|Z]< > Prfunciyi(x") =x]
x'eSi_q
< > 2° Pr[func;_1=(x") = x] (5)
x’eSi_l
_ o5 ISi-1l
ISi-1.i]

where the first inequality is just a union bound, the second follows from Definition 61 where E ~ Fj,j, and
the third is computed by proceeding as follows.

For i > 1, func;_1 =z is just a uniformly random permutation from S;_1;-1 — S;—1; (which have the same
size) and we are asking for the probability that one of the elements is mapped as we like. This is readily

computed to be
zZ-1) 1
P f i-1.= " = = ( = —
r[func;_1=(x") = x] i 7

where Z = [S;_1|. One can therefore bound Equation (5) as 2° ¥, 3= 2018;_11/ISi-1.1| as asserted.
For i =1, the function func;_1 = is a uniformly random injective function from ¥ — S;_; 9. The probability
that one element maps as we like is given by

_z-1Pz1 1

Pr[func;_1=(x’) = x
[ i-1, ( ) ] ZP|Z\ 7

as we observed in Fact 46. Proceeding as before, one can again bound Equation (5) as asserted.
Bounding Term II. The second term may be bounded as

PI’[X € Sii|x ¢ Si,I] < M
ISi-1.:| = ISi]
where we use Remark 47 (second observation) with M =1S;_1;\S;| and N =1S;;\S;|. Note that the randomness
used in this bound comes from that of Algorithm 72 while in the previous step (for “Bounding Term 17), we
had to use the fact that K is sampled from F?nj and Definition 61.
We therefore get

s |Si-1] ISii| = |Si]
Pr[x € Sii|Si—1;8;-1] < 2° +
L € SulSic: 8] 1Si-vil  [Si—v.il = ISi]

< (2% + ¢)negl(n) (6)

where ¢ is some constant (independent of § etc; see Subsection B.1 for details).
We now consider the j > i case (see Figure 8 right). We proceed analogously to the i = j case and see
that almost nothing changes. In particular, one has

Prlx € Sij| Si-15Si-1] = Pr[x € Sjjlx € S;; Z] Pr[x € S;|Z] + Pr[x € Syjlx ¢ S;; 2] Pr[x ¢ S;; 7]
N— —
T
< PI‘[X € S]|I] +PI‘[X € Sl-j|x € SJ,I] .

Bounding Term I. One can write
Pr(xeS;[Z]< > Prlcfunci_i;j_1x(x") = x]
x’ESi_l
< Z 20 Prlcfunc;_1:j-12(x") = x]
x’GS,’fl
|Si-1]
[Si-1,71

=920

where the second inequality follows from Definition 61 where = ~ Fj,;, and the third is computed as in the
j =i case. More precisely, for the i = 1 sub-case (within this j > i case), cfunc;_1:j—1 is a concatenation of
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uniformly random injective functions, where the first goes from ¥ — S;_;1 and the subsequent ones from
Si—1,1 = Si—1,1+1- This concatenation may be treated as a uniformly random injective function from ¥ — S;_1 ;
and one can then proceed as in the i = 1 sub-case (within the j =i case). As for the i > 1 sub-case (within
this j > i case), cfunc;_1;j_1 is a concatenation of uniform permutations from S;_1; — S;—1 ;41 which may be
viewed as a single uniform permutation from S;_1;-1 = Si—1,j—1. Therefore, again, one can proceed as in the
i > 0 sub-case (within the j =i case).

Bounding Term II. One can write

Sii| - 1S;
Prlx € Sjlx ¢ 553 7] < Sl =Isil
|Si—1,j|_|Sj|

where we can use Remark 47 (second observation) with M =[S;_; ;\S;| and N =[S;;\S;|. This is because the
set S;; was chosen uniformly at random (excluding the S; part which we have anyway accounted for) and
therefore S;; = cfunc; j_1 kc(S;;) may also be viewed as set which is chosen uniformly at random (excluding the
S; part). This is because cfunc; j_1 i is just a permutation (its distribution does not matter as long as Sj; is
chosen uniformly at random®”). Thereafter, one can proceed as in the j = i case.

This yields the analogue of Equation (6), i.e.

Prlx € S;j[Si—1;Si—1] < (2% + ¢) - negl(n).

The result directly generalises for the f # @ case which at most adds a poly(n) factor in the final calculations
with uniform distributions by changing the sizes of the exponential sized sets by a polynomial factor. O

7.7.3 d-CodeHashing is hard for CQq

We now state the main lemma of this subsection.

Lemma 74 (d-CodeHashing ¢ BPPYNC4), Every CQq circuit succeeds at solving d-CodeHashing (see Defini-
tion 35) with probability at most negl(1) on input 1* for d < poly(n).

We begin with setting up the notation we use in the proof. It helps to recall that®® n = ©(1).
e Denote by oy the initial state (containing the input 1 and ancillae initialised to zero)

e From Notation 22, recall that CQyq circuits can be represented as C = Cj o...Co 0 C; where 71 < poly(n).
We write C; := U; o A.; where U; denotes d layers of unitaries, followed by a measurement. For brevity,

[Pl

we drop the subscript “c” from A.; and even “o” to aid readibility.
e Let £ =(Hp,...Hyy1), d’ and = be as in Definition 35.

e Denote by C* := AL [ UF AL .. .UF A% (0y), ie. a CQq circuit with oracle access to L.

n+1
We make the following assumptions which only makes the result stronger (compare Figure 9a with

Figure 9b; also see Example 75 below)
— A; ensures that its input is forwarded with its output
— U; forwards all classical information it receives as output

— For i > 1, A; receives an extra random variable (a set of paths, details appear later), correlated
with £ as input, labelled §*(s;—1).

— both U; and A; (implicitly) receive the transcript (classical input/output messages) until they are
invoked.

e In the analysis below, we consider 7 sequences of shadow oracles. Each sequence is denoted by M; =
(M1, Mi2...M;4), one set for each C;.
— We use IZM" to denote IT; o Uj g1 o MjgoUigo... M1 0Uj;.

— (M,;); are shadows of £ using the sets outputted by Algorithm 72 (and are conditioned on
Algorithm 49 succeeding). The input to the algorithm is described later.

49 Just as for any x,r € {0,1}, r ® x is uniformly random if r is uniformly random.
50See the definition of suitable codes (see Lemma 32) and d-CodeHashing (see Definition 35).
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e Denote by CM := A% Uffw"Ag o [4]1/\/11,,45(00)7 i.e. a CQq circuit with access to only shadow oracles.

n+1

e After each circuit C;, the state is classical and this allows us to consider “transcripts” which we denote
by T (the details appear later).

e Parameters for the sampling argument: Use § = A/n, y = 27™ where A > 0 is an arbitrary, small constant
and m is such that m—m > Q(n) where m is the length of the “advice”, i.e. the number of bits A; sends
to Ui.

e Shorthand for the Pr[find : ... ] notation: Suppose L is an oracle, S is a sequence of sets, p is a quantum

state and T is some variable. We use Pr[find : UL\, p|T] to denote the expression Pr[find : VV \R o]
where V=U|T, N = L|T, o = p|T.

Before we begin with the proof, we briefly illustrate how giving additional information to the classical al-
gorithm (and conditioning at the same time) only strengthens our result.

Example 75. Suppose O is an oracle for Simon’s Problem, encoding the period s. Let A denote an algorithm
which takes no input and B denote an algorithm which takes an input S which is some variable correlated to
O. Then®!

max Prs < A%] = max Y Pr[s < ACSTPr[S]
A A5
< max > Prfs < B9 (5)] Pr[s].
S

Proof. For the overall template, we follow the proof of QNC, hardness (see Lemma 53). Run algorithm 49
on L and let E be the event that it does not abort. Observe that

> Pr[x « C*] - > Pr[x « C*|E]

x€Xvalid x€Xvalid

< negl(n) (7)

as was the case before (recall Xyajiq4 was the set of valid solutions to d-CodeHashing). We will show in step
one, that CX|E and C™|E have essentially the same behaviour, i.e.

> Pr[x « CX|E] - > Pr[x « CM|E]

X€Xyalid x€Xyalid

< negl(n) (8)

and then in step two, that C™|E succeeds with at most negligible probability at solving d-CodeHashing (see
Definition 35). These two steps, together with Equation (7), entail that C* solves d-CodeHashing with at
most negl(n) probability.

In the rest of this proof, we implicitly condition everything on the event E and do not explicitly state
this, for notational convenience. Let Sy be the output of Algorithm 49. Figure 9 may help in conveying the
overarching idea.

Step One. C*|E and CM|E have essentially the same behaviour,

Using a hybrid argument, one can bound the LHS of Equation (8) by bounding

TD[CX,CM] = TD [ AL, \UF AL . OFAf (o0), AL, UM AL UM AL (00)]
with
<3 TD[AE UEAL . UE, AL, TEAE.. . OEAE (o),
i=1
AL UEAL . UL AL, UiM"Af:...UlMlAf(ao)]

<O TD[UFAFUM O Af (o), TP ALTM AR O AE (00)]. 9)

'Mzz

Il
—

1

51For concreteness, if A and B are classical algorithms, and S is the period encoded in @, then clearly the upper bound
becomes 1 but it is not achievable; illustrating that this procedure can only strengthen the hardness result.
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B 51 Bo 89
> > o N
Ay Ay Amt1

(a) Initial CQq circuit

As B*(s2) A1

i

(b) CQq circuit with g* from the sampling argument

i

A B*(s1) © Ay B*(s2) At

----- —_—
1 B2

(c) CQq circuit with f* where all oracles replaced with shadow oracles.

Figure 9: Variants of the CQq circuit which arise in establishing hardness of solving d-CodeHashing. Observe
that Figure 9b can simulate Figure 9a. We analyse the latter and show its behaviour is essentially the same
as that of Figure 9c.
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The i =1 case
Begin with i = 1. Let A% (0p) = 07. One can write

TD[U£ (1), UM (61)] = TD[LULq... LU11(01). MygUig... M11Ui1(01)]

d
< Z TD[EUL]' MLJ’_1U1,]'_1 ... Ml,lUl,l(Ul), hybl‘id argument
j=1

=P j-1

Ml,le,j Ml,j—lUl,j—l--~M1,1Ul,1(0'1):|-

Our goal is to bound each term in the sum using the O2H lemma (Lemma 41) as

0\S1,
B(LUy,jp1,j-1, M1,jUx,jp1,j-1) < \/Pr[ﬁnd Uy, j\ Yop1j-1] (10)

where M ; is the shadow of £ wrt §;; and Sy ; is defined as follows.

Denote by 1 the set of all paths queried Alﬁ . Denote by f] € B the subset of paths queried by Af wrt
So (see Definition 63), i.e. let f] denote the set of path queries made by the first classical part of the CQy
circuit within the base sets Sp. Run Algorithm 72 with f < B7, Sp < So as inputs and define S; ; < S; where
S; is the output of the algorithm for j e {1...d}. Let £1; (resp. £1;) be L inside (resp. outside) S;; (see
Notation 43).

To apply Corollary 44 we condition the RHS of Equation (10) on L;; to write Pr[find
Ufj\sl’j,pl’j_lwvlyj_l]. The conditioning ensures that pl,j_l\ﬁl,j_l is uncorrelated®?® with §1,j|51,j_1. Using
Claim 73, with § < 0, B < B7 and Sy < Sp, one can apply Corollary 44 to obtain

Pr{find : Uf}sil’j,p1,j—1|£1,j—1] < negl(n)

which in turn bounds Equation (10) by negl(n). o

Before moving to the i = 2 and then the general case, we describe an intuitive picture to keep in mind.
Observe that the shadow oracles {M; ;}; were determined, in particular, by the set of paths fi queried by
the classical algorithm.

In step 2, the shadow oracles { M ; i would be determined by (in addition to 1) both, the set of paths
Bo queried by the classical algorithm A% and by the set of paths f(s;) the classical algorithm A% receives
as an extra input.”> We have not yet defined how the paths S(s;) are specified. They are specified by the
sampling argument (Proposition 70). As illustrated in Figure 9, treat the sampling argument as an algorithm
which interacts with M 4 and produces f*(s1) as output (the star indicates that the last coordinate of some
of the paths may be 1; in S(s1) all coordinates are non-1 as As has access to £). Using the notation in
Proposition 70, it outputs the p-many paths (as f*(s1)), which are present in G; with probability ay, for each
k.

In step i, proceeding analogously, the shadow oracles {M; ;}; would be determined by f1 U f2---U f; and
by B(s1)u---Up(si-1), i.e. by the “transcript” encoding the paths exposed so far. We would then condition on
these paths and use the fact that after conditioning, these distributions stay (ip,id) uniform, which in turn

allows us to argue that the analogue of Equation (10) (i.e. Pr[find: Uiﬁ\si’j ,pij—-1] below) stays negligible.
To apply the sampling argument, it would be useful to restrict to the distribution over the base sets which

is facilitated by the following notation.

Notation 76 (inj[L'|B] wrt to So). Suppose L' = (Hp,...H}) (as in Notation 43) is a random variable sampled
from some arbitrary distribution. Let § be a set of paths in £’. Then inj[£'|f] = E wrt Sy denotes a

52This is because, given ﬁlej_l (which, in particular, specifies 51,1-_1 but not the values of £ inside §1J_1), 51,j|£v1,j_1 is,
by construction, a (component-wise) subset of Sy j_1 but within Sy j_1, the distribution of S ;|£1 ;-1 is determined by the
randomness in Algorithm 72 and by the distribution of [:1,]‘—1- The randomness of the algorithm Algorithm 72 is independent
of £ and p1,j-1 contains at most as much information about £ as is present in ljl,j—l (that is because p1,j—1 only has access to
M1 ... My j_1 which block all information about £ inside §j,1).

53Strictly, (as explained later) it receives f*(s1) which may have some paths with 1 as the last coordinate but since A§ can
access L, we assume it learns the last coordinates of all paths in f*(s1) and denote the complete paths as S(s1).
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(random) injective shuffler conditioned on f wrt base sets Sy (see Definition 64) such that for all xg € %,
X1 €801,...X3 € Sod> Xd+1 € {0, 1}" U {_J_}

Pr[Ho(xo) = x1 A ... Hy-1(x4-1) = xa] for xo € Z\Xo ()
Pr[Ho(x0) = x1 A ... Hg(xq) = xg41] otherwise.

Pr[(xo,...x44+1) € paths(E)] = {

We now resume with the proof.

Proof (cont.) The i =2 case
Let AgﬁfflMl.Af(cro) =: g3. One can write the i = 2 term in the RHS of Equation (9) as

d
TD[U£ (02), U3 (02)] < Z D[LUjp2 j-1. Ma,jUsz jp2j-1]

where pa j_1:= Mg ;_1Usj_1... M91Uz1(02). Using Lemma 41, one can write

L S, .
B[LUsjp2,j-1, Ma;Usjpaj-1] < \/Pf[ﬁnd Uy, j\52']=/)2,1—1] (11)

where Mo ; is the shadow of £ wrt S5 ; and S, ; is defined as follows.
Recall that f; denoted the paths queried by Af. Note that inj[£|81] (see Notation 76) is distributed as

F2 . Let the output of UM1 be®* s;. Given that Pr[si|B1] >y, inj[£|Bis1] which is distributed as P'ﬁ} may be

inj
expressed as a convex combination (as described in Proposition 70) inj[L|s1 1% (s1)] distributed as F(p Db
where |f*(s1)| < p < 2m/§ whenever the convex coefficient is larger than y. When Pr[s;|f1] <y, let g* (sl) 2.
Note that this implicitly defines the random variable f*(s;) which we had initially left unspecified. A2 takes
as input s; and f*(s;). A5 learns f(s1) which is f*(s;) with Ls replaced by the value £ takes in the last
coordinate. Let By denote the addition paths queried by A%.

We are now ready to define Sy ;. Let B € B be the subset of paths in o which are within the base sets
So. Run Algorithm 72 with < 5 U B(s1) U 7, So < So as inputs and define Sy ; < S; where S; is the output
of the algorithm, for j € {1,...d}. Let Lo, (vesp. La;) be L inside (resp. outside) Sy ; (see Notation 43).

To apply Corollary 44 we condition the RHS of Equation (11) on Lg;-1 to write Pr[find

L\S”,pgj 1|£2] 1]. The conditioning, as before, ensures that pg,j_1|22,j_1 is uncorrelated with §2,j|[32,j_1

(for exactly the same reason as the i = 1 case). However, to apply Claim 73 we condition on the “transcript”
until the output of A%, i.e. T(o2) = (B1.s1, f(s1), f2), by writing Pr[find : U2€]\52’j,p2,j,1|£v2,j,1]

Z PI‘[T(GQ)] Pr[ﬁnd U,C\ng’p2’j_1|[.’2’j_1 T(O’Q)]
s1,81.B(s1).B2

> Pr[ols11(s1)] Pr[B(s1)]s1f1] Prs1|f1] Pr[p1]- Pr(find : Uﬁ\ 21 poio1|Laj1 T(o)]+27(m=™
s1:Prs1]p1]227™
B1.B(s1),P2 Pr[T(o2)]

> Pr[Bals1p1(s1) ] Pr[B(s1)[s1f1] Pr[s1|B1] Pr[p1] - Prlfind : U,

s1:Pr[s1]|f1]227"
B(s1)Pr[B(s1)]s11]227" Term |
Pr.B2

IA

£\52J

IN

 poj1|Lajo1 T(o2)]+2-27(m=™)

< negl(n)

where to obtain the first inequality, we note that for each sy : Pr[s1|f1] > 27™, one can use Proposition 70
and one can account for all sy : Pr[si|f1] < 27™, by simply upper bounding the sum by 2-(m=m) Hecause s; is
of length m. In the second inequality, we use the fact that either the convex weight (i.e. Pr[B(s1)|s181]) as
specified in Proposition 70 is less than 27 (for at most each s1, therefore it contributes at most 9~ (m-m)
the sum) or it is greater than 27™. In the latter case, the injective shuffler is Fi(rﬁa)‘ﬁ distributed and therefore
one can apply Corollary 44 together with Claim 73 with § < &, g < p5 U B(s1) U f; and Sy < Sy to obtain
Term | < 2% - poly(n) - negl(n).

54which in particular, contains f;
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The general i € {1...7} case.

This is a straightforward generalisation of the i = 2 case and hence we only outline the
key steps. Let o = AF (71._”{1'*1 AL UlMlAf(ao) where M;_1; is the shadow of £ wrt
Si—1,j, let T(o;) = (Pr,s1,0(s1),...Pi—1,8i-1,f(si-1), Bi) where pf; denotes the paths queried by

Aiﬁ, si-1 denotes the output of Uiﬁ"’l, f*(si-1) be the paths as in Proposition 70 when
Prsi—1|Bi=1...B(s1)s1p1] 2y, inj[L|B1s18(s1) - .. Bi-1,si-1] is distributed as IFi(:lJ._2)5|ﬂi"1Uﬁ(si"Z)Uﬁi‘2"'Uﬁl so that"®

inj[L|B1s1B(s1) ... Pi1si-1f*(si=1)] is distributed as Fi(g(i_2)5)|ﬂi’lumuﬁl whenever the convex coefficient is lar-
ger than y = 27™. f(si—1) is f*(si—1) with Ls replaced be the values taken by £ at those coordinates. Let
Bi € Bi be the subset of paths in Sp. Run Algorithm 72 with g < B u f(si-1) U---U B, So < Sp as inputs and
define S; ; to be S; which is the output of the algorithm for j e {1...d}. Let £;; (resp. £;;) be L inside (resp.
outside) S;; (see Notation 43). Let M;; be the shadow of £ wrt S;;. The ith term in Equation (9) can then
be expressed as
- d
TD[Uf (), U (0:)] < ) TD[LUj jpij-1, MijUijpij1]
j=1
where p;j1 = M;j1Uj-1... Mia Ui1(oi). The square of the jth term, can then be bounded (using

Lemma 41) by Pr[find : Uiﬁ\Si'j,pi,jfl] which is
L\S;; 2 . —-(m-m
< Z Q’(T(O'i))~Pr[ﬁndiUi’j\s’j,pi,j,ﬂﬁi’j,l T(O',)] +2-(l—1)~2 ( )
s1:Pr[s1]f1]227",...si—1:Pr[si-1|B1... |22
ﬁ(51):Pr[ﬁ(51)\slﬁl]ZQ_ME../ﬂ;(si;):Pr[ﬁ(si_l)|51ﬁ1...]22_'” Term |
1.B2...Bi

< 2% . poly(n) - negl(n) +2- (i —1) -2~ < negl(n)

where « is the probability coefficient (bounded by 1), and the distribution of the injective shuffler in Term |
is FrOIAOP(si-1)0-UBL - This is obtained by repeatedly applying Proposition 70 (for the kth application, §" «
(k=1)8, B < BruP(sk-1)---up] and Sy < Sp) and arguing as before to collect terms for which the distribution
over the injective shuffler is unknown (but which occur with probability at most 27). Independence of S; ;
from p;;—1 can be argued as before once it is conditioned on [:,3 j-1 and one can apply Corollary 44 together
with Claim 73 (with § < i-8, B < BlUB(si—1)---UB; and Sy < Sp) to obtain the stated bound on Term | (recall
y=2""and 6 = A/n).

Step Two. CM |E succeeds at solving d-CodeHashing with at most negligible probability. This is analogous
to how we argued in the proof of Lemma 57. The quantum part never has any information about H (recall
H(:) = Hyo...Hy(-)) which the classical algorithm before it does not already have. Therefore the success
probability of CM|E is limited by the number of classical queries it makes. Since this is polynomial, from
Theorem 34 (second part), it follows that C™|E succeeds with negligible probability.

O

7.8 BPPANC™ exclusion

The proof of CQC,4 hardness of d-CodeHashing is, conceptually, a straightforward combination of QC4 hardness
and of CQq hardness. In the proof of CQq hardness, we analysed each QNC, circuit by following the ideas
behind the QNC,; hardness proof. The difference was that instead of using the random oracles in £ directly
(see Definition 35), we used the conditioned oracle L|s and then relied on the behaviour of the injective
shuffler inj[ £|s] to argue indistinguishability from the appropriate shadow oracles.

We now proceed almost exactly as in the CQq hardness case and analyse each QCy circuit by following
the ideas behind the QCq4 hardness proof. As before, the difference would be that we would use properties
of inj[L|s] (see Notation 76) instead of £. Recall that in the analysis of QC4 we had to introduce the notion
of “query paths” (see Definition 54). However, we already introduced “paths” more carefully for analysing
CQq hardness and this makes it easier to analyse CQC4 hardness (see Definition 63). Compared to CQy, at a
high level, the difference would just be that we expose additional paths f after each layer of unitaries. This
slightly changes the way shadows are defined, i.e. we need to adapt Algorithm 72 to our setting (currently
it is closer to the QNCy, case, Algorithm 50, and we want it to be more like the QC4 case, Algorithm 55).
However, one can still use Claim 56 which was used to argue that shadow oracles are hard to distinguish
from the originals as this already accounts for paths f exposed.

55Note that i > 2 when this reasoning is applied because s;_; is s1 for i = 2.
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7.8.1 Shadow oracles for CQC,; hardness and their properties

The procedure for generating the sets S;; in this case, is essentially the same as Algorithm 72 with only
one difference: the procedure is applied to each index i € {1...d} because the paths exposed by the classical
algorithm are only determined after each layer of unitary is applied. To contrast, in the CQy case, these paths
(queried by the classical algorithm) were determined before the quantum part of the circuit was executed
and one could therefore construct the all {S;;};; at once.

Algorithm 77 (Procedure for generating S;;, given f, and the previous sets S;_1). Let £ = (H),...H}) be L
conditioned on some variable, as in Notation 43, 3 be as in Definition 35 and S; = H_,(...H{(Z)...) be as
in Algorithm 49.

Input:

1. Index: ie{l...d}
Base sets So = (So,j) jef1..ay (see Definition 60)
The set of paths queried: (valid) paths p wrt So (see Definition 63)

e e

The previous sequence of sets for creating the shadow oracle: If i >0, then S;_y = (Si-1.j) je{1..ay where
Si—1,j € So,j for all j e {ld}

5. Whether or not event E happened.

Output:
If E did not happen, set Sy = @ for all i,k € {1,...d}. Otherwise, for eachie {1...d} do the following.

1. Define Six =@ for 1 <k <i.
2. Sample, uniformly at random, Si; € Si—1,\Xi(B) such S\X;(B) € Sii, and |Siil/|Si-1.i| = 1/|Z]
3. Define Sy :=Hy_;(...H{(Sii)...) fori<k<d.

In both cases, return S; := (Si1,...Siq)-

The key property satisfied by Algorithm 72 was Claim 73. The analogous property for Algorithm 77 is
the following which is almost identical to Claim 73 except that one specifies some conditions to ensure S;_;
is appropriately defined. When we apply the algorithm, as in the QCq case, we would begin with Sy and
successively apply Algorithm 77 to produce Sy,...5; and the stated conditions would automatically hold.

Claim 78. Let IC ~ ]Filf be an injective shuffler conditioned on f wrt base sets Sy, sampled form a & non-j-
uniform distribution (see Definition 64 and Notation 69) where |f| < poly(n). Suppose £’ is £ conditioned on
some variable 7 such that inj[£’] wrt Sy (see Notation 76) is exactly K. Suppose Algorithm 77 is run with the
following inputs: an index i€ {1...d}, the base sets Sy, valid paths B, a sequence of sets S;_; (defined next) and
the assertion that E happened and let its output be S;; for je {1,...d}. If i>1, S;_1 := (Si—11, Si—1,2, - - Si—1.4)
are arbitrary sets such that

o for j<i-1,8.1;=9

e for Jj= .i -1, Si—l,i—'l c SO,i—l; Si—l\Xi—l(ﬁ) c Si—l,i—l (Where S; is as in Algorlthm 49) and |5i—1,i—1| =
|2|d+2—(z—1) _ |E|d+1—z

o for j>i-1, Si—l,j = Hj(Si—l,j—l) = Hj(. «~Hi—1(Si—1,i—1) ... )

Then, 5
Prfx € $y1£/] < (2° + ¢) - poly(n) - negl(n)

where ¢ is some constant (independent of &, d etc.) £’ is £ outside S;_; (see Notation 43 with S « §;_;

and £’ < L) for all 1 <i < j < d where the probability is over the randomness in K (i.e. from Fﬂf ) and the
randomness in Algorithm 77.

Proof. The same as that of Claim 73 except that there, the proof worked for all i, j € {1...d}. Here, the same
arguments apply for a fixed i and f over all values of j e {1...d}. O
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It might not be clear why it suffices to consider only one path, § in the claim if different paths f§; are
specified for different is when S; are created using Algorithm 77.

Remark T9. Suppose S; are created successively using Algorithm 77 with f < Upery ;138 = fri1 and Siy
as inputs for index i. Then, the condition S;-1\X;-1(B1:i-1) € Si—1;-1 holds by construction, and it trivially
holds that Si—l\Xi—l(ﬂl:i) c Si—l\Xi—l(ﬁl:i—l) because ﬁl:i 2 ﬁl:i—1~ If Claim 78 is invoked with gi—l and ﬁ <« ﬁl:iv
then the condition S;_1\X;-1(f) € Si—1,;-1 is satisfied as required.

7.8.2 d-CodeHashing is hard for CQCy
Lemma 80 (d-CodeHashing ¢ BPPQNC:?PP). Every CQCy circuit succeeds at solving d-CodeHashing (see Defin-
ition 35) with probability at most negl(1) on input 1* for d < poly(2).

Following the previous proof, we begin with setting up the notation (recall n = ©(1)).

e Denote by oy the initial state (containing the input 1 and ancillae initialised to 7€ero).

e From Notation 22, recall that CQC, circuits can be represented as®® D = Dj 0--- 0Dy where D; =
BigoBig_10---0Bj; is a QCq circuit with B;; :=1I;j o U j 0 A.; j. Here U is a single layer unitary and
Ac;j is a poly sized classical circuit. We drop the subscript “c” from A;; for brevity.

e Let £=(Hp,...Hy,1), d and 3 be as in definition 35.

e Denote by DF := D ... DF where DF = dedefl e Biﬁ and Bf] =Il;joLoUjo Af]
We make the following assumptions which only makes the result stronger (as explained in the CQq
case)

— Classical information entering U;; and A;; is forwarded with their output (for all i,j in their
domain).
— Fori>1, A;; receives an extra random variable (a set of paths) correlated with £ as input, labelled

B*(si-1)-

e In the analysis below, we consider 7 sequences of shadow oracles. Each sequence is denoted by M; =
(Mi1, Mi2...M;g), one for each D;.

~ We use DM to denote BBl ... B! where® B} =11 0 M; j o Uy j o AF,.

- M;= (M, ;)j are a sequence of shadows of £ created using the sets outputted by Algorithm 77
(and are conditioned on Algorithm 49 succeeding). The input to the algorithm is described later.

e Denote by DM := Df/l\/lﬁ ...waﬂ i.e. a CQC, circuit with access to only shadow oracles.
The following are essentially unchanged from the CQq case.

e After each circuit D;, the state is classical and this allows us to consider “transcripts” which we denote
by T (the details appear later).

e Parameters for the sampling argument: Same as the CQq case (the advice is now the number of bits
sent by A;1 to Uiq).

e Shorthand for Pr[find : ... ] notation: Same as the CQq case.

Proof. Proceeding as in the CQq case, we run algorithm 49 on £ and let E be the event that it does not
abort. Observe that

> Pi[x< D]~ Y Pr[x < DE]| < negl(n) (12)

X€Xyalid X€Xyalid

56We dropped the preceding Ac m+1,1 classical circuit. This is without loss of generality because it can be accounted for by
adding a Dj.1; but 7 is just an arbitrary polynomial of n.

57This is a slight abuse of notation because M;is just a tuple (M1 ... M;4) but B{;li has .Alﬁj which depends on £ explicitly.
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as was the case before (recall Xy, was the set of valid solutions to d-CodeHashing). We will show in step
one, that D*|E and D |E have essentially the same behaviour, i.e.

|Pr[x « DF|E] - Prx < DM|E]‘ < negl(n) (13)

and then in step two, that DM |E succeeds with at most negligible probability at solving d-CodeHashing (see
Definition 35). These two steps, together with Equation (12), entail that D* solves d-CodeHashing with at
most negl(n) probability.

In the rest of the proof, we implicitly condition everything on the event E. Let Sy be the output of
Algorithm 49. Figure 10 may aid in visualising the overarching idea. We also make the simplifying assumption
that all classical algorithms only query paths inside the base set Sy. The general case changes almost nothing,
but makes the notation more involved (especially since in this case we have classical algorithms after every
layer of unitaries) and can be handled as in the proof of CQy hardness.

Step One. D*|E and DM|E have essentially the same behaviour.

Using a hybrid argument, one can bound the LHS of Equation (13) by bounding

TD[D%, DM] = TD[DE ... DE(a0), DM ... DM (59)]

with

n - -
<>TD[Df...D5, DF..Df, DE..DE, DMi...DM]
n - -
<> TD[DF...Df, DM DM (14)

The i =1 case:
This i = 1 case may be seen as an adaptation of the QCq4 hardness proof, using a slightly more general notation

suited for our analysis here. Our goal is to bound TD[Df,D{th] but we have not completely specified M;.
To this end, consider D{Vll = Bﬁgl ...Bﬁll where recall ijl :)HL]- oMy joUjo Afj. Let p1,; denote the set
of paths (wrt So; see Definition 63) queried by Af; when Df’“ is executed. For j e {1...d}, let S;; be the
output of Algorithm 77 with the index i < j, base sets Sy < So, the paths f < Uje1. j1 1,5 and the previous
sequence of sets S;_1 < Sy j_1 as inputs.”® When j = 1, instead of S j_; use S;_1 < So. Finally, define M, ; as

the shadow of £ wrt Sy ;.
Returning to the bound, one can write

TD[Df, D" ] = TD[Bf, ... B (00), Byt ... B (00)]

d .
< TD[Bf;(p1j-1). B (pr-1)]

j=1
d L\Sy,
<> \/Pr[ﬁnd U 1”,Afj(,01,j71)] (15)
=1

where for j e {1...d -1}, p1j := B{t}ll ...Bf’/lll(oo) and we used Lemma 41 (and the relation between TD
and B) to obtain the last inequality. To bound the RHS of Equation (15), one can apply Corollary 44. Use
S1,\X(P1.j+1) (see Definition 63) to denote the sequence of sets (S jx\Xk (B1,j+1) )ke(1..a}- Let L1 j be L outside
S1./\X(B1j+1) (see Notation 43). Observe that py ;_1|£1;-1 is uncorrelated with Sy ;|£1 ;-1 because Af;(p1,j-1)
at most specifies EVL j-1; the queries made by A;; have been exposed in 131, j-1 and are by construction of
Algorithm 77, excluded from S; ;. Using the notation for conditioning Pr[find : ...], one can apply, for each
je{1...d}, Corollary 44 together with Claim 78 (where & < 0, f < Ujyeq1,_j3B1jr» So < So and Si—1 < Syj-1)
to obtain _
Prlfind : UEYY, AL (p1 )| 1] < megl(n).

This in turn bounds the RHS of Equation (15) by negl(n).
The i =2 case:
Since we analysed the i = 1 case using a more general notation (than both the CQy case and the QCq case),

58 And the assertion that E happened. We don’t explicitly state this any more.
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Figure 10: Black lines indicate wires carrying classical information. It is assumed that all circuits append their
classical inputs into their classical outputs. The blue wires represent wires carrying quantum information.
The figure is meant to illustrate three types of CQC, circuit, obtained by replacing the red blocks with the
three respective circuits enclosed in red boxes. The second circuit is at least as powerful as the first, which in
turn is the circuit we wish to study. The shaded circuit in the second red box represents the implementation
of the sampling argument.

Notation in the third circuit: For each classical wire, only new information contained in that wire is labelled.
Forie {l...n} and j e {1...n}, p;; represents the paths in £ queried by A;;, s; denotes the measurement
outcome after U; 4, and f*(s;) denotes the paths exposed by the sampling argument (the * indicates that the
last coordinate may not be known). For j =1, A;; also outputs S(s;—1) which specifies the path f*(s;-1) with
the last coordinate also revealed.

We show that the behaviour of the second and third circuits is essentially the same where the third has its
quantum parts only connected to shadow oracles. It is not hard to establish that the third circuit only solves
d-CodeHashing with at most negligible probability. Together, these prove d-CodeHashing is hard for CQCy,.
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we proceed as in that case but additionally, apply the sampling argument to account for the output of D{Vll.

Let o7 := D{Vll (00). Our goal is to bound TD[’DQL(Ul),DéMQ(al)] but we have not yet specified Ms.
To this end, we apply the sampling argument. Let®® B := U‘f:lﬂu be the set of paths queried by the

classical algorithms in ’D{\Zl. Note that inj[£|f1] (see Notation 76) is distributed as Flﬁj Let the string s;

denote the output of D{%. Given that Pr[s1|f1] > y, inj[£|f1s1] may be expressed as a convex combination (as
described in Proposition 70) over inj[ £L|s1 818 (s1)] which are distributed as ng’é)lﬁl where |f*(s1)| < p < 2m/§
whenever the convex coefficient is larger than y. When Pr[s;|81] <y, let *(s1) = @. This implicitly defines
the random variable f*(s1) which was initially left unspecified. The first (classical) circuit of DM2 ie. AL,
takes as input s; and f*(s;). We assume (without loss of generality) A%, learns f(s;) which is f*(s;) with
1s replaced by the value £ takes in the last coordinate. ) ) ) )
We now proceed as in the i = 1 case and consider D2M2 = B%Z ...Bé\,/llz acting on o; where Bé\j? =
Iy jo Mgy jolUsjo .A2 Let f1,; denote the set of paths queried by Ag’j when D2 is executed (for j=1, f1;
counts paths dlstlnct from f(s1)). For j e {1...d}, let Sy; be the output of Algorithm 77 with index i « j,
base sets So < Sp, the paths f « Ujrefr..jy Py W pru B(s1), and the previous sequence of sets S;_1 « Sy j_1 as

inputs. When j =1, instead use S;_1 < Sp. Finally, define My ; as the shadow of £ wrt S ;.
Returning to the bound, one can write

§ d
D[D5 (1), D3 (01)] < Z D[B5;(p2j-1). 82} (p2,j-1)]

d
Z\/Pr find : Uf,\SZJ A% (pa,j-1) (16)

where for je {1...d}, paj = BM2 . BMg(al) and we used Lemma 41 to get the last inequality. To bound
the RHS Equation (16), one can apply Corollary 44. Let Lo be L outside Sy ;\X(f2j+1) (see Notation 43).
Observe that po ;- 1|£2] 1 is uncorrelated with 52]|L‘,2] 1 (for the same reason as the i = 1 case) However,
to apply Claim 78 we condition on the “transcript” until the output of Ag;, ie. Ty :=: T(Az1(01)) =

(ﬁl,sl,ﬂ(sl),ﬁg,l), by Writing Pr[ﬁnd : Uzﬁsj\slj’Ag)j(p2’j_1)|z2’j_l]

= Y PiD] Prffind: Uy, A5 (po1)|Lo 1 T2

s1.p1.B(s1).P21

> Pr[fos1f18(s1) 1 Pr[B(s1)ls1p1] Pr[s1]B1] Pr[p1] - Pr[find : Uzﬁ,j\szj’ AL (paj1)lLajaTo] + 27 (™)
s1:Prs1]p1]227™

IA

Br.B(s1).21 Pr[Tz]
< > Pr{Bs,ls1 1 B(s1)] Pr[B(s1)ls1 ] Prlsr 1] Pr[Ba] - Palfind : Uy, AS (poj1)| sy o] 2 27 (™)
s1:Pr[si]|f1]227"
B(s1):Pr[B(s1)ls1 pr]227™ Term |
B1.P21
< negl(n)

where to obtain the first inequality (proceeding almost exactly as in the CQq case), we note that for each
s1: Pr[s1|f1] = 27™, one can use Proposition 70 and one can account for all sy : Pr[s1|f1] < 27™, by simply
upper bounding the sum by 2-(m=m) hecause s; is of length m. In the second inequality, we use the fact
that either the convex weight (i.e. Pr[B(s1)|s1f1]) as specified in Proposition 70 is less than 2™™ (for at most
each s1, there it contributes at most 2-("=™) to the sum) or it is greater than 27™. In the latter case, the
injective shuffler is distributed as F?rlf where f < f1 U B(s1) U fa1. Therefore, one can apply Corollary 44
together with Claim 78 (where § «< &, f < Uy, j3Bajr U1 U B(s1), So < So and S;-y < Szj-1) to obtain
Term 1< 2% -poly(n) - negl(n).
The general i€ {1...7} case:
This is a straightforward generalisation of the i = 2 case and hence we only outline the key steps. Let
= DiM‘ DMl(ch) where M,_; ; is the shadow of £ wrt Si_ 1j which in turn are defined below. It may

help to keep the last circuit of Figure 10 in mind. Consider DIM’ = BM’ BM‘ acting on o0;_1 where recall

59We slightly abuse the notation. By uj.lzlﬁl,j we mean component-wise union as each f; is a sequence of sets.
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Bi/,\;{lz =Il;joM;joUjjo .Af] Let f;; denote the set of paths queried by .A,Lj when DiM" is executed. Let
Bi = Ujeqa,..ayPij- Let s; denote the string output by Dij\;li(O'i_l).

Now, we apply the sampling argument to inj[L|f1s18(s1)...B8i-1]. Let S*(si-1) be the paths
as in Proposition 70 such that when Prsi_1|f1s18(s1)...Bi-1] = y, inj[L|f1s18(s1) ... Bi—1si—1] is dis-
tributed as ]Fi(;f)‘s‘ﬁlU"'Uﬁi—lUﬁ(sl)Uwﬁ(s"‘l) so that®® inj[L|B1s1B(s1) ... Bic1sii1f*(si1)] is distributed as

IFi(Ifl’j’(i—2)5)|ﬁ1U"'Uﬁi—lUﬁ(sl)u"'uﬁ(s"‘l) whenever the convex coefficient (i.e. probability associated with §*(s;-1))

is larger than y = 27™. B(s;—1) is f*(s;—1) with Ls replaced by the values taken by £ at those coordinates.
Returning to S; ;, define it to be the output of Algorithm 77 with index i « j, base sets Sy < Sy, the paths
B < (Uj'e{1_._j}ﬁi,j’) U(Bi-1U--ufr)u(B(si-1) u---UB(s1)), and the previous sequence of sets Si—1 < Sij-1 as
inputs. When j =1, use S;_1 «< Sy instead.
To obtain the bound, we need two more definitions. Let the “transcript” be denoted by T; :=:
T(A;1(0i-1)) = (B1,51, B(s1)s - .- Biz1,8i-1, B(si-1), Bi1). Let Ei,j be £ outside S; ;\X(fi+1) (see Notation 43).
We bound the ith term in Equation (14) by expressing it as

. d 3
TD[Df (0i-1). DM (0121)] < ) TD[BE;(pij-1). B (pij-1)]
=1

where p;; = B{,\;{l" ...Bi{\;{i(ai,l). The square of the jth term can then be bounded (using Lemma 41) by
Pr[find : Uiﬁ\si’j, AF;(pij-1)] which is

L\S; ) A~ . —(m-m
< Z PI‘['E] .Pr[ﬁnd: Ui’j\s’],Afj(pi’jflﬂﬁidpl,Ti] +2- (l— 1) -2 ( )
s1:Pr[s1]B1]227™,...si—1:Pr[B1... 227"
B(s1)Pr[B(s1)]s1112277,... B(si-1 ) Pr[B(si-1)[s151... ]227™ Term |
1.B2--Pi-1, Pi

< 2% . poly(n) - negl(n) +2- (i — 1) - 27" < negl(n)

where the distribution of the injective shuffler in Term I is Frol(A(si-1)U--A(s1))0(Bimr0-f1)Vfir - This is obtained
by repeatedly applying Proposition 70 (for the kth application, 8’ < (k—=1)6, f < Pr1 U (B(sk-1) U...B(s1))U
(Br_1U...p1) and Sy < Sp) and arguing as before to collect terms for which the distribution over the injective
shuffler is unknown (but which occur with probability at most 27™). Independence of S;; from p; ;-1 can
be argued as before once it is conditioned on £;;_; and one can apply Corollary 44 together with Claim 78
(with § < -8, B« (Ujreqr, jyBiyr) U (Bicr U... p1) U (B(sic1) U... B(s1)), So < So and Si_1 < S;j-1) to obtain
the stated bound on Term I (recall y =27™ and § = A/n).

Step Two. DM|E succeeds at solving d-CodeHashing with at most negligible probability. The argument
for the CQq case go through with the only change that there are more classical algorithms to account for but
this does not affect the conclusion. O

8 Proof of Quantum Depth

Since YZ’s CodeHashing can be efficiently verified (i.e. it is NP), it is evident that d-CodeHashing can also
be efficiently verified. Therefore d-CodeHashing also serves a proof of quantum depth. However, in the
cryptographic context, one would ideally like security against oracle dependent adversaries (in our proofs
so far, we assumed the adversary is oracle independent). Fortunately, this issue can be resolved generically
and to this end, we first formalise what we mean by a proof of quantum depth. YZ also followed a similar
approach for their proof of quantumness which is based on CodeHashing.

8.1 The Definition

It may help to recall the definitions of uniform and non-uniform oracle dependent adversaries (see Subsec-
tion 3.2.2).

Definition 81 (Proof of d Quantum Depth in the Random Oracle Model). Consider three algorithms,
(Gen, Verify"") and Prove.

60Note that i > 2 here because s;_1 is s; when i = 2.

63



Gen(1%). A PPT algorithm which returns (sk, pk).
Verify™ (sk, pk, 7). A PPT algorithm that makes at most poly(1) queries to H and outputs 0 or 1.

Prove (pk). Consider an oracle independent quantum circuit family {C,},. Prove(pk) executes Clpk With
input pk.

The algorithms (Gen, VerifyH ) and Prove” constitute a Proof of d Quantum Depth in the Random Oracle
Model, if the following holds for every sufficiently large security parameter A.

e Completeness. There is an honest prover which applies a poly-sized quantum circuit, i.e. {C,} € QPT
for all n, with the following property. Let Prove (pk) be Cpk| With input pk. Then, the verifier interacts
with the prover and accepts with overwhelming probability, i.e.

Pr [VerifyH(sk, pk,r)=1: (Sk’pk)(_Ge”(lﬂ)] >1-negl(4).

s—Prove!? (pk)

e Soundness. Consider any arbitrary prover which applies a CQCy circuit, i.e. {C,}, where each C, €
CQC,. Let Provel (pk) be Cpk with input pk. Then, the verifier interacting with any such prover
accepts with negligible probability, i.e.

Pl’ir [VerifyH(sk, pk,t*) =1: (Sk’pk)‘_ce"(lA)] < mnegl(1)

¥ «—Provel (pk)

for all Prove’.
Soundness against uniformly and non-uniformly oracle dependent provers is defined analogously. When
Ipk| = 0, the prover is given 1% as input.

Observe that the protocol above is a two-message protocol (the verifier sends pk and the prover sends 7).
In fact, observe that any two-message protocol (where the verifier is classical and sends the first message)
can be cast in the aforementioned form by splitting the verification algorithm into two (Gen, Verify) and have
all the information from Gen passed to Verify and some information from Gen passed to Prove as the first
message. In addition to being two-message, the protocol above may also have the following properties if the
appropriate conditions are satisfied.

Publicly verifiable: If |sk| = 0 the proof can be publicly verified by looking at the transcript.5! If, in
addition, |pk| > 0, then we call the proof of quantum depth keyed.

Non-interactive (or keyless): If |pk| = 0 the verifier does not need to send any information to the prover.
Note that soundness in this case cannot hold against non-uniform adversaries.5?

We conclude by noting that in our definition of proof of quantum depth, we allowed the completeness to
be BQP which may not be practical. This is analogous to the definition of proof of quantumness where the
soundness is against BPP and completeness is again BQP. In both cases, it is desirable to have low depth
circuits®? suffice for establishing completeness. Nonetheless, they are meaningful formalisations because they
do certify the respective notions of quantum depth and quantumness.

8.2 Salting and oracle dependent adversaries

For non-interactive proofs of quantum depth (as for non-interactive proofs of quantumness [YZ22]) in the
random oracle model, security holds only against oracle-independent adversaries, i.e. adversaries that are
fixed before the random oracle is chosen, but not against non-uniform oracle-dependent adversaries, i.e.
adversaries that receive advice strings after the random oracle has been chosen. To see this, observe that the
advice can be arbitrarily correlated with the chosen random oracle. For instance, in our setting, the advice
could simply be the codeword that hashes as required. Then, an adversary which simply outputs the advice
it receives can already break the security of the proof of quantum depth protocol.

611t is standard practice to assume that the algorithms themselves are public knowledge.
62The proof can be hardcoded into the prover’s advice.
631deally, QNCp (1) for quantumness and QNCp(g41) for quantum depth
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To also achieve security against non-uniform oracle-dependent adversaries, we rely on a result of Chung
et al. [CGLQ20]. In this work, it was shown (among other results) that salting, i.e. appending a random
string to the query, can be used to render the oracle-dependent advice useless. This is a quantum adaptation
of the results of [CDGS18] and can be used in our setting to turn a non-interactive proof of quantum depth
secure against oracle-independent adversaries into an interactive (two message) proof of quantum depth
secure against non-uniform oracle-dependent adversaries, in which the first message (sent by the verifier)
only consists simply of a random string. More formally, the following holds.

Theorem 82. Let PoQD = (ProveH, VerifyH(ir)) be a keyless proof of quantum depth secure against oracle-
independent adversaries, then PoQD’ = (Gen’(1%), Prove™ (pk), Verify™ (pk, 7)) is a keyed proof of quantum
depth secure against oracle-dependent non-uniform adversaries, where Gen(lA) simply outputs a random pk,
i.e. pk < {0,1}*.

This theorem is an immediate consequence of [CGLQ20, Theorem 7.4] where a proof of quantum depth
is viewed as a publicly verifiable security game [CGLQ20, Definition 3.3]. Yamakawa and Zhandry used
the same result to lift their oracle-independent security to non-uniform security for the case of proofs of
quantumness, one-way functions and collision resistant functions [YZ22, Theorem 3.7 & 3.8].

8.3 A Proof of d Quantum Depth

We give a non-interactive Proof of d QuaI}tum Depth protocol, sound against oracle independent adversaries
(see Definition 81). In the following, let H, and C be as in Definition 35.

Verify" (1%, 7). Verify™ parses 7 as x = (x1,...x,) and checks if (a) x € C and (b) H(x) = 1. If both conditions
are satisfied, it outputs 1, otherwise it outputs 0.

Provef(1%). Tt runs the QPT machine in Theorem 34 with H as the random oracle and returns the output x
as 1.

Completeness is immediate from Theorem 34. Soundness against oracle independent d depth circuits (i.e.
circuits in CQCy) follows directly from Lemma 36. As discussed in Section 8 above, using known results, we
obtain the following.

Theorem 83 (d-Proof of Quantum Depth). There is a publicly verifiable Proof of d Quantum Depth (see
Definition 81) sound against non-uniform oracle dependent adversaries.

9 Improved Upper Bound

BPP BPP
To obtain the fine-grained separation BPPANCa " ¢ BPPQNC2d+O(1), we introduce CollisionHashing.

9.1 CollisionHashing

CollisionHashing is essentially the same problem used by [BKVV20] to obtain a proof of quantumness pro-
tocol except that instead of using claw-free function, we use a random function. CollisionHashing shows
QNCp(1) ¢ BPP, relative to a random oracle and satisfies classical query soundness. The main limitation of
CollisionHashing is that it cannot be efficiently verified, unlike YZ’s CodeHashing.

The following elementary result about the probability of producing a superposition of two pre-images
relative to a random oracle, would be useful in analysing CollisionHashing.

Claim 84. Let g: A — B be a random function where A and B are finite sets with |A| > |B| and log |A|,log|B| <
poly(n). Then there is a QNC, circuit with oracle access to g which produces the state

|ao) +|a1)

V2

with probability at least ¢ where {ag,a;} = g~ *(b) for some b € B and 0 < ¢ < 1 depends only on |A| and |B|.
Further, lim 4o ¢ > k2/2(e* —1) when |A| = k|B| for k € N.

(17)
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Proof. Producing Y 4 |a)|g(a)) /v/]A]| takes one layer of Hadamards and a call to the oracle for g and therefore
QNC, can prepare this state. If the second register is measured, the probability that the first register holds (up

to normalisation) |ag) + |a;) is then Pr[|g~1(b)| = 2|b € g(A)] where the probability is over g & Functions(A —
B). That in turn, for any fixed b, may be computed as follows®?

Hgilg )| =2y MAHEED (g 1)lal-2
(AL BD = g be gl ~  (BIAT— (B~ DA

where to obtain the numerator, we count the number of ways of choosing exactly two points in A (which are
mapped to b) and the number of ways of assigning non-b values to the remaining |A| - 2 points. To obtain
the denominator, we count the number of functions from A to B and subtract from it all functions which do

not map to b, i.e. none of the |A| points are assigned the value b. Using |A| = k[B], limjs|_,c (1 - k/\A|)"4| =ek
and with some simplification, one obtains limys_,e ¢ 2 k2/2(ek - 1). mi

We now state the CollisionHashing problem as follows.

Definition 85 (CollisionHashing). The CollisionHashing problem is defined by (Gen, Ryy) where Gen(1%) = 14
and the relation Ry is specified as follows: Let g:{0,1}**! - {0,1}* be a random function, let H': {0,1}* -
{0,1} be another random function (both generated using H in some canonical way) and let ¢ be as in Claim 84.
We say (1%, ((yi.mi. 7i)ie(1..2)) € Ry if the following hold

1. all y; are distinct

2. uﬂ > 3¢ where I ¢ [1...1] is the subset of indices satisfying |g‘1(yi)| =2foralliel.
count

3. m
valid(i) returns 1 if the following holds, otherwise it returns 0:
mi=r;- (zio ®zi1) ® H (zi0) ® H'(z11) where {zj0,zi1} = g7 (y:)-

> 3 where count = ¥,y valid(i) and

CollisionHashing satisfies the following properties.

Lemma 86. Let CollisionHashing be as stated in Claim 84. It satisfies the following properties
e Completeness: QNCyy can solve CollisionHashing with probability 1 — negl(A)
e Soundness: CollisionHashing satisfies classical query soundness.

e Bounded Oracle Domain: CollisionHashing has a bounded oracle domain of size at most 23*.

Proof sketch. Completeness: [BKVV20] showed that if one is given poly (1) copies of the state Equation (17),
then using at most 7 layers of quantum operations, one can solve CollisionHashing with probability 1-negl(1).
The aforesaid state can be generated with probability ¢ (in at most 2 quantum layers) therefore the probability
of generating 0.75¢A states is 1-negl(n) (using Chernoff). Thus, QNC;q can solve the problem with 1-negl(n)
probability.

Classical query soundness: [BKVV20] showed that every PPT machine solves CollisionHashing with prob-
ability at most® negl(1). Their argument is more general. Their proof showed that succeeding with non-
negligible probability implies one can find collisions which is assumed to be hard. More precisely, they neither
require the machine to be PPT (only that access to the oracle H' is classical), nor that PPT machines cannot
find collisions in the function (which is g in this case) but only assert that collisions can be extracted. For
establishing classical query soundness, it suffices to show that with only polynomially many classical queries
to H, no (potentially unbounded) machine can solve CollisionHashing. It is known that finding collisions in
g (a random function) with non-negligible probability requires at least 9(2”/ o)) (quantum) queries. Using
[BKVV20]’s argument (see their Section 3.2) on elements in the set I ¢ {1...1}, we deduce that solving
CollisionHashing with non-negligible probability implies there is an algorithm that finds collisions in g by
making only polynomially many (classical) queries to g which in turn violates the previous statement. Thus,
we conclude CollisionHashing satisfies classical query soundness.

64Note that the aforementioned probability is the same for every fixed b and the probability (over g) of getting any fixed b
upon measurement of the second register is also the same by symmetry.
65They show it for their problem but the results carry over unchanged.
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Bounded Oracle Domain: By inspection, it is clear that H’ is only queried on a domain of size 2** and

g is only queried on a domain of size 224 Since both are generated using H, we take

bound on the oracle domain.

Problem € ¢ Assumption Verification

234 as a loose upper

O

Interpretation Remarks

CollisionHashing QNCp (1) ¢ BPP RO No

Even the Definition 85
simplest
constant
quantum depth
is hard to

simulate

L . QnNeETP QNCBPP
d-Rec[CollisionHashing] QNCyy, (1) € BPP™ 2d+0O(1) ¢ BPP*""d RO No

Finer refutation Theorem 87
of Jozsa’s
conjecture in

ROM

BPP
Table 5: We tighten the quantum depth bounds to BppaNC:” G BPPC2d+0(1) relative to the random oracle.

9.2 Jozsa’s conjecture/Aaronson’s challenge

Using Lemma 30, observe that d-Rec[CollisionHashing] can be solved in QNCyq,0(1). From Lemma 31,
observe that d-Rec[CollisionHashing] cannot be solved in CQC,4. We therefore have the following.

Theorem 87 (Stronger refutation of Jozsa’s conjecture.). With respect to a random oracle, the following

BPP
hold: QNCa4y0(1) ¢ BPPQNCZPP, which implies BPPANCS” ¢ BPPNCzar00) |
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Part 11
Separations of Hybrid Quantum Depth

In the previous discussions, we studied the relation of BPPONCI™ with BPPANCa | In particular, we showed
BPP
that relative a random oracle, BQP ¢ BPPANCG” and we tightened this result to BPPANCE” ¢ BPpWNCaro),

We now study the relation between BPPQNCZPP, QNCEPP and BPP@NCe,| We define a problem and prove that it
can be solved by QNCBOP(Pl) but not by BPPANCe and conversely, a problem that can be solved by BPPNCom)

but not by QNCSPP. The former shows that having constant quantum depth with adaptive control cannot
be simulated by repeating constant quantum depth machines without adaptive control. The latter does not
seem to have as clear an interpretation. However, we can combine these ideas to construct another problem

BPP
which also shows BPPANCow) ¢ QNCSPP U BPPNCa  giving further evidence that it is important to show
BPP
soundness against BPP@NC when considering quantum depth because even with constant quantum depth,
BPP
BPPMNCow) already contains problems which are neither in BPP@N®e nor in QNCS’PP. Therefore, it is crucial

establishing that every proof of quantum depth is sound against BPPANCI™

The results in this section are summarised in Table 6. Establishing BPPNCa ¢ QNCS’,PP is the most
involved and requires the use of the compressed oracle simulation technique. We defer it to the end and
instead first establish a general lifting theorem which takes almost any proof of quantumness and excludes it
from QNCSPP. We apply it to CollisionHashing to establish that BPPNCo) ¢ QNCSPP in the random oracle
model.

10 BPPNCom ¢ QNCEPP

The idea behind d-Ser[P] is quite intuitive. Suppose P is a problem which is specified by the relation Ry
where H is the random oracle. For simplicity, suppose the input to the problem is 14 and (1’1,0) € Ry means
that c is a solution. Then d-Ser[P] is a relation R}, where (14, (co...cq)) € Rl if (1%,¢0) € Ry, (14,¢1) € Re(coll)
(1’1, cg) € Ri(co,er|l) and so on. The rationale is that until the first problem is solved, the subsequent problems
are not even specified. The problems must therefore be solved serially—they cannot be solved in parallel.
So far, we have not constrained the model of computation. We want d-Ser[P] to be hard for QC4 whenever
P is hard for BPP (but can be solved by adding quantumness, e.g. in QNCg). Recall that for d-Rec[P] we
wanted P to satisfy classical query soundness. In this case, we require P to satisfy a different property which
we call offline soundness. Intuitively, suppose after running a classical algorithm to solve P, access to H is
revoked and thereafter unbounded computation is allowed. Offline soundness requires that even in this case,
‘P cannot be solved with non-negligible probability.

The main difference between d-Ser and d-Rec is that in d-Ser one need not maintain “coherence” across
all the problems (which use different oracles); it suffices to individually solve the problems. In d-Rec, even to
access the oracle H = Hy o --- o Hy, one had to maintain coherence across d layers.

10.1 Offline Soundness

We state offline soundness formally first.

Definition 88 (Offline Soundness). As in Definition 28, let H:{0,1}* — {0,1} be a random oracle. Define a
problem P by a tuple (X,Ry) where X is a procedure which on input 1% generates a problem instance of size
poly(4) and Ry = {0,1}* x {0,1}* is a relation which depends on H. We define offline soundness as follows.
Let A be a PPT algorithm with access to H. Let 7[.Af(x)] be the tableaux (or the computational
transcript) obtained by running A¥ on input x € X. Let B be an unbounded machine with no access to H
which takes r as input. We say P satisfies offline soundness if
(xy)<=B(7)

Pr (x,y) €Ry: T=T[.AH(x)] < neg](/l)
H x<—X(1A)

for all B and A".

Offline soundness is clearly a special case of classical query soundness and therefore both CollisionHashing
and CodeHashing satisfy it.
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Problem € ¢ Assumption Verification Interpretation Remarks

d-hCollisionHashing QNC?QP(PI) ¢ BPPNCa RO No Even the simplest Subsection 11.1
constant depth
adaptive quantum
control cannot be
simulated by
running a d depth
quantum circuit
poly many times.
d-Ser[CollisionHashing] gpPNCo(1) ¢ QNCEPP RO No (Perhaps Subsection 10.5
unsurprisingly)
repeating a
constant depth
quantum circuit
cannot be
simulated with
running a d
adaptive quantum
depth circuit once.
L. . QNCBPP
d-Ser[d-hCollisionHashing] BPPT O ¢ BPPANCa y QNCEPP RO No Evidence that Subsection 11.2

CQCy is the right

notion of depth.

Table 6: A summary of the relations between BPPQNCSPP7 QNCE,PP and BPPNCa,

Lemma 89. CodeHashing and CollisionHashing satisfy offline soundness.

It appears reasonable to expect offline soundness to be a strictly weaker requirement than classical query
soundness. Indeed, this is true because there are problems which satisfy offline soundness but not classical
query soundness, e.g. the problem considered by [BKVV20].

10.2 The d-Ser[P] Problem

With offline soundness in place, we can define d-Ser[P] as follows.

Definition 90 (d-Ser[P]). Let P = (X,R) be a problem (see Definition 28) defined with respect to a random
oracle H : {0,1}* — {0,1}, having a bounded oracle domain (as specified in Definition 28) and satisfying
offline soundness (as defined in Definition 88).

Define d-Ser[P] as follows: On input 1%, sample d + 1 independent instances of P as (x,...xg) where
x; < X(1%) for each i € {0...d}. Accept (yo,...yq) if for each i € {1...d}, (xi,y;) € R ((x0,50xi-1,5i-1)|l-) and
for i =0, (x0,y0) € Rp(.)-

10.3 Lower-bounds

In this section, we analyse everything for a fixed A and introduce some notation to that end. Since P has
bounded oracle domain, one can consider d+ 1 oracles with bounded domains which in turn make the analysis
easier.

Notation 91. Fix a A. Let P = (X,R) be as in Definition 90 where the bounded oracle domain of P is D :=
{0,1}*M) | Fix an input instance (xo...xq) of d-Ser[P]. With respect to this, let Sir := {(x;,y:) : (x5, y:) € Rer}
denote all pairs (x;,y;) in Ry. Let S := X x Y where ) is the set of all ys. It would be useful to consider d + 1
oracles with bounded domains instead of considering H : {0,1}* — {0,1}. More precisely, let Hy : D — {0,1},
Hy :SxD - {0,1},...Hy: S*xD - {0,1}. Let £ := (Hy,...H;) denote the sequence of oracles H;s.

It would be helpful to define the analogue of Definition 45 for our sequence of oracles.
Definition 92 (Shadow Oracles wrt S for d-Ser[P]). Let £ = (Hp...Hy), p and S be as in Notation 91.
Let S = (S1,...54) be a tuple of d sets where each set S; € 8’ x {0,1}?. The random shadow oracle M of £

wrt S is defined as M := (Mo,...My) where for each i € {1...d}, M; is the shadow oracle of H; wrt S; (as in
Definition 45) and My = Hy.
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10.3.1 Exclusion from QNC,

We first show that d-Ser[P] is hard for QNC, and then extend the analysis to QCq4. To this end, we first
introduce the shadow oracles by describing the sets we hide. Let D = {0,1}? denote the oracle domain of P.

e Define the hidden sets for i, j e {1...d} as S;; =

Su, x D Sty xS xD SHOXSZXD SHOXSd_lxD
o U (xoy0) x Sm, (xo.yoll-) * D U (xoyo) x SHl(Xu,yuH') xSxD U (xoyo) » S, (xo.yoll-) * S xD
(x0y0)eSo (x0y0)eSo (x0y0)eSo .
@ @ U (x0y0x191) X Sty (xoyoxsyall) XD - U (X0y0x191) * Sty (xgyora g |1y X ST x D
(x0yox1y1)eSo (x0yox1y1)eSo:
SpoxD  SpogxSxD So;OXSZXD SO;OXSd71XD
_ 1%} Soi1 xD So1 xSxD ... Spi x 842 x D (18)

@ 9] 80:2 xD cee 80;2 X Sd_?) x D

where the union in the first matrix is over “correct solutions”, i.e. (a) Sp =2 Sp = Sg, = Su, de-
notes the set of solutions (corresponding to 1) to P wrt Hp, (b) So:1 = U(x,yq)esS, (X0 Y0) X SH, (xoyoll)»
denotes the set of solutions to P wrt Hy (in the first two coordinates) and corresponding to each
solution, the set of solutions to P wrt Hj(xoyol|]-) (in the last two coordinates) and (c) in general
S0:i = Y(xo,go.xio1 yio1 )eSonr (X0Y0 - - - Xim1Yi=1) X SH(xo...yis|l)- BY Smy(s|) We mean S;p 5.y Where s is
some string.

e We now try to justify this definition. The main structure of the proof is similar to the proof of QNCy
hardness of d-CodeHashing, i.e. Lemma 53. Let S; = (Si1,...Siq) denote the ith row of the matrix above.
Let M; denote the shadow of £ wrt S;. As in the proof of Lemma 53, we want to ensure that the
information contained in M is not enough to guess S which will be used to define Ms. This would
allow us to apply Lemma 42 as before. Once this is clear, the remaining steps are straightforward.
Observe that M specifies Hy and therefore (information theoretically) specifies Sg,. It also specifies
H; partially—it does not specify H; on Sg, x D. Note that, in particular, this means that M contains
no information about S, (x,y,|1) for (x0yo) € Sp, = Sp:o- That, in turn, means that none of the sets in
Sa|Hy are correlated with M|Hp.

e Let us look at the next case as well, as it would help with the general argument in the proof. Suppose
M is the shadow of £ wrt S;. We want to argue that even knowing Mo it is hard to find S3. Observe

that My specifies Hy and H;. It also specifies Hy partially—it does not specify Hs at U (xoyo0) x
(x0y0)€So
SH, (xoyo|l) X P- This, in particular, means that My contains no information about Sg, (xyyox,y.|) fOT

XoYox1y1) € Sp:1- That in turn means that none of the sets in S3 are correlated with My, given Hy, H;.
e Intuitively, M;_; completely specifies Hy, ...H;_o but it does not specify H;_; completely and S; (condi-
tioned on Hy...H;_5) depends only on this unspecified part of H;_;.

Algorithm 93. Let £ = (Hy...Hy), S, Sig and p be as in Notation 91. Assume A and the input instance
(x0,---xq) have been implicitly specified. We use Sy,(y|.y to denote Sy, (s||y- Define, for each i€ {1,...d}, Si;
as follows.

1. Ifi=1, define S1 =Sy, x S/' x D
2. Ifi>1,

(a) Define S;j =@ for 1< j<i and
(b) otherwise,

Sij = U (xOyo e 'xi*2yi*2) X SHi—l(xoyO»uxi—Z yia|l) X S xD
(x0Yo..-Xi—2Yi-2)€S0:i-2
= Spii—1 ¥ S xD
where
So = SH, i=0
So:i = (x0Yo ... Xi—1Yi-1) X SHi(xooyiall) 1> 0.

(x0,Y0---Xi-1Yi—1)€S0:i-1
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Let S; := (Si1,...Siq). Return (S1,...Sq).
Lemma 94 (d-Ser[P] ¢ QNCy). Fvery QNCy circuit succeeds at solving d-Ser[P] (see Definition 90) with
probability at most negl(1) on input 1* for d < poly(1).

Proof. Fix a A. Let £ = (Hy,...Hy) be as in Notation 91. Suppose the problem instance d-Ser[P] is specified
by (xo,...xg) and let py be the initial state, containing this input. Denote by AF an arbitrary QNC, circuit

Ac(pO)::HvalidoUd+1 oLoUjo...LoUyo LoUopy

where Iy, corresponds to projection on all output strings which solve d-Ser[P] (for a fixed ). let (Si,...S54)
be the output of Algorithm 93. Define

AM(po) = Myatia © Ugey o MgoUy... Mg o Uy o My o Uy o pg

where M; is the random shadow oracle of £ wrt S; (see Definition 92). We proceed in two steps.
Step 1: AX and AM behave the same. We show that the probability that A and AM produce a valid
output is negligibly close, i.e. we bound

|tr[Myatia © Ugsr 0 LoUgo...LoUy o LoUy o pg] —tr[Hyatia © Uger © Mg o Uy ... Mg oUs 0 My oU o pol

d d —
<3 B[L o Ui(piot). Mi o Us(pi)] < 3 /2 Prffind : USY, py_y ]
i=1 i=1

where p; = M;oU;o... My oUj opg for i >0, we used (as in the proof of Lemma 53) the triangle inequality,
monotonicity of the trace distance, the relation between trace distance and Bures distance and finally applied
Lemma 41. To bound the RHS above, one can use Lemma 42 if it holds that p;_; is uncorrelated with S;. Tt
suffices to show that M;_; is uncorrelated with S;, given Hy,...H;_o. We argued the i = 1,2 case above. In
general, for i > 2 (for notational ease), observe that M;_; specifies Hy,...H;_o completely and specifies H;_1
at all points except at U(x,yo..xis i3 )eSor—s (X0Y0 - - - Xi-3Yi-3) X SH,_s (xoyo..xi-syi_s||) X P = Sosi-2 x D. This in
particular means that M;_; contains no information about Sg,_, (x, Yoxiz Yi—all') for (x0yo ... Xi—2Yi-2) € Sp:i-2
where {Sp.;}; are as defined in Algorithm 93. This, in turn, entails that S; is uncorrelated with M;_, given
Hy,...H;_5 as asserted. From offline soundness of P, and the aforesaid, it follows that

HEFuncs[{0,1}*>{0,1
Pr |:(xi> yi) € RHi(xo Yo...Xi-1 l—li—1||')‘Mi*1 (;0 Csy[f)(_;(lj }]] < negl()t)

for all (x0yo ... xi-1Yi-1) € So:i-1. This entails that, for i <k <d, Pr[(xoyo ... xkyx) € Sik|Mi-1] < negl(A) which
means, via Lemma 42, Pr[find : Uiﬁ\s",pi,ﬂ./\/li,l] <negl(A) (the conditioning notation for Pr[find: ... ] is the
same as the last bullet after the CQq Lemma 74; all variables involved (p;_1,S;, £) are conditioned on M;_1).

Step 2: AM cannot succeed with non-negligible probability. Note that by construction, My contains
all the information in My ... My_;. Further, observe that M, does not contain any information about
SHy(x0yo-xa1yasll) 0T (X0Yo - Xa-1Ya-1) € Sp:a-1 (Which includes the set of valid answers until d - 1). From
offline soundness of P, it follows that A cannot find (x4,y4) € Sy 4(x0..ya_1|-) With probability greater than
negl(1) which upper bounds the success probability of A™M. |

10.3.2 Exclusion from QNCSPP
Recall that QCq circuits are represented as B = AC 441 © Lo, BFopy where BF :=1l;0 Lo Ujo Afi. Here

.ACE, represent classical algorithms and we drop “c” in thls section. Since the oracles Hy,...H; have different
domains, we make the following assumption about the classical algorithms in the QCq circuit. This simplifies
our analysis and only makes our impossibility result stronger.

Assumption: if Hy is queried at (xoyo - .. xxyx ), then for all i € {0...k—-1} H; is also queried at (xgyo - . . X;y;)-

It would also be helpful to setup some notation for describing the classical queries. Since A makes queries
on different domains, the set of queries is simply a collection of strings with varying number of “coordinates”.
For example, if Hy is queried at (xoyo ... xkyk), by the jth coordinate we would mean (x;y;).

Suppose T abstractly denotes all the queries made by a classical algorithm A. We use XY;x(T) to denote
all the tuples (x;y; ... xxyx) queried by A, from the ith to kth coordinate. We use XY;(T) to denote XY;;(T),
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i.e. pairs (x;y;) queried by T at the ith coordinate. In the following, when not explicitly stated, we assume
the security parameter is fixed to be 1 and assume that the problem instance for d-Ser[P] is specified by

(x0,...%4)-
As before, we use Notation 91 below.

e The following simple but crucial observation will be used repeatedly in our analysis. It adapts offline
soundness to our setting.

— Let x « X(1%). Let A* be a PPT algorithm (trying to solve P, i.e. finding an (x,y) € Sy, ). Run
AH(x) and denote its query transcript by T.

— Let E denote the event that XYy(T) n Sy, = @.

— Fix any y € Y. The assertion is that for any fixed (x,y), it holds that Pr[(x,y) € Su,|TAE] < negl(1)
when Af is executed.

* Suppose the assertion is false. Then for some (x,y) it holds that Pr[(x,y) € Sg,|T A E] 2 p(4)
where p is noticeable (i.e. non-negligible).

* If E does not happen, then T already contains some (x,y’) € Sg,. If E does happen, then
(x,y) € Sg, with non-vanishing probability (as stated above). In both cases, an element in
Sh, is found with non-negligible probability. However, this violates offline soundness of P.

e Let us build some intuition by starting with a simple circuit of the form £oU; o A (on input (xg...xg))
and comparing it to MjoU; OAf where M, is going to be the shadow of £ wrt some sequence of sets S;.
Take S; to be as in the QNCy case, i.e. §; = (SH, xD,Sp, xS xD,...). Let Ty denote the queries made
by A%. If XYy (T;) contains any pair (xo,4o) € Sk, , then £ and M can be distinguished (i.e. LoU; 0 A¥
and MjoU o .Af can behave differently) because they can be queried at S; (which is precisely where
L and M; behave differently). Denote by E; the event that XYy(T1) nSn, = XYo(T1) N Sp:o = @. Using
the fact that P satisfies offline soundness (in fact just from soundness against PPT machines), one has
that Pr[=E;] < negl(4). From the discussion above, it is also clear that offline soundness ensures

Pr[(x0,y0) € Sty |TiE1] < megl(4) (19)

for all yg € V. To apply Lemma 42 we would need to ensure that the state received by U; is independent
of S;. Conditioned on Ty and Ej, this is clearly the case (conditioning only reduces polynomially many
possible values of Sg,). Further, the probability of finding an element in S; is negligible because of
Equation (19).

e This argument can also be applied to LoUs oA 0 p; and MyoUso A% o p; where py = My oU; 0 AX(po),

once we appropriately condition the variables. It may help to look at the first matrix Equation (18).
M corresponds to the first row. We argue that M; does not specify H; at Sg, x D and since the
second row, i.e. S, depends on precisely the values of H; on Sy, x D, knowing p; does not help in
determining S;. This is the same as the QNC, case. To account for the classical algorithm, we simply
condition Af on not querying Hy inside Sy, and A§ on not querying H; inside Sy, (or more precisely,
inside Sp.1). The previous argument then goes through unchanged.
We now make this reasoning more precise. Let us condition on the event E;. Then, it is clear that p;
contains no information about Hy (xo, yo||-) for any (xo,yo) € Sg,. This is because, by definition of E1, the
classical algorithm Af never accessed H; on the said domain, and M contains no information about Hy
on that domain (by definition of S1). (Note that information about Hy was present in M and therefore,
information theoretically, Sg, could have been determined.) Let T, denote the queries made by A% in
the circuits above and denote by Eo the event that XYo.1(Tz) NnSp:1 = @, i.e. the query transcript so far
does not contain a solution to P corresponding to Hy (xoyo||-) for any (xo,y0) € Sp,. Again, from (offline)
soundness of P, it follows that Pr[-Ez|E;] < negl(1), i.e. A% solves P corresponding to H(xoyol|-) for
(x0yo) € So given Ep, because .AQL does not learn anything about Hj(xoyo||-) for (xoyo) € Sp and E;
guarantees Af did not even query at (xoyo) € Sp. Given Ty, Es, E1, M1, from offline soundness of P
corresponding to Hj (xoyol|), it holds that

Pr[(x1,y1) € Sh, (xoyo||) [T2T1E2E1 M1 ] < negl(4) (20)

for all y; € Y and (x0,40) € So:0 = S, follow. To apply Lemma 42 one needs to ensure that A% o p; is
independent of S. Conditioning on vg := (ToTy E2E1 M), it is clear that .A§ o p1 contains no information
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about H(xoyo||") for (xoyo) € Spo. Further, S, conditioned on vy only depends on Hi(xoyol|-) for
(x0y0) € Soo (again, excluding the values in Tp). Therefore, Safvs and A% o pilvg are uncorrelated.
Finally, the probability of finding an element in Sa|os is negligible due to Equation (20).

This readily generalises and accounting for these arguments in the QNC, case yields the following.
Lemma 95 (d-Ser[P] ¢ QNCE™P). Buvery QCy circuit succeeds at solving d-Ser[P] (see Definition 90) with
probability at most negl(1) on input 1* for d < poly(n).

Proof. Fix a A. Let £ = (Hyp,...Hy) be as in Notation 91. Suppose the problem instance d-Ser[P] is specified
by (x0...x4) and let py be the initial state. Denote by B* an arbitrary QCq circuit

BE(PO) = Ilvalig © «4§+1 o B(f o. ..Bf ° po

Where_ Bl-c = Mo LoU;o Aiﬁ and I, corresponds to projection on all output strings which solve d-Ser[P].
Let (S1...S4) be the output of Algorithm 93. Define

BM(po) = Myatia 0 Af,; 0 B 0+ 0 B o pg (21)

where BiM =1II; 0o M; o Uj o Af: and M; is the shadow oracle of £ wrt S; (see Definition 92). We proceed in
two steps.

Step 1: BX and AM behave the same. We show that the probability that A% and AM produce a valid
output is negligibly close, i.e. we bound

L L L L M M
[or{Tyatia © A,y © B,y 0. B © po ~Tyatia 0 AS,y 0 BYY 0. B o po]|

d d -
<> B(Bf (pi-1). B (pi1)) < Y. \/2 Pr[find : Uic\Si’AiL ° pi-1]
i=1 i1

where for i € {1,2...d -1}, p; := BMo...B{ 0 py, proceeding as in the QNC, case. To bound the RHS above,
one can use Lemma 42 if it holds that Afl o p;_1 is uncorrelated with S;, upon appropriate conditioning.
Let v; := (T;...TyE;...E;M;_1) denote the random variables we condition on, where T; is the transcript
of queries made by Aic, E; is the event that XYp,;—1(T;) N Sp:i—1 = &, i.e. the transcript does not contain
a solution to P corresponding to Hi_1(xoYo ... Xi—2yi—2||-) for any (xoyo...xi—2yi—2) € Sp:i—2 (Si;j are as in
Algorithm 93) and M;_; is the shadow oracle wrt S;_1 and contains all the information in Mj ... M;_o. As
argued above, it is the case that Aiﬁ op;i_1v; is uncorrelated with §i|vi because no classical query has been made
to Hi—1(x0yo - - - Xi—2yi—2||-) for (xoyo...xi—2yi—2) € Sp:i—2 and all previous shadow oracles, M; ... M;_; output
L on the aforesaid domain of H;_; while S; conditioned on v; depends only on H;_; at the aforementioned
domain. It remains to bound the probability of finding an element in S;o;. To this end, note that given o;,
from the offline soundness of P corresponding to H;_1 (xoyo - . - Xi—2yi-2||-), it follows that

Pr[(xi’ yl) € SH,-(xo...y,-_zll-)|0i] < negl(A)

for all y; € ¥ and (xp...yi—2) € Spii—2. This entails that for i < k < d, Pr[(xoyo...xkyx) € Sikloi] < negl(R).
(Offline) soundness of P also implies that Pr[-E;|E;...Ei—1] < negl(1). Together, these yield Pr[find :
Uiﬁ\si, AF 0 p;_1] < negl(2).

Step 2: BM cannot succeed with non-negligible probability. Consider BM as in Equation (21) and let E;
and v; be as defined above. Since Pr[-E;|E;_1...E1] < negl(1), it holds that Pr[E;...E4] > 1 - negl(4). Con-
ditioned on E; ...E4, note that M; ... My do not specify Hy(xp...yq_1|]") for (xo...y4-1) € Sp:q—1- Therefore,
pa also does not specify Hy(xo...yql|) in the aforesaid domain. From (offline) soundness of P, it follows
that A%, | (pa)|oa outputs a solution to P corresponding to Hy(xo .. yal|-) is negligible. Together, these yield
Pr[s € Sp.q 1 s < BM] < negl(1) proving the assertion.

O

10.4 Upper-bounds

If P can be solved using QNC, then it is evident that for any d < poly(1), d-Ser[P] can be solved in CQgq.
One simply solves P corresponding to Hy using the first QNCy circuit in CQqr, then using this result, solves
P corresponding to Hy and so son. Since d < poly(Q), it follows that CQy is sufficient to solve the problem.
Similarly, if P can be solved in QCg, then d-Ser[P] can be solved in CQCyr. This yields the following.
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Lemma 96 (P ¢ QNCy == d-Ser[P] € BPP™NCe’ and P e QNCE® = d-Ser[P] ¢ BPPQNC?”P). Let P be a
problem (see Definition 28) which can be solved in QNCyr (resp. QCqr). Then, for any d < poly(A), it holds
that d-Ser[P] (see Definition 90) can be solved in CQq (resp. CQCy ).

10.5 Consequences

Theorem 97. Fiz any d < poly(n). Then, with respect to a random oracle, it holds that BPPMNCo) ¢
QNCEPP.

Proof. Recall CollisionHashing from Definition 85. One has that (using Definition 90)
d-Ser[CollisionHashing] € BPPNo() using the fact that CollisionHashing € QNCp(1) (see Lemma 86)

and Lemma 96 with d’ = O(1). One also has that d-Ser[CollisionHashing] ¢ QNCE? because CollisionHashing
satisfies all properties required of P in the definition of d-Ser[P] (see Definition 90, Lemma 86, Lemma 89)
and therefore Lemma 95 applies, yielding the asserted exclusion. O

The rest of this article is dedicated to establishing d-hCollisionHashing is not in BPP@NC4,  Using
BPP

d-Ser[d-hCollisionHashing] one immediately obtains the separation, BPP?N® u QNCBPP ¢ BppNCa

11 QNCp ) ¢ BPPANC

In this section, we define the problem d-hCollisionHashing, which is a variant of CollisionHashing. This
problem shows that QNC?,)P(Pl) ¢ BPPNCe | relative to a random oracle.

11.1 The Problem

Some notation before we proceed: for d € N and 3 c {0,1}* define h:= Hjo---oH; o Hy where Hy : 3 — Zd’, for
je{l,...d-1}, H;: 3¢ 554 and Hy: 5% - 3 are independent random oracles with d’ = 2d + 5.

Definition 98 (d-hCollisionHashing or simply Problem). Let d : N - N, and®® C = 1/(2(e? - 1)). The

d-hCollisionHashing problem is defined as follows. Let A denote be a security parameter for the problem.
Consider the following oracles.

e Go,Gp:{0,1}* - {0,1}* is a random oracle with domain twice as large as co-domain.
e h:{0,1}* - {0,1}* is a composition of d(1) + 1 random oracles (as described above with % = {0,1}%).
e H:{0,1}*x {0,1}* - {0,1} is a random oracle with one-bit output.

Let TwoToOne(Go,G1) = {y € {0,1}* : |G5 ()| = |GT (y)| = 1}. Then, the d-hCollisionHashing problem (later
referred to simply as Problem) is, given access to the oracles Go, G1, H, Hy, ... Hy (but not to h directly) return
(y1,--+592), (r1,...,71), and (my,...,my) such that the following conditions are satisfied.

e All y;’s are distinct.
e Let Z = {i:y; € TwoToOne(Go,G1)}. Then, |Z| > 2CA.

o Let Zyin = {i: y; € TwoToOne(Gp, G1) and r; - (xJ" @ x{*) @ H(xJ', h(y;)) ® H(x{", h(y;)) = m;}, where x'
and x;' are the pre-images of y;. Then |Zyin| > 3|Z|/4.

It is helpful to also consider a “single-copy” version of d-hCollisionHashing, that we refer to as subProblem
and define as follows Given the same oracles as in d-hCollisionHashing, output (y,r,m) such that, y e
TwoToOne(G) and r- (x§ @ x{') ® H(xj,h(y)) ® H(x{,h(y)) = m, where x] and x{ are the pre-images of y
under Gy and G; respectively. We call such a (y,r,m) a “valid equation”.

From Lemma 86 it is clear that d-hCollisionHashing € QNC?DP(Pl). The main result of this section is the
following.

Lemma 99. Fiz any function d < poly. Relative to a random oracle, d-hCollisionHashing ¢ BPPWCa,

66Obtained by setting C := ¢/4 where ¢ is as in Claim 84 with |A] = 24*1 and |B| = 2% in the limit A — co; the 1/4 factor relates
the Go,G1 based construction to the g based construction. One can treat Go,G1 as special cases of g with the first input bit 0
or 1.
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11.2 Consequences

Before we get into the proof of Lemma 99, we concisely state its consequences.

Theorem 100. Fix any function d < poly. Then, relative to a random oracle, it holds that QNC?QP(PI) ¢

BPPNCa,

Note that d-hCollisionHashing satisfies offline soundness because CollisionHashing satisfies offline sound-
ness. Therefore, using d-Ser[d-hCollisionHashing] and Lemma 95, we conclude the following.

BPP
Theorem 101. Fizx any function d < poly. Then, relative to a random oracle, it holds that BPPNCom ¢
QNCEPP U BPPNCa,

The rest of this section is dedicated to proving Lemma 99. Since our proof makes use of the compressed
oracle technique, we start by introducing it below.

11.3 The compressed oracle technique
11.3.1 An informal overview

In this subsection, we give an informal exposition of Zhandry’s compressed oracle technique. This subsection
is taken almost verbatim from [CGV22]. A reader who is familiar with the technique should feel free to skip
this subsection.

Let H : {0,1}" - {0,1} be a fixed function. For simplicity, in this overview we restrict ourselves to
considering boolean functions (since this is also the relevant case for our scheme).

While classically it is always possible to record the queries of the algorithm, in a way that is undetectable
to the algorithm itself, this is not possible in general in the quantum case. The issue arises because the
quantum algorithm can query in superposition. We illustrate this with an example.

Consider an algorithm that prepares the state %ﬂxo) +1]x1)) ly), and then makes an oracle query to H.

The state after the query is

%|xo>|yeaﬂ<xo>> + %

Suppose we additionally “record” the query made, i.e. we copy the queried input into a third register. Then
the state becomes:

1) [y ® H(xp)) (22)

%|xo>|y®H(xo))|xo)+ %|x1>|yeﬂ<xl>>|x1> (23)

Now, suppose that H(xg) = H(x1), then it is easy to see that, in the case where we didn’t record queries,
the state of the first register after the query is exactly %ﬂxo) +|x1)). On the other hand, if we recorded the
query, then the third register is now entangled with the first, and as a result the state of the first register
is no longer %ﬂxo) +]x1)) (it is instead a mixed state). Thus, recording queries is not possible in general
without disturbing the state of the oracle algorithm.

Does this mean that all hope of recording queries is lost in the quantum setting? It turns out, surprisingly,
that there is a way to record queries when H is a uniformly random oracle.

When thinking of an algorithm that queries a uniformly random oracle, it is useful to purify the quantum
state of the algorithm via an oracle register (which keeps track of the function that is being queried). An
oracle query is then a unitary that acts in the following way on a standard basis element of the query register
(where we omit writing normalizing constants):

) [y) 20 1H) = 3 lx) [y @ H(x)) |H) .
H H

It is well known that, up to applying a Hadamard gate on the y register before and after a query, this oracle
is equivalent to a “phase oracle”, which acts in the following way:

e} [y) - 1H) = 3 (1) [x) y) |H) (24)
H H

Now, to get a better sense of what is happening with each query, let’s be more concrete about how we
represent H using the qubits in the oracle register.
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A natural way to represent H is to use 2" qubits, with each qubit representing the output of the oracle
at one input, where we take the inputs to be ordered lexicographically. In other words, if |[H) = |t), where
t €{0,1}2", then this means that H(x;) = t;, where x; is the i-th n-bit string in lexicographic order. Using this
representation, notice that

1 ®2"
—— SH) = |+
T T = 14)
Now, notice that we can write the RHS of Equation (24) as

e} [y) S (-1) ) ) |
H

i.e. we can equivalently think of the phase in a phase oracle query as being applied to the oracle register.
Thus, when a phase oracle query is made on a standard basis vector of the query register |x) [y}, all that

happens is
YH) = Y (-1 |H)
H H

Notice that, using the representation for H that we chose above, the latter transformation is:

e When y =0,
|+>®2 s |+>®2 )

e When y=1,

)% o ) e [y 2 )y o 1)

where i is such that x is the i-th string in lexicographic order.

In words, the query does not have any effect when y = 0, and the query flips the appropriate |+) to a |-) when
y = 1. Then, when we query on a general state Y, , axy |x) |y), the state after the query can be written as:

Z Oxy lx) [y) |ny) >

XY

where Dy, is the all |+) state, except for a |-) corresponding to x if y = 1.

The crucial observation now is that all of these branches are orthogonal, and thus it makes sense to talk
about “the branch on which a particular query was made”: the state of the oracle register reveals exactly the
query that has been made on that branch. More generally, after g queries, the state will be in a superposition
of branches on which at most g of the |[+)’s have been flipped to |-)’s. These locations correspond exactly to
the queries that have been made.

Moreover, the good news is that there is a way to keep track of the recorded queries efficiently: one does
not need to store all of the (exponentially many) |+)’s, but it suffices to keep track only of the locations that
have flipped to |-) (which is at most q). If we know that the oracle algorithm makes at most g queries, then
we need merely n-q qubits to store the points that have been queried. We will refer to the set of queried
points as the database. Formally, there is a well-defined isometry that maps a state on 2" qubits where q of
them are in the |-) state, and the rest are |[+), to a state on n-q qubits, which stores the q points corresponding
to the |-)’s in lexicographic order.

Let D denote an empty database of queried points. Then a query to a uniformly random oracle can be
thought of as acting in the following way:

{|x> [y)ID) = [x) |y} D), if y =0
) [y} [D) = x) [y) DU {x}), if y=1.

Such an implementation a uniformly random oracle is referred to as a compressed phase oracle simulation
[Zhal9]. Formally, the fact that the original and the compressed oracle simulations are identical from the
point of view of the oracle algorithm (which does not have access to the oracle register) is because at any
point in the execution of the algorithm, the states in the two simulations are both purifications of the same
mixed state on the algorithm’s registers.

We point out that there are two properties of a uniformly random oracle that make a compressed oracle
simulation possible:
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e The query outputs at each point are independently distributed, which means that the state of the oracle
register is always a product state across all of the 2" qubits.

e Each query output is uniformly distributed. This is important because in general « [0)+5]1) L «|0)-5]1)
unless |a| = |f].

Notice that the above compressed oracle simulation does not explicitly keep track of the value of the
function at the queried points (i.e. a database is just a set of queried points). In the following slight variation
on the compressed oracle simulation, also from [Zhal9], a database is instead a set of pairs (x, w) representing
a queried point and the value of the function at that point. This variation will be more useful for our analysis.

Here D is a database of pairs (x,v), which is initially empty. A query acts as follows on a standard basis
element |x)|y) |D):

e If y =0, do nothing.
e If y =1, check if D contains a pair of the form (x,v) for some v.

— If it does not, add (x,
— If it does, apply the unitary that removes (x,

—)) to the database, where by this we formally mean: D » ¥, (-1)?|D u (x,0))
-}) from the database.

One way to understand this compressed simulation is that our database representation only keeps track of
pairs (x,|-)) (corresponding to the queried points), and it does not keep track of the other unqueried points,
which in a fully explicit simulation would correspond to |+)’s. One can think of the outputs at the unqueried
points as being “compressed” in this succinct representation.

It is easy to see that the map above can be extended to a well-defined unitary. In the rest of this overview,
we will take this to be our compressed phase oracle. For an oracle algorithm A, we will denote by A“™ the
algorithm A run with a compressed phase oracle.

11.3.2 A formal introduction

In this subsection, we formally introduce Zhandry’s technique for recording queries [Zhal9]. This section
is loosely based on the explanation in [Zhal9]. For a more informal treatment, which carries most of the
essence, we suggest starting from the previous section.

Standard and Phase Oracles The quantum random oracle, which is the quantum analogue of the classical
random oracle, is typically presented in one of two variations: as a standard or as a phase oracle.

The standard oracle is a unitary acting on three registers: an n-qubit register representing the input to
the function, an m-qubit register for writing the response, and an m2" qubit register representing the truth
table of the queried function H : {0,1}" — {0,1}"™. The algorithm that queries the standard oracle has access
to the first two registers, while the third register, the oracle’s state, is hidden from the algorithm except by
making queries. The standard oracle unitary acts in the following way on standard basis states:

) ly) [H) = |x) [y @ H(x)) [H) .

For a uniformly random oracle, the oracle register is initialized in the uniform superposition ﬁ > lH).

This initialization is of course equivalent to having the oracle register be in a completely mixed state (i.e. a
uniformly chosen H). This equivalence can be seen by just tracing out the oracle register. We denote the
standard (uniformly random) oracle unitary by StO. Moreover, for an oracle algorithm A, we will denote by
ASO the algorithm A interacting with the standard oracle, implemented as above.

The phase oracle formally gives a different interface to the algorithm making the queries, but is equivalent
to the standard oracle up to Hadamard gates. It again acts on three registers: an n-qubit register for the
input, an m-qubit “phase” register, and an m2"-qubit oracle register. It acts in the following way on standard
basis states:

) s [H) = (=1)" OV [x) |s) |H) .

For a uniformly random oracle, the oracle register is again initialized in the uniform superposition. One
can easily see that the standard and phase oracles are equivalent up to applying a Hadamard gate on the
phase register before and after a query. We denote the phase oracle unitary by PhO. Moreover, for an oracle
algorithm A, we will denote by AP"© the algorithm A interacting with the phase oracle.
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Compressed oracle The compressed oracle technique, introduced by Zhandry [Zhal9], is an equivalent
way of implementing a quantum random oracle which (i) is efficiently implementable, and (ii) keeps track of
the queried inputs in a meaningful way. This paragraph is loosely based on the explanation in [Zhal9].

In a compressed oracle, the oracle register does not represent the full truth table of the queried function.
Instead, it represents a database of queried inputs, and the values at those inputs. More precisely, if we have
an upper bound t on the number of queries, a database D is represented as an element of the set S' where
S=({0,1}"u{1}) x{0,1}™. Each value in S is a pair (x,y): if x #1, then the pair means that the value of the
function at x is y, which we denote by D(x) = y; and if x =1, then the pair is not currently used, which we
denote by D(x) =1. Concretely, let [ < ¢. Then, for x; < x2 <...<x; and y1,...,y;, the database representing
D(x;) = y; for i € [1], with the other t — I points unspecified, is represented as

(G, (2, 2), o, G ), (4,07), ., (1,0™))

where the number of (1,0™) pairs is £ —I. We emphasise that in this database representation, the pairs are
always ordered lexicographically according to the input value, and the (1,0™) pairs are always at the end.

In order to define precisely the action of a compressed oracle query, we need to introduce some additional
notation. Let |D| denote the number of pairs (x,y) in database D with x #1. Let ¢ be an upper bound on
the number of queries. Then, for a database D with |D| < t and D(x) =1, we write D U (x,y) to denote the
new database obtained by deleting one of the (L,0™) pairs, and by adding the pair (x,y) to D, inserted at
the appropriate location (to respect the lexicographic ordering of the input values).

We also define a “decompression” procedure. For x € {0,1}", Decomp, is a unitary operation on the
database register. If D(x) =1, it adds a uniform superposition over all pairs (x,y) (i.e. it “uncompressed” at
x). Otherwise, if D is specified at x, and the corresponding y register is in a uniform superposition, Decomp
removes x and the uniform superposition from D. If D is specified at x, and the corresponding y register is
in a state orthogonal to the uniform superposition, then Decomp acts as the identity. More precisely,

e For D such that D(x) =1 and |D| < t,
ID) — IDu (x,))
Decomp,. |D) = > DU (x,y)) -
Px \/om 7 y

e For D such that D(x) =1 and D = ¢,
Decomp, |D) = [D) .

e For D such that D(x) #1 and |D| <,

1 2 ~ ﬁz (-1)*¥|Du (x,y)) if z+0
Decomp, (\/Q_m Zy:(—l) YIDu (x,y))) = {|D) iny: 0 (25)

Note that we have specified the action of Decomp, on an orthonormal basis of the database register (with
a bound of t on the size of the database). Moreover, it is straightforward to verify that Decomp, maps this
orthonormal basis to another orthonormal basis, and is thus a well-defined unitary. Furthermore, observe
that applying Decomp_ twice gives the identity. Let Decomp be the related unitary acting on all the registers
x,y,D which acts as

Decomp |x,y) ® |D) =

x,y) ® Decomp, |D) .

So far, we have considered a fixed upper bound on the number of queries. However, one of the advantages
of the compressed oracle technique is that an upper bound on the number of queries does not need to be
known in advance. To handle a number of queries that is not fixed, we defined the procedure Increase which
simply increases the upper bound on the size of the database by initialising a new register in the state |(1,0")),
and appending it to the end. Formally, Increase |x,y) ® |D) = |x,y) ® |D)|(L,0™)).

Now, define the unitaries CStO’ and CPhO’ acting as

Csto’
CPhO’

xy)@|D) =[x,y ® D(x)) ® D)
x,y) @ D) = (-1)""™ |x,y) ® D) (26)
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Finally, we define the compressed standard and phase oracles CStO and CPhO as:

CStO = Decomp o CStO’ o Decomp o Increase
CPhO = Decomp o CPhO’ o Decomp o Increase (27)

For an oracle algorithm A, we denote by AStO (resp. ACPhO), the algorithm A run with the compressed
standard (resp. phase) oracle, implemented as described above. The following lemma establishes that regular
and compressed oracles are equivalent.

Lemma 102 ([Zhal9]). For any oracle algorithm A, and any input state |), Pr[ASO(|y)) = 1] =
Pr[ASSO(|y)) = 1]. Similarly, for any oracle algorithm B, Pr[B™O(|y)) = 1] = Pr[BP"O(Jy)) = 1].

In the rest of the section, we choose to work with phase oracles and compressed phase oracles. Moreover,
to use a more suggestive name, we will denote the compressed phase oracle CPhO by comp.

11.4 d-hCollisionHashing ¢ BPPQNCa

Theorem 103. Let d < poly. Then, any CQq algorithm solves d-hCollisionHashing with probability at most
1/(1+ %) +negl, for some negligible function negl where C = 1/(2(e? - 1)).

The following lemma captures the intuition that the quantum part of a CQq algorithm does not have
sufficient depth to evaluate h = Hy o --- o Hy on its own. We show that, without loss of generality, we can
restrict our analysis to potentially unbounded hybrid classical-quantum algorithms where queries to Gg, G1, H
and Hy are polynomially bounded, and moreover the quantum part of the algorithm does not have access to
Hy at all. To help state this reduction formally, we denote a potentially unbounded hybrid classical-quantum
algorithm by CQo,. In other words, a CQo, algorithm has the same structure as a CQq algorithm except that
its classical and quantum parts are computationally unbounded (but they may be query bounded). Then,
for d < poly, we denote by Wy be the set of algorithms B € CQo, for d-hCollisionHashing that satisfy the
following properties:

1. B only makes polynomially many queries to Go, G1, H, and a (potentially) unbounded number of queries
to H0a~--,Hd—1-

2. The quantum part of B does not have access to Hy.
3. The classical part of B only makes polynomially many queries to Hy.

Lemma 104. Let d < poly. Suppose A is a CQq algorithm that solves d-hCollisionHashing with probability
p. Then, there exists a negligible function negl and an algorithm B € Wy that solves the same problem with
probability at least p — negl.

Proof sketch. Following an argument similar to that in the proof of Lemma 74 (on Hy...H; which when
composed yield k), one can show that a circuit in Figure 9a behaves like the circuit in Figure 9c, i.e. their
trace distance is negligible. By inspection, it follows that Figure 9c can be simulated by circuit B above.
Therefore if A succeeds with p at any task, B succeeds at the same task with probability at least p — negl().

m]

From now on, without loss of generality, we restrict to considering algorithms for d-hCollisionHashing that
are in W,;. We will show that no such algorithm can solve d-hCollisionHashing with probability greater than
1/(1+%) + negl.

It may be surprising that a seemingly strong class of algorithms W, cannot solve d-hCollisionHashing with
probability close to 1. Indeed, the crucial resource that is missing from algorithms in W; is that they are
unable to maintain coherence while making new queries to Hy. This is because, by definition, H; can only
be queried by the classical part.

From here on, we fix a d < poly, and we simply refer to d-hCollisionHashing as Problem, and to the single-
copy version as subProblem. The first step in our proof is to reduce the analysis of algorithms for Problem to
algorithms for subProblem.

Lemma 105. Suppose there exists an algorithm B € Wy that solves Problem with probability non-negligibly
greater than 1/(1+ %) Then, there exists an algorithm A = {A;} ren € Wy for subProblem, and a non-negligible
function non-negl such that, for all A,
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e Pr[A) outputs y s.t. y € TwoToOne(Gy, G1)] > non-negl(1), and

e Pr[A; wins |y € TwoToOne(Gy,G1)] > 5 + non-negl(1),

1
2
where “A, wins” is shorthand for “A, outputs a valid equation”.

Proof. Let B = {B)} ey be a Wy algorithm that solves Problem with probability non-negligibly greater than
%. Suppose for a contradiction that the lemma does not hold. This implies that, for all W; algorithms
A ={A,}en for subProblem, there exists a negligible function negl such that, for all A,

e Pr[A, outputs y s.t. y € TwoToOne(Gy,G1)] < negl(1), or

e Pr[A, wins |y € TwoToOne(Gp, G1)] < 5 + negl(1).

1
2
Let B' = {B}} e be the algorithm for subProblem that runs algorithm B and returns the i-th answer of B

as output. Since B is a Wy algorithm, the hypothesis above implies that there exists a negligible function
negl; such that, for all 4,

e Pr[B} outputs y s.t. y € TwoToOne(Go,G1)] < negl;(1), or
e Pr[B} wins |y € TwoToOne(Go, G1)] < & + negl,(4).
Let negl = max; negl,. This is still a negligible function. Then, we have that, for all i € [1],

(i) piy:=Pr[B} outputs y s.t. y € TwoToOne(Go, G1)] < negl(4), or

(i) gia :=Pr[B} wins |y € TwoToOne(Go, G1)] < 5 + negl(2).
Let Jy = {i: piy <negl(1)}, and let J := [A] \ Jj.
For brevity, denote by y = y1,...,y,, and similarly for r,m. It follows from the above and a union bound
that, for all A,
Pr[3ie J) s.t. y; € TwoToOne(Gy,Gy) : (y,1,m) < B3] < negl’(1), (28)

where negl’(1) = 1 - negl(1). We can rewrite the latter as

Pr[ZnJ, #+ @] < negl'(1). (29)

Using the same notation as in the description of Problem, we have

Pr[B wins] < Pr [|Iwin| > % -|1Z] ], (30)
since the event “B wins” is a subset of the event “[Zyin| > 2 -|Z|”. Now, we have
Pr [|Iwin| > Z : |I|] =Pr[TnJ, = 2] Pr [|Iwin| > g 1] ‘Im Ty = @]
+Pr[Zn T3 # 2] Pr|[Zuinl 2 ;|I|‘Im\7,1 + o]
<Pr[InJ; =] Pr [|Iwin| > Z |7 ‘In Ty = @] + negl’ (1)
=Pi[ZnJ; =] Pr [|IWin AR % NVasA ‘Im Ty = @] +negl’(1). (31)

where the first inequality is implied by Equation (29), and the final equality is because, conditioned on

In jA =9, we have that Iwin :Iwin N j/h and Z=7n j)t-
Finally, notice that

_ 3 _
Pr{Z N J; = 2] Pr[|Zun 0 T3] 2 Z~|Iﬂj,1||zﬂj,1:®:|
_ 3 _
=Pr [[Tuin 1 T3] > SZndl and Ing, - o]

_ 3 _
SPr[|IW,»nmJ,1| > Z-|Iru7A|] (32)
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Combining Equation (30), Equation (31), and Equation (32) gives
Pr{B wins] < Pr [Ty 0 73] > % AT ]+ negl (). (33)
Now, notice first that,
Pr[[Zn T2 cx] >P [|Imj,1| >3 and Tn g, - o]
=Pr [I|> SCland InJ, =0

>Pr [ - ]— negl’ (1)
> Pr[B 1ns] -negl’ (1), (34)

where the second inequality follows from Equation (29). This implies that
E[|Z 73] > Pr[B wins] - an —negl'(2). (35)

Next, we proceed to upper bound Pr [|Iwin VAR E |Imjl|]. Together with Equation (33), this will yield
a contradiction. -
Notice that, by (i) and (ii), for all i € 7y,

. 1
Pr[Bj wins |y; € TwoToOne(Gy, G1)] < = + negl(4). (36)

[\]

Now, for i € J;, define E; to be the random variable such that:

E - 1if Bﬁ wins and y; € TwoToOne(Gy, Gy)
! 0 otherwise

Define F; to be the random variable such that:

1 if y; € TwoToOne(Gy, G1)
F; = .
0 otherwise

Let E := %Zie(ﬁ E;, and F := %Ziej,l F;. Note that E = |Zyin 0 J3|/A, and F = |Z n J;|/A Then,

E] = Z E[Ez]
ieJy
= " Pr[Bj wins and y; € TwoToOne(Go, G1)]
ieJ)
= Y Pr[Bj wins |y; € TwoToOne(Gy, G1)] - Pr[y; € TwoToOne(Go, G1)]
i€j/\

< ( +negl(1)) - > Pr[y; e TwoToOne(Go, G1)]
ieJy

= (% +negl(1)) - Z E[F]

ieJy
- (5 +negl(2)) -BLF]. (39)

We make use of the following:
Claim 106. Let E and F be random variables taking values in [0,1]. Let y € [0,1].

E(E)
Pr[EZy-F]S1—E(F)(1—Y.E(F))
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Proof. The proof is straightforward and follows from some averaging arguments. It is included in the Ap-
pendix for completeness. O

We invoke the claim with E and F defined earlier, and y = % In our case, by Equation (35),
. 3 ’
E(F) > Pr[B wins] - ZC - negl’ (1),
and, by Equation (39),

E(E) _1
E(F) ~ 2

+negl(4).
Then, by Claim 106, we have

Pr[B wins] - C

Pr[E2§F]Sl—
4 3

- negl” (1), (40)
for some negligible function negl”. Combining Equation (40) with Equation (33), and recalling the Definition
of E and F, we have

Pr[B wins] - C

Pr[B wins] - negl(1) <1 - 3

-negl” (1),

which implies
C
Pr[B wins] < 1/(1+ g) +negl”’ (1),

I/Il

for some negligible function negl™. This is a contradiction.

O

Lemma 107. Let A= {A;}ren € Wy be an algorithm for subProblem. Suppose there exists a function € such
that, for all A,

e Pr[A) outputs y s.t. y € TwoToOne(Gy, G1)] > (1), and
e Pr[A; wins |y € TwoToOne(Go,G1)] > £ +¢(A).

Then, there exists a (potentially unbounded) oracle algorithm that makes polynomially many queries to Go, Gy

and outputs a collision with probability at least [%J(S)
q

made by A.

, where q is the total number of queries to Gy, G1,H, Hy

Recall that q is polynomially bounded, so this quantity is non-negligible when ¢ is non-negligible. Lemma
104, Lemma 105, and Lemma 107 together clearly imply Theorem 103. The rest of the section is dedicated
to proving Lemma 107.

Algorithm 1 below is the algorithm that extracts a collision. We introduce some notation before describing
it. Recall that A alternates classical and quantum circuits. Without loss of generality, we can take A, to be
a quantum circuit that applies the unitary:

(C NOT(work,query)—>rec (UQOGOH)L (UCOGOHOHd )L )N >
where:

e Uc is a “classical” unitary that is diagonal in the standard basis, and acts on registers work, query. We
assume that Uc also includes (a potentially unbounded number of) queries to oracles H,...,Hy_1.

e Up is a unitary acting on registers work, query. We again assume that Up includes (a potentially
unbounded number of) quantum queries to oracles H,...,Hy_1.

e N is the total number of quantum circuits. L and L’ are respectively the number of oracles calls in each
classical and quantum part.

® CNOT (york query)—rec 18 @ CNOT gate that “measures” all of the registers after each QNC execution by
copying them in another register rec.
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Note that we are assuming, without loss of generality, that the BPP and QNC parts share the same registers,
but all registers are measured after each QNC call.
Finally, for y in the range of Go, Gy, and co,c; € {0,1}, denote by A¥*“" the algorithm that is identical to

A, except for the following modification: replace oracle queries OF with OI; co.c; defined as follows:
(-1)7H@) [x, w) |z}, if Go(x),G1(x) £y
H ' .
Oycoer P Wh[z) =1 (1) [x, w) [z), if Go(x) =y

(=1)% |x,w) |z), if Go(x) +y and G1(x) =y

where OI;C o.c, 18 implemented “in place”, by querying Gy, G1(x), computing in an auxiliary register which of the
three cases one is in, applying a controlled unitary based on the value of the control register, and uncomputing
everything except the controlled unitary (which returns the auxiliary register to zero). Crucially, O can

Y,€o,C1
be computed at the cost of one query to Gy and Gj.

Algorithm 1 (Extract a collision).

Input: a security parameter 1*

Oracle access to: Gy, Gy : {0,1}"A) - {0,1}"(D)

Run a simulation of the following algorithm, where oracle calls to H are simulated via a compressed oracle
stmulation, and calls to Hy, . .., Hy are simulated inefficiently (by sampling these functions uniformly at random
and using a truth table to answer queries). Calls to Gy, G1 are made directly to the oracles Gy, G .

(i) Pick i<« [N-L] (where notice that the latter is the total number of oracle calls that Ay makes to h). Let
N;, L; be such that i=N;-L+L;, with 0<L; <N.

(i) Run A, up until just before the i-th query to Hy, i.e. apply the unitary

’ N;
(UcOCSOH QHa)Li=1 4 (CNOTout,,ec(UQOGOH ) (UcoGoHoHd)L) .

Then, measure registers work and query, and let adv be the outcome. Moreover, let z be the i-th query
to Hy. Let hij .. denote the set h' . = h"'(Hy(z)) (this set can be computed inefficiently by querying
Hy,...,Hy_1 everywhere).

(iii) Pick § < hiy,,,. Pick co,c1,c,cy < {0,1}, and j, j' < [(N=N;)-(L+L") - L;] (where notice that the latter
is the total number of remaining oracle calls to H that the partial run of A, in step (i) did not perform,).
Let V; and Vj', be unitaries corresponding to the continuation of the execution of A from where it stopped
in step (ii), for respectively j and j' additional queries to H, where we additionally replace oracle calls
O with oracle calls OgCD e, and OI;C, o Jor Vi and Vj', respectively (we describe these formally after the

[ °F0°71

description of the algorithm).

(iv) Initialize new registers work’ and query’ in the state |adv). Run®’

(V;® Vj',)( |ado) ® |ado)

work,query work’,query’ )

(vi) Measure the query registers of H in query and query’ and output a collision if one is found.

To avoid any confusion, we give a formal definition of V; and Vj',. Let Nj,L; be such that j = N;-(L+L")+L;,
where 0 <Lj <L+ L’. Let CNOT_,ec be short for CNOT (work,query)—srec: Define

’ N;
Vj;:wjo((UcoGo’? OH)LmLENOT, 1o (UpO° O, . ) (U0 0 oHd)Hi“) ",

Y,€o,C1 Y,€o,C1 Y,Co,C1
where
(Uco®0Y, oML if L <L—Li+1
W = { (Ug0°0Y, .. )Lf—(L—Lﬁ’l)(UcoGogCO,q OHa)L=Li+l if 1 _ L,-, +1<Lj<L-Li+1+L (41)
(Uc0°0, . Ofa)lim (Lt DENOT o (UgO®0H . )E (U090, . OMa)i=Litt otherwise

V), is defined analogously (with co, 1 replaced by cj,cq).

67Note that, while the oracle queries in the “left” and “right” unitaries act on distinct registers query and query’, one can
equivalently replace this unitary with one in which there is a single shared query register, by having one algorithm swap the
contents of a local register into the shared query register, query the oracle, and swap out the contents back into the local register.
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11.4.1 A technical lemma

Let A be an oracle algorithm making g queries to a uniformly random function H : {0,1}" - {0,1}. Denote
by work and query the registers of A, where the former is a work register and the latter a query register to H.

Suppose one runs a compressed oracle simulation of A on some initial state |¢). We prove an intuitive
lemma that directly relates the probability of the final database register containing a particular query x* to
the probability of finding the register query in the state x*, if this were to be measured before a uniformly
selected query. A bit more precisely, we show that if the final compressed oracle state has weight A on
databases containing a particular query x*, then if one were to run A and measure register query before one
of the g queries, selected uniformly at random, the measurement outcome would be x* with probability at
least A/q. In fact, we show an even more general statement that will be useful in our proof, which lower
bounds the probability that measuring a uniformly random query yields x*, and that decompressing the
database everywhere yields a particular H.

We denote by Decomp the unitary that decompresses the database at every point. Formally, Decomp
applies StdDecompy for every x. For a set S ¢ {0,1}", denote by F({0,1}"~5,{0,1}) the set of functions from
{0,1}"\ S to {0,1}. For H e F({0,1}"~ S,{0,1}), let I, acting on the (decompressed) database register, be
the projector onto functions H that are consistent with H outside of S. Formally,

Og= Y [y,
H’H|{0,1}"\5:H

where here we are implicitly identifying databases with the functions they specify.

For convenience, we will abuse notation slightly and write D 3 x to mean that D contains a pair (x, w) for
some w. Moreover, for x € {0,1}, let IIpsy, acting on the compressed database register D, be the projector
onto databases containing x, i.e.

Mpsx = 37 D) (D)
D>sx

Without loss of generality, we let A be the algorithm that applies the unitary (UO)? followed by a
measurement of an output register, where U acts on work, query and O represents the oracle call, which
we think of as acting on query, and an “oracle register” O containing the description of H. When running
a compressed oracle simulation of A, the unitary O is replaced by the compressed oracle call O™, where
Decomp o O°°™P = O o Decomp.

Denote by X the domain of H. In what follows, we use the following notation. For D ¢ X, we let

Dy:= > (-1D)™[{(x,wx):x€D)

wy€{0,1}:xeD

Denote by Scomp the set of all (normalized) states of the form:

Z Ozx,.e,D |z>work |X, e)query |D>O . (42)

z,x,e,D
These are states that can be reached by running a compressed oracle simulation.

Lemma 108. Let x* € {0,1}". Let S ¢ {0,1}" be such that x* € S. Let H € F({0,1}" ~ 5,{0,1}). Let
|\Ij0> € Scomp' Let |\ijinal> = (UO“’mp) |\Ij()>. Let

2

5

Ag s g = |[TgDecomp sy« [¥o) |
and let
A final e i = |[TgDecomp psys [¥rinar) 1.
Then,
Eiqo,..q-1} ™) (™| (UO)IHﬁDecomP [¥o) H2 2 ;(Afinal,x*ﬂ - Ao,x*,ﬁ)-

The special case where S = {0,1}" gives the following corollary.
Corollary 109. Let x* € {0,1}". Let [¥o) € Scomp- Let [¥inar) = (UO©™) [¥y). Let

2

s

Ay = ”HDax* |\P0> |
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and let
Afinal,x* = ”HDBX* |\Pfinal> ”2 :

Then,

.....

Proof of Lemma 108. For the rest of the section, we write E; as short for By 4-1). Using the fact that

I1; commutes with both (UO)! and |x*) (x|, that Decomp o O°™ = O o Decomp, and that |x*) (x*| commutes
with Decomp, we have that

E;| |x*) (x*| (U0) Tl Decomp %) |
=Ey|| |x*) {x*|1;Decomp(UO™™)! ¥y | *
=E;|TlzDecomp [x*) (x*| (UO™)' |¥y) | * (43)

We can write the state (UO®™)! |¥y) as

1 l
(Uocomp) |‘{’0) = Z az,x,e,D |Z>work x’e>query |D) . (44)
z,x,e
D:|D|<l
for some ai,x’e, - For brevity, we will denote by D! a database with at most [ pairs.

Then, by Equation (43), we have

B [x*) (x*| (UO) T Decomp|¥p) |

_ . 1
_EIHHHDecomp Z A, ox oDl

z,e,D!

zx",e)|D') H2 (45)

Now, notice that, for any D # x* and D’ 5> x*, we have IIzDecomp D) L IIzDecomp |D’). This is because we

can write
Decomp D) = @ [-),® @ [+), = [+),+ ® @ [-),® & [+),,
xeD x¢eD XED* x¢D
XFX x#x*
and
Decomp|D’) = ® |_>x ® ® |+>x = |_)x* ® ® |_>x ® ® |+>X >
xeD’ x¢D’ xeD’ x¢D’
x#x* x#Ex

where x denotes the sub-register of the decompressed database register corresponding to the value of the

oracle at x. Finally, notice that I1; acts as the identity on register x*, since H € F({0,1}" x S,{0,1}) and

x* €S. Thus, IIzDecomp |D) and ITzDecomp D) are orthogonal, since they are orthogonal on register x*.
Then, we have

yx,e) D) |

Equation (45) = ]EIHHﬁDecomp > aix* oDl
z.e,
D'sx*

z,x*,e=0)|D") H2

1
+E HHHDecomp Z A, ot e=0.D!

z,
D'#x*

zx%,e=1)|D") H2

+ ElHHgDecomp Z ai,x*,ezl,Dl
z,
D'#x*
2
> EIHHgDecomp > ai,x*!e:LD, |z,x*,e = 1) |D') H (46)

z,
Dl3x*

where the first equality is due to the fact that components with D # x* and with D 3 x* are orthogonal, and,
of course, components with e =0 and with e = 1 are also orthogonal.
We will prove the following lemma.
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Lemma 110.

]E1HHﬁDecomp Z o
z

z,x*,e=1,D!

2 1
* 1
2xtie =)D |2 (A i = o) (47)
D'#x*

Combining Equation (45), Equation (46), and Lemma (110) immediately yields Lemma 108.
Thus, to conclude the proof of Lemma 108, we are left with proving Lemma 110.

Proof. Notice, via a telescopic sum, that

{O’ -4 } H H Omp al,)(,e”l 1 | > ’e) |D 1> H

Dl+19x>e

2

- HHﬁDecomp Z aix’e’Dl |z,x,e)|Dl) H ]
z,x,e,
Dlsx*

1 2
> (HH;IDecomp > al ,lzxe)|D) H
q zxe

Dax*

2xe) o))

0
- HHFIDecomp Z Oy xeD
z,X,e,

Dax™
1
= a(Afinal,x*,I:I - AO,x’*,ﬁ) . (48)
For convenience, we will denote the quantities inside the square brackets on the LHS of Equation (48) as
Xl+1 and Xl~
Then,

2
X1 ::HHﬁDecomp Z ot D1 |z %, €) |Dl+1) H
z,x,e,

z,X,e,
Dl+19x*
_ -1 5 I+1
_H(U ® IIzDecomp) > A, pi

zx.e,
D lax*

; 2
z,x,e)|D +1) ”

=|mzDecompo 0| 3 al g pile e =0)ID')

D'sx*
) 1
+ Z az,x,e:l,Dl z,x, €= 1> |D )
zZxEx" W,
Dlsx*
) * 1 2
+ Z az,x*,e:l,D’ zZ,Xx ,e= ]‘)|D> H (49)
z

D'#x*

where the last equality follows from the definition of the compressed oracle call 0™ and the o' coefficients.
In words, the three terms in the last expression correspond to the three ways in which a database containing
x* after the (I + 1)-th query can originate.

Using the fact that Decomp o O™ = O o Decomp, and that IT5; commutes with O (since IIj; is diagonal in
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the control basis of O), we have

Equation(49) :HO o (I1zDecomp) l > ai,x’e:O’D, zx,e=0)|D')
zZ,X,

Dlax*

l 1
+ Z az,x,e=1,Dl |Z, x,e= 1) |D )

yx£x ", w,
Dlax*

2
+ Z ai,x*,e:l,Dl Z’x*’e:1>|Dl) H
z

Dl;;x*
:HHﬁDecomp Z ai’x’e:O’Dl z,x,e =0) |Dl)
zZ,X,
Dlax*
1 1
+ Z az,x,e:l,Dl z,x,e= 1) |D >
zx#Ex ",
Dlsx*

zx%,e=1)|D}) H2

1
+ Z az,x*,e:l,Dl
Y,w,

D'3x*

2
:HHgDecomp sz: ai,x,eZO)D, z x,e = 0)|D") H
Disx*

+(IIzDecomp a zx,e=1)[D') ’
Z*

z,x,e=1,D!
ZXEX",
Dlax*
2
+HHgDecomp > ai,x*,e:l,Dl |z,x*,e = 1)|D") ’ , (50)
z,
Dl#x*
where the last equality is because the three terms in the sum are orthogonal.
Now,
2
X; ::HHgDecomp > ai)x’e’D, z,x,e)|D!) H
z,x,e,
D'sx*
2
1 1
:”HHDecomp > Ay emo.pt 1%:%,€=0) D) ”
z,X,
D'sx*
2
+HHﬁDecomp > ai}xx:l’Dl zx,e=1)|D') H
zxEX",
Dlsx*
2
+H1’I}~IDecomp Z a/ixhe:l,D, z,x",e=1) |Dl) H (51)
z,Dlsx*
Equations Equation (50) and Equation (51) imply
2
”HgDecomp > a;,x*,e=1,Dl |z,x*,e = 1) |D') ” (52)
z,Dlgx*
> xH X! (53)
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Thus, we have

2
]EIHHIqDecomp Z a;’x*’ezl’D, z,x",e=1) |Dl) H (54)
z
Dl¢x*
> B[ X" - x1] (55)
1
§ a(Afinal,x*,ﬁ - Ao,x*,ﬁ) : (56)

where the last line is from Equation (48). This concludes the proof of Lemma 110, and thus the proof of
Lemma 108.
O

O

11.4.2 The structure of strategies that produce valid equations

In this section, we prove properties about the structure of strategies that succeed at subProblem. We will
later leverage these properties to argue that any algorithm in W, (where recall that W, was defined before
Lemma 104) that succeeds at subProblem with non-negligible advantage implies there exists an efficient an
algorithm to extract collisions of Gy, G;. We emphasize that all of the results in this subsection hold for any
algorithm that makes a polynomially-bounded number of queries to Gy, Gy and H. Only later in Subsection
11.4.3, we will make use of the additional structure of algorithms in Wj.

Let H:{0,1}" - {0,1} be a uniformly random oracle. Let Scomp be the set of compressed oracle states on
registers Y, D, M, AUX, O, where Y, D, M correspond to outputs y,d, m5® for subProblem, AUX includes auxiliary
registers, input registers, and query registers, and O is the compressed database register for H. Formally,
Scomp is defined as in Equation (42), except with a different naming of the registers.

Fix oracles Go, Gy, h for subProblem. Let y € TwoToOne(Go, G1). For b e {0,1}, we denote X} := (x;, h(y)).

Let Il,,jiq, acting on decompressed databases, be the projector onto valid equations, i.e.

Myaid := > ly.d,m) (y.d, m| ® |D) (D] .
y,d,m,D:
m=d-(x}®&x!)®D(z])®D(%})

We invoke the following “structure” theorem, adapted from [CGV22]. We will then extend this structure
theorem in Lemma 112.

Note that, in general J?i’ could be any function of y, and the following structure theorem would hold
verbatim. However, for concreteness, we consider x, = (xg ,h(y)) as this is the relevant choice for subProblem.

When a state |¥) € Scomp is clear from the context, we denote

Pr[win] := |II,u4Decomp [¥) |2,

and we denote

o [MaDecomply) (o)
Prlwinly] e 7

As earlier, denote by O the unitary that performs an oracle query, and by O™ the compressed oracle
version of it.

Lemma 111 (Adapted from [CGV22]). Fiz Go,G1,h. Let |¥) € Scomp. Suppose

|lP> = Z Xy,d,m,aux,D

y,d,m,aux,D

y,d, m,aux) |D) .

Let y* € TwoToOne(Gy,G1). Let xo,x1 be such that Go(xo) = Gi1(x1) = y*. Let X9 = (x0,h(y*)) and %1 =
(x1,h(y*)). Let e :=Pr[win|y*] - 3. Suppose, for some & >0, that

> ey amaunl® <8 [ly") (W I1¥) .

d,m,aux,
D>3x9,%1

Then,

68From here on, for the rest of the proof, we switch notation and denote the outputs of the algorithm by y,d, m instead of
y,r,m.

88



(1)
> layramaunl’ 2 2(e = V) | ly*) {y"I1¥) .

d,m,aux,
|Dﬂ{)’20,5€1}|:1
(it)
2 2
Z |ay*,d,m,aux,DU{3?0} - ay,d,m,aux,Du{fcl}| < Z |ay*,d,m,aux,D| - 2(5 - \/5) .
d,m,aux, d,m,aux,
D#xo,%1 [Dn{%o,%1 }[=1
Proof. This is a simple adaptation of the proof of a similar lemma in [CGV22]. m]

We now prove a refinement of the structural property about strategies that produce valid equations, by
combining Lemma 108 with Lemma 111. The following lemma essentially establishes that strategies that are
successful at producing valid equations are such that, with high probability over oracles H, the algorithm
queries H at a superposition of pre-images the output y. In what follows, for H € F(S,{0,1}), we denote by
|H) (H| the projector onto oracles H such that H|s = H. Let II;; := Decomp™" |H) (H| Decomp. Moreover, recall
the notation Pr[win|y] from Equation (57).

In the following Lemma, E : [0,4] x [0,1] x [0,1] - [0,1] is a function with the following properties.
Suppose 81,62 : N - [0,1] are non-negligible functions. Then,

e If ¢, : N - [0, %] is a non-negligible function, then 1 —=(e1,81,82) is a non-negligible function.

e There exists a constant ¢ > 0 such that, for any u € [0, %],

1
El= - 81,8 ) <puf.
(2 H 01 2) H

The exact form of E is given in Equation (72).

Lemma 112. Fiz any Go,G1,h. Let [¥o) € Scomp- Suppose [¥0) = Xy 4 m aux,p By.dmaux,p |y d,m, aux) D). Let
y* € TwoToOne(Gy, G1). Let xo,x1 be such that Go(xo) = G1(x1) =y*. Let X9 = (x0,h(y*)) and x1 = (x1,h(y*)).
Let

8y = Z |ﬁy,d,m,aux,D|2 .

y,d,m,aux
D> Xxg or X1

Let U be a local unitary, and O™ a compressed oracle call, and q e N. Let

|\Pﬁnal> = (Uocomp)q |\P0> = Z Xy,d,m,aux,D
y,d,m,aux,D

y,d, m,aux) |D) .

Let ¢ := PT[Win|y*] - % Let & := Zd,m,aujc |ay*,d,m,aux,D|2/H |y*> (y*| |\Pﬁnal>

D>x¢,X1
F({0,1}" ~ {x0,%1},{0,1}) such that ’
(i)

|>. Then, there ewists Hgooa ©

s I ly ) 5 i)
aet, N ) ¥ ) I

>1- :(81,51,52).

(ii) for all H € Hypoa, b€ {0,1},

Eyc g1l ) (xs| (UO)' |H) (H| Decomp [¥o) |*]
[ 1y*) {y*| (UO)4|H) (H| Decomp|¥o) |

1
> ? . (1 - 3(61,51,52)),
q

As a special case, Lemma 112 gives the following characterization of strategies that succeed at the proof
of quantumness of [BKVV20]. In the following, denote by Go,G; : X - Y the pair of trapdoor claw-free
functions used in the proof of quantumness®. Denote by H the random oracle. For a set S ¢ X, denote by
F(S,{0,1}) the set of all functions from S to {0,1}. Denote by H|s the restriction of H to domain S. Moreover,

690ur characterization applies equally when Gg, Gy are a pair of uniformly random permutations. It suffices for our charac-
terization that it is hard to find collisions between Gg and Gj.
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for an oracle algorithm A, and I € N, denote by Ext;(A) the oracle algorithm that runs A up until right before
the [-th query, and outputs the outcome of measuring the query register. We include a subscript A when we
intend to make the dependence on the security parameter explicit. In the following Lemma, &’ : [0,1] — [0,1]
are functions with the following properties.

o If £: N [0, 1] is a non-negligible function, then 1 - Z’(¢) is also a non-negligible function.

e There exists a constant ¢ > 0 such that, for any p € [0, é],

—r (1 ) c
== - < .
(2 H)=H

Corollary 113 (Structure theorem for BKVV). Let A be an algorithm that succeeds at the (single-copy)

proof of quantumness of [BKVV20] with probability 1-p, where p is a function of the security parameter such

that 1 -y is at least non-negligibly greater than L. Then, there exists a negligible function negl such that, for

2
all A, there exists a set yg c YV, such that
e PrlycV: (pd.m) < A] > 1 -2 (u(2)) - negl(2).

e For all y € Y the following holds. Let xo = Gy*(y) and x1 = G{*(y). Let S = X \ {x0,x1}. Then, there
exists a set Hgooq € F(S,{0,1}) such that

Pr[H|s € ’Hgood|Af outputs y] > 1 -E'(u(1)) - negl(1).
Moreover, for all H € Hgood, b €{0,1},

1

Byt [PlHls = B 1 Ext(4) outputs x,]] 2 5

((1-2'(u(1)) - negl(1))-Pr[H|s = H A A} outputs y].

Proof. First, notice that, when considering the proof of quantumness from BKVYV, there is no function A.
So, in Lemma 112, one can take xg = xg and x1 = x7.

Since by hypothesis Pr[A; wins] > % + ¢, we deduce by an averaging argument that, for all A, there exists
a set ); € V) such that

(a) PrlyeY;: (y.d,m) < Al1>1-V1-2e
(b) For all y € Vj, Pr[A, wins|A; outputs y] >1-+/1-2¢.

Denote by Y,D,M,AUX the register on which A acts. Consider a compressed oracle simulation of A and
additionally denote by O the compressed oracle register. Let [¥o) = [0)y p maux |P = @)o be the initial state of
a compressed oracle simulation of A. Let [Yfinar) = ¥y dmaux,0 @y.d.maux.p |y d m, aux) D) be the final state of
a compressed simulation of A, right before the final measurement. Notice that there must exist a negligible
function negl, such that, for all A, there exists a set ;' ¢ ) such that:

o Prlye)): (ydm)« A >1-/1-2¢-negl(),

o for all y* € Y,
Z |ay*,d,m,aux,D|2/H |y*) (y*| |\Pﬁnal> H2 < negl(2). (58)

d,m,aux
D3Xo.%1

Suppose for a contradiction that the above were not the case, then it is easy to see that by running a
compressed simulation of A, and measuring the database register, one finds a collision with non-negligible
probability.

Now, fix any A and any y € J}'. Using the notation from Lemma 112, we invoke Lemma 112 with y* =y,
and:

e 51 =0, which holds since the database is empty in [¥).
e e =1-v1-2¢-1=1-./T-2¢ which holds by condition (b), since Y§ ¢ Y,
e & = negl(A), which we established in (58).
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It is straightforward to verify that one obtains a function Z'(¢) with the desired properties. O
The crux in proving Lemma 112 is to prove the following.

Lemma 114. Let |\P) = zy,d,m,aux,D ®y,d,m,aux,D
Suppose, for some ps >0,

y,d,m,aux) |D). Fiz y*,xo,x1. Let Xo,%; as in Lemma 111.

2
Z |ay*,d,m,aux,Du{J?o} - ay*,d,m,aux,DU{)'cl}| < (1 - /12) Z |0(y*,d,m,aux,D|2 . (59)
d,m,aux, d,m,aux,
D#xo,%1 [Dn{%o,%1 }[=1

For be{0,1}, let |pp) be the un-normalized state

|¢’b> L= Z Ay* d,m,aux,D |y*> d, m, aux) |D)

d,m,aux
DB)Eb/\D#)?E

= Z Ay* dm,aux,Du{xp} |y*’d’ m, aux) |D Ufh) .
d,m,aux
D#%0.%1
Then, there exists Hyooq € F({0,1}" \ {X0,X1},{0,1}) such that
(i) ) )
5 1T o) [+ [Tz Ifo) |

21 =/1~p,
Aeay  P0) 12+ 1) |2
(i) for all H € Hypoq, b€ {0,1},
2
||Hﬁ|¢b)H >1_\/1_(1_ T-1iz)2
ITg o) 2+ Mg |62} 2 2 2

Assuming Lemma 114, we can prove Lemma 112.

Proof of Lemma 112. Since by hypothesis ez = Pr[win|y*] - % and

2
Zd,m,aux |ay*,d,m,aux,D|
DBfo,)?l
8o 1=

H |y*> <y*| |‘{lfinal> H2

we can apply Lemma 111 to deduce that

(a)

S agramanl? 2 2(e1 = V8) |y ) W [¥pina) 2. (60)

d,m,aux,
|IDN{x0,%1 }|=1

2
Z |ay*,d,m,aux,Du{3?o} - ay,d,m,aux,Du{£1}| < Z |05_L/*,d,m,aux,D|2 - 2(51 -V 52) .

d,m,aux, d,m,aux,
D3x0,%1 [DN{%o,%1 }[=1
For b € {0,1}, let |¢p) be the un-normalized state

|¢b> L= Z Ay* d,m,aux,D |y*» ds m, aux) |D)
d,m,aux
Dafb/\D#)?E
* -
= Z ay*,d,m,aux,DU{xb} |y s d’ m, aux) |D u .X'b) .
d,m,aux
D#i‘o,fl

Then, we can write (a) equivalently as

o) 17 + 111} 17 = 2(er = /S2) - L1y} (y* | ¥ ina) |

We can apply Lemma 114 with po = 2(e; — /82) to deduce that there exists Hgooa S F({0,1}" \
{%0,%1},{0,1}) such that

. (61)
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- 2 _ 2
5 10 1) |” + L 1g2) 17 1= 2061 —/53) = 1 - &y(e1, %),

e, g0 [+ g 2

(i) for all H € Hypoq, b€ {0,1},

[malgn
[T 1o} 17 + [T fga) [~

R CRr )
2

5 & (e1,02) .

N | =

Using Lemma 108, we get that, for all H € Hgood> b €{0,1},

Eye(q) ([l Ixs) (xs] (UO)' |H) (H| Decomp [¥o) |*]

1
> q(\ng B -1y T Byamassn lusdim aux) D) |2)

y,d,m,aux
D> xy,
1
5~ 52(81,52)
> Qf (I o) I + Tz 1) %)

1.

1
- 5 HH]:[ Z ,By,d,m,aux,D Y, d: m, aux) |D>

y,d,m,aux
D> Xy or x1

1

-5 ((1 ~ 2y (e1,82) - (T o) | + [Tz 1) )

oy S Budmennn v dmaux) D) |2)
y,d,m,aux
D> Xy or x1

= —-Aj. (62)

where the second inequality uses (i) as well as the fact that, for any H € F({0,1}" \ {0, %1 },{0,1}), we have

HHI—} Z ﬁy,d,m,aux,D Y, d,m, aux) |D> ”2 < HHI:I Z ﬁy,d,m,aux,D Y, d,m, aux> |D> H2 .
y,d,m,aux y,d,m,aux
D> xp, D> x¢ or x1

Now, notice that

- Ag > (1-&(e1,85) — 282(e1,82) + E1(£1,82) - Ea2(e1,82) = 281) - ([ Igo) |* + [[ 141} ?)
HGHgoud
> (1 - &1(e1,82) - 2E2(e1,82) = 281) - (| o) [* + | 1) [*) - (63)

where the first inequality uses (i) and the definition of &;.
We can rewrite Equation (63) as

5 105 g0) [* + Iz [ ) [

feray | 1P0) 12+ g0} |2

A;} > 1—51(81,52)—252(81,52)—251. (64)

where

2
HHI-} > y,d,m,aux ﬁy,d,m,aux,D |y> d,m, aux) |D> H

A,~ =1- 252(61,52) -2 Da%o or %1
" I Igo) > + [T [61) |12

An averaging argument applied to Equation (64) implies that there exists a set H/

4
(")

ood S Hgood such that:

5 10z o) | + Mg 1)

> 1-\/&(e1,8) + 285 (1, 82) + 281,
T o) 12+ [ ¢1) 12 pepT Lt A
ngod
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(ii’) for all H € H!

0od>
’ N> 1=/ (e1,682) +2E5(e1,82) + 261 (65)
Since Hgood € Hgood, We can plug the latter bound on A;-I into Equation (62) to obtain that, for all
He Hgood’
<11l %) (xs| (UO)! |H) (H| Decomp %) |*]
Qiq (I o) 12+ 1 10} 12) - (1~ V& (e1,82) + 2Ea (e, 02) + 281 (66)

Using Equation (61), we can rewrite (i’) as

5 107 1g0) * + I [ 1) |*
HeH! 4 H |y*) (y*| |‘Ilfinal> ”2
goo

> (]. - \/§1(€1,§2) + 2§2(£1,52) + 251) . 2(81 - \/g)

= (1= /& (e1,02) + 282(1,62) +261) - (1 - (1= 2(e1 = /52)))
= (1= VE(e1,85) + 285(e1,85) +281) - (1 - £ (e1.52))
>1- \/51(81,52) + 252(51,52) + 251 - g%(€1,52) . (67)

We can further rewrite Equation (67) as

5 1T ly™*) (™| [¥pinar) |* - |Tg Igo) > + I I ) |
e IV ¥ pma) 12 1T ) ™ [ ¥ pinar) >
goo

>1-/&(e1,80) +2E5(e1,82) + 281 — E2(e1,82) . (68)

By an averaging argument, there exists a set H//

(i)

good S H;ood such that

D 1T ly™) (™1 [ pinar) [*

" 5 2 \/\/51(81,52)+2§2(€1,52)+251 - &(e1,62),
HeM! H |y )(y ||\meal> H
goo.

(ii*) for all H € ’Hgood,

1T o) [* + Tz 1) |2
IT5 [y*) (| [ ¥pinar) |2

>1- \/\/51(61,52) +285(e1,82) + 281 — £ (€1,62) . (69)

Plugging (69) into (66), we obtain

(ii*”) For all He?—l;ood,

Er (g1l [x5) (xs| (UO)' |H) (H| Decomp |¥o) ||°]
HH i |y*> <y*| |\Pfinal> H2

> 5o (1= V(o0 52) + 26001, + 261 - £2(01,02) - (1 VEe1.8) +2a(en ) +280) (70)

zZiq-(l-:(gl,(sz,(sl)), (71)
where

E(e1, 82,61) = \/V/EL (1, 62) + 26 (e1,02) + 261 — E2(e1,82) + /&1 (e1,82) + 2a(e1,82) + 281 . (72)

Finally, using the facts that:

e Decomp acts only on the oracle register and Decomp o O™ = O o Decomp,
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e |H) (H| commutes with the local unitary evolution and any local measurement,
we have that, for any FI,y*,
104 [y ) (5" [ ¥ pinar) |* = | |H) (H| Decomply™) {y*[ (UO“™)?[¥o) | (73)
= lly*) {y*| (UO)? |H) (H| Decomp [¥o) | . (74)
Thus, we can replace the denominator in the LHS of (71) with | [y*) (y*| (UO)? |H) (H| Decomp [¥o) | 2.

Then, H!' . is the desired set and (i”) and (ii”’) are the desired conditions. It is also straightforward to
check that = as defined above satisfies the desired properties. O

We are left with proving Lemma 114.

Proof of Lemma 114. For b€ {0,1}, let |#p) be the un-normalized state

lgp):= >, ayrdmauxp|y”,d m aux)|D)

d,m,aux
DBxb/\D#XE

= Z Ay* dm,aux,Du{xp} |y*’d5 m, aux) |D Uxb) .
d,m,aux
D#x0,%1
First notice that, for any H € F({0,1}" \ {Zo, %1 },{0,1}),

I0gl0) 7= 30 I >0 @y dauwepoge y" domaux) DU {z1}) |*

d,m,aux D#zo.%1
= dﬂz;x I Dﬁzojl(-1)m+d'<XO®XI>ay*,d,aux,DU{fo} ly*,d, m, aux)|D U {Zo}) |
= Mg lg1) [ (75)
where |§]) = Zd,m:m{x(—1)m+d'("°®x1)ay*,d,m,aux’Du{fl} ly*,d, m,aux) D U xg). The second equality in Equation

D#xo,%1
(75) holds because the unitary [Du {x1}) = |D U {%Xy}) commutes with II5 and thus does not affect the norm,

and the phase (-1)™+¢(x0®*1) clearly also does not affect the norm. Hence, we have

1T ) | = g [61) [ - (76)

In the following calculation, the sum is over H € F({0,1}" \ {Zo,%1},{0,1}). Notice that
2 (I o) | =TT I} 1)?
H

= 2 (I 1go) | - ITTgl¢1) 1)* by Equation (76)
H

<S5 (lgo) - 191 by the triangle inequality
H
= [[¢o) - 1)
= Z |ay*,d,m,aux,DU{3?0} - (_1)m+d.(x0®XI)ay*,d,m,aux,Du{Jh}|2
d,m,aux,
D#J‘Eo,fl
< Z |Ofy’*,d,m,aux,Du{x;,}|2 ! (1 - )u2) by Equation (59)
d,m,aux,
D#xo,%1,b€{0,1}
= (go) 1%+ g2} %) - (1 = p2) (77)

We can equivalently rewrite Equation (77) as

ZPﬁ'fSﬁS(l—llz),
H

where ) )
Mg go) [ + [T |¢) |

PR ) P T B
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and

(g [go) | — g [¢r) ()2
T g lgo) |2 + ITTg lga) 2

Note that 5 pg = 1. Then, by an averaging argument, there must exist Hgooqa & F({0,1}" \ {Xo,%1} such
that

(a)

>, pa2l-/1-p, (78)
ﬁeHgood
(b) for all H € Hyood;
51:1 <1-ps. (79)

We use the following lemma omitting the proof.

2
Lemma 115. Let 0<y <1, and v,w vectors in a Hilbert space. If % <y, then

min(fo[? [w]?) S 1 V1-(1-y)?
[oll?+fwl? 2 2 '

Using Lemma 115 we have that (b) implies
(b?) for all H € Hyooq, for b e {0,1},

T4 ¢0) I Ll V1I-0-VTow)?
I [go) 2 + [Tz pa) |2~ 2 2 '

(a) and (b’) are the desired conditions. i

We now state Lemma 112 in a form which will be useful in our proof later on. Let Z be the same function
as in Lemma 112.

Corollary 116. Suppose the hypothesis of Lemma 112 holds. Then, there exists Hgooa S F({0,1}" N
{%0,%1},{0,1}) such that
(i)
> Mg [%o) IP 2 1= V/E(er,61,82) - [ ly™) (5™ [¥pinat) |-
I:IEHgood

(ii) for all H € Hgood, b €{0,1},

Er g1l %) (xo| (UO)' |H) {H| Decomp [¥o) |*] 1 = - o o
la] . B > —(1-V/E(e1,61,62) ~E(e1,61,82) ) - | [y} (y* | [¥pinar) |
T4 [%o) | 2q &)
81

Proof. From Lemma 112, we have that there exists Hgooq € F({0,1}" \ {X0,%1},{0,1}) such that

(i)
g ly*) (" [ [ ¥finat) [
5 [ H|*y )(*y I f"“l>2H >1-Z(e1,61,62).
HeH good H |y ><y ||\Pfinal>H

(i) for all H € Hyooq, b€ {0,1},

E )Ll [x) (xs| (UO)' [H) (H| Decomp [¥o) |*] .

*\ (g% T\ 2 '(1—5(51,51,52))
[1y*) {y*| (UO)4|H) (H| Decomp %) | 2q
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We can rewrite (i) as

Z tot HHH |y*> (y*| |\Pfinal> H2

) P piot >1 - E(er 61.82) - | 1y ) (v | [¥pimar) .
HeH gooa H
where pi2* = |I1 7 [¥o) |?. Then, by an averaging argument, there exists Hgooa € Hgooa such that

(a)
> ph21-\/E(e1,61,82), (82)

HeH’
good

(b) for all HeH,, ;.

1T |y ) (y* | ¥ pinar) |7 1 = - - 2
o > Q—q(l - \/z(51,51,52)) : (1 - _(51,61,52)) My™) Y[ ¥rinar) | (83)
H

Now, notice that o
I1y*) {y*| (UO)|H) (H| Decomp [¥o) |* = [Tl [y*) (y ™| [¥finat) |* -

Then, since M, ; € Hgooas (ii) and (b) together imply

g

(b") for all HeH, 4, be{0,1},

Erciq)lll) (x| (UO)'|H) (H| Decomp %) [*] | 1

Tof > %(1 ~VE(e1,81,8) — E(e1,61,82) ) - | [y*) (¥ [¥finat) |2

Py
(84)

’H;ood is the desired set, and (a) and (b’) are the desired conditions. mi

We state a simple consequence of Corollary 116, which we will use directly in our proof later on. Let
Xo # X1 be in the domain of H, and let ¢g,cq € {0,1}. Let Og?o,c()),(fcl,q) be defined as:
O |x) |z), if x # X, X1
O o) (reny ¥V [2) = 1 (F1)7 [x) |2), if x = %o
(1) |x) |z), if x =x1

Corollary 117. Suppose the conditions of Lemma 112 hold. Then, there exists Hgooa S F({0,1}" ~
{%0,%1},{0,1}) such that

() Lfrerpog i ¥o) 22 (1= V/E(e1,61.62)) - |y Ny ¥ inar) |
(ii) for all H € Hgood, b €{0,1},

2

>

Eeoer (0,1} Bre[g) [ 1%6) (%6] (UO (30 0), (51.61))" |H) (H| Decomp [¥) [%]
I [¥o) ||
1- 5(81,51,52) —5(61,51,52) )

> Ny ¥ rinar) 1% - 86
5q IHy™) ™ [ ¥finar) | (86)

(85)

Proof. This is immediate since one of the four possible assignments of oracle outputs at Xy, x; agrees with
H(Jzo),H(le) O
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11.4.3 The structure of successful CQy strategies

By Lemma 104, recall that it suffices to restrict our analysis to Wy strategies that are successful at subProblem,
in the sense of Lemma 105. Let A be a W, strategy for subProblem. Since Hy is only queried by classical
circuits, we assume that all queries to Hy are recorded by measuring the query register, without any disturb-
ance to the state of the algorithm. We denote by Q the total number of queries to Hy; made by the algorithm.
We moreover assume that all points at which Hy is queried by the algorithm are distinct.

For a security parameter A € N, we denote by G, the set of all possible functions G;, by ), the co-domain
of such functions, and by ) the set of all possible functions h. We denote by V, the set of all possible
outcomes adv that one can obtain by measuring the registers work, query of A. We omit writing A when this
is clear from the context.

Throughout the section, poly denotes a polynomial, not always the same one. Let Z' be a random
variable for the i-th (classmal) query to Hy. In the following theorem, we denote by h tata the random variable
representing the set h™' (Hy(Z")). Moreover, for simplicity and ease of notation, we assume that h} . consists
of a single element, and we identify the set with that element. The argument is virtually unchanged without
this assumption since h is injective with overwhelming probability.

Lemma 118. Lete:N - R. Suppose for all A, Pr[y € TwoToOne(Gy, G1) : y,d,m < Ay] > ¢, and Pr[A winsly €
TwoToOne(Go, G1),y,d,m < Ay] > = + €(A). Consider a simulation A of A, where calls to H are simulated via
a compressed oracle.

Forie[Q], let hfiat be the random variable for the i-th classical query to h made by A. Let D' be a random
variable obtained by measuring the compressed database (in the standard basis) just before the i-th query to
h, and Yo, be a random variable for the y output of A. The random variables are implicitly functions of A,
but we omit writing this.

Then, there exists a negligible function negl such that, for all A, there exists i* € [Q], and W € V) x Y, x
Gy x Gy x HY) such that:

Pr[(ado, hiy,,, Go.G1,h) € W] > poly(e).
Moreover, for all (aglv, 7, Go, G~1,}~1) eW:
e i € TwoToOne (G, G1),
e Pr[(x,h(y)) € D' for some x|(ado, Gy, Gy, h) = (adv, Gy, G1,h) A hdata =7] = negl(1),
e Pr[Y,u: = §|(adv, Gy, Gy, h) = (adv, Go, G1,h) A hdata =g] > poly(e).
e Pr[A wins|(adv, Gy, Gy, h) = (adv, Go, G1,h) A Your = hf;;ta =7] > 1 + poly(e(1)).
We will prove the following Lemma first.

Lemma 119. Suppose the hypothesis of Lemma 118 holds. Then, either there exists a megligible function
negl such that
Pr[Yous ¢ hgata A Your € TwoToOne(Gg, G1)] = negl(2),

or there exists a negligible function such that

- 1
Pr[A wins| Your ¢ hgata A Your € TwoToOne(Gy,G1)] < = + negl(4).

[\

Proof. Suppose there exists a non-negligible function non-negl such that, for all A,
Pr{Your ¢ hgata A Your € TwoToOne(Gy, G1)] = non-negl(4).
Suppose for a contradiction that there exists a non-negligible function non-negl’ such that, for all A,
- 1
Pr[A wins|You: € hgata A Y € TwoToOne(Gy, Gy)] > 5t non-negl’(1).

Fix A. Let Q be the set of possible values that hg,e, can take. Then, by an averaging argument, there exists
S € YxQxGyxGy such that Pr[(Yous, hatas Go, G1) € S] = non-negl(2), and moreover, for all (4, hgata, Go, G1) € S,

o ¢ hgata, and ij € TwoToOne(Go, Gy ).
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o Pr[A wins| (Your, hdatas Go. G1) = (¥, hdatas Go, G1)] > & + non-negl(1).

Let D4l be a random variable for the the outcome of measuring the final state of the compressed database
(in the standard basis). Then, we can apply Lemma 111 to deduce that

Pr[D/™ 5 (x, h(Your)) A Your ¢ hdata A Your € TWoToOne(Go, G1) A x €{Gy (Your ) G1* (Your) }]
= non-negl”(1),

for some non-negligible function non-negl”. This straightforwardly implies that there exist an algorithm
that only makes classical queries to h, and correctly predicts the value of h at an unqueried point with
non-negligible probability. This is a contradiction. O

Proof of Lemma 118. Fix A. For the rest of the proof, we omit writing any A dependence. By hypothesis,
Pr[You: € TwoToOne(Go, G1)] > poly(e), and Pr[A wins|Ys,, € TwoToOne(Go,G1)] > 3 +&. Then, using Lemma
119, it is straightforward to see that there exists a negligible function negl such that:

(i) Pr[Your € hata|Your € TwoToOne(Go, G1)] > min(poly(e), 1 — negl), and
(ii) Pr[A Wins|Your € hdata A Your € TwoToOne(Go,G1)] > 5 L4 poly(e)

In what follows, for ease of notation, we denote the event “Y,,; € TwoToOne(Go, G1)” as E. We can equivalently
rewrite (ii) as
Pr[Your = data|E] r[A wins A Yout

Z data | E]
i€[0] Pr[Yous € hgata | E] Pr[You: =

1
| E] 2

+ poly(e) (87)

data

By an averaging argument, there exists i* € [Q] such that

o Pr[Your = hif, [E] 2 Pr[You € haa | E] - 2259 > 29180 g

~ . 2%
o Pr[A wins|You = hi,..

A E]> 1+ poly(e)

l l
A E] > 2O py[p] > 2080,

Since Pr[E] > ¢ by hypothesis, the former implies Pr[ Yy, = hi, 5

data
By another averaging argument, there exists W cV x Y x G x G x H' such that:

poly(e)

Pr[ Y = hii,. A (ado, hi,..Go,G1,h) e W] > o

Moreover, for all (aglv, 7, Go, Gy, ﬁ) eW:
e i € TwoToOne(Gy, G,),

e Pr[A wins|Yp,, = h =7 A (ado, Gy, Gy, h) = (adv,Go, G1,h)] > 2 5 +poly(e).

data’™

Notice that, trivially, for any ¢, the distribution of h(g) is uniform, conditioned on the values of Hy at any
subset of points that does not contain Hy_; o--o Hoy. Thus, since we assumed without loss of generality that
A never queries Hy at the same point twice, this clearly implies that, for all (adv, 7, Go, G1,h),

e Pr[(x,h(§)) € D" for some x|(Go,G1) = (Go,G1) A hdata =7] = negl(1),

This implies that there exists W’ ¢ W such that:

. oly(e
Pr[ out — hdata (adU, h(l:lata’ GO, G]_, h) € W] 2 p g( ) .
Moreover, for all (4,Go, G1,h) € W'

e ij € TwoToOne(Go,G1),

o Pr[A wins|You = h, i« =4 A (ado,Go, Gy, h) = (adv, Gy, Gy, h)] > $ +poly(e),

data’

and, for all (a(;lv, 7, Go, él,h) eW',

e Pr[(x,h(7)) e D' for some x|(adv, Gy, G1,h) = (adv, Go, Gy, h) A i, =] = negl(2),
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By one final averaging argument, there exists W' ¢ W' such that

% l
Pr[(adv, h,., Go,G1, h) e W] > pog(‘?),

and for all (agiv, §,Go,G1,h) e W,

o Pr[Y,, = |(adv hi Go,G1,h) = (aao, 7, Go, Gl,ﬁ)] > 1%(5)’

data data’

e i € TwoToOne(Gy, G,),
o Pr[A wins|Yp,, = hf;ata =7 A (ado, Go, Gy, h) = (adv, Gy, G1,h)] > % + poly(e) .
e Pr[(x,h()) € D for some x|(adv, Gy, Gy, h) = (adv, Gy, Gy, h) A hdata =7] =negl(4).

This concludes the proof of Lemma 118.

11.4.4 Putting things together

In this subsection, we complete the proof of Lemma 107. Let ¢ : N — [0,1]. Suppose, for all A, Pr[y €
TwoToOne(Go,G1) : y,d,m < A;] > ¢(1), and Pr[A winsly € TwoToOne(Go,G1),y,d,m < A] > 5 + e(/l) Let g
be the total number of queries made by A.

We will show that Algorithm 1 extracts a collision with probability at least poly(e, 1/q).

We can apply Lemma 118. Using the notation of Lemma 118, we have that there exists a negligible
function negl such that, for all A, there exists i* € [Q], and W €V x Y x G x G x H' such that:

Pr[(ado, hiiy,, Go, G1,h) € W] 2 poly(e) . (88)
Moreover, for all (acNiv, n GO,(}l,fz) eW:
(i) § € TwoToOne(Go,G1),
(ii) Pr[(x,h(y)) e D' for some x|(adv, Gy, G1, k) = (adv, Gy, Gy, h) A hdat 7] = negl(1),
(i) Pr[You = §|(adv, Go, Gy, h) = (adv, Gy, G1,h) A hy..it = 9] = poly(e).
(iv) Pr[A wins|(adv, Go, Gy, h) = (adv, Go,G1.h) A Your = hy, . =] > L+ poly(e).

ata’

Notice then that, at step (ii) of Algorithm 1,

poly(e)

Pr[i=i* A (ado,hi,,. Go, G, h) e W] > 0

Fix (adv,7, Go,Gl,h) € W. Let [¥) be the state of the compressed oracle simulation after step (ii),
conditioned on i = i* and adv, 7, Go, G1, h. Let xo = G5 (), and x1 = G7 (7).

Let [¥fina) be the final state of the compressed oracle simulation (continuing from [¥y)), i.e. [Yinar) =
(U'0°™P)1 |¥y ), where g denotes the number of remaining queries to H, and we are absorbing in U’ all queries
to Go, Gy, h as well as the unitaries Uc and Up.

Condition (ii) implies that

81 = [Mpaf(en(g)xexyeo [¥o) |7 = negl(2) .

Condition (iii) implies that
115} (1 [ ¥5imar) |* > poly(e). (89)

and condition (iv) implies that

_ .- 1
e1 == Pr[A wins |(adv, Gy, G1, h) = (adv,Go,G1, h) A Your =hy i+ = 7] - 5 > poly(e).
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_Finally notice that there exists a negligible function negl’, such that except with negl’ probability over
(adv, §, Gy, G1,h) € W, it must be that &, := 1T s (x0.0(3)). (1. 1(5)) [ ¥finat) |* < negl’(1). Otherwise, the algorithm
that simply runs a compressed oracle simulation of A and measures the compressed database at the end,
recovers a collision with non-negligible probability. We restrict to this “good” subset of W from here on.

We are now ready to apply Corollary 117 with &,8;, and o as above. We deduce that there exists
Hgooa € F({0,1}" ~ {xo,%1},{0,1}) such that

(8) Tieryoq M [¥0) 2> (1= /E(e1,61.82) ) - 119) (Gl [¥pinat) [ > poly(e) — negl”(2),
(b) for all H € Hypoa, b€ {0,1},

ey 011 Bre g1l 6) (5| O, (. .))'1H) (| Decomp %) ]
I %) |2
1 - \/E(£1,61,02) —E(€1,61,02) .\ - oly(e
> R 1315 P 2 22 — g ).

where negl” is a non-negligible function. To obtain the final inequalities in (a) and (b) we used the bounds
on ¢1,81, and 8 and Equation (89). 3 3
Now, notice that, at step (ii) of Algorithm 1, conditioned on (ado, 7, Gy, G1,h), the state [¥,) takes the
form |¥p) = |adv), o,k query ® |P)o, Where |@), is some state on the compressed database register for H that can
depend on adv, 7, Go, Gy, h. Now, let Hyooa € F({0,1}" \ {Xo,%1},{0,1}) be the set that is guaranteed to exist
from the argument above. In the following calculation, we abbreviate F({0,1}" \ {%o,x1},{0,1}) as Fx, %, -
Then, for b,b" € {0,1},

Pr[Algorithm 1 outputs x,,xpr |i =i* A (ado, hf;ata, Go, Gy, h) = (ado, §,Go, G1, h)]

= X (IIHg jadv) ® [@) |

HeFrpx

' ECO,C1<—{O,1} I:H( |£b> (£b| ® |£b') ("Eb/| )((Ulogfo,co),(xl,cl))j ® (Ulol(r{co,c(’)),(xl,c’l))j ) |adv>work,query ® |adv>work’,query’ |2])
co,ch«{0,1}
J.j'<la]

-3 (nng lado) @ [0) |- Eqy 0.1y B w1 | 196) (%6l (U'OF, ) (111) lado) [7]
HeFxyx,

‘Eer o 101} Ejr[q] [|| %) (K| (U'OF 0 (rieny)” ado) |2])
S (1 ey 2. om0 el ) (OO ) ) G Decomp ) 1)
= T 0 .
feFma \ [T %) [

B et (01 Bjreqqn [ %) (%] (U0 o). (xrer)) 1H) {H| Decomp|¥o) %]
| [%o) |12

2
> ) |Hﬁ|‘1’o>|2'(p()lg(8)) - negl” using (b)

I:IG'Hyuod

l"

neg using (a),

, poly() _
q
where the first equality implicitly uses the equivalence between compressed an uncompressed simulations.

All in all, we have
Pr[Algorithm 1 outputs xp, xp ]
> Pr[Algorithm 1 outputs xp,xpr |i =i* A (ado, hg;ta, Go,G1,h) e W]-Pr[i=i* A (ado, hf;ta, Go, Gy, h) € W]

5 polygg) —
Q-q
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where we used Equation (88).

When b # b, we get that Algorithm 1 outputs a collision with probability poly(e) _ negl”

5 poly(e) _
) ) 0q° R
where g is the total number of queries made by A to Gy, Gy, H, and Hy.

"
negl”,
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Appendix

A The O2H lemma

The following proofs of the O2H lemma (due originally to [AHU19; CCL20]) as used in our setting are taken
almost verbatim from [AGS22].

A.1 Proof of Lemma 41

Proof of Lemma 41. We begin by assuming that £ and S are fixed (and so is G). In that case, we can assume
p is pure. If not, we can purify it and absorb it in the work register. (The general case should follow from
concavity). From Remark 40, we have

Y= LUW) g = Io)gr +11)gr -
LUsU [§) o 10)5 = |¢0)or [0)p + 1) 1) 5
where Q' is a shorthand for QRW. Similarly let
o) = GU W) = [do)oy + |41}
where note that
($116F) gy = 0 (90)

because |¢1) and |¢1) are the states where the queries were made on S, and on S G responds with L while £
does not. Further, we analogously have

GUsU W)Q' 0)5 = |¢0)Q’ 0)g + |¢f)Qz 1)g-

We show that the difference between | ) and |g) is bounded by Pang(£,S) := Pr[find : U\, p], which in
turn can be used to bound the quantity in the statement of the lemma.

lye) = ) ® = ||lgs) - |61)
(%0

D g0l + [l

=2 |lg1)] g1 = 6] = 1 - lIgo)I”
= 2Pgna (L, S).

N

If £ and S are random variables drawn from a (possibly) joint distribution Pr(£,S), the analysis can be
generalised as follows. Let

pr = L PHLS) W) (0
po = 3 Pr(LS) W) (ol
LS

where |) is fixed by £ and S because G itself is fixed once £ and S is fixed (by assumption). One can then
use monotonicity of fidelity to obtain

F(pL.pc) > LZS:PY(QS)F(WL% VG))
21 2. S Pi(LS) [I) - o) I = SE(a).[6)) 2 [la) - 1)
LS

>1- % > Pr(L,$)2Psna(L,S)
s

:1_Pﬁnd

where Pgyq is the expectation of Panq(L,S) over £ and S. It is known that the trace distance bounds the LHS
of the Lemma and the trace distance itself is bounded by /2 — 2F.
O
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A.2 Proof of Lemma 42

Proof of Lemma 42. We resume the use of boldface for the query and response registers as they do play an
active role in the discussion. Let us begin with the case where the oracle is applied only once, i.e. Q is a
single query register Q. Since the RW registers don’t play any significant role, we denote it by L. Let

Uly) =2 v(q.0)
q.l

q, LO)QLB

— UsUy) = Z(Zlﬁ(q,l)Iq, QL)IO +Z(Z¢(q,l)lq, QL)|1>

q¢S qes

Since L leaves registers QB unchanged,

tr{lor ® [1) (1|5 (Lo UsoUely)(¥])] = tr[Ior @ 1) (1|5 (Us o U o [¢/) (¢])]
=Y () xs(q)
q

where ¥(q) = ¥;¥(q,1) and ys is the characteristic function for S, i.e.

_J1 qe€S
XS(Q)—{O q¢s.

We are yet to average over the random variable S. Clearly, E(ys(q)) = Pr[q € S] < p, yielding
Prlfind : U\, p] < p.
In the general case, everything goes through unchanged except the string g is now a set of strings q and

1 gnS+o

Xs(q)={0 gns-o.

Consequently, one evaluates E(ys(q)) = Pr[qnS # @] <|q|-p = G- p, by the union bound, yielding
Prlfind : U\, p] < g-p.

B Misc calculations

B.1 Proof of Claim 56 — Deferred steps
B.1.1 Proof of Equation (6)

First, note that 2° ||;’ 1|| <29 |§| because |S;_1| = % and 1/|S;_1| < 1/|=|* by construction (see Algorithm 72 or
Algorithm 50 for simplicity).

Second, observe that

[Sii| = [Si] < |Sii]
1Si—1,4l = 18|~ [Si-1.4| = ISi]
[Sii
|Sz 11|
ISi
|Sl lll

()
=)
il

P
1
=]

106



where € is a small fixed constant € and we used the fact that the inequality (1 —x)™! <1+ x + ¢ holds for a

small enough 0 < x. Combining these, and recalling |%| = 22" and n = ©(1), one obtains Equation (6).

B.2 Proof of Claim 106

We prove the following.
Claim 106. Let E and F be random variables taking values in [0,1]. Let y € [0,1].

E(E)
Pr[EZy-F]SI—E(F)(I—Y.E(F))

Proof. Let p:=Pr[E>y-F]. Then,
E[E]=p-E[E|E>y-F]+(1-p)-E[E|E<y-F] (91)
Notice that E[E|E > yF] >y - E[F|E > yF]. Plugging this into (91), we get
BlE]=p-y-B[F|Exy -F]+(1-p)-E[E|E<y-F]
>p-y-E[F|E>y-F]. (92)

Now, notice that
E[F]=p-E[F|E>y-F]+(1-p)-E[F|E<y-F] (93)
Rearranging the latter, and plugging this into (92) gives
E[E] >y (E[F]-(1-p)-E[F|E<y-F])
2y-(E[F]-(1-p))

Solving for p gives the desired inequality. O

C Sampling argument for Permutations

To keep the proof self-contained, we include the proof of the sampling argument for permutations, taken
almost verbatim”™ from [AGS22]. The key idea has been adapted from [CDGS18] and slightly generalised.

C.1 Sampling argument for Uniformly Distributed Permutations
C.1.1 Convex Combination of Random Variables

We first make the notion of “convex combination of random variables” precise. Consider a function f which
acts on a random permutation, say t, to produce an output, i.e. f(¢) =r where r is an element in the range
of £.7' This range can be arbitrary. We say a convex combination ¥; p;it; of random variables t; is equivalent
to t if for all functions f, and all outputs s in its range, >; p; Pr[f(#;) = s] = Pr[f(¢) = s]. This relation is
denoted by Y; pit; = t.

C.1.2 The “parts” notation

While permutations are readily defined as an ordered set of distinct elements, it would nonetheless be useful
to introduce what we call the “parts” notation which allows one to specify parts of the permutation.

Notation 120. Consider a permutation ¢ over N elements, labelled {0,1...N - 1}.

e Parts: Let S = {(x;,y;)}; denote the mapping of M < N elements under some permutation, i.e. there
is some permutation t, such that t(x;) = y;. Call any such set S a “part” and its constituents “paths”.

— Denote by Qpares(N) the set of all such “parts”.

7OWe fixed some notation.
"1 The function will later be interpreted as an algorithm and the random permutation accessed via an oracle.
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— Call two parts S = {(x;,y;) }i and S’ = {(x},,y},) }w distinct if for all i,i’ (a) x; # xy7, and (b) there is
a permutation t such that t(x;) = y; and t(x) = yy.

— Denote by™ Qpars(N,S) the set of all parts S’ € Qpares(N) such that S’ is distinct from S.

e Parts in t: The probability that t maps the elements as described by S may be expressed as
Pr[AM, (t(x;) = y;)] = Pr[S ¢ paths(t)] where paths(t) := {(x, t(x)) }N !

e (Conditioning t based on parts: Finally, use the notation ts to denote the random variable t conditioned
on S < paths(t).

To clarify the notation, consider the following simple example.

Example 121. Let N = 2. Then Qpa4s(N) = {{(0,0)},{(1,1)},{(0,0),(1,1)},{(0,1)},{(1,0)},{(0,1),(1,0)}}
and there are only two permutations, t(x) = x and t'(x) =x® 1 for all x € {0,1}. An example of a part S is

§={(0,0)}. A part (in fact the only part) distinct from S is (1,1), i.e. Qparts(N,S) ={(1,1)}.

C.1.3 § non-uniform distributions

Using the “parts” notation (see Notation 120), we define uniform distributions over permutations and a
notion of being § non-uniform—distributions which are at most § “far from” being being uniform.™

Definition 122 (uniform and § non-uniform distributions). Consider the set, Q(N), of all possible permuta-
tions of N objects labelled {0,1,2...N - 1}. Let F be a distribution over Q. Call F a uniform distribution if

for u ~F, Pr[S ¢ paths(u)] = (N;I}!VI)!

An arbitrary distribution F® over Q is § non-uniform if it satisfies for ¢ ~ F°

for all parts S € Qparts(N) where we are using Notation 120.

Pr[S c paths(t)] < 2°8 . Pr[S ¢ paths(u)]

for all parts S € Qpares(N).

Finally, F*° over Q is (p,8) non-uniform if there is a subset of parts S of size |S| < p such that the
distribution conditioned on S specifying a part of the permutation, becomes § non-uniform over parts distinct
from S. Formally, let t' ~ F??. Then t’ is (p,§) non-uniformly distributed if ¢} is & non-uniformly distributed
over all 8" € Qpars(N, S) (see Notation 120), i.e.

Pr[S’ c paths(¢')[S c paths(t')] < 2951 Pr[S’ ¢ paths(u)|S < paths(u)]. (94)

In Equation (94), we are conditioning a uniform distribution using the “paths/parts” notation which may
be confusing. The following should serve as a clarification.
Note 123. Let u ~ F as above. Then, we have Pr[S’ ¢ paths(u)|S ¢ paths(u)] = (N(%‘;'S,D'

Qparts(N,S) and S € Qpars(N). Let S = {(x;, yi)}li‘i‘l. Then, the conditioning essentially specifies that the

S| elements in X = (xi)liszl1 must be mapped to Y = (y,-)liszl1 by u, i.e. u(x;) = y;, but the remaining elements

{0,1...N - 1}\X are mapped uniformly at random to {0,1...N - 1}\Y.

Clearly, for 6 = 0, the § non-uniform distribution becomes a uniform distribution. However, this can be
achieved by relaxing the uniformity condition in many ways. The § non-uniform distribution is defined the
way it is to have the following property. Notice that |S| appears in a form such that the product of two
probabilities, Pr[S; € parts(t)] and Pr[S; € parts(t)] yields [Sy|+[Sa|, e.g. (1 +8)1! instead of 2915 would also
have worked.™ This property plays a key role in establishing that in the main decomposition (as described
informally in Subsection C.1), the number of “paths” (in the informal discussion it was bits) fixed is small.
We chose the pre-factor 21% for convenience—unlikely events in our analysis are those which are exponentially
suppressed, and we therefore take the threshold parameter to be y = 27, These choices result in a simple
relation between |S| and m.

where S’ ¢

Notation 124. To avoid double negation, we use the phrase “t is more than § non-uniform” to mean that t is
not § non-uniform. Similarly, we use the phrase “f is at most § non-uniform” to mean that ¢t is § non-uniform.

72We use Qparts because the symbol Q is often used for the sample space; for parts, Qparts plays an analogous role.

73(Clarification to a possible conflict in terms: We use the word uniform in the sense of probabilities—a uniformly distributed
random variable—and not quite in the complexity theoretic sense—produced by some Turing Machine without advice.

"4 The former was chosen by Chia, Chung and Lai [CCL20] while the latter by Coretti, Dodis, Guo and Steinberger [CDGS18]
and possibly others.
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As shall become evident, the only property of a uniform distribution we use in proving the main proposition
of this section, is the following. It not only holds for all distributions over permutations, but also for d-Shuffler.
We revisit this later.

Note 125. Let t be a permutation sampled from an arbitrary distribution F' over Q(N). Let S,S" € Qparts(N)
be distinct parts (see Notation 120). Then,

Pr[S c paths(t) A S’ € paths(t)] = Pr[Su S’ € paths(t)].

If SnS’ = @ and the parts are not distinct, then both expressions vanish.

C.1.4 Advice on uniform yields § non-uniform
We are now ready to state and prove the simplest variant of the main proposition of this section.
Proposition 126 (F|r’ = conv(FP®)). Premise:

e Let u ~F where F is a uniform distribution over all permutations, Q, on {0,1...N -1}, as in Defini-
tion 122 with N = 2",

e Let r be a random variable which is arbitrarily correlated to u, i.e. let r = g(u) where g is an arbitrary
function.

e Fizany §>0,y=2"">0 (m may be a function of n) and some string r'.
e Suppose

Pr[r=r']>y. (95)
e Let t denote the variable u conditioned onr=r', i.e. let t = ul(g(u) =7r").

Then, t is “y-close” to a convex combination of finitely many (p,8) non-uniform distributions, i.e.
t=> aiti+y't’
i
2m

where t; ~ ]Ff’a and ]Ff’a is (p,d) non-uniform with p = =. The permutation t' is sampled from an arbitrary
(but normalised) distribution over Q and y' <y.

Proof. Suppose that ¢ is more than § non-uniformly distributed (see Definition 122 and Notation 124),
otherwise then there is nothing to prove (set a; to 1, and # to t, remaining ;s and y’ to zero). Recall
Qparts(N) is the set of all parts (see Notation 120). Let the subset S € Qparis(N) be the maximal subset of
paths (i.e. subset with the largest size) such that

Pr[S c paths(t)] > 2% Pr[S c paths(u)]. (96)

Claim 127. Let S and ¢t be as described above. The random variable ¢ conditioned on being consistent with
the paths in S € Qparts(N), i.e. ts, is § non-uniformly distributed over S’ € Qpaus(N,S), is § non-uniformly
distributed.

We prove Claim 127 by contradiction. Suppose that tg is “more than” § non-uniform. Then, there exists
some S’ € Qpares(N, S) such that

Pr[S’ C paths(ts)] = Pr[S’ € paths(t)|S € paths(¢)] > 2515 Pr[s”  paths(u)|S € paths(u)]. (97)

Since S’ violates the § non-uniformity condition for ts, the idea is to see if the union Su S’ violates the §
non-uniformity condition for ¢. If it does, we have a contradiction because S was by assumption the maximal
subset satisfying this property. Indeed,

Pr[Sus’ c paths(t)] = Pr[S c paths(t) A S’ € paths(t)] .+ S and S are distinct
= Pr[S c paths(t)] Pr[S’ € paths(t)|S € paths(t)] conditional probability
> 20:(IS+IsD -Pr[S ¢ paths(u)] Pr[S’ € paths(u)|S € paths(u)] using (96) and (97)
= 298951 pr[su S ¢ paths(u)] » S and " are disjoint
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which completes the proof.
Claim 127 shows how to construct a § non-uniform distribution after conditioning but we must also bound
|S|. This is related to how likely is the r’ we are conditioning upon, i.e. the probability of g(u) being r’.
Claim 128. One has m
Sl< —.
< 5

While Equation (96) lower bounds Pr[S ¢ paths(¢)], the upper bound is given by

Pr[S ¢ paths(t)] = Pr[S ¢ paths(u)|(g(u) =r")]
= Pr[S c paths(u) A g(u) = ']/ Prg(u) =r']
< Pr[S ¢ paths(u) /\g(u) =r']-yt
< Pr[S c paths(u)] -y (98)

where recall that y = 27™. Combining these, we have 25151 < 2™ e, IS| < 2
Using Bayes rule on the event that S ¢ paths(t) we conclude that

L=t +a{t{

where a; = Pr[S ¢ paths(t)], t; = 5, i.e. t conditioned on S ¢ paths(¢), af =1 -y and #] is ¢ conditioned
on S ¢ paths(t). Further, while #; is (p,§) non-uniform (from Claim 127 and Claim 128), ¢; may not be.
Proceeding as we did for ¢, if ¢] is itself § non-uniform, there is nothing left to prove (we set as = af and
to = t] and the remaining ;s and y’ to zero). Also assume that @] > y because otherwise, again, there is
nothing to prove.

Therefore, suppose that t] is not § non-uniform. Note that the proof of Claim 127 goes through for any
permutation which is not § non-uniform. Thus, the claim also applies to ] where we denote the maximal set
of parts by S;. Let &5 be t] conditioned on S; € paths(#]) and # be #] conditioned on S; ¢ paths(t]). Using
Bayes rule as before, we have

t =1t + agty + (Zété.

Adapting the statement of Claim 127 (with t] playing the role of ¢ and S; playing the role of S) to this
case, we conclude that ty is § non-uniform but we still need to show that |S;] < p. We need the analogue of
Claim 128 which we assert is essentially unchanged.

Claim 129. One has
2m

5
The proof is deferred to Subsection C.2. The factor of two appears because for the general case, we use
both @] >y and Pr[g(u) =r'] >y. One can iterate the argument above. Suppose

[Sif < (99)

t= ot +...ajt; + ajt; (100)

where ty,...t; are (p,§) non uniformly distributed while ¢t} is not and for &} := Pr[S ¢ paths(t) A---ASj1 ¢
paths(t)] it holds that &} > y (else one need not 1terate) Let S; be the maxunal set such that tiv1 =
ti|S; < paths(t}) is 6 non-uniform (which must exist from Claim 127) and let t},, = t}|S; ¢ paths(¢}). Let
aj,q = Pr[S; ¢ paths(¢})] which equals Pr[S ¢ paths(t) A---AS; ¢ paths(¢)]. From Claim 129, |S;] < 2m/é < p
therefore t;,1 is (p,§) non-uniform.

We now argue that the sum in Claim 129 contains finitely many terms. At every iteration, a] strictly
decreases because at each step, more constraints are added; S; # S; for all i # j (otherwise conditioning on S;

(if j > i) as in Claim 127 could not have any effect). Since Qparts(N) is finite, the decreasing sequence o ... o]

must, for some integer i, satisfy o; <y after finitely many iterations. O
C.1.5 [Iterating advice and conditioning on uniform distributions — § non-f-uniform distri-
butions

Once generalised to the d-Shuffler (which, as we shall, see is surprisingly simple), recall that the way we intend
to use the above result is to repeatedly get advice from a quantum circuit, a role played by g in the previous
discussion. However, the way it is currently stated, one starts with a uniformly distributed permutation u for
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which some advice g(u) is given but one ends up with (p,d) non-uniform distributions. We want the result
to apply even when we start with a (p,§) non-uniform distribution.

As should become evident shortly, the right generalisation of Proposition 126 for our purposes is as follows.
Assume that the advice being conditioned occurs with probability at least y = 27™ and think of m as being
polynomial in n; § > 0 is some constant and p = 2m/é.

e Step 1: Let t ~F% be & non-uniform™ and s ~ ]F5'|r be t|(g(t) =r). Then it is straightforward to show
that s = ¥, a;s; where s; are (p,5 + ') non-uniform, which we succinctly write as

F |r = conv (IF‘P’5+5/ ).

Observation: If t ~ FP? is (p, &) non-uniform, then there is some S of size at most p such that ¢t ~ FOF is §
non-B-uniform where™ B := (S). A p-uniform distribution is simply a uniform distribution conditioned on
having S as parts. This amounts to basically making the conditioning explicit. Having this control will be of
benefit later.

e Step 2: It is not hard to show that Step 1 goes through unchanged if non-uniform is replaced with
non-p-uniform for an arbitrary S.

These combine to yield the following. Let t ~ I8 be a & non-f-uniform distribution and s ~ Fo'l8 |r be
t|(g(t) =r). Then t = ¥, ass; where s; ~ FP9+9lf are (p,5 +6') non-p-uniform,”” which we briefly express as

FO V) = conv(BPO9'1).
Observe that this composes well,
FPO+ W) = conv (F220+91F), (101)
To see this, consider the following:

e For some S;, s; (as defined in the statement above) is 8" := § + 8’ non-f’-uniform where ' := (SUS;) if

p=(S).

e With ¢ set to s;, B set to f/, one can apply the above to get s;|(h(s;) =r") = ¥; alq; where g; are (p,5+6")
non-fA’-uniform.

e Note that g; are also (2p, 25 +&') non-p-uniform; which we succinctly denoted as F2P25+916,

Clearly, if this procedure is repeated 7 < poly(n) times, starting from § = 0 and f = (@), then the final convex
combination would be over F"?"_ As we shall see, for our use, it suffices to ensure that 8 is a small constant
and that np = ’%’" < poly(n). Choosing 6 = A/n for some small fixed A > 0 yields a8 = A and np = f‘ZT’" which is
indeed bounded by poly(n) (recall m and 7 are bounded by poly(n)).

One can define a notion of closeness to any arbitrary distribution, as we did for closeness to uniform. To

this end, first consider the following.

Definition 130 (6 non-G distributions—G?). Let s be sampled from an arbitrary distribution, G, over the
set of all permutations Q(N) of N objects and fix any § > 0.
Then, a distribution G° is § non-G if s’ ~ G® satisfies

Pr[S c paths(s’)] < 2. Pr[S ¢ paths(s)]

for all S € Qpares(N).
Similarly, a distribution GP? is (p,d) non-G if there is a subset S’ € Qparis(N) of size at most |S’| < p such
that conditioned on S’ € parts(s), s ~ GP? satisfies

Pr[S ¢ paths(s”)|S’ € paths(s”)] < 221 [S ¢ paths(s)|S’ € paths(s)]

for all S € Qparis(N,S"), i.e. conditioned on S’ is a part of both s and s”, s” is § non-G.

"5Notation: When I say ¢ is 6 non-uniform, it is implied that ¢ is sampled from a & non-uniform distribution.
76The conditioning is in superscript because it is non-standard; standard would be S ¢ parts(¢) which is too long.
"TThe last term with oy < y is suppressed for clarity in this informal discussion.
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We now define f-uniform as motivated above and using the previous definition, define é non-p-uniform.

Definition 131 (f-uniform and § non-fg-uniform distributions—F# and F¥¥). Let u ~ F(N) be sampled from
a uniform distribution over all permutations, Q(N), of {0,1...N -1} as in Notation 124. A permutation
s ~FlP(N) sampled from a B-uniform distribution is s = u|(S € paths(u)) where™ B =: (S) and S € Qparts(N).

A distribution F is § non-p-uniform if it is § non-G with G set to a f-uniform distribution (see Defini-
tion 130, above). Similarly, a distribution FP?18 is (p,§) non-p-uniform if it is (p,§) non-G with G, again, set
to a f-uniform distribution.

We now state the general version of Proposition 126.

Proposition 132 (F5’|ﬁ|r’ = conv(F(P"S“s/)lﬁ)). Let t ~F IB(N) be sampled from a 8’ non-B-uniform distribu-
tion with N =2". Fiz any § >0 and let y =27 be some function of n. Let s ~ F‘S’Iﬁ\r, i.e. s=t|(h(t) =r) and
suppose Pr[h(t) =r] >y where h is an arbitrary function and r some string in its range. Then s is “y-close”
to a convex combination of finitely many (p,8 + ") non-p-uniform distributions, i.e.

I 7
s=Y asi+y's
7

5+8"
where s; ~ Ff I8

Y <y

with p = 2m/8. The permutation s’ may have an arbitrary distribution (over Q(2")) but

The proof follows from minor modifications to that of Proposition 126 (see below).

C.2 Technical results for § non-uniform distributions

Proof of Claim 129. To see this for S1, we proceed as before and recall the lower bound Pr[S; ¢ paths(#])] >
281511 Pr[$; ¢ paths(u)]. The upper bound may be evaluated as

Pr[S; € paths(t])] = Pr[S; ¢ paths(t)|S ¢ paths(t)]
_ Pr[S; c paths(t) A S ¢ paths(t)]
Pr[S ¢ paths(t)]
_ Pr[S; ¢ paths(u) A S ¢ paths(u) A g(u) = ']
Pr[S ¢ paths(t)] Prg(u) = r']
< Pr[S; ¢ paths(u)]-y~?

where we used af = 1 - Pr[S ¢ paths(t)] = Pr[S ¢ paths(t)] > y, and Pr[g(u) = r'] > y. In the general case,
suppose s, ;s and S;s are as described in the proof of Proposition 126. Then, one would have

_ Pr[S; € paths(u) A S;—1 ¢ paths(u) A...S € paths(u) Ag(u) =r']

Pr[S; € paths(t] 102
rsi < paths(t)] Pr[Si_1 ¢ paths(t) A...S & paths(t)] Pr[g() = r'] (102)
< Pr[S; ¢ paths(u)] -y 2
where a] = Pr[S;—1 ¢ paths(¢) A...S ¢ paths(t)] > y is assumed (else there is nothing to prove). mi

Proposition (Proposition 59 restated with slightly different parameters). Let t ~ Fo'l8 (N) be sampled from
a 8" non-B-uniform distribution with N = 2". Fiz any § > 8’ and let y = 27™ be some function of n. Let
s =t|(h(t) =r") and suppose Pr[h(¢) =r'] >y where h is an arbitrary function and r' some string in its range.
Then s is “y-close” to a convex combination of finitely many (p,8) non--uniform distributions, i.e.

I/
SEZaisiJ"YS
i

where s; ~ Ff’alﬁ with p = 2m/(8§ - &8"). The permutation s’ may have an arbitrary distribution (over Q(2"))
but y' <y.

8 As alluded to earlier, we define § to be a redundant-looking “one-tuple” (S) here but this is because later when we generalise
to d-Shufflers, we set f = (S,T) where T encodes paths not in u.
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Proof. While redundant, we follow the proof of Proposition 126 adapting it to this general setting and
omitting full details this time.

(For comparison: We replace t with s and u with b)

Step A: Lower bound on Pr[S ¢ paths(s)].

Let b ~FF(N). Suppose s is not § non-p-uniform. Then consider the largest S € Qpars(N) such that

Pr[S c paths(s)] > 2% . Pr[S ¢ paths(b)]. (103)
Claim 133. Let S and s be as described. The random variable s conditioned on being consistent with the
paths in S € Qpars(N), ie. ss:=s|(S € parts(s)), is § non-g-uniformly distributed.

We give a proof by contradiction. Suppose sg is “more than” § non-f-uniform. Then there exist some
S" € Qparts(N, S) such that

Pr[S’ c paths(s)|S € paths(s)] > 2°1I Pr[S" c paths(b)|S < paths(b)].
Then

Pr[Sus’ c paths(s)] = Pr[S c paths(s)] Pr[S’ ¢ paths(s)|S € paths(s)]
> 2519’ pr[S U S ¢ paths(b)]

using Equation (103) and Equation (97). That’s a contradiction to S being maximal.
Step B: Upper bound on Pr[S ¢ paths(s)].

Claim 134. One has |S| < m/(5 - &").

To see this, observe that

Pr[S ¢ paths(s)] = Pr[S ¢ paths(t) A h(t) = r'] - Pr[h(t) = ']
< Pr[S ¢ paths(¢)] -y~
< 29'lsl Pr[S ¢ paths(b)] - y !

and comparing this with the lower bound, one obtains |S| < m/(§ - §').

The remaining proof Proposition 126 similarly generalises by proceeding in the same vein. More concretely,
suppose S;, s;, s; are defined analogously. Then the lower bound goes through almost unchanged while for
the upper bound, the analogue of Equation (102) becomes

Pr[S; ¢ paths(s) A S;—1 ¢ paths(s) A...S ¢ paths(s)]

Pr[S;-1 ¢ paths(s) A...S ¢ paths(s)]
< Pr[S; ¢ paths(t) A S;_1 ¢ paths(t) A...S ¢ paths(t)|h(t) = ']y "
B Pr[S; ¢ paths(t)]
Pr[h(t) =1']

Pr[S; € paths(s])] =

yt< 20'Isil Pr[S; ¢ paths(b)]-y 2
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