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ABSTRACT

The distributed nature of the cloud, regarding resource placement and application execution, in-
curs large data transfer. As data movement is unavoidable, it lies within the systems’ capacities
to ensure its effectiveness. This thesis takes a step towards enhancing data movement with com-
pute capabilities, more precisely with data analytics and privacy computational features, with
the ultimate goal of making data movement more efficient and secure using Field Programmable

Gate Arrays (FPGAs) based compute engines.

From the data analytics perspective, a correlation coefficient compute engine is designed and
analyzed. This selection is based on the widespread adoption of correlation across database
and ML systems that require knowledge of the correlation relationship between the input data
before processing it. The experimental evaluation shows that correlation computation offloaded
to an FPGA-based smartNIC can sustain streams arriving at 100 Gbps over an RDMA network,
while performing a single pass over the data and requiring an order of magnitude less time for

computing compared to CPU or GPU designs.

Maintaining the continuity in the data characterization approach, a streaming analytics com-
pute engine is analyzed. The system objective is to sustain a 100 Gbps TCP/IP data rate while
characterizing input data (cardinality, second frequency moment, frequency distribution) in a
manageable space and with a single pass over the data. In addition to accomplishing its intended

objective, the system deployment on a single FPGA can match the performance of 70 CPU cores.

From the data privacy perspective, the performance benefits of offloading the I/O path data trans-
formation operations (encryption and decryption) are analyzed, taking into account the require-

ments of a relational analytics engine (SAP HANA), while providing three levels of security.

The findings indicate that substantial benefits can be achieved, both in terms of performance and
freeing CPU resources, in the cloud environment, and protecting the data while it is at rest or

transmitted over the network.



Keywords: FPGA, correlation computation, sketch algorithms, encryption and decryption, data
movement, data characterization, data transformation, Pearson correlation coefficient, Hyper-
LogLog, Count-Min, Fast-AGMS, AES, Remote Direct Memory Access (RDMA), TCP/IP
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RESUME

La nature distribuée de I’informatique en nuage (cloud computing), en ce qui concerne 1’allocation
des ressources et I’exécution des applications, implique un important transfert de données. Le
mouvement des données étant inévitable, il appartient aux systemes de s’assurer que cela se
fasse de maniere efficace. Cette these contribue a améliorer le mouvement des données grace
aux capacités de calcul, plus précisément avec des fonctions d’analyse et protection des données.
L’ objectif est de rendre le mouvement des données plus efficace et plus siir a I’aide de moteurs de

calcul basés sur des circuits intégrés programmables (Field Programmable Gate Arrays, FPGA).

Du point de vue de I’analyse des données, nous concevons et analysons un moteur de calcul
du coeflicient de corrélation. Ce choix est basé sur une grande adoption de la corrélation dans
les bases de données et les systemes d’apprentissage automatique, qui nécessitent la connais-
sance des relations de corrélation qui existent entre les données entrantes avant de les traiter.
L’évaluation expérimentale montre que, si I’on confie le calcul de corrélations a un smartNIC
basé sur un FPGA, il est possible d’atteindre des flux arrivant a 100 Gbps sur un réseau RDMA.
Ces performances sont obtenues en un seul scan des données et nécessitent un temps de calcul

inférieur d’un ordre de grandeur a celui des systemes CPU ou GPU.

Afin de maintenir la continuité de 1’approche de caractérisation des données, un moteur de calcul
analytique en continu est analysé. L’objectif du systeme est de maintenir un débit de données
TCP/IP de 100 Gbps tout en caractérisant les données d’entrée (cardinalité, second moment
de fréquence, distribution de fréquence) dans un espace gérable et en un seul passage sur les
données. En plus d’atteindre 1’objectif visé, le déploiement du systeme sur un seul FPGA peut

égaler les performances d’un processeur de 70 cceurs.

Du point de vue de la confidentialité des données, nous analysons les avantages en termes de
performance, de la délocalisation des opérations, de la transformation des données du chemin de
lecture/écriture (cryptage et décryptage), en tenant compte des exigences d’un moteur d’analyse

relationnel (SAP HANA), et en offrant trois niveaux de sécurité.
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Les résultats indiquent que des avantages substantiels peuvent €tre obtenus dans 1’environnement
en nuage, a la fois en termes de performances, de la libération de ressources du processeur, et de

la protection des données lorsqu’elles sont au repos ou transmises sur le réseau.

Mots clés: FPGA, calcul de corrélation, algorithmes sketch, cryptage et décryptage, mou-
vement de données, caractérisation des données, transformation des données, coeflicient de
corrélation de Pearson, HyperLogl.og, Count-Min, Fast-AGMS, AES, Remote Direct Memory
Access (RDMA), TCP/IP
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In the darkest times, hope is something you give yourself.

That is the meaning of inner strength.

-Uncle Iroh, ’Avatar: The Last Airbender’

If I try, I fail. If I don’t try, I’m never going to get it.

-Aang, ’Avatar: The Last Airbender’
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INTRODUCTION

1.1 General Context

One would argue that nowadays we produce a greater amount of data compared to the past, but
we have consistently generated it in large quantities, and data has always existed abundantly
around us, ready to be collected, analyzed, and comprehended. The factors that have evolved in
the past five decades are our methods and mechanisms of examining and collecting it. Starting
with the introduction of SQL in 1979 and that of the personal computers in 1980, our means have
increased exponentially. Today, almost anybody can collect and analyze data by using digital
phones and watches, laptops, tablets, smart home devices, smart cars, and culminating with the

use of the powerful tool of internet.

All of these have been possible due to a human invention, the transistor, that represents the
core of digital data processing and compute devices (CPU, GPU, FPGA, ASIC). Traditionally,
the CPU has been responsible of processing the data, giving rise to comprehensive areas of
study on the efficiency of doing it. The end of Dennard Scaling [65], the slowdown of Moore’s
Law [64], and Amdahl’s Law [188] have shifted the processing paradigm from general compute
devices (CPU) to specialized devices (GPU, FPGA and ASIC), allowing data processing to
remain a constantly advancing field. From an economic perspective, the combined utilization of
general and specialized devices can lead to cost savings, better energy efficiency, less security

flaws as well as higher performance [90]. Figure 1.1 illustrates a scale on how these digital
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Figure 1.1: Compute generality vs hardware specialization and power efficiency.

devices align in terms of computational general purpose, hardware specialization and power
efficiency, with the CPU being at the far end of the generality scale, and the ASIC positioning

itself at the far end of the hardware specialization and power efficiency scale.

Field Programmable Gate Array chips, FPGA for short, fall in the category of integrated circuits
that provide an intermediate point between flexibility, high-throughput, and low-latency perfor-
mance. Unlike the CPU, which operates in the GHz clock frequency range, the FPGA operates
at lower frequencies, in the MHz range, but with a much higher level of resource parallelism.
The FPGA represents a pool of integrated hardware resources (e.g., low-latency on-chip mem-
ories, combinatorial logic blocks, digital signal processing units-DSPs) with a programmable
interconnect between them. If the GPU represents a network of identical processors with ac-
cess to fast memories and specialized for numerical applications, the resource heterogeneity
of the FPGA enables it to be configured to arbitrary different digital circuits, from communi-
cation interfaces (e.g., PCle, UART, I’C, CAN, network stacks [197]) to complex analytical
engines (e.g., regulator expression matching [200], query operators such as projections, selec-
tions, group-by aggregation [224, 138], compression and encryption [42, 126]) or, crucially,
both at the same time. Given sufficient digital hardware resources for both communication and
computation tasks, the FPGA can act as a bump-in-the-wire computational node placed between
two processing units or between storage and processing units. This system integration of the
FPGA shifts away from the co-processor concept that has been associated to specialized dig-
ital devices, towards a data-flow processing model, taking advantage of the FPGA’s pipeline

parallelism feature [212].

Simultaneously with the advent of specialized hardware, there has been a paradigm shift regard-
ing the location for data storage and processing, moving from personal computers and business

oriented data centers to cloud computing (i.e., accessing computational or storage resources
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without knowing their precise location). Many companies have directed their focus towards this
trend and have started offering associated services. For example, Amazon Web Services (AWS),
Microsoft Azure, Google Cloud Platform (GCP), Alibaba Cloud and Oracle Cloud, are the com-
panies whose cloud services cover more than 25 regions (i.e., physical locations) across the
globe [237]. Together with the migration of traditional systems to the cloud, the providers have

recognized the cost-effectiveness and convenience associated with deploying also FPGAs [112].

Cloud computing offers a collection of high-performance heterogeneous compute and storage
devices that are inter-connected by high-bandwidth communication links and can be used on-
demand either at the infrastructure or application level, under the label of “as-a-Service” [98].
Even if cloud computing comes with the perception of deployment being effortless by outsourc-
ing machine maintenance and infrastructure development to other third-party providers [176,
99], it raises questions on resource orchestration [154, 135], on what is the proper level of ab-
straction for ~as-a-Service”, on how to make the cloud secure [20, 21] and how to increase its
energy efficiency [55, 236, 158]. Large-scale cloud deployments are governed by complex per-
formance/cost/energy consumption equations [90] and point out to data movement as one of the

biggest source of energy consumption in computing infrastructures [58, 57, 222, 208].

While research attention is dedicated to reducing data movement [196, 115] and creating the
green cloud [236], there is a lack of focus on exploring strategies to enhance data movement

with compute capabilities.

This thesis addresses the open question of enhancing data movement with compute capabilities,
more precisely with data analytics and privacy computational features, with the ultimate goal of
making data movement more efficient and secure using FPGA based compute engines. Through
the integration of compute engines alongside data movement, it becomes possible to reduce the
number of passes performed on the data and eliminate the necessity for intermediate storage. To
achieve this, the performance of several database-oriented algorithms is analyzed when deployed
as compute engines on an FPGA. Additionally, the behavior of the engines when connected to
network communication protocols like TCP/IP and RDMA is examined on an FPGA-based

smartNIC. The structure of the thesis can be divided into three main components.

Firstly, exact computation algorithms that are preserving the full representation of the data are
considered. One such example is the algorithm for calculating Pearson Correlation Coefficient,
used to assess and quantify the correlation between two or more data attributes. Correlation is
frequently used in machine learning [83], data mining [56], databases [155, 121], business anal-
ysis [157], and statistics [206] to interchangeably represent different types of relations (linear

or non-linear), mutual dependencies, or causality, with the ultimate goal of summarizing large
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amounts of data by observing patterns between data attributes [31]. Correlation is important
for data processing and data management systems [36, 121, 195] and usually finds its place in
exploration, data cleaning, or data pre-processing stages, all of which constitute a significant

amount of effort for a data scientist [144].

Secondly, retrieving statistical information using sub-linear memory complexity with respect
to the input data size is considering by looking into sketch algorithms. Unlike exact compu-
tation algorithms, in sketch algorithms, input data loses its representation through hashing and
the final result is an approximation of the result that would have been obtained by an exact
computation. This set of algorithms uses fixed size data structures to deliver approximate sta-
tistical information over data values, such as: membership to a set [28], the frequency of an
element [51], cardinality [71], and different skew degrees of the data [9]. Beside pure statistical
information, sketch algorithms can be used to monitor network traffic [223], to perform query

optimization [39, 173] or to optimize the way database engines perform multiple joins [148].

Finally, irrespective of the use of exact or approximate computation, for services offered in the
cloud, where hardware resources can be shared among multiple users, data needs to be secured
when it is in transit or at rest. To address the domain of data privacy, it is shown how the AES
encryprion-decryption algorithm behave on the FPGA in the context of databases, addressing
multiple security levels, and expanding the utilization of FPGA further than “only parallelizable
algorithms behave well on the FPGA”.

Processing data as stream. The transfer of data over the internet can be seen as a quasi-
continuous flow of bits carrying information from a source that generates the data to a destina-
tion (sink) that consumes it, making the transfer very similar to a stream. Different from batch
processing that processes data at predefined time intervals, stream processing starts processing
the data as soon as it becomes available to the processing engine. In the context of the thesis,
a stream does not mean endless data, but rather that the end of the data may come at an unde-
fined time. Moreover, the usage of the term ’stream interfaces’ depicts how data is processed
inside the FPGA through a direct engine-to-engine communication, avoiding communication
via memory interfaces and resulting in significant performance improvements. Also, the limit of
the number of elements in a continuous stream can also come from saturating the computing ca-
pacity of the processing module consuming the stream. For example, for a system accumulating
values over streams, the limit is imposed by saturating the accumulators’ capacity; for a sketch-
ing algorithms module, the limits is imposed by exceeding the allowable error. Nevertheless, the
term ’stream’ is not used from the point of view of a stream processor, where processing data is

grouped in windows, being them sliding or tumbling windows.
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1.2 Motivation & Thesis Statement

Cloud computing targets the decoupling of compute units from the storage ones [12, 216], while
allowing the elastic allocation of resources (i.e., scaling up and out) to meet demands. This
distributed resource placement [75], together with the more distributed nature of the applications
running on top of the cloud, indicate only an increase in the data movement. As data movement

cannot be avoided, it remains within the systems’ power and ability to make it effective.

FPGA as smartNICs. As mentioned before, operating data applications in the cloud trans-
lates to data movement, several data copies, and large I/O costs. With 100G network interfaces
becoming the network communication speed norm, the CPU can easily become the bottleneck
when processing incoming data packets [97, 233, 167]. Therefore, offloading data processing
operators into the Network Interface Card (NIC) can address these shortcomings and relieve the
load on the CPU. A NIC is a printed circuit board that connects to a server via PCle and en-
ables server’s connectivity to a network, whereas a smartNIC adds also processing in addition
to network traffic. SmartNICs are available in multiple forms, ASIC-based, FPGA-based, or
SoC (system-on-chip)-based, and the choice of one over the other depends on the data workload

and acceleration tasks that are sought.

For example, Microsoft’s Catapult project deploys FPGAs as line-rate or remote accelerators for
distributed systems, with the FPGA being positioned between the data center network switch and
server’s NIC, with all the network traffic passing through the FPGA [159] with the aim to accel-
erate a wide range of use cases from key-value stores [150], network function virtualization [70],
search engines [159], to AI/ML applications [152, 46, 73]. Amazon’s AQUA employs FPGAs
together with SSDs to offload parts of SQL operators (selection, projection, LIKE predicates)
to a network-attached caching layer for large-scale data analytics [23], a design also explored in
research [120, 224]. Sidler et al. [198, 191, 197, 201] have advanced the research path for in-
network data processing by developing the first open source FPGA-based scalable network stack
module supporting TCP/IP, RoCEv2, UDP/IP at up to 100 Gbps. The availability of this network
stack has enabled the evolution of various FPGA frameworks (shells) that target operating sys-
tem abstractions [139], network access for FPGA boards operating with Vitis shell [86], remote
direct memory access [201], FPGA board resource management [60], and which facilitate the

deployment of compute kernels along the network.

This dissertation adds a building block to the state-of-the-art of in-network data processing by

showing the benefits FPGAs could bring to on-the-fly data analysis, and their flexibility to attach
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to different communication protocols. FPGA’s flexibility makes them easy to be positioned ei-
ther between two compute nodes or between storage and compute, acting as a bump-in-the-wire.
When put on the wire, an FPGA-based compute engine can be designed so as not to decrease
the communication link performance. The endpoints should perceive the communication as if
no other compute unit is placed in between. Since the FPGA can host both compute engines
and I/O interfaces, it becomes a good candidate for performing compute-intensive operations
while data is on the move. This contribution will show that FPGAs can minimize I/O cost, data

movement and data compute at the CPU level by acting as a bump-in-the-wire processor.

In order to understand the impact FPGAs could make on cloud computing it is important to
analyze the compute and I/O bounds of high-end CPUs. For this, to each analyzed algorithm
deployed on the FPGA is associated a multi-threaded CPU implementation. This allows the
comparison with a solid baseline and the study of the computational resources that could be

gained by the CPU by offloading intense computational tasks to the FPGA.

Thesis Statement. The FPGA can extract information from and characterize the data while it
is flowing through the data center system with low overhead. By taking the network stack and
the PCle connections on an FPGA-based NIC as I/O modules (i.e., the source and sink of the
network data), and the analytical functions implemented on the FPGA as units of continuous

non-blocking processing, the FPGA is a suitable candidate for in-network stream data analytics.

1.3 Contributions & Structure

The contributions brought by this thesis to the state-of-the art of in-network data processing are

summarized as follows.

In Chapter 3, we analyze the behavior of a stream analytics FPGA accelerator integrating cor-
relation computation when attached to the CPU as a co-processor or as a network interface card,
with RDMA as the underlying network communication protocol, showing the low overhead in-
duced by the FPGA when compared with a multi-threaded CPU implementation and making the

following contributions:

e We describe the architecture of an FPGA-based accelerator that computes the Pearson

correlation coefficients between parallel data streams;

o We demonstrate the functionality of the design for the concurrent computation of the cor-

relation coefficient among up to 64 data streams and the analytical study of the capacity
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of the design, which is as high as several thousand concurrent data streams (well beyond

the I/O capabilities of modern devices or networks);

e We study the generalization capacity of the design, which is as high as several thousand

data streams (well beyond the I/O capabilities of modern devices or networks);

e We demonstrate the ability to embed the accelerator on an RDMA-capable FPGA-based
smartNIC;

e We show through experimental evaluation that the design offers several orders of mag-
nitude performance gains (4.4X) in both throughput and compute time over CPU and

GPU-based approaches.

In Chapter 4, we support the thesis statement by analyzing the behavior of a stream analytics
FPGA accelerator integrating three different sketch algorithms (Hyperloglog, Fast-AGMS and
Count-Min) when attached to the CPU as a co-processor or as a network interface card, with

TCP/IP as the underlying network communication protocol:

e We explore how to merge the three sketch algorithms into a single design both on CPUs
and FPGAs;

e We analyze in depth the trade-off between resource utilization and accuracy of the algo-

rithms;

e We demonstrate the ability to embed the accelerator on an TCP/IP-capable FPGA-based
smartNIC and show the compromise between the number of pipelines that run in parallel

within an accelerator and the saturation of a 100 Gbps communication link;

e We extensively explore the resulting performance with comparisons against CPUs with
different processing capacities, showing gains of up to 1.75x over a high-end server with
2x Intel® Xeon®Gold 6248 Processors, and 3.5X over a smaller, more conventional Intel
Xeon Gold 6234 Processor.

In Chapter 5, we address the data security aspect of the cloud, by implementing and evaluating
an FPGA-based accelerator with two complementary processes (encryption and decryption) that
are used to secure data files produced by an in-memory databases (SAP HANA). This work is
part of a larger effort of introducing in-memory databases “as a Service” in the cloud, with I/O

operations such as heavy-weighted compression and encryption offloaded to an FPGA-based
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accelerator that is placed on the I/O path of SAP HANA. In this thesis the focus if only on the

data security problem, making the following contributions:

e We propose a design that is configurable at build-time and implements three different
modes of the Advanced Encryption Standard (AES), targeting three different degrees or

tiers of security;

e We show how RTL design can be integrated as function calls, abstracting away the hard-

ware description language;

o We differ from “only parallelizable algorithms” can be offloaded to the FPGA, showing
that a non-parallelizable algorithm can have better performances over the CPU when com-

bined with a compute-intense data reduction module;
e We show that encryption and decryption can achieve each up to 15 GB/s of throughput;

e We open source a design that shares similarities with the proprietary designs used by

multiple cloud providers.

Chapter 2 provides an overview of the platforms and FPGA devices used in this thesis, whereas
Chapter 6 summarizes the thesis and offers a view on how FPGA should play their role in the

CPU-GPU-FPGA-in network data processing ecosystem.

Related Publications This dissertation is based on work (* - equal contribution) that has also

been presented in the following peer reviewed publications:

e AMNES: Accelerating the computation of data correlation using FPGAs by M. Chiosa,
T'B. Preufler;, M. Blott, G. Alonso, in Proceedings of the Very Large Databases (VLDB)
Endowment, Volume 16, Number 13, August 2024.

o SKT: A one-pass multi-sketch data analytics accelerator by M. Chiosa, T.B. Preufer,
G. Alonso, in Proceedings of the Very Large Databases (VLDB) Endowment, Volume 14,
Number 11, July 2021.

e Hardware acceleration of compression and encryption in SAP HANA by M. Chiosa’,
F. Maschi”, 1. Miiller, G. Alonso, N. May, in the 48™ International Conference on Very
Large Databases (VLDB), September 2022.
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Alonso, in Proceedings of the 5" European Conference on Computer Systems (EuroSys),
April 2020.

e Using DSP Slices as content-addressable update queues by T.B. Preufier; M. Chiosa, A.
Weiss, G. Alonso, in the 30™ International Conference on Field-Programmable Logic and
Applications (FPL), August 2020.

o Hyperloglog sketch acceleration on FPGA by A. Kulkarni, M. Chiosa, T.B. Preufler, K.
Kara, D. Sidler, G. Alonso, in the 30" International Conference on Field-Programmable
Logic and Applications (FPL), August 2020.






BACKGROUND

This chapter provides an overview of the FPGA, the FPGA frameworks and platforms, and the

network communication protocols used for this thesis.

2.1 Field Programmable Gate Arrays

FPGAs are considered "field programmable” integrated circuits because once taken out from the
electronic wafer, their hardware can be reconfigured via programmable interconnects and SRAM
writes to carry out different digital functionalities. Their versatility spans many industry areas,
from telecommunications [217] to medical field [110], and aerospace to defense [16, 129, 162].
For the last decade, FPGAs have been proven effective to accelerate database operators [212,
112], stream processing applications [238] and security sensitive applications [21]. Only in the
last few years, they have started being deployed into data centers [112, 23, 70, 168] and used for

data analytics and machine learning tasks.

For example, Microsoft Azure uses FPGAs for deep neural network inference and Bing search
ranking [164] and Azure Synapse deploys them for big data analytics [24]. Additional exam-
ples that place FPGAs near-data include a write-optimized storage engine developed at Alibaba,
X-Engine, to efficiently implement the Log-Structured Merge (LSM) tree compaction [96], in-
storage computing capabilities to optimize data-intensive queries [120], or an intelligent dis-

tributed storage layer [113].
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Chapter 2. Background

Prior to introducing the FPGA-based platforms used for this work, two FPGA environments
are identified. On the one hand, there is the internal FPGA environment which is composed
of lookup tables (LUTs), flip-flops (FFs), carry-logic and multiplexers that are grouped into
logic blocks. Depending on the FPGA vendor, the logic blocks are named configurable logic
blocks (CLBs) for AMD-Xilinx FPGAs or logic array blocks (LABs) for Intel FPGAs [215].
In addition to the logic blocks, other types of resources can be found in the FPGA fabric
such as low-latency memories, Block RAMs (BRAMs) or Ultra RAMs (URAMs), or com-
putational units, such as the digital signal processing (DSP) units. All these internally avail-
able resources are coupled by a programmable interconnect and can be configured to imple-
ment a wide range of digital functionalities from communication protocols to regular expression
matching engines [200] by leveraging hardware description languages (HDL), like VHDL or
(System)Verilog, or high-level languages, like C/C++ or OpenCL.

On the other hand, there is the external FPGA environment which is usually referred to as the
FPGA board or platform and encompasses: (1) external DDR memory banks, with each bank
bandwidth capacities being around 16 GB/s, (2) PCI Express (PCle) (Gen3x16 or Gen4x8) inter-
faces, (3) network physical interfaces (QSFP28) with bandwidth capabilities of up to 100 Gbps,
(4) additional serial communication peripherals (UART, I°C, SPI, USB), (5) video controllers
or (6) analog to digital converters (ADCs). Nowadays, external to the FPGA integrated circuit,
but within the same chip package, it is coupled a High Bandwidth Memory (HBM) [27] that
overcomes the memory throughput bottleneck of DDR memories by offering up to 420 GB/s
bandwidth capabilities for 32 physical memory channels [128].

FPGAs used in this thesis. For the work presented in this thesis, various FPGA boards have
been utilized depending on their availability or the specific requirements of the tasks involved.
All the boards used are data center class boards, that target deployments in heterogeneous clus-
ters. Table 2.1 summarizes them, their board level specifications and vendors. In addition to this,

the table also includes a reference to the chapter where the FPGA boards have been employed.

Table 2.1: FPGA boards that are used for this thesis.

Specification

Board ‘ ‘ Producer

‘ System
| DDR and HBM [GB] | SRAM Capacity [MB] | PCle | Network | Power[W] | |
u2s0 | 64 | 54 | Gen3x16 | 2xQSFP28 (100 GbE) | 225 | AMD-Xilinx | SKT [Chapter 4]
U280 | 40 | 41 | Gen4x$ | 2xQSFP28 (100 GbE) | 225 | AMD-Xilinx | SKT [Chapter 4]
Usse | 16 | 43 | Gen3x16, 2x Gendx8 | 2xQSFP28 (100 GbE) | 150 | AMD-Xilinx | AMNES [Chapter 3]
D5005 | ) | 30.5 | Gen3x16 | 2xQSFP28 (100 GbE) | 215 | Intel | (En—De)eryption [Chapter 5]
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Data types used in this thesis. While it is possible to implement floating-point arithmetic on
the FPGA using specialized IPs, the true advantage of the FPGA lies in its capability to operate
at the bit-level with custom data types, whether they are integer or arbitrary precision fixed-point
data types. Significant research has thrived in the field of ML concerning reduced precision rep-
resentations with Microsoft’s FPGA-based Brainwave [46], Google’s TPU [123] and NVIDIA’s
Turing GPUs [34] looking into reducing the precision down to 16-bit floating-point, along with
8-bit (integer) and 4-bit (integer) fixed-point. Rajagopal et al. [183] propose MuPPET that is
using quantized fixed-point training for convolutional neural networks (CNNs). The benefit of
reduce precision is also shown for deep neural networks (DNN) by Sun et al. [210]. Further-
more, AMD-Xilinx Research Lab has proposed quantized neural networks inference on FPGA
through the FINN open source framework [143], offering customizable dataflow architectures
with low latency and high throughput [218], and Alistarh et al. [7] have shown that quantization
can reduce communication and memory overhead in distributed training. Another aspect that
motivates the usage of integer and fixed-point representation on FPGA is the fact that fixed ar-
chitectures are highly optimized for floating-point data types. For example, the Fused Multiply-
Add (FMA) unit of the CPU is optimized for single and double precision floating-point data
types. However, this feature does not yield any performance advantages when it comes to inte-
ger values. In this thesis, the data analytics engines’ focus is on integer data representation. The
arithmetic behavior of this representation is the same with fixed-point data types, therefore the

conclusions can be extended to both data types.

FPGA Shells. In this thesis, the FPGA focus is twofold: (1) how compute-intensive data an-
alytics engines behave when attached to data streams coming from the network, and (2) how
a security engine behaves while encrypting the data flow created between two FPGA DDR
memory channels. Since data center setups are targeted, the compute kernels are deployed on
FPGA-based boards provided by the two main vendors. AMD-Xilinx offers Heterogeneous
Accelerated Compute Cluster (HACC) across five world wide academic centers (ETH Zurich,
University of Illinois in Urbana-Champaign — UIUC, National University of Singapore — NUC,
Paderborn University, University of California in Los Angeles — UCLA) [13], and Intel offers the
IL Academic Compute Environment (ACE) [105]. Each of the academic clusters is equipped
with high-end servers and FPGA-based boards, and utilizes similar programming environments,
Vitis unified software platform by AMD-Xilinx [230] and Open Programmable Acceleration
Engine by Intel (OPAE) [103], to handle the interaction between the CPU and the FPGA as

regards control and data movement.

Regardless of these different denominations, the user application on the host CPU is developed in
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C/C++ and interacts with the FPGA and its compute engine (kernel) through standard OpenCL
API calls. The physical interaction between the CPU and the FPGA is abstracted away from
the user application with the help of runtime libraries that run on the host CPU. They include
user space libraries and drivers (i.e., Linux and kernel drivers) and have different functionalities
such as: (1) downloading the FPGA binary file on the hardware platform, (2) managing the
execution of the kernel (i.e., triggering, sequencing and synchronizing computation), (3) moving
data between the host CPU and the FPGA’s internal memory or DDRs, and (4) providing board
management (i.e., debug, power management and board recovery). The runtime library of each
vendor interacts with the proprietary static shell and the configurable dynamic hardware region
on the FPGA. The configurable dynamic region implements the compute kernel, whereas the

static shell ensures the communication with all the peripherals (i.e., PCle, HBM, DDR).

A limiting factor of the FPGA vendor proprietary shells is the absence of data streaming support
between the FPGA and the host CPU. Current shells use the OpenCL memory model and need
all data to be transferred to the FPGA’s internal or DDR memories before triggering kernel ac-
tion, thus incurring additional data movement steps. AMD-Xilinx previously offered a shell with
support for streaming transfers (QDMA) and a limited transfer capacity of 32 GB. However, the
shell got discontinued and only the memory-mapped shell (XDMA) is supported now. For clar-
ification purposes, it is to be noted that the same names that are used to identify the DMA for
PCle Subsystem IPs (QDMA and XDMA) are also used to identify the shells. Regardless of the
IPs’ interfaces that get exposed by the shells, the two IPs offer two configurable user interfaces: a
memory-mapped interface (AXI4-MM) and a separate streaming interface (AXI4-Stream). The
proprietary shell’s streaming interface limitation has been addressed by open source academic
shells, such as Coyote [139], TaPaSCo (Task-Parallel System Composer) [88], and DavOS (Dis-
tributed Accelerator OS) [60], that enable streaming interfaces between the host and the FPGA,

reducing data movement while providing FPGA peripheral orchestration and OS abstractions.

Another limiting factor of the proprietary static shells is the access to more than the data link
layer of the network. Moreover, when taken off-the-shelf, the shells enable only the PCle com-
munication as access point to the FPGA-based board. For the AMD-Xilinx shells for the HACC
cluster at ETH Zurich, this limitation has been addressed by EasyNet [86], an open source aca-
demic project, that encapsulates the TCP/IP functionality and facilitates the access to the inte-
grated 100G Ethernet Subsystem and the physical Gigabit Transceiver pins exposed by the shell,
from within the dynamic region of the shell. In addition to network functionality in the form of a
network kernel, EasyNet also allows the deployment of compute kernels along the network one,

hence enabling streaming processing with data coming from the network. Irrespective of the
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network access, EasyNet is limited on the host CPU side, where the interaction lacks streaming

support, being only memory-mapped.

Coyote [139] and DavOS [60] extend the proprietary shell for the HACC cluster and EasyNet,
enabling not only TCP/IP, but also RDMA over Convereged Ethernet (RoCE), with a stream
processing line from the network physical interface to the host CPU, therefore enabling the
bump-in-the-wire behavior. More than DavOS, the Coyote shell enables dynamic reconfigura-
tion of multiple isolated FPGA regions, kernel support for both HLS and RTL rather than only
RTL support by DavOS, a unified host and FPGA memory and HBM support, making it the
practical and desirable shell for the HACC cluster’s boards at ETH Zurich. Throughout this the-
sis, the streaming compute kernels are attached to EasyNet in Chapter 4, to Coyote in Chapter 3
and to the Intel shell in Chapter 5.

The kernels (engines) running on the dynamic region of the FPGA can be developed in HDL,
OpenCL (C-like) or C/C++. If the former aims to achieve resource efficiency and high clock
frequencies, the latter two aim to increase productivity by providing C/C++ abstraction layers
over register transfer level (RTL) structures, and make the FPGA accessible to software devel-
opers. Nevertheless, building abstraction layers over RTL is a constantly evolving process, both
in industry and academia [35, 94, 122]. Currently, specific words named pragmas need to be
added to the source code in order to obtain an optimized RTL design (i.e., reduce latency, larger
level of pipelining, reduce FPGA resource usage). Therefore, the kernel developer still needs to

have hardware knowledge and understanding to create efficient compute kernels.

AMD-Xilinx has initially developed and maintained Vivado High Level Synthesis (Vivado HLS)
to later move to Vitis HLS. While both target the same vendor FPGAs, Vivado offers a hardware-
centric approach to designing hardware, while Vitis offers a software-centric approach to devel-
oping both hardware and software [95] with the aim to unify both under the same tool and
development flow. A similar approach is adopted by Intel with the oneAPI toolkit, subsequent
to Intel SDK for OpenCL. Nevertheless, Intel FPGA SDK for OpenCL tool is used in Chapter 5.

Throughout this thesis, Vivado and Vitis HLS are used in Chapter 3, Intel FPGA SDK for
OpenCL and hardware description language (VHDL) are used in Chapter 5 to develop the kernel
modules. The development of the analytical kernel presented in Chapter 4 has been carried out

in collaboration with Thomas Preufler, and integrated into EasyNet using Vitis HLS.
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2.2 Networks in the Data Center

The transport layers used in data center network communication and their associated physical
support environments come in a wide variety of choices with the ultimate goal of achieving high
bandwidth and low latency [92]. TCP/IP legacy has facilitated its adoption into the data center
network [124], but its large communication latencies observed at software stack implementa-
tion levels have challenged its usage for intra data center communication. The protocol is still
preferred for wide area networks (WAN) due to its reliable transmission and control flow, but
in order to be adopted internally in the data center, to support the multitude of applications that
still depend on it, it has to overcome the software stack shortcomings. For this, the TCP/IP stack
has been partially [38, 72] or fully [198] offloaded to the Network Interface Card (NIC), with
the latter solution being optimal in terms of performance scalability of up to 100 Gbps and the
supported number of connections [199]. When the TCP/IP stack is totally offloaded to an FPGA,
the traditional TCP/IP communication pass through the Kernel space is simplified (i.e., unneces-
sary data copies from the user space to kernel space are avoided), since the application running
on the host CPU interacts directly with the driver that orchestrates and synchronizes the com-
munication with the DMA (Direct Memory Access) engine running on the FPGA. In Chapter 4
a multiple sketch design is deployed on an FPGA-based smartNIC and processes data coming
from a TCP/IP interface.

Remote Direct Memory Access (RDMA) enables the direct data transfer from one CPU’s mem-
ory to a remote CPU’s memory by partially or totally bypassing the CPU, leading to lower
communication latencies than TCP/IP. This performance advantage has made RDMA attractive
to both research and industry, being adopted in cloud deployments (Microsoft Azure [82], Al-
ibaba Cloud [76], Oracle Exadata [178], distributed storage systems [3, 62] and databases [233,
142, 193, 220]. Currently, there are three network supports for RDMA: Infiniband [6], RDMA
over Converged Ethernet (RoCE) [5] and iWARP [174]. Infiniband requires its own physical in-
frastructure to deliver reliable RDMA, whereas the other two run over existing Ethernet physical
infrastructures. On the one hand, iWARP has a top-down architecture that aims to implement
RDMA functionality within the framework of the existing TCP transport layer. The intention
to run over pre-existing layers has lead to a convoluted architecture with large latencies, defeat-
ing the low-latency RDMA initial purpose [211]. On the other hand, RoCE has a bottom-up
approach, being defined by the InfiniBand Trade Association (IBTA) standard as a network pro-
tocol that enables RDMA over Ethernet networks, which leads to a simpler and straightforward
architecture than iWARP. For the first version of RoCE (RoCEv1), the RDMA packets are en-
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capsulated into Ethernet frames. This approach limits the utilization of RoCE to only the same
IP subdomain. RoCEv2, also known as routable RoCE, overcomes this limitation, enabling
RoCE in different IP subnets and network scaling. This is possible through the addition of IP
and UDP headers information into the RDMA packets. By utilizing UDP port 4791, which is
reserved for ROCEv2, RDMA payloads are encapsulated as UDP payloads.

Even if Infiniband is set to offer the best performance for RDMA in terms of latency and through-
put, RoCE has a very large data center adoption due to its cost, very good performance and re-
source scaling capabilities [76, 82, 178]. In Chapter 3 the Pearson correlation coefficient kernel

processes data coming from an RDMA interface.
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CoORRELATION - ExacT COMPUTATION

In this chapter we analyze how correlation computation on data streams can be offloaded to the
FPGA. The design goes beyond matrix-matrix multiplication approach and offers a customized
solution based on accumulators. The end result, AMNES — a stream analytics engine, can sus-
tain data streams arriving at 100 Gbps over an RDMA network, while requiring only 10 ms to

compute the correlation coefficient among 64 data streams.

3.1 Motivation

Computing the correlation coefficient among two or multiple attributes finds extensive applica-
tions across a wide range of disciplines, including machine learning (ML), databases (DB), data
privacy, medicine, physics and economics. For example, knowing the correlation among data
can affect the scheduling decision of whether to offload the computation to a General Purpose
GPU (GPGPU) or another accelerator that involves data movement [32]. Similarly, correlated
data affects the error of the selectivity estimators used by query optimizers [63], i.e., highly
correlated data leading to higher errors [87]. In machine learning, knowing which features or
dimensions are correlated serves in both dimensionality reduction, by pointing at data that can
be removed as it does not provide additional information [232], and correlation clustering since
the correlation relationship between data is a useful input to clustering algorithms [136]. Finally,
correlation computation can be utilized by vector databases to find data vector similarity [175],
or in data privacy applications to detect when too much public data leads to information leak-

age [239]. In all these applications, knowing in advance whether data sets are correlated is
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Figure 3.1: Performance metrics of Python NumPy and Pandas libraries for computing the Pearson

correlation coeflicient for 16 attributes.

important to be able to process the data sets efficiently. Additionally, correlation becomes a

basic quantity for many other modeling techniques.

Finding the correlation between data sets (columns in a relational table, two data streams, or
dimensions in a set of vector data) is typically an expensive operation. On the one hand, its
computation typically involves calculating several statistics (i.e., standard deviation, covariance)
over each data set that feed into computing the correlation coefficient. This requires a full pass
over the data. On the other hand, in most cases, the correlation has to be calculated across many
data sets (e.g., wide tables in databases, or high-dimensional vectors in ML applications). As a
reference, the widely used NumPy and Pandas Python libraries can take up to 100 ms to compute
the Pearson correlation coeflicients between just 16 attributes (streams) with 200’000 elements
each as illustrated in Figure 3.1. In this chapter we show how to compute the correlation for
64 streams and 2 million elements per variable in about 10 ms, i.e., an order of magnitude less
than these established libraries and processing 10 times more items. In databases, due to the
cost of computing correlation, it is often approximated, especially when used to optimize the
creation of indexes, as data correlations can significantly affect their performance, particularly
for clustered indexes [134, 61]. One common approximation is to compare the number of dis-
tinct values across attributes [134]. However, this measure is far less precise than statistical

correlation measures.

Pearson Correlation in RDBMS (Relational Database Management System). Relational
engines such as PostgreSQL, Oracle DB, MySQL, or Snowflake and vector databases (Milvus)
compute correlation between pairs of attributes via either an intrinsic operator (PostgreSQL,
Oracle DB, Snowflake, BigTable) or by combining statistics over the data (MySQL). For more
than two attributes, a manual query with the explicit pairs of attributes has to be written. As the

amount of data to be processed grows, there is a need to understand how to efficiently correlate
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many attributes in parallel and whether the computation can be offloaded to an accelerator, e.g.,
without CPU involvement. Therefore, in this chapter, we explore this question by looking at
how computing the statistical correlation can be accelerated using an FPGA acting on streams

of data arriving from or being sent to the network.

As mentioned in Chapter 1, the disaggregated nature of today’s compute and storage provides
motivation to investigate such a design, since processing the data would already involve first
reading the data from object storage and bringing it into the computing node. Having the com-
putation offloaded to an accelerator positioned either on the storage nodes or on the network path
would be similar to the scenarios provided by Amazon AQUA and Microsoft’s Catapult. An-
other example of on-the-fly data transformation is Oracle Exadata, a database engine with smart
disaggregated storage where data is kept in row format for online transaction processing (OLTP),
but is transformed on-the-fly into column-based as data is moved from storage to in-memory to
accommodate fast online analytical processing (OLAP). Our design enables offloading the cor-
relation operator to the accelerator targeting similar scenarios as the ones mentioned before.

Moreover, AMNES can also be used in the conventional acceleration model with data residing in

the CPU’s memory due to the design low latency.

The benefit of having the correlation assessed while data is moving through the network, be it
from one compute node to another or from storage to a compute node, is that correlation becomes
meta-data that can be used by the subsequent processing tasks (e.g., machine learning pipelines,
scheduling algorithms, or analytical jobs), once all the transferred data has reached its destina-
tion. Since most of the data to be processed in cloud-based systems has to travel through the
network, enhancing network cards with complex computation capabilities reduces data move-
ment, eliminates the need for intermediate storage, and eventually reduces energy consumption.
For instance, in the same way Amazon AQUA utilizes FPGAs to process data read from the
SSDs in a streaming fashion before forwarding it to the network, our system could be deployed
for correlation computation and serve relational DBs to assess correlation across a table, vector
DBs or ML systems to identify data similarities directly on the storage (or on a network attached

cache like AQUA) or as the data arrives from storage (as in Microsoft’s Catapult).

In addition to the architectural flexibility, AMNES is also easily adaptable to different data repre-
sentations than row format cacheline representation. Adapting to different data representations
only requires a temporary buffer and, potentially simple transformations (e.g., transposition).
For instance, systems such as Snowflake employ a format where groups of rows are mapped into
individual micro-partitions, organized in a columnar fashion [204]. Applying our design would

require to simply transpose the micro-partition to reconstruct the tuple, something that can be

21



Chapter 3. Correlation - Exact Computation

easily done on-the-fly on an FPGA with no performance loss. This is the reverse (columns to
rows) of the transformation performed by Oracle Exadata (rows to columns). Positioned in the
storage layer of Oracle Exadata, AMNES would not need to transpose the data. Regarding other
types of data transformations that are usually required for data in transit such as compression
and encryption, the FPGAs have already proved to efficiently decompress (e.g., delta encod-
ing or run-length) and decrypt both column-based structures [126] and data blocks [42]. Such

operations can be easily integrated in our design.

AMNES is an FPGA-based accelerator that computes the Pearson correlation coefficient (PCC)
among data streams, and can operate both on data residing in the host memory (i.e., as a conven-
tional accelerator due to its low latency) or on data streams arriving from the network. While the
actual network transport protocol used is not relevant for the computation, in our prototype, we
have focused on RDMA networks as they are more challenging in terms of throughput but also
offer the opportunity to significantly lower the latency of data access. AMNES operates specifi-
cally on the Converged Ethernet (RoCEv2) protocol, which is already deployed by many cloud
providers such as Alibaba Cloud [76], Microsoft Azure [82], with 70% of Azure traffic being
RDMA-based [163], and Oracle Exadata [178]. RDMA has also made its way into database de-

sign, with a growing number of systems and prototypes demonstrating its advantages [233, 167].

This chapter focuses on Pearson’s correlation as it is the most widely used. If we considered
ranked values (ranks being associated to sorted data) instead of actual data, then the same de-
sign could be used to compute the Spearman correlation coefficient for non-distinct data. The
implementation of equations for Spearman correlation coefficient for only distinct data and for
Kendall correlation would require a simplified variation of the design where only the distances
between ranks or unitary values get accumulated, respectively. AMNES’s modular architecture al-
lows to use only part of the design (i.e., the ACC Engine), to derive a variety of useful statistics
such as correlation coeflicients, cosine similarity and cosine distance, standard deviation, as well
as slope and intercept of linear regression lines over the data. These are all standard operators in

relational engines these days and can be supported by our design with minimal changes.

The chapter is structured as follows. We first introduce the Pearson correlation coefficient and
the underlying communication protocol to which we associate the compute kernel. Afterwards,
we present the overall design of AMNES, offering a thorough analysis of the design choices and
finalizing with the FPGA implementation. In Section 3.5 we evaluate our implementation’s per-
formance against two multi-threaded CPU baselines with two specific scenarios in consideration:
(1) data resides within the memory of the host CPU, from where it is retrieved and processed;

(2) data arrives through an RDMA connection from a remote node. We close the chapter with
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a comparison regarding the number of streams analyzed in parallel between AMNES and other
systems proposed for correlation computation in the database community. In addition to this
comparison, we discuss multiple ways to generalize AMNES’s backend engine, and how other

correlation coefficients, cosine similarity and the least square method may benefit from AMNES.

3.2 Correlation and Remote Direct Memory Access

In this section, we formally define the correlation between two streams, explain the statistical
and mathematical background underlying the Pearson correlation coefficient and present our

motivation behind using Remote Direct Memory Access (RDMA) at networking level.

3.2.1 The Correlation Coefficients

Correlation can indicate if two data variables co-vary, depend on or predict one another, and can
be measured using different types of coefficients, e.g., Pearson, Kendall, Spearman, or Point-
Biserial. The latter employs the same formula as the Pearson correlation coefficient, with one
variable being binary. The Pearson correlation coeflicient is the normalized version of covari-
ance [56]. In contrast to Pearson, which measures linear association, Kendall and Spearman
coeflicients are non-parametric tests (e.g., do not depend on the underlying data distribution)
and measure an ordinal association between ranked data [207]. These two coefficients assume
ordered stream values and are mainly used to assess a non-linear association [66]. Database
engines often include several measures of correlation as part of their statistical functions (e.g.,

Oracle includes support for Pearson, Kendall, and Spearman correlation coefficients).

We focus on the Pearson correlation coeflicient (PCC), which measures the strength of the linear
association between two data streams by taking into account the amount of variation present in
each stream and how the streams vary together. The coefficient is a dimensionless quantity
within the range [—1, +1]. Unlike covariance, which can take infinite values, this well-confined
range allows for a straightforward assessment. A Pearson correlation coefficient (p) of value O
indicates that no linear relationship exists between two data streams, i.e., they are independent. A
perfect linear relationship is indicated by a coefficient of magnitude 1. A negative sign indicates
that the increase in the values of one stream associates with a decrease in the values of the other
stream. A positive sign, on the contrary, indicates that the increase in the values of one stream

associates with the increase in the values of the other. The stronger the correlation, the closer the
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correlation coefficient gets to +1. If we consider |p|, the absolute value of the PCC, the strength
of the linear relationship can be assessed as follows: (1) weak correlation for |p| € [0.1,0.3);
(2) medium correlation for |p| € [0.3,0.5); and (3) strong correlation for |p| € [0.5,1][18,209].
Nevertheless, the relationship strength does not imply any causal relationship between the two

given streams [1].

The PCC is the most widely used among the correlation coefficients presented above [207].
Intuitively, if a line is drawn as a best fit through the data points of two streams, the PCC
indicates the amount of variation that exists around this line of best fit. Nevertheless, PCC does
not represent the slope of the line of best fit. Its value in [—1, +1] indicates the variation around

this line, with values closer to 0 indicating a large variation as illustrated in Figure 3.2.
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Figure 3.2: Correlation relationship.

Mathematically, the PCC (p) for a bound population (e.g., maximum number of items for two
analyzed streams is V) is shown in Equation 3.1, where E is the expectation, u and o are the
mean and the standard deviation of each data stream, and the sign of (X — ux)(Y — uy) indicates
if an increase in X is associated with an increase in Y. Developed further, Equation 3.1 describes

PCC as the centered and standardized sum of the cross-product of two data streams [189].

oy = PLX =0 )l _ Tito (X = )0 =~ )
XY VG = R 2 0 a2

In Equation 3.2, we replace expectation and standard deviation by their corresponding mathe-

3.1)

matical formulas and reduce the common members to minimize the number of necessary divi-
sions. Equation 3.2 leads to the core components around which our design centers: the sum
of elements (XN, x, ¥, y,), the sum of squares (XN,' x2, ¥ ¥3'y?), and the sum of prod-
ucts (Z,’\;)l x;y;). For the remaining of the chapter, we are going to refer to them as the sufficient
statistics. A similar equation is derived for binary variables and used to find the correlation

between graphs [131], aiming at discovering the dependencies within a graph database.
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(3.2)

In order for the PCC results to be interpretable and trusted, the analyzed streams should satisfy
the following assumptions [209]: (1) no missing values and a continuous scale; (2) the stream
values should be normally distributed, have a linear relationship and same variance around the
regression line; and (3) the streams should not have outliers, values that do not follow a similar
pattern as the rest of the data. Moreover, PCC is applicable only to numeric values [31]. The

correlation involving data of other types (i.e., strings) requires their mapping to numeric values.

In realistic use cases, it is unavoidable for the data to not have missing values, non-normal dis-
tribution or outliers. There are several ways to overcome this and still have an interpretable PCC
value: (1) pairwise missing values - compute the correlation using the non-missing streams’ val-
ues; this results in a partial correlation coefficient [31]; (2) list-wise deletion - compute the corre-
lation only using observations with non-missing values for both streams [31] (Vertica, a unified
analytics platform, to discover correlated features, employing list-wise deletion for missing val-
ues in the input pairs [69]); (3) replace the missing values by either means among the adjacent
values or by constants. Each of these approaches are easy to implement on an FPGA, at the
cost of one clock cycle increase in latency. In the design we explore in this chapter, we have
not included this feature as it has no impact on the overall result. To assess the normality of
stream value distribution, one can employ either histograms [114] or the Jarque-Bera test [117],
with the former being successfully implemented on FPGAs [114]. Various techniques exist for
outlier detection, ranging from statistical methods such as Z-score and Mahalanobis distance to
machine learning approaches such as clustering or support vector machines. However, for FPGA
implementations aiming to maintain 100 Gbps rates, moving average or exponential smoothing

techniques are more appropriate [116].

Related Work. In databases, correlation has been used interchangeably to capture three dif-
ferent concepts. The first is the semantic relationship (e.g., a functional dependency) between
columns. Hermit [225], Correlation Maps [133], CORDS [100], BHUNT [33], CORADD [134]
use attributes’ semantic correlation to improve indexing, query execution, and query optimiza-
tion [155] performance. The second concept uses the two attributes covariance to model selec-

tivity for query optimizers [45]. And the third models the relationship between pairs in time
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series analysis: BRAID [195] for lag correlation; StatStream [244], Mueen et al. [169], and Li
et al. [151] for longest-lasting correlated subsequences; and Wadjet [194] for outlier identifica-
tion. The last two concepts employ PCC in a CPU based streaming context. Similar to them,
we focus on bounded data streams, but adopt newer technologies, e.g. FPGAs, to compute the
Pearson correlation coefficient. Moreover, we enhance a network communication link with com-
pute capabilities. As noted, correlation computation on the CPU is expensive and is typically
approximated or limited to specific data segments (i.e., Xiong et al. [231] opt to focus on Zipfian
distributed datasets for large number of streams and compute PCC for only a subset of pairs; the

same applies for Zhang and Feigenbaum [235] to find correlation among large datasets).

Correlation on Heterogeneous Architectures. FPGA-based correlation implementations have
been proposed for image processing [137], OFDM (orthogonal frequency division multiplexing)
timing synchronization [181], and digital correlation processors [11]. Image correlation is differ-
ent from PCC by computing the difference in pixel values and energies between two images and
similar to it because is based on additions and multiplications. Nevertheless, image processing
correlation uses 11 X 11 window values, leading to computations over 121 pixels, which is much
smaller than our target streams’ lengths. OFDM timing synchronization [181] aims to reduce
DSP utilization by replacing multiplication operations with shift-and-adds, resulting in approxi-
mated results. In contrast, our approach focuses on analyzing classic data types, providing exact
results, and preserving data representation. There are limited customized GPU-based correla-
tion implementations due to data movement overhead and GPU’s constrained memory capacity.
Significant speedup of 28 to 38X is achieved in PCC computation for matrix sizes ranging
from 4096 x 16 to 12288 x 64, utilizing floating-point representations for sequence database
search [37]. Their assessment considered both computation time and data transfer time to and
from the GPU memory. However, the GPU’s memory limitations constrained the maximum
analyzed size, and the execution time was in the order of seconds, falling short of AMNES’ per-
formance and architectural flexibility. Our system is different from these previous ones by offer-
ing a single pass over the data, a flexible number of streams, and programmable fixed size data
types. Conversely to this previous work, we focus on computing the PCC on data streams and
operating at network line rate so that the design can be directly deployed on data arriving from
the network without CPU involvement. We show that we can compute the correlation among
up to 64 data streams (2016 PCC values) with several orders of magnitude performance gains
over existing solutions, and that our design can be generalized to compute correlations among
thousands of streams. This ensures that the design remains valid as networks improve and higher

bandwidths are provided between CPUs and accelerators (e.g., Intel CXL interconnects).
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3.2.2 Remote Direct Memory Access (RDMA)

As the network underlying protocol, we use RDMA over Converged Ethernet (RoCE v2), with
the entire network stack [80] being deployed on an FPGA-based smartNIC [139] that we test
over a 100 Gbps HACC cluster [13]. On the FPGA-based smartNIC, AMNES acts as a bump-in-
the-wire accelerator, being placed between the network stack module (ensures the communica-
tion of the FPGA with the RDMA network) and the PCle module (ensures the communication of
the FPGA with the host CPU). For testing purposes, we use the low-latency, one-sided RDMA
operations, namely the write primitive. The computational kernel is placed at the receiving
node, and the correlation coefficients are computed as data is arriving through the network from
an RDMA write requests. Although not explored in the chapter, the same could be done on the
sending node to compute the correlation near to the data source. The same behavior is expected
from AMNES if it is utilized together with the read primitive (computing correlation while data
is received over the network, after sending an RDMA read request). By utilizing the read op-
eration, the communication latency increases, since one more network trip is required before
data gets sent over the network. The concept remains the same for the two one-sided RDMA

operations, with the overhead being completely independent of the correlation computation.

Related Work. RDMA has gained prominence in data centers, finding applications in dis-
tributed systems [62, 3, 184, 177], databases [233, 142, 193, 220], cloud storage [62, 76, 147] or
in-network data analytics [201]. StRoM [201], a system leveraging smartNICs with RDMA sup-
port, pioneered the integration of compute capabilities into the RDMA network stack, demon-
strating the computation of the Hyperloglog (HLL) cardinality approximation algorithm while
data traverses the network. Similarly, we illustrate how a correlation engine can be placed on the
smartNIC without impacting network performance. Unlike StRoM, which hashes input values
to dissociate input data representation from the algorithm’s internal structure, AMNES retains the
original data representation for processing. Farview, another FPGA-based smartNIC system,
utilizes RDMA to offload query operators to a network-attached DRAM module, achieving per-
formance comparable to local memory [138]. Farview serves as a potential deployment example

for AMNES in future data centers.

Beside flexibility and high availability, cloud computing offers a pool of heterogeneous hardware
resources: compute - conventional and specialized architectures, different storage types, and
network infrastructures with high throughput and low latency. Its specialized architectures have
allowed operations and algorithms normally running on the CPU to be offloaded to hardware
accelerators (i.e., GPUs, TPUs, FPGAs, smartNICs, or ASICs) with high-speed networks having
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shifted the data processing bottleneck from the network to the CPU [233, 167], making the idea
of offloading non-critical operations even more appealing. Research has addressed the many
facets of correlation, but there is no work done on offloading the operation to a smartNIC that
processes the data as it arrives from the network stack. We address this gap by attaching a novel

correlation compute module to an FPGA based smartNIC with an RDMA network connection.

3.3 Correlation Engine Design

In this section, we present AMNES design and focus on its two main components illustrated in
Figure 3.3: (1) the accumulator engine (ACC Engine), and (2) the coefficient engine (COEFF
Engine). The pre- and post- processing modules prepare the data either to enter AMNES’s compute
engines (i.e., augment the data with a control signal marking the last element to be analyzed)
or to be sent to the host CPU (i.e., combine the coefficient results to fit into a cacheline). The
BRAM temporally stores the results generated by the ACC Engine before being used by the
COEFF Engine. The URAM and HBM (High Bandwidth Memory) memories illustrated in the

figure are considered for design generalization purposes.

3.3.1 System Overview

We consider as a stream a continuous finite flow of fixed-size data items entering AMNES’s com-
pute engines. The compute granularity of the design is at cacheline level (64 B - 512 bits)
leading to multiple streams to be analyzed in parallel, with each data item in the cacheline being
a value of a certain stream. The maximum number of streams (M) analyzed in parallel depends

on the data item representation (Width,,,), 1.e., 64 streams for 8 bits, 32 streams for 16 bits

| ~> HBM [—>] ]
:_) pre | | ACC post | [
—|”| process Engine BRAM/ =] process | ||
| URAM > |
— COEFF o
> .
Engine

Figure 3.3: AMNES block diagram.
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and 16 streams for 32 bits data items, respectively. Table 3.1 summarizes the symbols used in

describing the design.

AMNES computes the PCC from the sufficient statistics as required by Equation 3.2. This com-
prises obtaining, for each stream s,, the sum of elements—S,, = YV ' 5; and the sum of squares—
S = I sl.zt, as well as, for each unique pair of streams, the sum of products—S , = o i, i
withi < j,i,j € [0,M)and z € [O, Gp). After gathering all these statistics, the accumulated val-
ues are used to obtain the PCC between the pairs. AMNES’s design takes as input M streams with
N data items each, and produces M(M — 1)/2 correlation coeflicients, one coefficient for each
unique pair of distinct streams. Note that the commuted pairs (s;, s;) and (s}, s;) are not differ-
entiated as they yield the same coefficient. As depicted in Figure 3.3, the design splits into two
parts: the backend part (accumulators — ACC Engine) and the frontend part (coefficients — CO-
EFF Engine). The backend part gathers the sufficient statistics, whereas the frontend computes
the coefficient values. Initially, AMNES has been implemented using C++ in Vivado HLS (High
Level Synthesis) as a customizable streaming kernel, but the tool limitation got reached for 8-bit
data representation. We have upgraded the design to Vitis HLS and deploy it on the FPGA as a

compute kernel.

The implementation’s challenge is to obtain processing pipelines for each of the engines that
guarantee an initiation interval of 1 (II = 1), i.e., at every clock cycle, the compute engine can
consume one cacheline of data items from M parallel streams. An FPGA pipeline is similar in
concept to a pipelined processor architecture, with each stage of the pipeline executing a different
operation, thus enabling concurrent execution of tasks. On the FPGA, the individual stages are
separated by registers. While a deeper pipeline with more stages implies a higher processing
latency in terms of clock cycles, its more fine-granular segmentation into stages will reduce the

most critical signal path and lead to a higher operational clock frequency and throughput.

Table 3.1: Symbols defining basic design parameters.

N Total number of elements of each stream.

M Number of streams in a cacheline (M > 2).
G, Number of unique pairs between M streams.
S Stream belonging to a cacheline, i € [0, M).

Data items of the stream s;, t € [0, N).

Lacc Latency of the ACC engine [clock cycles].
Lcoerr Latency of the COEFF engine [clock cycles].
Width,., Inputdata representation [B].

Widthycc Accumulator representation [B].
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3.3.2 The ACC Engine

The backend part gathers the sufficient statistics in parallel for M streams through a network
of accumulators and multiply-accumulate (MAC) units. For M streams, M accumulators are
required for sum of elements—S ., and M(M + 1)/2 MAC units are required for sum of squares—
S ¢ and sum of products—S ,, M units for S, and M(M — 1)/2 units for §,. The number of
MAC units has a quadratic dependency on the number of streams that are analyzed in parallel.
Table 3.2 shows the number of MAC units in dependence on the data types we consider for our
implementation, i.e., 8 bits, 16 bits, 32 bits. In C++, each type of sum (S, S 4, S ) is associated
with a class that exposes a set of functions that act upon the data sent to them. Since S, and §
can be computed independently for each stream in the cacheline, AMNES associates objects from
these two classes to each of the streams of the cacheline (CORR_.SUM < TR > sums_elements[M];
and CORR.SUM_SQ < TR > sums_squares|M];). The snippet of class CORR_S UM is illustrated in
Listing 3.1, where TR represents the accumulators data type, and 7'V represents the input values data type.
The accumulator’s loop-carried dependency is hidden in the iterative calls, cycle by cycle. S, depends
on the values coming from all the streams, so only one object (CORR_SUM_P < TR > sums_products;)

1s associated from this class to all the streams included in a cacheline.

ACC engine latency lower bound (Lacc) is given by the latency of the multiply operator, e.g., 3 clock
cycles. Vitis HLS might introduce a few more cycles as latency on top of this lower bound for larger
number of streams (e.g., 64). The bit representation of the stream’s items is customized via Widthgu,
parameter, whereas the bit representation for the accumulators associated with each sum is customized
via Widthacc parameters. In our implementation, the choice of Widthacc = 2 * Widthga, accommodates
stream lengths of up to 2 millions items per stream, with the consideration that some values are repeated.
Since the FPGA offers customizable data width representations, Table 3.3 analyzes maximum bit rep-
resentations of supported unsigned integer representations for accumulators when no pre-processing is

applied for corner cases.

FPGAs are known for their flexibility in terms of customizable widths for different data types: from in-
teger and fixed-point to floating-point representations; with the latter being the most resource intense and
slowest of the three (i.e., modules working with floating-point values have a lower operating frequency

than the modules working with integer or fixed-point values).

Table 3.2: ACC resources characterization for M streams.

Data Width [bits] Streams Accumulators MAC Units AMNES Op. Freq. [MHz]

32 16 16 136 300
16 32 32 528 250
8 64 64 2080 190
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Listing 3.1: Sum of elements class.

1 template<typename TR>

2 class CORR_SUM {

3 // accumulator to store the sum of elements
4 TR accu = (TR)0.0;

5

6 public:

7 template<typename TV>

8 void accumulate(TV value){

9 accu += value;

10 } // accumulate ()

11

12 public:

13 TR read_accumulator() {

14

15 TR const result_value = accu;
16 accu = (TR)0.0;

17 return result_value;

18 } // read_accumulator ()

19 }; // CORR_SUM

Since our focus is on relational data and potentially machine learning systems that use fixed-point or low-
precision representations, our design centers on integer and fixed-point representations. Moreover, on
FPGA, a fixed-point value is stored as an integer that is scaled by a specific factor, leading to similar re-
sources and operating frequencies for both representations. In fact, the FPGA resource consumption (i.e.,

LUTs, FFs, DSPs) is slightly smaller when fixed-point representation are used instead of the integer ones.

Table 3.3: AMNES ACC width analysis.

Data Width [bit] All Values Widthyccfor 1 million [bit] Width,cc for 2 millions [bit]

32 1 21 22
232 1 85 86
16 1 21 22
2101 52 53
8 1 21 22
28 -1 28 29

3.3.3 The COEFF Engine

The COEFF Engine takes all the sufficient statistics previously gathered and generates G, floating-point
values representing the Pearson correlation coeflicient (c;;) between the unique stream pairs, (s;, 5;), with
i < jandi, j e [0, M). The frontend computation is triggered once all the input data from the M streams
has been consumed by the ACC Engine. When multiple streams (attributes) are correlated, a square
matrix of correlation coefficients outputs is usually presented as in Figure 3.4a. This matrix exhibits a di-

agonal line consisting of "1’ values, representing the correlation of each stream with itself. The remaining
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portion of the matrix is symmetrical around this diagonal line, accounting for each pair of streams being
considered twice (e.g., (s, ;) and (s}, 5;)), and resulting in identical correlation coefficients (c;; = ¢j;).
Consequently, only one half of the matrix (either the upper or lower triangle) contains meaningful results,

while the other half comprises duplicates or "1’ values.

The COEFF Engine computes only the useful results, no duplicates, and employs techniques from matrix
parsing in order to achieve an II of 1. We parse the indeces of G, coeflicients as if parsing the upper
triangle of the square matrix as pointed by the arrows in Figure 3.4b following the index values from O
to 5. Each index value is associated to two sub-indices i and j, where i represents stream s; and acts
as "parsing each row of the matrix”, and j represents stream s; and acts as “parsing each column of
the matrix”. For each circle (¢;;) in Figure 3.4b, we retrieve from the temporally internal storage the
sum of elements (S,;, S.;) and sum of squares (S s, SS‘I_/) associated with each stream, and the sum
of products associated with their pair S, (located at an address given by the index value) in order to
compute the correlation coefficient. This operation is sequential and employes floating-point arithmetic
to generate the correlation coefficients, which leads to a long pipeline. COEFF engine latency lower
bound (Lcorrr) is 120 clock cycles. The difference in latency between the two engines arises from their
design particularities. The ACC engine design consists of multiple pipelines that work in parallel and
lead to a low latency result. The COEFF engine design consists only of one long pipeline that generates
results after data have moved through the entire pipeline, leading to a higher latency. Obtaining an /7 = 1,
instead of /1 > 1, resumes in the end to trading resources. For systems aiming to leverage the extremely
low latency of the ACC Engine and a smaller resource footprint, only the backend can be deployed on the
FPGA, with the correlation coefficients being computed on the CPU when the pair of streams are queried

for their corresponding PCC.
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(a) Correlation coefficient matrix for 4 streams.  (b) COEFF Engine - Index parsing for 4 streams.
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Figure 3.4: Correlation matrix vs. COEFF engine.
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Table 3.4: Vivado HLS vs Vitis HLS working frequencies for an I1=1.

| Vivado HLS | Vitis HLS
| Working Frequency [MHz] | Theoretical Throughput [GB/s] | Working Frequency [MHz] | Theoretical Throughput [GB/s]
3 | 250 | 16 | 300 | 192

Data Width [bits]

16 200 | 12.8 | 250 | 16
8 No RTL generated. ‘ 190 ‘ 12.1

3.4 FPGA Implementation

AMNES has been implemented in C++ as both a Vivado HLS (v2020.1) and a Vitis HLS (v2022.1)
compute kernel. The performance disparity demonstrated in Table 3.4 between the two implementations
has clearly pointed out the superiority of the second implementation as the preferred choice. We have
deployed the Vitis HLS compute kernel on the FPGA together with Coyote [139], an open source FPGA
shell. Coyote establishes streaming interfaces between both the DMA (Direct Memory Access)/Bridge
Subsystem for PCI Express® [228] or an RDMA network stack and the compute kernel and implements

the virtual memory management and the synchronization with the host CPU.

Besides the AXI4-Stream interfaces (hls: :stream<ap_axiu<512,0,0,0>>) to stream data into and out
of the kernel, the compute kernel also exposes an AXI4-Lite register interface (s_axilite) that allows
software to access kernel configuration and parameter data. We use these registers to program the number
of items the correlation is computed on, and the number of streams. The memory address results are sent
to is handled by the Coyote shell. Both the AMNES kernel and the Coyote shell offer versatility across
AMD Alveo’s portfolio of data center accelerator cards (i.e., U50, U5S5C, U200, U250, U280). We have
deployed AMNES together with Coyote on three of these cards, U250, U280 and U55C, and achieved a

maximum kernel operating frequency of 300 MHz.

The flow of the implementation is illustrated in Figure 3.5. Even though the cacheline accommodates
from 16 to 64 streams for our engine, we illustrate the implementation only for 4 streams (sy, 51, 52, 53) for
simplicity. Nevertheless, the insights can be extrapolated to the number of streams that fit into a cacheline
for any given data representation. When a new cacheline arrives, the pre-processing stage will augment
it with an asserted last signal in the case that the cacheline represents the last elements of the streams,
otherwise the last signal remains deasserted. The implementation of this stage is combinatorial and takes
only one clock cycle. The function call to the ACC engine encapsulates through a lamba expression the
partitioning of the cacheline into individual stream values. These values are used to simultaneously update
the mesh of accumulators and multiply-accumulate units that compose the ACC engine as illustrated in
Figure 3.5. The depth of the multiply-accumulate pipeline of 3 stages is also projected onto the plain
accumulators, which would otherwise only use a single clock cycle, so as to match all the operational
latencies. The accumulator state in the ACC engine is kept in the FPGA’s fabric registers which consists
of: (1) CLB registers; (2) CLB LUTRAM as a shift register LUT; (3) ILOGIC and OLOGIC, which are
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Figure 3.5: AMNES implementation.

synchronous elements for capturing/sending the data that comes into/gets out of the FPGA through the I/O
block, respectively; (4) DSPs; and (5) BRAMs. DSPs and BRAMs are chosen if the register is associated
to arithmetic or memory functionality. Even if DSPs should have been the choice for our design since
the ACC Engine is a heavy arithmetic unit, the HLS tool maps the state storage to CLB registers, with
the DSP’s registers being used only for pipelining, and no accumulation state storing. For example, for
32-bit data representation, 136 MAC units are required. Since the accumulator representation is 64-bit,
4 DSPs instances are necessary for each MAC unit, leading to a usage of 544 DSPs for the ACC Engine.
Beside DSPs, each MAC unit uses 34 CLB registers, 6 Carry8 units and 47 LUTs as logic.

When an asserted last signal is encountered, all the obtained values in the ACC engine are read and
temporally moved to the internal memory of the FPGA, namely to BRAM. This temporary storage enables

>

the instant reset of all accumulators to *0’ such that new incoming data can be processed immediately.
The COEFF Engine reads the BRAM addresses indicated by the row, column for Se, Sy, respectively, and
the memory location indexed by S,,. For each index < G, five values are retrieved and used to compute
the floating-point correlation coefficient associated to the index. The COEFF Engine leverages the power
of HLS to implement Equation 3.2 from a regular high-level floating-point expression. The way we parse
the index for unique stream pairs ensures an II=1, meaning that the COEFF engine does not put back
pressure onto previous modules. Other parsing methods as index loop unrolling result in an II=15 for this

engine. The correlation coefficients are collected and sent to the host CPU in the post-processing stage.

Implementation - resource consumption. In the following, we differentiate between the FPGA resource
utilization required for the U55C board among the three data representations we analyze for AMNES using
Vitis HLS, 32 bits in Figure 3.6, 16 bits in Figure 3.7, 8 bits in Figure 3.8. The quadratic grows of
the MAC units number is visible between Figure 3.6 and Figure 3.8. The high SLR occupancy density

determined also the drop in the working frequency of the compute kernel.
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US5C Total | 97024 | 2'607°360 | 1303680 | 2°016

| DSP | FF | LUT | BRAM
ANNES 55503 | 41283 21
[~8.67%] | [~212%] | [~3.16%] | [~ 1.04%)

(a) SLR occupancy. (b) Resources.

Figure 3.6: AMNES- 32 bits implementation and resource utilization.

DSP | FF | LUT | BRAM

ANNES 65’413 42°242 21
[~8.13%] | [~2.5%] | [~3.24%] | [~ 1.04%]

9024 | 2°607°360 | 1°303°680 | 2016

U55C Total

(a) SLR occupancy. (b) Resources.

Figure 3.7: AMNES- 16 bits implementation and resource utilization.

| DSP | FF | LUT | BRAM
ANNES 2274 | 147346 | 89°644 21
[~25.19%] | [~ 5.65%] [~ 6.87%] | [~ 1.04%]
US5C Total | 97024 | 2°607°360 | 1°303°680 | 2’016

(a) SLR occupancy. (b) Resources.

Figure 3.8: AMNES- 8 bits implementation and resource utilization.
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3.5 Experimental Evaluation

In this section we present the results obtained when AMNES is deployed as a co-processor or as bump-on-
the-wire on the US5C data center card, the two CPU-based baselines that we have developed to compare
with the FPGA implementation together with the synthetic dataset we use for testing. Beside the CPU-
based baselines, we retrieve the compute time required to compute the Pearson correlation coefficient for

relational databases operators, and GPU-PyTorch.

3.5.1 Setup

We have evaluated AMNES on the AMD Heterogeneous Accelerated Compute Cluster (HACC) deployed
at ETH Zurich using the U55C data center accelerator card with the FPGA in two configurations: (1) as
a co-processor—data to be correlated is produced by the host CPU and resides in its attached memory,
and (2) as a smartNIC—data is produced by a remote CPU and moved via RDMA-Write operations. The
two configurations are represented in Figure 3.9 and comprise the FPGA and host CPU as compute units.
The host CPU is also referred to as local CPU to differentiate between the two CPUs (remote—sending
the RDMA-Write requests and local-receiving the RDMA-Write requests) in the RDMA experiment. In
both cases, the FPGA is connected to the host CPU via a PCle Gen3x16 link. The smartNIC configuration
differs from the co-processor one by enabling the RDMA stack in the Coyote framework on the FPGA
in Figure 3.9b. For each of the configurations, we compare the FPGA performance with the local CPU
baseline performance in terms of throughput and latency. Irrespective of the configuration, the local
CPU baseline reads the streams’ values from its DDR memory; with the way the DDR memory gets
populated being different for each configuration: (1) the local CP U populates the DDR memory before
executing the correlation computation, and (2) the DDR memory is populated by a remote CPU via
RDMA-Write transfers.

DDR ~cPu | pD ~_CcPU
\g‘k\ﬁ\@@ %nn\@

I F >® ( *®
| | lbvaerrl .- | \__DMASIR

] PCle] [\ —PCle]
ﬂ/\l_ /2\
AMNES | | Coyote | Coyote
FPGA FPGA
(a) Co-processor setup. (b) SmartNIC setup.

Figure 3.9: AMNES evaluation setup.
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3.5.2 Software Baselines

We have developed two multi-threaded software baselines for the backend computation. One base-
line collects the sufficient statistics in the same way as the FPGA implementation, and another extracts
them from a matrix-matrix multiplication operation. If the first one is a standalone implementation, the
second uses the Eigen Library (v3.4.0) [81], a C++ template library highly optimized for linear alge-
bra, specifically for CPU-based matrix-matrix multiplication operations. We will henceforth refer to
them as noEigen and Eigen, respectively. The Eigen Library offers explicit vectorization, compiler sup-
port (C++14), a straightforward integration with C++ code, adaptable matrix sizes and numeric types. It
expects the stream values to be stored in column-major layout to optimize data partitioning between the

processing threads.

Irrespective of the baseline, each thread receives a data chunk size inversely proportional to the number
of threads used for computation. For the noEigen baseline, the values are distributed to the corresponding
accumulators, whereas for the Eigen baseline, each thread maps the received values to a matrix whose
number of rows is the number of streams plus one (M+1) and the number of columns corresponds to
the length of the stream segment associated with the thread, i.e. N/thread_count. Each thread’s matrix
has an additional padded row of ’1’s to compute the sum of elements (S.) for each stream. Sum of
squares (Syq) are obtained from multiplying each streams’ row representation with its own column repre-
sentation, whereas sum of products (S;,) are obtained when other streams’ column representation is used.
Figure 3.10 illustrates the matrix-matrix multiplication between the padded streams matrix A and its trans-
pose B when one thread is allocated for 4 streams (sg, 51, 52, 53) with N items. The transposed matrix (B)
is obtained using Eigen’s .transpose() function. Still, the transpose is not materialized in memory, but
returns a proxy object without doing the actual transposition. For a single thread, the sufficient statistics
are directly extracted from the matrix product (i.e., the resulting matrix). For multiple threads, the matrix
products of each thread undergo a subsequent summation process into a single (M + 1) square matrix to

obtain the sufficient statistics. Then an upper module extracts them and computes the coefficients. We
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Figure 3.10: Eigen matrix-matrix multiplication operation between the padded streams matrix (A) and

its transpose (B).
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deploy the multi-threaded C++ implementation on the AMD EPYC 7302P 16-Core Processor@ 3.0 GHz
base frequency, with each two adjacent cores sharing 16 MB of L3 Cache, and each core having 512 kB
L2 Cache, and 32 kB of data and instruction L1 Cache.

The evaluation setup for the two use cases (co-processor, smartNIC) is illustrated in Figure 3.9, with @
marking the source of the data values when entering our heterogeneous compute node composed of the
host CPU and the FPGA. AMNES’s working frequency depends on the chosen data width representation
as it is stated in column AMNES Operating Frequency [MHz] (F,p) in Table 3.2. The degradation of the
operational frequency is due to two factors. On the one hand, the number of MAC units required for the
sum of products grows quadratically with the number of analyzed streams, leading to a larger fanout. The
larger the fanout, the larger the time delay, so in order to avoid metastability hazards the frequency of
the design has to be reduced. On the other hand, the spatial architecture of the FPGA has to ensure all
the wiring that is required between the accumulators, multiply accumulators and the rest of the system.
Given the working frequency and the fact that AMNES works at cacheline granularity, we can compute
the theoretical upper bound of the throughput (T hseorericaiicrys) = Fop * 64B/1000). More specifically,
19.20 GB/s for AMNES’s 32-bit data width and 300 MHz operating frequency, 16.00 GB/s for AMNES’s
16-bit data width and 250 MHz operating frequency, and finally, 12.16 GB/s for AMNES’s 8-bit data width
and 190 MHz operating frequency.

Datasets, data types and data distribution. For evaluating AMNES, we use synthetic datasets with ar-
bitrary precision (ap) integer data types representations: ap_uint_8, ap_uint_16 and ap_uint_32 [229], and
vary the stream length between 1000 and 2 million items per stream. The number of streams we analyze
in parallel is determined by the number of streams that fit into a cacheline (512 bits) for the given data
representation, namely 64 streams for ap_uint_8, 32 streams for ap_uint_16, and 16 streams for ap_uint_32.
We opt to analyze the unsigned integer data representations (ap-uint_x) due to their ability to stretch the
FPGA resource utilization the most out of the fixed-size data representation selection: fixed-point decimal
numbers (ap_[u]fixed) and signed (ap_int). The data volume transmitted across PCle or RDMA networks

remains constant (i.e., the bytes number) regardless of the data width representation.

Even if in the evaluation we opt for all the pipelines to have the same data layout (width and type),
which can be a practical approach in the context of vector DBs and ML systems, AMNES is not restricted
to this. The FPGA can be programmed to associate a different data type (integer or fixed-point decimal
representations) and width to each pipeline (stream), e.g., for a 512-bit cacheline, 4 streams could be
associated to 32-bit signed integer, 4 streams to 32-bit fixed-point decimal and 16 other streams to be
associated to 16-bit unsigned. However, if floating-point values are to be employed, they have to be

converted to fixed-point representation beforehand, using a dedicated AMD-Xilinx IP [14].

The normal data distribution condition is intrinsic to PCC’s algorithm to guarantee a reliable result. AMNES
efficiency is not impacted by data distribution since the system processes input data at every clock cycle

and updates the underlying network of accumulators.
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Figure 3.11: Compute time (log scale) of PCC for 16 streams on various platforms (32-bit integer data).

CPUs and GPUs are software-programmable fixed architectures. With the emerge of customized data
types and reduced resolution representations, their inherent architectural advantage gets debatable [101].
Data center vendors (Microsoft, Amazon, Baidu) are now focusing on FPGA’s programmable data-width

capability for ML deployments in the detriment of fixed architectural paths [74].

In Figure 3.11, we depict the compute time required on 3 individual platforms (FPGA, CPU and GPU)
to obtain the PCC for 16 streams while varying each stream’s length from 1 Ki to 2 Mi for 32-bit integer
items. For the GPU, the application utilizes the PyTorch library (torch.corrcoef [182]) on a TITAN RTX
Nvidia GPU, whereas for the CPU, we utilize the two baselines and allocate only one thread for compute.
Although the FPGA operates at a lower clock frequency (MHz range) compared to the CPU and GPU,
its spatial pipeline customization allows for parallel processing of multiple items, providing it with an

advantage. On the other hand, the GPU’s clear advantage is hindered by the data movement overhead.

3.5.3 Comparison with Relational Operators

To provide a performance reference from relational engines supporting PCC computation, we assess 3
engines: PostgreSQL, Snowflake, and MySQL. PostgreSQL and Snowflake offer a corr(x,y) aggregate
operator (x and y-the two attributes), whereas MySQL queries for all Equation 3.2 items in the SELECT
statement. Since DBMSs offer 2-by-2 correlations, we examine their efficiency from 2 up to 16 attributes
for 2 million 32-bit integers in Figure 3.12a. For Snowflake, we use an X-Small deployment (single node,
8 cores) [203] and report only the execution time out of the total time (compilation + execution). The
execution time is significantly smaller than the compilation time (2x to 30x). Irrespective of the DBMS,

the PCC compute time for two attributes is already one order of magnitude larger than AMNES’s compute
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Figure 3.12: PCC compute time (log scale) using PostgreSQL, Snowflake, and MySQL.

time for 2 million items and 16 streams (if we maintain the system in its current state and only calculate
two attributes, with the remaining 14 not being used). The increase in FPGA compute time in Figure 3.12b
is attributed to the unused slots. The MySQL query complexity makes it not competitive with neither the
other two DBs or the FPGA. Since PostgreSQL has the fastest compute time for 2 attributes, we analyze in
Figure 3.12b its behavior for down to 1Ki items per attribute and observe that the compute time continues
to be 5x larger than for AMNES.
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3.5.4 Correlation on a Co-processor

In Figure 3.9a, the data values that are streamed from the host’s DDR to AMNES (@—>@) via DMA-Write
transfers are augmented with a last signal before entering AMNES compute engine, in the pre-processing
stage. The last signal serves as a control accompanying the data in the compute engine, indicating the
last value of each stream. Once the FPGA computes the PCC values, they are streamed back to the host’s
DDR (@—>@) via DMA-Read transfers from where they can be further used (@). The performance
measurements for the FPGA as a co-processor include the (2)->(3)->(4)->(5) data links and are illus-
trated in Figure 3.13, where each sub-figure is associated to a different data width and number of streams
analyzed in parallel for cacheline granularity: 32 bits (Figure 3.13a), 16 bits (Figure 3.13b) and 8 bits (Fig-
ure 3.13c), respectively. For each sub-figure, the measurements include, beside the clock cycles needed
to transfer the data over PCle, the clock cycles required to collect the sufficient statistics and to compute
the PCC values for each pair of streams. In Figure 3.13, it can be observed that the throughput saturates
for 8-bit data at around 12 GB/s, which is close to AMNES’s theoretical upper bound of 12.16 GB/s for
this data representation. For 16-bit and 32-bit data, the throughput saturates at values around 12.5 GB/s,
which are lower than AMNES’s theoretical upper bounds of 16 GB/s and respectively 19.2 GB/s, but are
matching the bandwidth exposed by the Coyote framework to the compute kernel. Coyote’s setup cost
dominates the measurement for small stream lengths but it becomes negligible for streams with more
than 32K items, as it is illustrated by the throughput graphs in Figure 3.13. The lower working frequency
of the compute kernel impacts latency measurements for 1Ki items per stream. Among the three data
representations, the compute kernel operating at 300 MHz exhibits the shortest compute time (Figure 8a),

while the one operating at 190 MHz has the longest time for the same data volume.

Regardless of the data width representation, the FPGA implementation outperforms the multi-threaded
C++ baselines (Eigen or noEigen). The AMNES-like collection baseline (noEigen) performs better than
the matrix collection one (Eigen) for single and dual thread deployments, but the Eigen baseline has a bet-
ter overall performance due to dense matrix-matrix product optimizations, saturating at around 6 GB/s,
5GB/s and 2.5 GB/s (Figure 3.14) for 16, 32 and 64 streams and 2 million items per stream, respectively.
For each baseline, we report the throughput (Figure 3.14-lines) and compute time (Figure 3.14-bar) mea-
surements. Compute time is primarily consumed by collecting the sufficient statistics, whereas the merge
and PCC calculation times are much smaller. If the former gets damped when more threads are allocated
for the task, saturating for 16 threads and more, the latter two have a similar behavior across all data rep-

resentations.
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Figure 3.13: Compute time (bar, left y-axis, log scale) and throughput (line, right y-axis, linear scale) for
RAM-RAM experiments for 16/32/64 streams analyzed in parallel on the FPGA; including collecting the

sufficient statistics and computing pcc values.
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Figure 3.14: Compute time (bars, left y-axis, log scale) and throughput (line, right y-axis, linear scale)
measurements for RAM-RAM experiments with 16/32/64 parallel analyzed streams on the CPU, using 2
million items per stream. We differentiate the compute time measurements between sufficient statistics
collection by matrix multiplication (Eigen) and AMNES-like collection (noEigen). Compute time includes

collecting, merging partial values from each thread, and computing the PCC.
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3.5.5 Correlation on a SmartNIC

For this use case, we utilize the setup illustrated in Figure 3.15a with two CPUs (remote host A initiates
the RDMA-Write transfers while local host B receives them) and two data center class FPGAs connected
via a switch for RDMA traffic. The data values coming from the remote host are forwarded by the
RDMA network stack simultaneously to the local CPU’s DDR(@) and to AMNES (@) on the FPGA
as illustrated by the links ®—>@ and ®—>® in Figure 3.9b. When the coeflicients results are ready,
DMA-Read transfers transfer them from AMNES to the local CPU’s DDR (@—>@). For the software
baseline associated with the smartNIC setup, the Eigen-based application starts processing the values as
soon as they have been placed in the local CPU’s memory (@—>@), each thread having associated to
it one or multiple slices of the data. The application initiates processing before the entire stream data is
transferred, but the first values must reach the CPU’s DDR for processing to start. The FPGA performance
assessment includes the (1)->(2)->(3)->(4) data links, whereas the CPU baseline for the smartNIC setup
includes ®—>®—>@ data link together with the CPU processing.
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(b) Latency (bars, left y-axis, log scale) and throughput (line, right y-axis, linear scale).

Figure 3.15: RDMA communication setup and performance.
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We focus on the 32-bit data representation and evaluate the network setup by employing 32 KiB RDMA-
Write transfers. To achieve streams length from 4Ki, 16Ki up to 2Mi for 16 streams, multiple RDMA
transfers are needed. Considering the RDMA connection in Figure 3.15a, we distinguish between differ-
ent measurable durations: (1) network time - the time from when the first write request is sent from the
remote host till the last acknowledgment is received by it from the local CPU; (2) data reception time -
the time from when the first data byte arrives to the local CPU’s memory till the acknowledgment is sent
to the remote CPU; (3) data reception + correlation on CPU (x threads) - the time from when the first
byte arrives to the local CPU’s memory till the correlation coefficients are produced (1 to 16 threads are
allocated to compute the sufficient statistics using Eigen Library (v3.4.0) and a single thread is allocated
for the PCC values computation); (4) data reception + correlation on FPGA - the time from when the
first byte arrives to the local CPU’s memory, until all the coefficients are transferred from the FPGA to

the local CPU’s memory via PCle transfers.

In Figure 3.15b, we assess network throughput by adjusting the number of transfers exchanged between
the remote and local CPUs. The number of transfers is varied from 8 for 4Ki items per stream, 2048 for
IMi items per stream, to 4096 for 2Mi items per stream. This serves as a reference point for evaluat-
ing network communication overhead. The network throughput saturates when the number of transfers
exchanged between the two CPUs exceeds 64. At this point, the throughput stabilizes at approximately
12.5 GB/s, which aligns with the PCle saturation. This confirms that the Coyote framework does not im-
pose any back-pressure on the network. We present the latency measurements as the data reception time
instead of the network time. The data reception time includes the network time for all transfers except the
first one. For 16 streams, the data reception time ranges from 21 ps for 4Ki items per stream to 11 ms for
2Mi items per stream. Both AMNES and the CPU baseline start data processing as soon as the data enters
the system, in the FPGA and CPU’s DDR, respectively, rendering the first network transfer time insignif-
icant. Modifications to the Eigen-baseline allow processing of smaller data chunks than N/thread_count

(i.e., 16 items/stream) without waiting for the entire transfer.

On the FPGA, analyzing 16 streams produces 120 coefficient floating-point values. This requires 8 DMA-
Read transfers and only one PCle transfer for a 4096 B payload size. This communication expense,
combined with RDMA, incurs an overhead of approximately 1 us. As shown in Figure 3.16 (rdma and
rdma+corr FPGA bars), this overhead results in latency similar to solely receiving the data. We analyze

stream lengths of up to 1Mi items per stream (Figure 3.16), which fully utilize the available bandwidth.

Implementing correlation on the host CPU incurs significantly higher time overhead compared to simply
receiving the data (baseline). On average, it is 30X larger when a single thread (rdma+corr CPU: 1
thread bar in Figure 3.16) is allocated for getting the sufficient statistics and computing the coefficients.
Allocating more compute threads reduces this overhead. For 8 threads, it is only 7x larger on average than
the baseline (rdma+corr CPU: 8 threads bar in Figure 3.16). The compute time on the host CPU decreases

on average by 1.62x when the number of threads allocated for the task is doubled. However, even with
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Figure 3.16: RDMA communication w/o correlation computation time on the CPU and FPGA (bars, left

y-axis, log scale).

16 threads, the host CPU implementation is on average 4.4x slower than the FPGA implementation (i.e.,
AMNES). The FPGA incurs no back-pressure on the network by processing data at every clock cycle (II=1).
Even if the host CPU implementation is slower than the FPGA implementation, it does not have a negative
impact on the RDMA network performance since the CPU acts upon data already residing in its DDR

memory and transferred there via RDMA-Write transactions that do not involve the CPU.

For a 32-bit data representation, the latency inferred by AMNES in the smartNIC setup is larger than the
latency inferred in the co-processor setup with a A < 100 us. This difference (A) becomes larger as the

stream item number increases, since more RDMA-Write transfers are needed to transfer all the data.

3.6 Discussions

In this section, we discuss other systems’ stream count and explain how AMNES can be generalized to
more than 16/32/64 streams, why C++ HLS was the language of choice rather than a classic hardware

description language, and how the use of the gathered sufficient statistics can be further extended.

3.6.1 Number of Streams

In our evaluation, we analyze AMNES’ performance for a maximum of 64 streams in parallel. For ref-
erence, in Table 3.5 we summarize the parameters used in related work, covering the number of coeffi-

cients computed in parallel, the total number of streams/attributes considered, and the size of each stream.
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Table 3.5: Number of attributes (streams).

Parallel | Total Number
System Attributes | of Attributes | Items per attribute | PCC
AMNES | 1664 | 1664 | 2 Mi %
BRAID[195] | 2 | 59 \ 100 Ki v
Joglekaretal. [121] | 2 | 5 \ 45 Ki -
Hermit [225] 2 16 4 Mi -
200 15 Ki
CORDS[100] | - | 18 | IKi-64Ki-2Mi | -
Wadjet [194] | - | 5000 | 50 Ki v
EXORD*[153] | - | 8 \ 90 Ki -
COCOA[66] | 2 | 22 | 100-356Ki | rank
Joglekar et al. [121] ‘ - ‘ 5 ‘ 45 Ki ‘ -

AMNES is the only one computing coefficients in parallel (16 to 64 while all others are just between pairs of
attributes). Similarly, our experiments consider much larger data sets per stream/attribute than almost in
all previous work, especially when compared to those computing PCC instead of simpler or approximated
forms of correlation. Nevertheless, none of the systems in Table 3.5 analyzes the parallel computation of
correlation, relying on the mere 2 by 2 attribute computation. BRAID [195] computes the lag correlation,
analyzing 2 by 2 attributes with up to 100K items. Joglekar et al. [121] exploits correlation for expensive
predicate evaluation and looks at up to 5 attributes and 41K items. Liu et al. [153] employ the knowledge
of correlation for up to 8 attributes (i.e., a maximum of 28 correlation values) for query optimization. Wu
et al. [225] do not mention how they compute correlation, but they design a secondary index mechanism
and exploit correlation among 16 attributes with 4 Mi items for their sensor application or build up to
10 indexes from their 210 attribute stock dataset. CORDS [100] employs sampling to discover statistical
correlations (150 correlated pairs) between database columns with sample sizes varying from 1K to 64K

items and showing that for samples with 10Mi items the registered run-times are in the order of seconds.

3.6.2 Engine Generalization

Engine generalization expands AMNES capabilities to more than 16/32/64 streams by trading latency, re-
sources, or complexity and is characterized by the extended parameters presented in Table 3.6. As before,
each cacheline (512 bits) is composed of values from M different streams. Apart from these definitions,
we introduce the notion of batch of streams. A batch of streams, or simply a batch, represents the number
of cachelines needed to cover one value from each distinct stream. If the total number of streams to an-
alyze is greater than the number of streams in a cacheline (S > M), then a batch of streams extends over

[S /M1 cachelines. We focus on generalizing the ACC Engine due to its parallelizability and low latency.
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Table 3.6: Symbols for design generalization.

S Total number of streams (S > 2).
M Number of streams in a cacheline (M > 2).
N Total number of elements of each stream.

Tcerx Clock period of the design.
Lacc Latency of the ACC Engine (measured in clock cycles).

T, Number of distinct pairs between S streams.
G, Number of distinct pairs between M streams.
Cs, Cumulative streams observed at time # (Cs, = M, t = 0).

Stateacc Accumulator state to maintain.

The number of accumulators required is given by Equation 3.3

ACCnumber = @ (33)

Once all the sufficient statistics are gathered, they can be sent to the host CPU and queried for the PCC
value. We have identified two approaches to generalize the concept: (1) support a pre-defined total num-
ber of streams (S) that are time-multiplexed at the cacheline level as illustrated in Figure 3.17, solution
referred to as timeAMNES 4cc, or (2) impose fixed hardware limitations of the engine (M) and run stream
values multiple times through it as illustrated in Figure 3.19, solution refered to as fixedAMNES 4cc;
the latter solution requires all the streams’ values to be temporally stored in the internal or external

FPGA’s memory. We individually analyze each approach.

< s > < s > < s >

Xom-1 Xm-1 Xam-1 Xm-1 Xom-1 XM-1
Xm43 X3 XM+3 X3 XM+3 X3
XMme2 Xz Xn2 X2 XMe2 X2
Xme1 X1 X1 X; XMme1 X1
Xm Xo Xm Xo Xm Xo

: ] : i ! ; i t

STk ATe 3Tew 2T Tew Y

Figure 3.17: timeAMNES cc.

timeAMNES ,cc-Sufficient Statistics. Figure 3.18 shows the principle for timeAMNES acc generalization.
It differs from the basic engine by supporting (M+1) streams instead of M. The extra one stream is

a dummy stream (d) at the beginning, when the batch’s first cacheline arrives (Figure 3.18a). With the
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arrival of subsequent batch cachelines, the dummy stream’s place is taken by the values of each previously

seen stream (Figure 3.18b).

The procedure is as follows: (1) one cacheline arrives and goes through the ACC Engine; (2) the ACC
Engine computes the required sufficient statistics for (M+1) streams, and discards the sums that are part
of the dummy component (for the first cacheline) or have already been computed (for the subsequent
cachelines); (3) update BRAM storage for sum of elements (S ), sum of squares (S s,) and sum of prod-
ucts (S ,); (4) update line storage for the later use of line’s values; (5) replace the dummy stream with the
first element of the line storage for it to be sent together with the new incoming cacheline through the
ACC Engine (Figure 3.18b); (6) repeat this process until all the components of the previous line storage
have been combined with the new incoming cacheline. The line storage grows in a cumulative way, with
cacheline elements being added to it until all streams’ values in a batch have been seen. When a new
batch of streams arrives, the line storage and the dummy stream are considered empty. We distinguish
two actions for a data cacheline observed at a moment #: (1) updates - immediate action (Equation 3.4),
and (2) holds - future action (Equation 3.5).

SM-1 SM1 > Seo Se‘ ) SeW Sed
>Sq,[Sq.| - Sq.15¢,

S U :"’ > ACCEnglne E—
82 2 ) Spo Sp1 T pM(M+ 1)/2—1
S, S,
S S, .

o g Line Storage

' >L1]s|s]s]s)]|-[s.,

(a) timeAMNES ACC> t=0.

SZNH Szwn ) Ser\mo o e%
>[ S | - |5

S | G Qo |
Sus > SM > ACCEngme
SW2 Ms2 > Sp oty "t SpMsMu -1 I
SM+1 SMu
S SM+0 H

< i Line Storage
0 II_1 S, S, ves S..
) L2 SM+0 SM+1 ot SZM-1

(b) timeAMNES acc, t=1.

Figure 3.18: timeAMNES scc.
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For each stream i in a cacheline, the updates include: S, S g, S ; for the distinct pairs that can be formed
between the streams of the cacheline, and S, for the pairs that have been on hold and have the second
stream (operator) within the given cacheline. The holds are a metric for future actions and include all
pair-wise sum of products that can be formed between current cacheline streams and batch streams, but

are missing the second stream (operator).

Depending on the total number of streams, the accumulator state S fatescc can be maintained on-chip or
off-chip. The number of accumulators involved in the computation has a quadratic relationship with the

total number of streams, leading to Statescc = @ x Widthacc to have to be stored.

We extrapolate in Table 3.7 how many streams would fit in the internal memory (BRAM or/and URAM)
for 64-bit accumulators for AMD data center accelerator cards. We also consider the deployment of the
engine in a single FPGA SLR (Super Logic Region-a single FPGA die slice) instead of the entire FPGA
in the last table’s column. Each data center class FPGA has between 2 to 4 SLRs.

Table 3.7: AMD data center accelerator cards.

Board BRAM [MB] URAM [MB] Spram SuraM SSLR:BRAM+URAM

Us0 6.048 23.04 1’228 2’398 1754
U200 9.72 34.56 1’557 2’937 1’912
U250 12.096 46.08 1’737 3’392 1’853
U280 9.072 34.56 1’504 2°937 1’856
USSC 8.8625 33.75 1’486 2903 1’883

time AMNES pcc’s latency in Equation 3.6 indicates the back pressure that will be induced for large S
values, making this solution inappropriate for high rate communication links. For example for S = 1000

and M = 16, the total latency for a batch of streams is around 100 us for a clock period of 3.33 ns.

S(S—M)+
2M

1 *Terk (3.6)

TOtallatency = Lacc + [
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fixedAMNES A cc-Sufficient Statistics.

As opposed to the previous solution that time-multiplexes stream values, fixedAMNES scc analyzes all
the values from the streams covered in one cacheline (M) before moving to another set of streams as
illustrated in Figure 3.19. This solution constrains the engine’s compute and storage capabilities at M
streams. If we have the total number of distinct pairs between S streams, 7, = S(S — 1)/2, and the
number of distinct pairs between M streams, G, = M(M — 1)/2, then the lower bound for the number of
passes through the engine to obtain all the necessary pairs would be T'),/G, = [S(S —1)]/[M(M—1)]. This
lower bound is not a tight bound, and heuristics indicate more passes for full pair coverage are needed [8].
For example, for § = 6 and M = 3, 6 passes instead of 5 are needed in order to cover all the streams.
fixedAMNES scc requires all the streams values to be stored, so that the set of streams of one cacheline
can be correlated with the set of streams of another cacheline, after all values of the previous set have
been seen by the engine. This offers an upper bound for the supported number of streams that can be
stored in the FPGA external memory for 32-bit data width representation: (1) for DRAM, a maximum of
2000 streams of 1 million items each or 250 streams of 8 million items each; (2) for HBM, a maximum
of 16000 streams of 1 million items each or 2000 streams of 8 million items each. The latency of the
pairing compute will depend on the number of groups that need to be formed in order to create all the
pairs that are necessary. The advantages of this solution are that it will not add back pressure on the
communication link and will require only the state of one engine to be maintained inside the FPGA.
The solution’s disadvantages will be: (1) all streams values need to be temporally stored in the memory
and passed through the engine, with an increased latency perceived by the receiver of the data; (2) a
data structure that tracks formed pairs, potentially solvable through edge clique covering [8, 53]. If we
consider the streams being the vertices of a graph and the pair between each two streams being the edges,
then all the unique pairs between S streams are characterized by a fully connected graph (complete graph)
with S vertices. If the same analogy is applied to ACC Engine capabilities, creating a fully connected

graph with M vertices, then the engine becomes a clique of the total number of supported streams, i.e.,

< >
| M Streams | M Streams
< | |

Xom-1 Xom1 Xom1 X1 Xm-1 Xm-1

Xme3 Xme3 Xme3 X3 X3 X3

Xpmaz Xme2 Xme2 X3 X3 X2

X1 XMa1 XMt Xy X1 Xy
Xy Xy Xy Xg Xo Xo

| 1 | | 1 |
< T T T T T 1 t

5Teik ATk 3Tew 2Tk Taw 0

Figure 3.19: fixedAMNES acc.
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the number of streams that can be correlated at one moment represents a subgraph of the complete graph

with edges between every two vertices.

FPGA for AMNES. The FPGA application-oriented parallelism and scalability come at the cost of operat-
ing frequency. As it is observed in Table 3.2, the system’s operating frequency decreases as the level of
parallelism increases, going from 300 MHz (16 streams) to 190 MHz (64 streams), due to the large FPGA
SLR’s occupancy. By deploying timeAMNES acc that targets the entire FPGA, the operating frequency
can decrease even more, making fixed AMNES acc preferable if I/O bandwidth needs to be saturated. A
concluding comparison between the two FPGA generalization solutions is given in Table 3.8, stating the

advantages and disadvantages of each solution.

Generalization for the software baselines. We can also analyze the generalization of the two software
baselines from the point of view of the number of operations required to gather the sufficient statistics.
If we consider the symbols in Table 3.6, and we define the following operations: sum operations (3}.),
product operation ([]), and all the operations (®) the unification of the previous two, then gathering the
sufficient statistics requires the following number of operations: (1) for noEigen method, the number of
distinct operations is @ * N Y, +@ * NTJ, leading to (S? + 25) * N® unified operations; and
(2) for Eigen method, the number of distinct operations is (S + 1)> * N 3 +(S + 1)? * N [], leading to
(252 + 48 + 2) * N® unified operations. As already seen in Section 3.5.2, the number of operations

required by Eigen method is double than for noEigen one.

Table 3.8: TimeAMNES ACC VS. fixedAMNES ACC-

timeAMNES ACC

- simple architecture of the control structure;
- streams don’t have to be stored;

Advantages
- can scale to thousand of streams;

- deterministic;

- back-pressure on the network;
Disadvantage | - all state needs to be maintained in the internal or external memory of the FPGA;

- working clock frequency will decrease with the high occupancy of the FPGA;

fixedAMNES ACC

- only the state of one engine is maintained inside the FPGA;
Advantages
- no back-pressure on the network;

- all stream values need to be maintained on the memory and passed through the engine;
Disadvantage | - data structure that keep track of all pars formed — complex structure;

- the solution of this data structure has only an heuristic approach;
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3.6.3 HLS Experience

AMNES leverages high-level synthesis (HLS) technology instead of register transfer level (RTL) using a
hardware description language. HLS provides the advantage of a higher abstraction level accessible to
software engineers and abstracts away tedious hardware details like a cycle-accurate behavioral design
description using explicit clock and reset signals. Instead, the HLS tool automatically generates these de-
tails and injects appropriate pipeline stages to reach the targeted clock frequency. Furthermore, it ensures
the proper implementation of data stream protocols by generating the necessary logic to maintain correct
operation of the processing pipeline in the presence of back pressure or flow disruptions on the streaming
interfaces. Finally, the HLS tool is instrumental in generating the complex arithmetic required for the final
coefficient computation in the COEFF pipeline. In particular, floating-point arithmetic cannot be synthe-
sized from native HDL descriptions but relies on the structural instantiation of implementing IP cores.
Due to floating-point operations’ complexity, these IP cores are deeply pipelined and, hence, exhibit a
behavior that must be carefully scheduled. In the HLS domain, the designer can just use a behavioral
description using standard C floating-point types. The translation into structural IP core instantiations

and their correct embedding with the overall processing pipeline is transparently handled by the tool.

3.6.4 Extended Use of the System

The Kendall and Spearman correlation coefficients are non-parametric statistical tests that rely on
the data ranks rather than the values themselves, requiring data to be sorted beforehand. The Spear-
man coefficient (r5) can be calculated using AMNES when the values are rank values associated with the
stream values. Nevertheless, if all ranks are distinct integers, the Spearman coefficient (rg) is reduced
6 Xy df
NN2-1)°
formulation is easier to implement on FPGA since it requires fewer accumulators and multipliers than

torg = 1-— where d; represents the difference between the ranks of two observations. This

AMNES. The same ranked data can be applied to the computation of the Kendall coefficient (1), which then
c—Nd
IN(N-1)’
observations ordered in the same way, and n; represents the number of observations ordered differently.

reduces to comparisons and unitary additions, namely to 7 = where n. represents the number of

As introduced earlier, AMNES can also be used to compute the Spearman correlation coefficient, with
the prior requirement that ranks are associated to the streams and considered for calculation instead of
their actual values. Moreover, the sufficient statistics gathered in the ACC Engine can be used to estimate
a simple linear regression, a statistical function commonly available in relational engines (e.g., Oracle’s
REGR _SLOPE operator). If we consider the general line equation y = mx + n, knowing the stream values
x and y, then the slope and the intercept are given by Equation 3.7, using the least squares method for a

set of paired data [89].
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ilarity computation [175] as illustrated by Equation 3.8 for two streams x and y, in particular the compu-

For only y = mx, m is calculated with m = . Furthermore, the ACC Engine can server cosine sim-

tation of sum of products and sum of squares. In turn, the cosine similarity can derive the cosine distance

between vectors in a multi-dimensional space, since cosine_distance(X,Y) = (1 — CosSim(X,Y)) [175].

Zﬁ\;?)l XtYt

CosSim(X,Y) =
N-1 2 N-1.2 (3:8)
\/ =0 xt\/ t=0 Vi

3.6.5 Summary

In this chapter we have explored the implementation space of correlation computation, namely the Pear-
son correlation coefficient, as a co-processor and in-network advanced data analytics compute kernel,
leveraging specialized hardware implementations using a stream-based algorithm without affecting either
network or CPU performance. The co-processor approach delivers benefits in particular for a large num-
ber of items per streams, however data transport via PCle limits this approach. Maximum advantages
emerge when correlation is deployed within the network, as additional and unnecessary data transfers via
PCle are avoided. Additionally to the experimental evaluation, we analyze the generalization capability
of the system, deriving two approaches and determine their advantages and disadvantages. We conclude
the chapter with an overview of possible implications of the gathered sufficient statistics values into com-
puting multiple correlation coefficients rather than solely the Pearson correlation coefficient along with

linear regression and cosine distance.
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In the previous chapter we have analyzed how correlation computation can be offloaded to an FPGA
and generalized to thousands of streams. Irrespective of the number of streams, the internal processing
capacity of the engine is determined by the bit width of the accumulators and the data representation,

generating a dependency between the internal structure and the streams’ number of elements.

Today’s global digitalization brings with it huge amounts of data to be processed, in the order of billions
of items. Therefore, to make the structure of a compute engine independent of the size of analyzed data,

we explore the performance characteristics of sketch algorithms on the FPGA.

Sketch algorithms, also known as probabilistic data structures or approximate algorithms, are techniques
used to efficiently process and summarize large amounts of data while providing approximate results.

They are designed to trade off accuracy for reduced memory usage and faster computation time.

The following chapter is dedicated to how multiple sketch algorithms can run together, analyzing streams
of data that either reside in the host CPU memory or come from the TCP/IP network. In particular we are

interested into Hyperloglog, Count-Min and Fast-AGMS algorithms.

4.1 Motivation

Many tasks in data processing, both in streaming scenarios as well as in conventional databases, start
with the need to summarize and characterize data sets by computing basic metrics: the cardinality (num-
ber of their distinct elements), the overall frequency distribution, the heavy-hitters (their high-frequency
elements), as well as basic statistics such as average, maximum and minimum values, or histogram dis-

tributions of the data. Except for the most basic statistics, there is often a trade-off between computing
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a given quantity with a certain accuracy and the efficiency of the algorithm used both in time and space.
This has given rise to the widespread adoption of sketch algorithms [47, 49, 59] as the canonical approach
to compute such metrics over streams and large data sets. For instance, HyperLoglLog (HLL) is widely
used in systems such as Google’s BigQuery to compute the cardinality of data sets with several billion
distinct items [91]. Other sketch algorithms are used to, e.g., estimate results for queries of the type
COUNT (DISTINCT _,...) to predict the size of joins [9] or to compute join orders [148].

When used for data characterization, efficient and useful as they are, sketch algorithms become expensive.
First, they require to perform a pass over the entire data set or data stream. Second, summarizing a data
stream often involves computing several of its characteristics and not just one. As an example, if a data set
has a rather uniform distribution, knowing the frequency of each one of its items is not very informative.
Conversely, for a skewed data set, we may want to identify the most common items. Since the data has not
been processed before, its characteristics are unknown and, hence, the first step is to compute several such
metrics to then decide which ones are useful and provide the most information about the data. In fact,
if several metrics are computed, some metrics can be used as quality indicators for the approximations
produced by others, an important aspect when using sketches as they produce only approximate results.
For this purpose, it would often be beneficial to be able to characterize the data as much as possible in
a single pass, for instance, as the data is read from storage. Unfortunately, computing several sketches
over a data set using CPUs is expensive and requires significant CPU capacity. For streams, CPUs are
unable to match the bandwidth of a 100 Gbps TCP/IP network, which leads to additional inefficiencies
and bottlenecks. This represents a problem for the ever growing amount of data that must be processed

under stricter and stricter throughput and latency constraints.

To address the problem of efficient data characterization, we take advantage of the growing availability of
FPGA accelerators and explore their inherent spatial parallelism to efficiently compute several sketches
and statistics over a data set in a single pass. The resulting system, SKT, provides important insights
into the design of algorithms for spatial architectures and the use of accelerators for data processing.
SKT can be run on a PCle-attached FPGA card but also on a smartNIC where it processes the data as
it arrives from (or departs to) the network. This makes SKT amenable to deployments such as those in
Microsoft’s Catapult, where the smartNIC approach would allow to add SKT onto any computing node,
or in Amazon’s AQUA, where SKT could be used to compute key statistics (or even parts of queries) over

relational data while it is being sent to the query processing nodes.

In this chapter, we present three complementary sketch algorithms commonly used for characterizing data

sets and streams, as well as for cost-based query optimization. These sketches are:
a. HyperLogLog (HLL), which estimates the number of distinct elements in a data set;
b. Count-Min, which estimates the frequency of items in a stream or data set,

c. Fast-AGMS, which estimates the second frequency moment of a distribution.
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AGMS has been shown to predict the accuracy of a Count-Min sketch when computed over the same data
[192]. We also show that the cardinality estimation given by HLL provides another valuable accuracy
indication and the three sketches together can be used to obtain a rather accurate picture of the distribution,
size, and nature of the data set (stream). While these sketches have been shown to benefit from hardware
acceleration [141, 132], SKT is the first system to combine them into a single design and study the resulting

non-trivial resource-accuracy-performance trade-offs, making several novel and timely contributions.

The chapter is structured as follows. The first section introduces an overview of each of the sketch
algorithms deployed on the FPGA, followed by a literature review of the software and hardware systems
that try to address the architecture of sketch algorithms. Subsequently, in Section 4.3.1, the overall SKT
design is presented, exploring how to merge several sketches into a single design both on CPUs and
FPGAs. Based on the in-depth analysis of the resource utilization and the accuracy of the algorithms in
Section 4.3.4, the chapter moves to the actual FPGA implementation in Section 4.4, showing how the
inherent parallelism of FPGAs can be used to implement combined versions of several sketch algorithms
without any of them interfering with each other in terms of performance. Next, in Section 4.5.2, it
explores the resulting performance with comparisons against CPUs with different processing capacities,
considering both the co-processor (Section 4.5.3) and smartNIC (Section 4.5.4) FPGA deployments. The
chapter concludes with a summary on the main findings, demonstrating the FPGA performance gains
over CPU deployments: 1.75x over a high-end server with 2x Intel® Xeon®Gold 6248 Processors, and

3.5% over a smaller, more conventional Intel Xeon Gold 6234 Processor.

4.2 Sketch Algorithms

Sketch algorithms compute summaries over data streams typically in sub-linear space. Basic scalar
summaries include the minimum and maximum values, the stream’s size, and its total sum. These four
numbers can already characterize the value range, and the average across the whole data stream. More
elaborated summaries estimate parameters such as the cardinality or the skew of the data set. There are
also sketches that can be queried for item-related estimates, such as individual occurrence counts or item

frequencies. Cormode et al. [49] offer an in-depth review of sketches.

Table 4.1: Symbols used for defining the frequency moments.

S Set of data items contained in the stream
fi  Occurrence count (frequency) of data item 7 in the stream

F, g-th frequency moment
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Table 4.1 lists the symbols used for defining the g-th frequency moments, F,, of a data stream, a more

formal definition of what sketches calculate. They are computed as:

F, = Z 1 (using 0° = 0 for ¢ = 0) .1

i€S
The zero™ frequency moment (Fy) represents the number of distinct elements in the stream, i.e., its
cardinality. The first frequency moment, F', represents the total number of elements in the stream or
item count. The other frequency moments, F,, with g > 2 represent degrees of skew in the distribution
of the data [10]. The second frequency moment, F3, is particularly relevant in query optimization as it is

used to estimate self join sizes [9].

4.2.1 HyperLoglog

The HyperLogLog (HLL) sketch estimates the number of distinct data items in a data stream (its zero™

frequency moment) [71]. Cardinality estimation is commonly used in databases, e.g., for approximate
query processing [39], query optimization (DBMS) [242, 173], and data mining [161]. HLL has become
the standard algorithm to estimate cardinalities in very large data sets. It is used by Google [93, 91] in
BigQuery for data analytics, by Facebook [25] to estimate their graph’s degrees of separation for social

network analysis, and in systems such as Amazon’s Redshift [185] or Databricks [202].

HLL is a hash-based algorithm which maps each item of the data stream to a hash value and monitors the
maximum number of leading zeros observed among the binary representations of these hash values. HLL
exploits that a randomized hash with i leading zeros is expected to be seen only once across 2 distinct
elements as it is intuitively illustrated by Table 4.2. Thus, one needs to process around 2 elements
to observe a hash containing i leading zeros. For the same reason, if a maximum of i leading zeros
has been seen, one has probably processed 2° distinct elements. The approach can lead to large errors
overestimating the cardinality, for instance, through encountering a value with many leading zeros in a
short data stream. To mitigate such anomalies, adjustments are made such as using parallel sub-sketches

and correcting the estimated value for particularly small cardinalities.

Table 4.2: Monitoring the leading zeros in the hash value.

Leading "0’ (s) ‘ Elements ‘ Cardinality
1 | 1/0 |2
2 | 11/10/01700 | 4
3 111/110/101/100/ g
011/001/010/000
. B
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Figure 4.1: The HLL update process.

HLL maintains a one-dimensional, zero-initialized array as its underlying data structure. For an item
insertion, part of its hash value indexes into this array to identify an update location. The remaining hash
is subjected to a leading-zero count. The resulting number plus one is called the rank, o(-). The identi-
fied update location is then set to the maximum of its current value and the computed rank. Ultimately,
each array element stores the cardinality estimate for the input substream whose hash values produced
the corresponding array index. The overall stream cardinality is estimated as the harmonic mean across
all these partial estimates normalized by the number of differentiated indexes, since the harmonic miti-
gates the impact of large outliers, operates as a variance reduction and increases the quality of estimates.
Statistic low-cardinality corrections are applied if some array elements remain untouched at a value of
zero. Figure 4.1 depicts the HLL update process using a very small sketch array that differentiates eight
array indexes (aka. buckets) by using three hash bits as index and the rest for leading zero detection.

Hyperloglog has an expected relative error of +1% ~where 2” represents the number of array ele-

=,
ments [71]. P represents the precision parameter,\/ez; it is illustrated in Table 4.3. This means that a
stream’s cardinality can be estimated within an error margin of 1-2% with a memory footprint of only a
few KBytes [47]. An analysis by Databricks on Spark’s HLL performance shows that the error margin can
be reduced to values below 1% at the expense of memory usage and speed [202]. When keeping the esti-
mation error below 1%, Spark’s HLL algorithm is slower than the actual count of distinct elements [202],
proving the significant overhead of computing HLL on conventional CPUs. Kulkarni et al. [141] show

that the error range can fall below 0.41% if more memory is allocated for the sketch array.

4.2.2 Count-Min

Count-Min [51] computes the approximated occurrence of data items in a data stream. It can be queried
for item counts, heavy hitters, or the most popular items in a data stream [241]. It is also used to find the

optimal join order for multiple joins [148].

Count-Min is similar to Bloom filters [29], but it differs from them by offering an estimate of the item

frequency rather than just a binary set membership. Count-Min is closely related to Counting Bloom
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Figure 4.2: Item insertion into a Count-Min sketch.

Filters as used to maintain a cache summary of a Web proxy [67]. Both algorithms maintain a set of zero-
initialized counters. The update locations associated with a data item are identified by a fixed number
of hash functions. All counters at the identified locations are incremented for an item insertion and
decremented for an item deletion. While a Counting Bloom Filter uses a one dimensional array, Count-
Min uses a two-dimensional counter matrix with a fixed association of each row with one of the hash
functions. Therefore, Count-Min has a structural benefit by performing parallel updates into independent

memory regions. We will exploit this feature in the FPGA implementation of Count-Min.

Figure 4.2 illustrates the insertion of an item into a Count-Min sketch, but the algorithm supports deletion
as well. This small sketch example maintains R = 3 rows with 16 (2° with P = 4) counters each. For
each inserted data item, independent hash functions H; derive 4-bit addresses that identify the counters to
be incremented in each of the rows (R;, i € [0, 2]). For deletions, the corresponding sketch update process
is identical, except that the identified counters is decremented rather than incremented. To find out the
frequency of an item, a query follows the same procedure to access the counters. However, it only reads
the counter values in order to report the minimum of all values read as the estimated item’s frequency.
Observe that this result will never underestimate the actual item frequency as every counter included in
this minimum has been incremented for every occurrence of the queried item. However, overestimation
is possible in the presence of hash collisions with other items, which is mitigated by taking the minimum
across the R rows. In this way, only the smallest contribution produced by collisions under independent
hash functions may affect the reported estimate. The independent hash values can be obtained by slicing
a hash value whose number of bits equals the cumulative bit widths of the individual hash values. The
collisions’ effect is also significantly reduced since two items would need to collide in all hash functions

in order to affect the count of each other.

Count-Min estimates an item’s frequency with an error of at most eC with a probabilistic confidence
(1 = 0) [49], where & = 2%, with 2 being the number of counters, and § = ZLR with R being the number
of rows, and C representing the expected number of colliding items. The value of C can be assessed
by correlating the input stream cardinality with the number of counters. We will take advantage of this

feature and use HLL to calibrate Count-Min.
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Figure 4.3: Item insertion into a Fast-AGMS sketch.

4.2.3 AGMS

AGMS does not represent an acronym that defines the operational approach of the algorithm but rather
consists of the initials of the individuals who introduced it at PODS’99, namely Noga Alon, Phillip B. Gib-
bons, Yossi Matias, and Mario Szegedy.

AGMS estimates the second frequency moment [10] mentioned in Equation 4.1 which is also known
as the repeat rate or Gini’s index of homogeneity. The sketch itself was first introduced for relational
databases in order to estimate the size of joins in the context of limited storage [9]. Traffic validation
systems [240] also employ AGMS to identify anomalies between the incoming and outgoing traffic and
emphasize the scalability of applying AGMS based on its ability to be distributed and its implied small

size of the required router state.

Like the Count-Min sketch, AGMS maintains a two-dimensional array of counters where each row has
its own independent hash function. When inserting a data item, however, all counters in the sketch are
updated. Each hash function produces one bit for each counter (column) in the row. This bit decides
whether each individual update is an increment or a decrement. Deletions can be supported by reversing
the sign of these updates. The result is obtained by extracting the median from the arithmetic means of

the squared counter values computed for each row.

Cormode and Garofalakis [48] identify the parallel update of the whole AGMS counter matrix as a major
performance bottleneck and propose a modified algorithm. Instead of using the hash to choose between
incrementing or decrementing each and every counter, they limit the update to a single counter in a row.
Both the counter’s index and the direction of its update are determined by the hash value of the data
item. Reducing the number of updates to a single cell per row makes the new algorithm much faster than
AGMS and known under the name Fast-AGMS. This modification to the original algorithm makes the
update procedure similar to that of the Count-Min sketch. The only difference is that the row hash needs

one additional bit to select between an increment or decrement for the performed counter update.

Cormode and Garofalakis prove that this modified sketch, Fast-AGMS, achieves the same error bounds
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and confidence as the significantly more expensive original AGMS sketch. The evaluation of the sketch
is only changed in that the per-row averages of squared counter values are replaced by per-row sums of
squared counter values. Computationally, this even saves a division operation at the end. In SKT, we

implement Fast-AGMS, with the counter updat process as illustrated in Figure 4.3.

Fast-AGMS and AGMS offer the same trade-off between space and accuracy. They estimate the second

frequency moment of a stream with an error of at most £ with the probabilistic confidence (1 — 9) [48],

1 1
2P 2R

the similarities with Count-Min, although we will show that the error characteristics of these two sketches

where & = 5> with 2° being the number of counters, and § = = with R being the number of rows. Note

are different depending on the data set analyzed.

Related Work. Kulkarni etal. [141] implement HLL and use it to process streams received from a
100 Gbps TCP/IP network, while using the entire FPGA for the HLL design. In contrast, SKT adjusts the
design of the HyperLogLog sketch computation to still match the network bandwidth but leaving space
for the computation of other sketches in parallel. Kulkarni etal. also demonstrate empirically the need
to use a 64-bit Murmur3 hash to improve the cardinality estimation accuracy for larger data streams. In
this chapter, we expand the range of configurations considered and provide a detailed analysis of the

throughput-accuracy-resources trade-offs.

Scotch [132] is a VHDL-based code generator for sketch implementations. Similarly to SKT, Scotch
also aims at maximizing the use of the available on-chip memory. However, it does so to implement
a single custom sketch out of the supported sketch classes. While the plain scaling of a single sketch
faces diminishing returns, the multi-sketch approach pioneered by SKT uses the resources to deliver extra
value. Scotch and SKT also differ in the chosen design methodology. Scotch relies on traditional RTL
design. Hand-coded VHDL code is patched by a generator tool to match a custom sketch specification.
Scotch explores the largest feasible sketch dimension only during the design implementation, putting
the complete synthesis toolchain into the exploration loop. SKT avoids this huge, often multi-day effort
by providing a utilization model for the critical BRAM resources. Last but not least, Scotch forgoes
an end-to-end in-system evaluation. Its performance results do not include data transmission and result
extraction overheads although the integration with the host application pose decisive practical bounds
to the performance that can be extracted from a hardware accelerator. A further important difference in

terms of design and accuracy is that Scotch uses H3 hashes while SKT uses Murmur3 hashes.

Tong and Prasanna have proposed an FPGA-based, RTL-designed sketch accelerator [213] for monitoring
and detecting network traffic anomalies [214]. Their implementation is a Count-Min sketch, over which
they support Count-Min and K-ary queries. In contrast to SKT, which particularly accelerates the sketch
constructions, Tong and Prasanna monitor individual sketch updates to identify on-the-fly anomalies,
i.e., heavy hitters (Count-Min) or heavy change (K-ary). They never communicate the total accumulated

sketch itself. Like Scotch, their implementation is based on Hs hashes.
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In the same way that we use SKT for characterizing streams, sketches can also be used for the structural
analysis of multidimensional data. Rouhani etal. [190] describe SSketch as a framework for building
streaming analysis accelerators on FPGAs for this purpose. The design works on a 1 Gbps network while

SKT targets 100 Gbps, a two orders of magnitude higher throughput.

4.3 Sketch Engine Design

In this section, we discuss SKT’s design and its implementation on the FPGA. For the exploration of
the design space and as a baseline reference, we use an equally parallelizable SW-SKT targeting high-
end multi-core CPUs. We consider configurations that operate (a) on data streams residing in the CPU
memory, with the FPGA behaving as a co-processor, and (b) on data streams arriving from the network,
with the FPGA behaving like a bump-in-the-wire. We also discuss the system trade-offs between sketch

accuracy and the choice of the hash function and sketch sizes.

4.3.1 System Overview

SKT’s objective is to compute the three sketches described above in a single pass over the data and char-
acterize a stream or data set. For this purpose, we explore a composite algorithm combining the initial
hashing of the input data with three parallel sketching backends, one for each targeted metric, i.e., HLL,
Count-Min and Fast-AGMS. As the update operations of these three sketches are all associative, parallel
partial sketches can be computed over arbitrarily distributed sub-streams (data pipelines) before their re-
sults are merged in the output path. SKT’s general architecture is shown in Figure 4.4. The figure details
in the foreground the architecture of one data pipeline with the updates associated with each of the three
algorithms data structures, followed by the merge of the computed N parallel partial sketches, and finish-
ing with the generation of the output results. The current implementation processes all the values in a data
set before emitting the results computed for each sketch. While Count-Min just streams the computed
sketch verbosely, HLL and Fast-AGMS perform additional computations to reduce their sketches to their

final scalar estimates.

The slicing of a well randomized hash by each of the sketches can be arbitrary. We opted for an approach
that results in a simple homogeneous sequence of masking extractions and constant right shifts for the
software implementations of the matrix sketches. HLL is implemented according to its customary formu-
lation relying on the count-leading-zeros operation after slicing off the index. This can leverage an x86

instruction in the software implementation.

In Figure 4.4 each pipeline consumes 32-bit of data that is hashed in the Hashing phase; the hash value
is then distributed to each partial sketch, sliced, and used to update the data structure behind the sketch
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Figure 4.4: SKT architecture dataflow.

in the Hash Slicing and Sketching phases. After consuming all the input values, SKT triggers the merging
of all partial sketches in the Associative Reduce phase and generates the output results in the Evaluation
phase for the HLL and Fast-AGMS sketches.

The degree of parallelism and the size of the data structures is controlled by the parameters listed in
Table 4.3. The counter matrices computed by Count-Min and Fast-AGMS are R, rows times 27+ columns.
HLL uses a linear array with 27722 buckets. The bit width of the counters is universally chosen to be
W. = 32. Compared to a smaller size of W, = 16, this enables all sketches to cope with heavy hitters

even in large data streams of a few billion items without an overflow.

The choices for the other key parameters are explored below. Larger sketches can generally be expected
to produce more accurate estimates. However, they also incur higher costs both in terms of sketch storage

capacity and in terms of hash computation effort.

Table 4.3: Design parameters of the SKT kernel.

N Input parallelism: threads / data pipelines (partial sketches)
Puriemracus  Precision: hash bits used for indexing

buckets (HLL) or columns (Count-Min, Fast-AGMS)
Rempacms Rows: parallel rows in the matrix sketches
Wemrpacms Bit Width of Count-Min and Fast-AGMS counters
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4.3.2 Hash Function and Hash Size

Sketch algorithms typically seek to isolate themselves from the concrete encoding of the input by means
of a randomizing hash. After hashing, they can assume that each unique data item is assigned a fixed
but seemingly random encoding drawn from the range of the chosen hash function. The statistic input

randomization is the main purpose of hashing and dictates what hash function should be used.

Randomization is a stricter requirement than hash uniformity, with the latter being commonly used as
a hash metric for the implementations of hashing data containers. For example, inexpensive, and hence
popular, H3 hashes can be perfectly uniform. They map an n-bit key a from the domain A = ZJ to an m-bit
hash value b of the range B = Z7' as shown in Equation 4.2, where M defines the random m X n-matrix
over Zy = GF(2). The Hz computation uses AND (-) as the multiplicative and XOR (&) as the additive
boolean operators. As soon as the number of needed random hash bits m exceeds the number of key
bits n, linear dependencies between the matrix rows become unavoidable. When that happens, hash bits
become mutually dependent and patterns among input encodings reemerge in the computed hashes. The
critical randomization assumption is violated.
h:A—>B
4.2)

a— M-a

MurmurHash is a family of seedable non-cryptographic hash functions introduced by Austin Appleby
in 2008. Seedable because it allows the use of a seed value which in return initializes the internal state of
the hash function. By varying the value of the seed, one can produce different hash values for the same
input data value. Non-cryptographic because it is not suitable for cryptographic purposes, since its design
does not specifically aim to not be reverse-engineered. Examples of cryptographic hash functions are
SHA-1/2 and MD4/5, which are built through a similar method as the block cipher modes of operation

used for encryption.

Richter et al. [186] concluded that Murmur hashing delivers the best trade-off between performance and
robustness among four hash functions (multiply-shift, multiply-add-shift, tabulation, and Murmur hash-
ing). Kaan et al. [125] evaluate hash functions and show that simple tabulation hashing is 6.6x faster
on FPGA than in software, and Murmur hashing is 1.7x faster, respectively. They also show how ex-
pensive hashing can be used in data partitioning on FPGAs without loss of performance [127]. Murmur
hashing has gained a lot of popularity, with Murmur3 being widely used in practice, e.g., in Google’s
BigTable [91] and in research [78], due to its versatile design oriented towards speed, efficiency and porta-

bility across different platforms, architectures and programming languages (e.g., C++, Java, Python).

SKT uses Murmur3 as the hash function. We use a software SKT implementation to validate the suitability
of this choice and to determine acceptable lower bounds for the sketch sizes in Section 4.3.4. The number

of required hash bits is determined by the maximum across all sketches implemented in SKT. Allocating
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no less than 64 bits to HLL [91], which leaves (64 — Py ) bits for the leading-zero detection, we derive

a formula (Equation 4.3) that determines the number of bits to be used for hashing for all sketches:

H =max {64, Rcm X Pcm, Rpagms X (1 + Pragms) } (4.3)

4.3.3 Implementation Targets

Besides the SKT design for FPGA acceleration, we have implemented SW-SKT targeting multi-core CPUs.
Both versions are implemented in C++ (conventional C++ for SW-SKT on the CPU, and High Level
Synthesis [130] — HLS C++ for SKT on the FPGA). The code bases are distinct so as to optimize for
each target platform. Parallelism and data reuse are thoroughly exploited in both cases. Each algorithm
is parallelized over cores and threads (SW-SKT) or unfolded spatially (SKT). The hashes of incoming data

items are re-used to drive the update of all three algorithms.

We use SW-SKT as a baseline, for validating the choice of hash function and hash size, and for exploring
the trade-off between accuracy and sketch size. For the sake of a sound design evaluation and platform
comparison, we determine the minimum, and hence most effective, sketch size that supports one billion
stream cardinality. Note that SW-SKT is a contribution on its own as it can be used in conventional systems

without hardware accelerators for achieving performance gains over running each sketch separately.

4.3.4 The Accuracy vs. Size Trade-off

The sketch sizes are determined by the parameters R, and P.. In all cases (HLL, Count-Min and Fast-
AGMS), the precision P, determines the number of sketch columns (or buckets). An increase in the value
of P, reduces the chance of hash collisions and, hence, improves accuracy but also requires more space.
Count-Min and Fast-AGMS take extra measures to mitigate individual hash collisions by maintaining
several parallel rows with independent hash functions since mutual collisions in one row are unlikely to
reproduce in another. As a result, increasing R, improves the accuracy of the overall sketch at the price
of requiring more space, more memory accesses, and the computation of more hash bits. Since the final
goal is to have the three sketches deployed together in a spatial architecture, it is important to understand

the implications of the choices for P, and R, for each sketch accuracy trade-off.

To evaluate the accuracy vs. performance trade-off, we compute sketches of various dimensions over data
sets with known item frequencies and pre-computed frequency moments. We create two classes of data

sets of 32-bit integer elements:

e CLS1: This class comprises 9 data sets with uniform data distributions. Each data set is defined by
a frequency fe€{1, 20} where f is the number of times every item occurs. The maximum cardinality

in this class is 1 billion (1 B) and the maximum stream length is 20 billions (20 B).
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e CLS2: This class comprises 21 data sets with Zipfian distributions with an se{1.5, 2.0, 3.0} skew.
The maximum cardinality of this class is 1.4 millions (1.4 M) and the maximum stream length is
1 billion (1 B).

Realistic data is frequently highly skewed [50, 156]. Intuitively, in highly skewed data, a relatively
small number of distinct items appear very frequently; whereas in low-skew data, item occurrences are
more uniformly distributed. Relating skew and cardinality, observe that a high skew implies a smaller
cardinality in relation to a stream’s length and that a high cardinality on the order of the stream length

implies a low skew. The converse statements, however, do not necessarily hold true.

We studied the impact on the sketch accuracy of the: (1) sketch size, (2) input stream length, and
(3) stream cardinality. The accuracy is reported in terms of the observed relative error. We report the

maximum relative error (Equation 4.4) encountered across our class data sets, unless otherwise specified.

relative. error [%] = obtained_ value — actual_ value « 100 [%] 4.4)
actual_ value

HLL. Figure 4.5 shows the relative error of HLL as a function of the stream cardinality. HLL is a very
robust algorithm scaling well to large input cardinalities and sizes. A choice of Pgyy; > 14 results in an
error band of 1-2% across all input stream cardinalities. This value is aligned with other implementations

and available systems as well as results reported in the literature.
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Figure 4.5: HLL-Relative error vs. Stream cardinality for different values of Pyrp. Maximum stream
length is 20 B.
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Fast-AGMS. We evaluate the relative error of Fast-AGMS in two configurations under stream cardinal-
ity variation. The first configuration fixes the precision bits (Pragys = 13) and varies the number of
rows (Rracums)- The results are illustrated in Figure 4.6a and suggest that the row variation has little im-
pact on the relative error of the sketch, with Rpagys > 6 keeping the error below 2% for the chosen hash
seed value. Higher row counts improve the error only by little at the cost of more memory accesses for
each sketch update. For example, for Rragus = 8, the relative error fluctuates around 1%. The second
configuration fixes the number of rows, Rpagus = 6, and varies the precision bits Pragas. In Figure 4.6b
is observed that by varying Pragus. the sketch capacity is scaled faster than by varying Rrpacuys, with
Pracms = 16 registering relative errors below 1%. Each increment of 1 for Ppagys doubles the size of

the sketch, allowing a wider spread of the counters and reduces the possibility for hash collisions.
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(b) Fixed Rpagms=6 & different values of Pragms

Figure 4.6: Fast-AGMS-Relative error vs. Stream cardinality for maximum stream length of 20 B.
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Figure 4.7: Fast-AGMS-Relative error vs. Stream cardinality for maximum stream length of 20 B. Fixed

Rracms = 6 and different hash seeds.
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Figure 4.8: Fast-AGMS-Relative error vs. Stream cardinality for maximum stream length of 20 B. Fixed

Rragus = 5 and different hash seeds.

Both results in Figure 4.6 show that accuracy improves by increasing row count or precision bits. How-
ever, an additional row increases the sketch size by 20%, whereas an additional precision bit doubles the

size of sketch, leading to different memory footprints and resource consumption.

For HLL and Fast-AGMS, the individual upper and lower peaks observed at different cardinalities (e.g.,
1 M or 10 M) are an artifact of the interaction between the data and the concrete choice of hash. Changing
the seed of the chosen Murmur-3 hash function displaces the jitter observed in the error graphs. In Fig-
ure 4.7, we show the effect of the hash seed on the relative error for the configuration Rpagys = 6 and
varying Pracus , with the second seed generating a relative error a bit over 2%. The two hash seed values

are part of an example used by LevelDB [77] for their hash function implementation which is similar
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to murmur hash. The same jitters are also observed for a reduction in the row count Rragys = 5 in
Figure 4.8. However, for this configuration, the relative error surpasses our predefined 2% margin in
both cases. Based on these results, we establish the Rragys = 6 and Pragys = 13 for the Fast-AGMS

sketch data structure.

Count-Min. Unlike HLL and Fast-AGMS, Count-Min does not produce a single scalar estimate. Rather,
the sketch is queried for individual item frequencies. We track the maximum relative query error to
characterize query quality as well as the average relative error for a comprehensive accuracy assessment
of Count-Min. Since Count-Min can be queried for items that have not appeared in the input stream, we
report: (1) the maximum and average relative errors exclusively for items that appear in the input data
stream in Figure 4.9, and (2) the absolute error, calculated as in Equation 4.5, for all members of the

32-bit input domain in Figure 4.10.

absolute_ error = |obtained _ value — actual_ value| 4.5

Figure 4.9 shows that the maximum relative error (.a lines) increases rapidly for cardinalities larger than
1’500, whereas the average relative error (.b lines) increases at a slower and steadier pace. The average
relative error is calculated as the average of all relative errors with respect to the number of queried items.

The maximum relative error demonstrates that Count-Min can fail individual queries with a margin larger
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Figure 4.9: Count-Min-Relative error vs. Stream cardinality for fixed Pcy=13 & different values of
ReMm. Rem-a lines represent the maximum relative error, whereas Ren.b lines represent the average of all

relative errors with respect to the number of queried items.
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than 20%. As collisions accumulate with larger stream cardinalities, there will eventually be an item that
is affected across all rows. The overestimation even of a single low-frequency item quickly pushes the

observed maximum relative error beyond any sensible scale.

However, the average, and hence expected, error of sketch queries remains within acceptable bounds for
larger stream cardinalities, up to 3x larger cardinalities than the relative error. Increasing the number of
rows Rcyy or precision bits Pcyy, indeed, makes the sketch suitable for larger stream cardinalities, but it
still remains frail. Even computing 128 hash bits to maintain a sketch of 2 MiBytes (Rcy X Pcyr = 8X16)

has an average relative query error of 14.22% for a cardinality of 100°000.

A common metric to evaluate Count-Min is the average absolute query error as shown by Figure 4.10.
Under this metric, the sketch appears to scale significantly better to larger cardinalities. It is important to
understand that the averaging hides that error contributions derived from rather few but significant over-
estimations. This underlines, once more, the accuracy compromise inherent to Count-Min. It tolerates
individual significant estimation errors, which appear particularly huge on a relative scale, for an other-
wise concise item frequency representation. Therefore, it must be decided at application level whether or

not this compromise is acceptable.

All of the quality metrics discussed indicate that the quality of Count-Min degrades as the cardinality
increases. This can be explained by the growing number of distinct data items and, hence, column index
signatures across the sketch rows, which eventually encounter mutual overlaps in all rows. Observe that
stream length alone does not pose a challenge. The fewer index signatures in a long stream with a low

cardinality are more likely to avoid a collision in, at least, one of the rows. This is in line with results
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Figure 4.10: Count-Min-Average absolute error vs. Stream cardinality for fixed Pcy=13 & different

values of Rcy. The average is computed with respect to the number of queried items.
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reported in the literature, which show that high data skew (i.e., reduced cardinality) is beneficial for the
accuracy of Count-Min [50]. Nevertheless, when cardinality is too large and the Count-Min estimate

becomes untrustable, the sketch can still be used as a Bloom filter.

4.3.5 Practical Implications

Accuracy requirements depend on the application and the required minimum size of each sketch might
differ accordingly. For our specific goal, the characterization of data streams of several billion items,
we choose the sketch sizes as follows. We set Pyrp = 16 aiming at cardinality (HLL) estimation errors
below 0.5%. We set Rpagms = 6 and Pragms = 13, which yields Fast-AGMS errors below 2% for stream
lengths on the order of billions. Scaling Count-Min to support large cardinalities requires too many
resources on the order of this cardinality regardless of where it is implemented. Thus, we opt to match
the Count-Min sketch dimension to that of Fast-AGMS. We then use HLL and Fast-AGMS to assess the
trustiness of the results from Count-Min frequency estimates. The intuition is that for large cardinalities
and more uniform distributions, Count-Min will produce more errors and be less useful. The results of
HLL and Fast-AGMS allow us to identify such situations and discard the results of Count-Min or, at least,

indicate the potential for large individual query errors.

As we will show below, the matrix structure in Count-Min and Fast-AGMS is beneficial for FPGA designs
as the updates imply R parallel read-modify-write accesses over R independent memory regions rather

than R accesses competing over a single flat one as it is used for HLL .

4.4 FPGA Implementation

SKT! is implemented as a customizable Vitis> HLS kernel [52] using a streaming architecture operating at
an initiation interval of one (i.e., I1 = 1). This means that the design consumes and processes inputs with
every single clock cycle. SKT is completely implemented in C++. Functions and classes are templated
in terms of I/O types and behavioral functors to facilitate code reuse among structurally similar modules.
The kernel is customized by the parameters identified in Table 4.3. The parameter N is decisive for tuning
the design throughput as it defines the number of inputs that are consumed in parallel in each clock cycle

by the N structurally unfolded processing pipelines, each consuming one input per cycle.

Note that the underlying high-level synthesis (HLS) technology is itself a compromise. It enables the

generation of hardware accelerators from algorithmic descriptions on the abstraction level of systems

Thttps://github.com/fpgasystems/skt
2Xilinx’ High-Level Synthesis Unified Platform Software
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software. This results in improved productivity over designs using register transfer level (RTL) languages.
However, HLS code, to a large extent, still reflects that it targets a spatial implementation, often for an
FPGA, rather than a temporal CPU program. Unlike the C++ code for the CPU which abstracts away
the processor architecture, the HL.S code written in C++ still reflects the spatial architecture of the FPGA
through the pragma directives that need to be used. Moreover, HLS compilers will regularly require some
assistance to produce efficient designs, by empirically trial of the pragma directives. Nevertheless, these
pragma directives ensure that HLS compilers produce efficient parallel designs. Listing 4.1 illustrates the

use of pragmas to spatially unroll a loop.

4.4.1 Overall Design

SKT’s architecture is presented in detail in Figure 4.4 and has a unidirectional data flow across a number of
modules that are connected via FIFO queues, modeled as hls: : stream objects. We present a streamlined

depiction of SKT’s architecture in Figure 4.11.

Throughout the design, the data is augmented with a last flag to mark the end of a particular stream
and, thus, of a job in the pre-processing phase. The same concept of the last signal is used in Chapter 3
and Chapter 5. The last flag traverses the processing pipeline together with the data both through Hash-
ing and Hash Slicing phases. Its arrival at the Sketching memories triggers the switch from consuming
sketch updates to outputting their accumulated content and resetting their state. On the output path, the N
parallel, partial sketch computations are merged in the Associative Reduction phase. The resulting com-
plete sketches are further processed in the Evaluation phase so as to compute the final results for HLL
and Fast-AGMS. Finally, the results of all sketches are concatenated in the post-processing phase into a
single output stream that is written to a data structure in the memory of the host CPU. The sketch results
are complemented by a few trivial metrics maintained during the processing: minimum, maximum, and

count of all processed inputs.

The design consumes a customizable number of N parallel inputs in a single clock cycle. This requires

that every sketch memory is able to process N updates. However, memory ports are an expensive and

S—
HLL
—>
Pre | | Hashing b Hash oM Associative | | Evaluation post
process 9 Slicing Reduce aluatio process
— —>
=

Sketching

Figure 4.11: SKT simplified block diagram.
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scarce resource. The on-chip block RAMs (BRAMs) have two such ports. Considering that each update
comprises both a read and a write operation, a single BRAM can only sustain the rate of a single update per
clock cycle. Therefore, the parallel pipelines must construct partial sketches in independent memories that
are merged for the final sketch output. For the same reason, SKT ensures to update the rows of the matrix

sketches (Count-Min, Fast-AGMS) in parallel and assigns to each row its own independent memory.

In Figure 4.11, for each pipeline the forking of the input path to all the partial parallel sketches occurs
after hashing the input. In software, this re-use of computed intermediates has a runtime benefit. In SKT,
on the FPGA, parallel identical computations do not improve accelerator performance but increase its

resource usage and power consumption footprint.

4.4.2 Hashing & Hash Slicing

Strong hashes, such as Murmur3, involve a series of structurally complex operations like multiplications.
In RTL, the design of a such hash function requires manual algorithm decomposition and pipelining in
order to meet the throughput goals. By using Vitis HLS tool, the purely functional description of the hash
computation is mapped and pipelined automatically to meet the targeted clock frequency and throughput
goals. As the hashing is an acyclic, stateless computation, there are no systematic limits to the pipelining
granularity. The multiply and rotate (logic) operations of the hash function are mapped to dedicated

FPGA DSP slices which contain pipeline registers that maintain the speed and efficiency of the design.

After distributing the same wide hash to the individual sketches, each sketch slices it up in different ways
to derive appropriate state updates. All elementary state updates are ultimately represented as key-value
pairs comprising the address of the memory location to update and the update value. In the case of HLL,
the address is simply a prefix slice of the hash and the update value is its ranked tail. The update function
applied to the sketch memory is the maximum with its current content. The matrix sketches, Count-Min
and Fast-AGMS, feed non-overlapping parallel hash slices to the individual sketch rows. For Count-Min,
a single row slice directly identifies the sketch memory location to increment. In the case of Fast-AGMS,

the hash slice provides both a counter address and an extra bit determining the sign of the update step.

4.4.3 Sketching

The maintenance of the sketch memories is the most involved part of the design as it must explicitly
account for the structural constraints on the FPGA to maximize performance. In addition to the memory
port limitation, there is a state-carried data dependency that conflicts with the memory update latency of
two cycles. The Vitis HLS tool needs manual assistance to circumvent these dependencies that would
otherwise result in a higher initiation interval (i.e., I/ > 1). The sketch memories, therefore, maintain

a history of the most recently issued sketch updates in a shift register. If another update to an address
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within this history is encountered, it is based on the buffered write-back value rather than a stale read
from memory. With this bypass in place, read-after-write hazards are masked and the initiation interval of
a single clock cycle can be maintained. A dependence pragma explicitly allows Vitis HLS to disregard
the data dependency carried through the memory state. These design details are not exposed to the sketch

user, they are encapsulated inside a generic Collect class that is re-used among all SKT sketches.

Listing 4.1: HLL usage example of the collect class.

// Instantiate Custom Key Space and Storage Type
static Collect<ap_uint <P_.HLL>, TRANK> collector[N];

#ipragma HLS array_partition variable=collector dim=1

W N =

// Unrolled, i.e. Parallel, Operation
for(int i = 0; i < N; i++) {

collector[i].collect(ranked[i], sketch[i],

5
6
7 #pragma HLS unroll
8
9 // Lambda—based Update Customization

10 [I(TRANK a, TRANK b) {
11 return std::max(a, b);
12 }

13 )

14 }

Listing 4.1 illustrates how the Collect class is used by the HLL sketch inside SKT. The specialization
of this class and its behavior are achieved through template parameters. They define (a) the dimension
and type of the backing memory array (line 2), and (b) the state update function, i.e., maximum operation
for HLL, which is specified through a lambda expression (lines 10-12). Note the custom key space,
ap-uint<P_HLL>, and storage type, T_RANK. Using the HLS integral type ap_uint<n>, the bit width
of signals and, in this case, the address space can be controlled precisely. This code instantiates N
parallel memories to serve the corresponding number of data inputs (line 2). Vitis HLS must be prevented
from flattening this added outer dimension by a pragma (line 3) so that designated memory ports remain
available for each instance. The operational behavior is wrapped into the class member function collect
which is invoked within an unrolled and, hence, parallel loop (line 6) across all memory instances. Each
instance consumes and processes updates from an hls :: stream ranked[i] until encountering an update
carrying an asserted last flag. Only then the design starts streaming the accumulated partial sketch to the

hls :: stream sketch[1].
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4.5 Experimental Evaluation

In this section we introduce the CPU and FPGA setups used for deploying and testing SKT capabilities.

4.5.1 Setup

SKT has been prototyped and tested on the Xilinx Adaptive Compute Cluster (XACC) [227] at ETH
Zurich, later referred to as the Heterogeneous Accelerated Compute Clusters (HACC) [13]. Before tran-
sitioning to server class AMD machines (CPUs), the XACC cluster was populated with high-end server
class Intel machines (CPUs). The software evaluation of SKT is done using the Intel machines, one host
server with 2 Intel Xeon Gold 6248 with 376 GB RAM , and another with one Intel Xeon Gold 6234 with
376 GB RAM. For the FPGA deployment, we use the Alveo U250 and Alveo U280 accelerator cards.

We conduct RAM-to-RAM experiments for establishing performance baselines on both server platforms
and for evaluating the SKT hardware acceleration. Finally, we also evaluate the direct sketching of data
received over a 100 Gbps TCP/IP network link both in software and on the accelerator. In all experiments,

the final sketch results are written back to the CPU main memory.

All measurements are conducted over data streams of 32-bit integers subjected to a randomizing 128-bit
Murmur3 hash function. The 32-bit integer datatype is big enough to accommodate large cardinalities
that escape their straightforward and concise characterization by histograms. It is compact enough to pre-
vent a squashing dominance of the data I/O bounds over the actual sketching performance. Larger data
types make the hash computation iterate over longer input stretches and, thus, yield fewer sketch updates
per input volume. A similar reductive effect occurs for extracting fields of interest from structured data.
Making this field extraction runtime-programmable is trivial and would add the capability to adjust the
processing to changing data schemas. While a software implementation would have to pay for this flex-
ibility with compute time, the accelerator would be able to accommodate this functionality in a pipeline

extension while impacting neither throughput nor critical sketch memory resources.

We evaluate the individual performance of each sketch algorithm (HLL, Count-Min and Fast-AGMS) us-
ing the same P, = 13 in order to observe individual throughput performances. The reference dimensions
for SW-SKT are Py = 16 and R, X P, = 6 X 13 for Count-Min and Fast-AGMS.

4.5.2 Software Baseline

In order to assess the FPGA accelerator, it is important to understand the I/O and compute bounds of the
cluster platform. For this we first assess the performance of a multi-threaded software baseline on the

cluster’s machines.
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Methodology. Each of the three algorithms (HLL, Count-Min and Fast-AGMS) benefits from thread par-
allelism, with each thread maintaining a per-thread data structure (partial sketch) for updates. The partial
sketches from all threads are merged once all the input data has been processed. In this multi-threaded
CPU implementation, threads can be equated to the parallel pipelines of the hardware design. The data
flow of the CPU implementation follows the main idea behind SKT’s architecture in Figure 4.11, namely:
(1) compute the hash value once for each data input item, (2) update the corresponding partial data struc-

tures for each of the three algorithms, and (3) evaluate the sketches after processing the last value.

Performance analysis — data samples in CPU’s main memory. We analyze the individual performance
of each of the algorithms (HLL, Count-Min and Fast-AGMS) running in isolation as well as the per-
formance of all three algorithms running jointly under the name SW-SKT. The experimental platform
setup comprises of: (1) 2x Intel® Xeon® Gold 6248 Processors @2.5 GHz with a total of 40 cores and
80 hyper-threads which we label AlveoO and present its performance capabilities to compute the sketches
in Figure 4.12a, and (2) a single Intel Xeon Gold 6234 Processor @3.3 GHz with 8 cores and 16 hyper-
threads, labeled Alveo3b and having its compute capabilities assessed in Figure 4.12b. For the remaining

of the chapter we are going to address these two machines by Alveo0 and Alveo3b, respectively.

The observed sketch throughput scales with the allocation of CPU threads on each of the two machines.
The first three bars (HLL, CM, FAGMS) show similar throughput, which is roughly twice the throughput
of the fourth bar (SW-SKT). This can be explained by the fact that HLL, Count-Min and Fast-AGMS
have each small data structures that fit into the cache, whereas SW-SKT holds three times as much data
as the individual algorithms and thus it does not fit into cache. The observed sketch throughput scales
with the allocation of CPU threads on each of the two machines. Figures 4.12a and 4.12b show that
each algorithm’s performance is correlated with the complexity of its conducted update operation. HLL
performs a single update into a linear data structure. This results in the best individual performance.
Count-Min and Fast-AGMS each perform R.. X more elementary counter updates than HLL. This reduces
their individual performances considerably. The further difference between Count-Min and Fast-AGMS
is solely due to their different update operations. While Count-Min performs unconditional increments
on the counters identified for every row, Fast-AGMS extracts another hash bit for each counter update to

select the sign of the increment.

When fusing all three algorithms, SW-SKT combines their compute and I/O bounds and attains a peak
throughput of 4.56 GB/s for 40 compute threads, i.e., the physical core count of the Alveo0 machine.
SW-SKT’s compute intensity puts a lot of strain on one CPU thread, registering a performance of only
0.3 GB/s. The thread increase efficiency peaks at 8 threads, with 62.5% efficiency. Even if more threads
are allocated, the efficiency decreases, reaching 60% for 16 and 20 threads, and 56% for 32 threads. While
all individual sketches and their combination in SW-SKT compute the same input hash, their throughput
are clearly differentiated by the performed sketch updates. The observed performance decreases with the

number of required counter updates and with the complexity of the increment operations to perform.
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Figure 4.12: CPU baseline on the host servers. Median throughput for HLL, Count-Min (CM), Fast-
AGMS (FAGMS) and SW-SKT. Error bars indicate the S5th and 95th percentile. Stream length of 1B.

Performance analysis — data samples from the TCP/IP network. We illustrate in Figure 4.13 the
performance of SW-SKT when the data samples are received from the TCP/IP network compared to the
available network bandwidth. The experimental setup consists of the Alveo3b machine receiving data
from multiple TCP/IP clients. SW-SKT throughput performance scales with the number of threads allo-
cated for receiving the data and computing the sketches. A maximum throughput of 2.28 GB/s is reached
for 16 threads. This result is similar to the in-memory performance of this machine but significantly lower
than the bandwidth the network can deliver without any subsequent data processing. In Section 4.5.4 we
show how AlveoO can deliver better SW-SKT throughput results since multiple thread can be allocated

independently for receiving the data and computing the sketches.
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Figure 4.13: Mean throughput for TCP/IP communication and SW-SKT with samples coming from the
TCP/IP network. Stream length of 1B.

4.5.3 Sketches on a Co-processor

For the first evaluation on the FPGA, the SKT compute kernel is interfaced directly from the host as a free-
running OpenCL kernel within the AMD-Xilinx QDMA shell on an Alveo U250 accelerator card operated
under Vitis 2020.2. The Alveo U250 deployment environment together with the software framework
running on the host server is illustrated in Figure 4.14. The compute kernel is configured to process
streams comprising 32-bit data items, which are hashed by a strong 128-bit Murmur3 hash. The design
operates at the default platform clock of 300 MHz. The input parallelism can be scaled up to 16 parallel
data lanes fit in by the 512-bit user kernel interface. This parallelism and the sketch dimensions are

explored and evaluated experimentally.
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Figure 4.14: FPGA connected as a co-processor [Alveo U250]-QDMA shell platform overview.
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Throughput Scaling. A single data pipeline processing 32-bit data inputs at 300 MHz requires a band-
width of 1.2 GB/s. This figure is independent of the computed sketches. We aim at matching the number
of parallel pipelines (V) with the maximum kernel interface bandwidth. The maximum theoretical band-
width for the PCle Gen3 x16 connection on the Alveo U250 card is given by Equation 4.6. For our PCle
connection, the formula reduces to 15.62 GB/s =(8G * 16 * (1 - 2/130) - 1G)/8, a physical bandwidth
limit just below 16 GB/s.

PCle, x|[Gbps] = speed = width + (1 — encoding) — 1Gbps 4.6)

Bus interference and protocol overhead imposed by both PCle and the QDMA shell reduce the actually
achievable figure. Starting the exploration with N = 16 parallel pipelines ensures that we identify the
actual limit of the platform rather than a bottleneck in SKT implementation. Experiments are run from
small stream sizes of 1000 data items up to streams of 500 million data items. The job size limit imposed
by the QDMA shell is reached for 16 streams, each containing 500 million items. Currently, the shell
driver truncates any larger job silently. In order to mitigate this drawback of the shell, one would have
to add a scalar kernel parameter or a custom streaming protocol layer to aggregate multiple QDMA
transmissions before evaluating the collected sketches. Then, larger jobs could be partitioned and handled
by multiple QDMA invocations. Yet another service management layer would have to ensure the integrity
and atomicity of these partitioned jobs in contended use contexts. This modifications would conceal the

real benefit of streaming interface on the FPGA.

Figure 4.15 shows the data throughput achieved for these experiments as measured in the host application
from initiating the streaming to the accelerator to completing the reception of the concatenated computed

sketches. Hence, this measurement includes the communication initiation overhead as well as the sketch
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Figure 4.15: SKT on QDMA Shell-FPGA as a co-processor. Mean throughput observed from the CPU.
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evaluation and transmission times, which are all independent of the size of the input stream. Actual

observations experience a variation of +5% around the shown means.

Note that the Count-Min sketch, which is transmitted verbosely, already has a size of Rcyy X 2Pcm 32 pit
words. Its write back completely dominates the observed accelerator latency for inputs up to 10° items.
For larger stream sizes, the impact such one-time costs diminishes. The throughput is observed to satu-
rate around 8 GB/s even for N = 16. In conclusion, only a reduction down to N = 6 parallel processing
pipelines would be expected to establish a processing bottleneck. However, more reductions of paral-
lelism were causing notable performance degradations. Apparently, the assertion of back-pressure across
this boundary causes disadvantageous interactions with the flow control of the QDMA infrastructure.
While the FIFOs eliminated this effect completely for most settings, a decrease in performance remained
reproducible for N = 8 parallel processing pipelines. The degradation of the performance for N = 6 is
expected, since the 6 pipelines can only consume 7.2 GB/s, causing the shell to experience back-pressure.
Nevertheless, the throughput of 8 GB/s that is achieved by 9 or more pipelines is 1.75x higher than what

the 40 cores of the dual-processor Alveo0 system were able to attain.

Sketch Optimization. Table 4.4 shows the utilization of the FPGA hardware resources, which are avail-
able to the user kernel, by selected SKT configurations. Note that SKT consumes a small fraction of the
general-purpose combinatorial and sequential fabric logic, i.e., lookup tables (LUTs) and registers (FFs),
respectively. Also, the utilization of arithmetic DSP slices is moderate (<10%), with less than 1% being
used for sketch evaluations, while the rest is used for hash computation. Hence, there is the correlation
with the number N of input lanes. The critical and limiting resources type is the on-chip memory provided
by Block RAM (BRAM) tiles. As shown in Table 4.4, the QDMA integration of SKT can scale beyond
the fixed sketch size of Py = 16 and R, X P, = 6 X 13 even for N = 16 parallel pipelines.

To utilize memory resources optimally, a good understanding of their demand in relation to the kernel
parameters is needed. Individual BRAM tiles serve a 10-bit address space with 36-bit data. Larger
address spaces are assembled from multiple memory tiles. In an RTL design a traditional manual memory
allocation would use one memory location for each of the 32-bit counters for Count-Min and Fast-AGMS,

leading to a higher resource consumption. In HLS, the memory allocation is done automatically and can

Table 4.4: User budget resource utilization on Alveo U250.

NXR, X P, LUT FF BRAM A DSP

6x6x13 43082 (2.8%) 63279 (2.0%) 624 (25.1%)0.93 476 (3.9%)
Ox6x13 59614 3.9%) 86216 (2.7%) 936 (37.7%) 0.93 662 (5.4%)
16 x6x13 91530 (6.0%) 138945 (4.4%) 1664 (67.0%) 0.93 1096 (8.9%)
16 x 8 x 13 115851 (7.7%) 172030 (5.4%) 2144 (86.4%) 0.93 1104 (9.0%)
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be optimized by the tools. Instead of allocating one memory location for each counter, the tools avoid
memory fragmentation, claiming storage space more optimally. This is seen especially for the matrix
sketches whose 32-bit counters are dominating the memory resource consumption figure. For the HLL
sketch, the memory geometry of each BRAM tile is reshaped into a 12-bit address space of 9-bit data.
This suffices to accommodate the ranks whose range is bounded by the bit width of the consumed hash
value. This layout transformation is directly supported by the physical BRAM structures. All these
considerations give rise to the BRAM utilization model in Equation 4.7 for sketch parameter settings
with Pyrr. > 12 and Pcum, Pagms = 10:

Ugram = A - N - (RAGMS pPacms=10 4 p . pPen=10 4 2PHLL_12) 4.7

with % < A < 1, with W representing the counter’s width. The model introduces an extra coefficient A that
reflects the automated memory layout optimization of the HLS. An optimal recycling of all 32-bit counters

memory fragmentation would, at best, allow the reduction of the memory footprint to Apin = % ~ 0.89.

The A(s) are tabulated with the designs in Table 4.4. They demonstrate that Vitis HLS is able to assemble
BRAM resources for the sketch storage very efficiently, close to the projected optimum. However, it must
also be noted that Vitis was unable to complete the hardware implementation for any sketch design with
a projected BRAM tile utilization above 90%. This limit is due to signal routing challenges inside the
FPGA that put the tools into a boundless optimisation problem. A way out is to resort to the optimization

techniques available in RTL but this would defeat the aim of implementing the system as an HLS design.

In summary, a SKT implementation that serves the full 512-bit kernel interface with sketch dimensions of
Py = 16 and R, X P, = 613 is feasible. The FPGA resource utilization permits to directly increase the
row count to R, = 8. Even larger sketches are attainable by reducing the number of parallel pipelines N.
There are no observable throughput penalties as long as N > 9. The developed utilization model for
the critical BRAM resources is valid across the data center AMD-Xilinx platforms and also guides the

assessment of the network integration.

4.5.4 Sketches on a SmartNIC

For the TCP/IP network experiment, SKT is used as a free-running OpenCL kernel within the AMD-Xilinx
XDMA shell on the Alveo U280 accelerator card. The shell and accelerator card differ from the ones used
for SKT’s stand-alone evaluation with data residing in the CPU memory. At the time this experiment was
run, the ability to stream data from the CPU was only available in the QDMA shell on Alveo U250 and
the 100G TCP/IP network stack [191] was only available under the XDMA shell on the Alveo U280
platform [85, 86]. Hence, for the network integration experiments, we used the XDMA shell. At the time
of writing the thesis, the QDMA shell has been disrupted and EasyNet has been extended to all the Alveo
boards in the HACC cluster, i.e., U280, U250, U50 and U55¢c.
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Figure 4.16: FPGA with TCP/IP network [Alveo U280]-XDMA shell instantiation of user space kernels.

Feeding the data from the network avoided the job size limit imposed by the QDMA shell. As the two
shells ran on different boards, U250 for QDMA and U280 for XDMA, SKT faced different operating
conditions. First, the kernel clock frequency of 250 MHz is lower within the XDMA shell. Second, there
are fewer available BRAM tiles. In order to fit onto the U280, SKT had to shrink. To implement the
16 parallel pipelines needed to sustain the 100 Gbps line rate, we needed to reduce the number of rows

for the matrix sketches to R, = 5. We did so for the purposes of the experimental evaluation here.

Methodology. Figure 4.16 illustrates the chain of kernels used by our system. It processes the data re-
ceived from the 100G TCP/IP network and passes the results to the server through a Gen3 x16 PCle con-
nection. The 100G TCP/IP Network Kernel instantiates the 100G Ethernet subsystem, provides TCP/IP
functionality, and converts the data packets to a flat data stream. The Server Kernel listens on the network,
accepts TCP/IP connections, and forwards the incoming data to the SKT kernel. When all data has arrived,
the server kernel asserts the last signal communicating the completion of a job so as to trigger the result
generation. The SKT Kernel consumes the received data stream and generates a sketch stream upon job
completion. The output is sent to the host CPU memory by the Stream to Memory Kernel, from where
the results are read by the host server via the OpenCL API. This last kernel is needed as an adapter to
the XDMA shell, which does not support streaming interfaces natively. Except for the free-running SKT

kernel, all the other three kernels are explicitly controlled by the application running on the host server.

Performance analysis — data samples from the TCP/IP connections. Our network experiments are
summarized in Figure 4.17. They show that SKT needs 16 pipelines in order to support the 100 Gbps
network line-rate. Whenever fewer pipelines are allocated, e.g., 14 or 10, the sustained line-rates drop
sharply to 3.35 GB/s and 2.77 GB/s, respectively. This drop is caused by the way the 100G TCP/IP
network kernel expects its output to be consumed. More specifically, the network kernel expects the

following kernel to consume 512-bit data for a 100 Gbps line-rate. This amounts to 16 parallel lanes
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Figure 4.17: Mean TCP/IP throughput for remote communication (COM) and remote sketching over 1B
samples by SW-SKT (Alveo0) and by SKT inside XDMA shell (Alveo U280 FPGA connected to Alveo3b).

of 32-bit data. If SKT, for example, only implements 14 parallel pipelines, it consumes 448-bit in every
cycle, postponing the remaining 64 bits in a buffer. At 100 Gbps, the accumulation of the buffered data
eventually triggers the flow control of the network kernel. This mechanism relies on external memory

whose throughput within the XDMA shell is much lower than 100 Gbps.

For comparison, SW-SKT is used to sketch the same data received over the network on the 40-core AlveoO
machine. So as to hide the TCP/IP stack of the OS as a bottleneck, the traffic is split across parallel
TCP/IP connections. A designated receiver thread is forked to service each of these connections. Without
any processing of the received data, this setup is able to sustain a data throughput of almost 10 GB/s
as shown by the columns labeled *COM’ in Figure 4.17. The actual sketching is challenging enough
to warrant another level of workload distribution. We show the highest throughput figures, which are
obtained by backing each receiver thread by four compute threads. The receiver only delegates data
blocks through a job queue and guarantees a steady consumption of data from the TCP/IP socket. As in the
FPGA-accelerated system, a throttling of the data input by back-pressure proved to impact the achievable
system performance negatively. An overprovisioning of TCP/IP connections was not able to mitigate
this effect. In the background, each compute thread maintains its own partial sketch so as to confine the
synchronization overhead to the conclusive sketch merger. As shown by the SW-SKT in Figure 4.12, even
the parallelization of the sketch computation across all cores fall short of attaining a processing throughput
of 5GBy/s. This is consistent with the performance observed for the RAM-to-RAM deployment of SW-
SKT but only half of the performance achieved by the network-facing FPGA accelerator.
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4.6 Discussions

Before concluding the chapter, we share our HLS experience and compare the performance of SKT and
SW-SKT with Apache Spark™, an open-source analytics engine for both single-node and large-scale data

deployment and processing.

4.6.1 HLS Experience

We evaluate our experience from using high-level synthesis with a C++ hardware design entry. This

approach comes with clear productivity benefits, in particular:

e An easier accessibility for software engineers.
o A ready application integration stack.
e Automated pipelining for high accelerator performance.

e Automated memory layout optimization beyond what would be reasonably maintainable in a man-
ual RTL design.

The price paid for these gains is best illustrated by the device resource utilization figures achieved. Sketch
sizes that would demand more than 90% of the user budget of BRAM tiles failed consistently to imple-
ment. Mutually amplifying utilization and timing challenges are not uncommon in classic hardware
design in RTL. However, the added layers of abstraction in HLS severely limit the ability to resolve such
situations. Engaging in floorplanning (where each part of the design goes), manual placement, or even

manual signal routing would clearly defeat the purpose of using HLS.

Finally, the use of FPGAs is always a question mark due to the complexity added over software program-
ming. SKT has been programmed entirely in High Level Synthesis (HLS), using a version of C++ that is
accessible to software programmers as many of the details of the FPGA architecture are hidden behind

pragmas and high-level abstractions provided by the development environment.

4.6.2 Cardinality Computation using Apache Spark

We have performed an end-to-end comparison between: (1) Apache Spark running locally (i.e., with data
located on the CPU’s memory) and computing approxCountDistinct function (Apache Spark’s internal
HLL) over the data; (2) the software implementation (SW-SKT), and (3) the FPGA implementation (SKT),

in order to contrast the performance measurements.
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Figure 4.18: Cardinality computation using SW-SKT vs. Apache Spark.

For each of the three experiments, we read data from a binary file stored on the local disk and compute
(1) approxCountDistinct with Spark; (2) all three sketches (HLL, Fast-AGMS and Count-Min) with SW-
SKT and (3) SKT on FPGA. Finally, we query the results for the HLL estimate in each of the three cases.
We run the experiments on the AlveoO machine and include the I/O times in the numbers presented in
Figure 4.18. We do not include the FPGA numbers into the figure due to large difference in performance
between Apache Spark and SKT. Nevertheless, for the FPGA implementation, SKT performance is 0.5s (8

to 16 Pipelines) and 0.55s (6 Pipelines) for end-to-end data characterization of 500 million items.

We run Apache Spark in local mode since our current implementations of SW-SKT and SKT target a single
machine rather than a distributed deployment. The results show that SW-SKT and SKT, which both com-
pute 3 sketches in parallel, have an end-to-end execution time that is one order of magnitude faster than
Apache Spark, which only computes HLL. The larger execution time of Apache Spark can be explained
by the series of transformations data needs to pass through before entering the approxCountDistinct func-
tion. After being read from the binary file, individual data items need to be converted to integer values
that are represented as a row of values. Before all these values are passed to the approxCountDistinct

function, they need to be transformed to a columnar representation.

Apache Spark is a trade-off between performance and flexibility. For instance, doing the same experiment
with text files would add even more overhead to its execution time. Based on this, we demonstrates that

SW-SKT is a fair and competitive baseline for evaluating the hardware acceleration.

4.6.3 Summary

In this chapter, we show that characterizing data sets and streams (i.e., obtaining information over the data
such as cardinality and data distribution) can be an expensive operation on conventional CPUs, even when

computation is parallelized across many cores and processors, both when the data is in the host CPU’s
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memory or is streamed over the network. With SKT, on the FPGA, data characterization information can

be obtained with one-pass over the data and used as meta-data by further processes.

SKT computes three widely used sketch algorithms, HyperLoglog, Count-Min and Fast-AGMS, that
complement each other in terms of the information they provide and two of which (HyperLoglLog and

Fast-AGMS) can be used to identify data distributions where the accuracy of Count-Min is compromised.

SKT architecture is based on an extensive design space exploration to identify the interesting trade-offs
in terms of performance, resource utilization, and accuracy. The experimental evaluation demonstrates
that SKT running on a single FPGA can match the performance of 70 CPU cores. Furthermore, SKT
is deployed on a smartNIC to demonstrate its capability to directly process data streams at 100 Gbps
from the network. The technological evolution of FPGAs has enabled the integration of more and more
resources on FPGA devices. This has opened the door for deploying increasingly complex designs, such
as SKT, on FPGA accelerators. SKT is a complete data center solution that has been evaluated in an

integrated end-to-end system context.

In addition to an effective solution to the data characterization problem, we also provide general guidelines
for designers interested in taking advantage of the heterogeneous, special-purpose hardware acceleration

that is defining today’s advances in massive data processing.
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OFFLOADING I/O oPeraTIONS TO THE FPGA -

SECURITY

In the previous two chapters (Chapter 3 and Chapter 4) the attention was primarily directed towards the
analysis of FPGA offloading of complex and compute-intensive data analytics algorithms. Before transi-
tioning database engines to heterogeneous computing models [140], it is crucial to examine if tasks that
are presently performed by the database engine but hold secondary importance in terms of the engine’s

efficiency, can be offloaded to accelerators.

This chapter explores the use of an FPGA-based accelerator placed on the I/O path, within the context of
SAP HANA being deployed as a cloud service. More specifically, it focuses on the analysis of how the
256-bit key AES (Advanced Encryption Standard) encryption/decryption can be offloaded to the FPGA,

namely on the architecture, implementation and deployment of AES.

The work presented here is part of a broader effort that encompasses the offloading of I/O path operations

such as compression and encryption to an FPGA-based accelerator [42].

This chapter is extended by a Master thesis project that automates the analyzes and testing of the AES

module, comprising also the 128-bit and 192-bit key sizes for the block cipher modes discussed here.
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5.1 Motivation

The transition from traditional in-house database deployments to a Software-as-a-Service (SaaS) model
has introduced architectural challenges and opportunities for the database ecosystem. While computing
nodes can be time-shared by a much larger number of client instances, multi-tenancy often raises concerns
and requires data to be secured at any given state, namely when it is at rest (i.e., it is not accessed and
stored on a physical or logical medium), in transit (i.e., it is moved from one point to another, or in
use (i.e., it is consumed by applications or accessed by the users). SaaS databases need to ensure that data
is encrypted while in transit or at rest, with cloud vendors providing this option as a key element of cloud
databases [20, 21]. If data is encrypted on its way out, that means it has to be decrypted on the way in,

demanding even more resources to deal with I/O operations.

Computing resources in the cloud are a commodity affecting the costs of the service. Even if encryption
and decryption are external to the database system, they compete with the engine for computing resources.
Moreover, they occur on the latency-sensitive I/O path. I/O has been a crucial aspect of the design of
database engines from their inception. While the reasons to optimize the I/O path have varied over time,
it remains a critical aspect of a well functioning engine and plays a large role in its overall performance. In
the cloud, storage disaggregation makes the I/O path even more critical, due to the physical separation of
compute and storage resources. Therefore, any performance bottlenecks in the I/O path can significantly

degrade the ability of the system to process data in a timely manner.

While posing these challenges, the cloud also offers architectural opportunities over conventional local
deployments through the variety of boards and chips that coexist with traditional compute nodes, namely
hardware accelerators (i.e., GPUs, FPGAs) and specialized architectures (i.e., ASICs, TPUs). This di-
verse environment allows different algorithms to be processed at different points in the architecture, with
an increasing number of operations being offloaded away from the CPU. To take advantage of this het-
erogeneous setting, this chapter focuses on offloading the I/O path encryption/decryption operations to
an FPGA-based accelerator, and analyses the encryption behavior when coupled to the DEFLATE com-
pression algorithm. The I/O traffic traces used for testing are extracted while running SAP HANA on a

common loading operation that entails substantial traffic.

The obtained results demonstrate the advantages of the design: data can be efficiently encrypted on its
way to storage (at up to 15 GB/s, and at around 4 GB/s when combined with compression [42]). On its
way from storage, data can be decrypted at up to 15 GB/s. For certain data loads, data can be processed
at a higher rate and more efficiently than using the CPU, which can be significantly slower (i.e., up to
one order of magnitude) for certain loads. In addition to these findings, when combined with a reduction
algorithm such as compression, a non-parallelizable algorithm deployed on the FPGA demonstrates better

throughput performance when compared to the CPU.
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Nevertheless, the picture that emerges is not a clear win for hardware acceleration. The gains are not
uniform across all I/O sizes, with the biggest gains being observed for larger data transfers. After ana-
lyzing some of the I/O patterns produced by SAP HANA, the conclusion is that there is a solid case in
favor of using the accelerator from the perspective of the overall I/O traffic, even if the accelerator does
not gain much when I/O requests are small. The emphasis on analytical workloads proves beneficial in
this context, since I/O is mostly asynchronous and I/O requests can potentially be batched (SAP HANA
already does it to a certain extent). Our results show that the approach we have explored is unlikely to
provide a huge advantage in transactional workloads due to the need to implement synchronous I/O and

the small I/O sizes involved. Nevertheless, actual deployments can opt for encrypting data on-the-fly.

The subsequent sections of the chapter are organized as follows. In Section 4.2, we give an overview of
the SAP HANA engine, the encryption algorithm we analyze, and of the related work. In Section 4.3, we
present the design of our stand alone encryption module and how it connects to the compression module.
Before concluding the chapter with a discussion on our findings in Section 5.6, we evaluate the throughout

performance of our design in Section 5.5.

5.2 SAP HANA, Encryption and Hardware Acceleration for

Databases

In this section, we briefly describe SAP HANA, the encryption algorithms we analyze and the potential

impact of hardware acceleration on database operations, together with relevant prior research.

5.2.1 SAP HANA

SAP HANA [68] is a column-oriented in-memory database specifically built to integrate both analytical
and transactional workloads into a single engine. It can be deployed on-premise or as part of SAP HANA
Cloud! as a SaaS. Together with SAP HANA, the cloud platform also provides SAP IQ, a robust, tra-
ditional disk-based database. This work is part of recent efforts from SAP to enhance their on-premise
products with the opportunities offered by cloud deployments. For instance, Abouzour et al. [2] de-
tail the process of porting a disk-based data management system to cloud object-storage. In addition to
these efforts, we focus on leveraging the latest hardware options in the cloud to address data encryption
on the I/O path.

"https://www.sap.com/products/hana/cloud.html
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5.2.2 Encryption - Decryption

The Advanced Encryption Standard (AES) [54] is the most widely used block cipher encryption standard,
having its own set of dedicated instructions in both standard CPU [102] and embedded [22] architectures,
and being generally adopted also by database engines. AES is a symmetric key algorithm with three
possible initial key sizes: 128 bits, 192 bits, and 256 bits. We focus on the 256-bit initial key size imple-

mentation and define the process of encryption or decryption of a cacheline (512 bits) as AES-256.

The algorithm design is based on a chain of substitutions and permutations, known as transformation
rounds, which makes it suitable for both efficient software and hardware implementations. However, its
block cipher modes of operation cause significant performance differences due to the resulting imple-
mentations. We show these differences by implementing three AES block cipher modes: Electronic Code
Book (ECB), Counter (CTR), and Cipher Block Chaining (CBC). The data amount that has to be encrypt-
ed/decrypted together represents the transformation granularity of a block. For CTR and CBC modes it
is given by the data block size, whereas for the ECB mode, the granularity is the 128-bit data word.

Figure 5.1 and Figure 5.2 illustrate the processing of a 512-bit cacheline, with each AES module consum-
ing one 128-bit data word at a time. We differentiate between the parallelizable modes in Figure 5.1 (ECB
and CTR for both encryption and decryption and CBC only for decryption), and the non-parallelizable
mode in Figure 5.2 (CBC for encryption). ECB is the simplest of the modes, requiring only the trans-
formation rounds for both encryption and decryption, whereas CTR and CBC modes require pre- or
post-transformations of the data word before entering or after exiting the transformation rounds. For its
pre-transformation, CBC encryption needs the previous encrypted word, thereby creating a data depen-
dency between consecutive iterations. As a result, while the number of transformation rounds does not

have an impact on the performance of the parallelizable modes (ECB and CTR), the encryption perfor-
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Figure 5.1: Block diagram of one AES-256 module operating in parallelizable mode while processing a
512-bit cacheline (64 bytes).
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Figure 5.2: Block diagram of one AES-256 module operating in non-parallelizable mode while process-
ing a 512-bit cacheline (64 bytes).

mance in CBC mode is significantly affected by it. The number of transformation rounds a 128-bit data
word has to pass through to get encrypted or decrypted is determined by the initial key size. Currently
three initial key sizes are supported: 128 bits, 192 bits and 256 bits, respectively. In this chapter, we
focus on the 256-bit key size and address the process of encryption or decryption of a cacheline (512
bits) as AES-256. In our case, for an initial short 256-bit key size, 14 transformation rounds are needed.
In Table 5.1, we distinguish between each initial key size and the number of required transformations
rounds associated to it. Each transformation round requires for its internal bitwise XOR operations a
dedicated 128-bit round key. In column ’No. of Round Keys’ of Table 5.1, we add the number of 128-bit
words that need to be extracted from the initial key for each transformation round, with one more round
key being needed for the initial transformation round. All the required round keys are obtained from the

initial 256-bit key through a key expansion process that is independent of the datapath.

Many database systems have software implementations of encryption as well. Oracle uses all three initial
key sizes (128, 192 or 256 bits) of the AES algorithm for its Transparent Data Encryption (TDE) [179],
employing the 256-bit initial key only for highly sensitive data [180], and relies on Intel’s intrinsic instruc-
tion set to boost encryption and decryption performance for ECB, CTR and CBC modes. MySQL (v8.0)
supports AES encryption in ECB and CBC modes using all three initial key sizes, with ECB and 128-bit
initial key being the default block cipher mode encryption option [170]. The same encryption algorithm,
AES and 256-bit initial key, is also used by Azure’s TDE for its SQL Server, Azure SQL Database, and

Table 5.1: Initial key size and associated number of rounds.

Initial Key Size ‘ Transformation Rounds ‘ No. of Round Keys

128 \ 10 \ 11
192 \ 12 \ 13
256 \ 14 \ 15
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Azure Synapse Analytics services [165]. SQL Server relies on the AES modes supported by the Microsoft
encryption library: ECB, CBC, CFB (cipher feedback) and OFB (output feedback).

From data security point of view, out of the three modes, ECB is the most prone to failures under attacks
due to its simple architecture that can map properties of the input word into the output word. CBC mode
is the most robust of them, but at the cost of reduced parallelism. CTR mode is the intermediate point
between security and performance, providing a possible solution for database encryption, as suggested
by HighGo for their PostgreSQL solution [221].

SAP HANA has the option to encrypt data at rest using CBC mode on the CPU, with at most two threads
allocated to the task. The number of allocated threads is such that the encryption does not interfere with
query processing. Through this chapter, we also consider modes that are more amenable to parallelization
than CBC mode, such as ECB and CTR.

Related Work. Much attention has been given to AES implementations on FPGAs. AMD-Xilinx [226]
proposes their own proprietary AES module focusing only on the parallelizable modes. Our open source
design? achieves the same order of magnitude in terms of throughput performance as AMD-Xilinx’s cus-
tom module. Other efficient AES implementations focus mainly on enhancing the encryption/decryption
of a single 128-bit word for FPGAs [41, 44, 118, 160], or ASICs [4, 84], and put less consideration to
the block cipher modes, the non-parallelizable modes and the interaction of the AES module with other
computing modules. Kara et al. [126] show that AES-256 CBC decryption placed prior to a stochastic
coordinate descent (SCD) computation increases the processing time by 3.6X, despite the existence of
dedicated CPU instructions set for decryption, and propose the offloading of AES-256 CBC decryption
transformation rounds to the FPGA, while keeping the key expansion on the CPU. In contrast to this
work, we develop a complete solution for AES-256 CBC encryption and decryption, while offloading the
entire computation (key expansion and transformation rounds) to the FPGA. Moreover, beside the CBC
mode, we also analyze the performances of two additional modes, ECB and CTR, and we distinguish

between the block sizes performance.

5.2.3 Hardware Acceleration for Databases

FPGAs have emerged as one type of accelerator for data processing [212]. Having a spatial architecture,
FPGAs allow algorithms to be executed with a great degree of parallelism at line-rate, when attached to
the network as smartNICs. Cloud computing made FPGAs not only affordable, but also convenient to

deploy close to traditional systems as they are migrated to the cloud [112].

https://github.com/fpgasystems/hw-acceleration-of-compression-and-crypto

94


https://github.com/fpgasystems/hw-acceleration-of-compression-and-crypto

5.2. SAP HANA, Encryption and Hardware Acceleration for Databases

Related Work. Ringlein et al. [187] show the advantages (cost reduction, tail-latency minimization,
execution efficiency) of using FPGA-based Function-as-a-Service into disaggregated cloud infrastruc-
tures, and Zha and Li [234] build an abstraction framework for virtualizing heterogeneous cloud FPGAs.
Key-value stores also benefit from FPGAs with new memcached architectures [30], native computa-
tional storage [219], and hardware-managed transactions [111]. Kara et al. [126] use FPGAs to combine
column-store ML algorithms with on-the-fly data transformation, such as decryption and delta-encoding

decompression, while Lasch et al. [145] accelerate Re-Pair compression algorithm using FPGAs.

Zheng et al. [243] propose that by offloading the physical storage utilization efficiency to the modern
SSDs (with built-in transparent compression), a DBMS can obtain higher performance and simpler data
structures and algorithm complexity. Zuck et al. [245] study various approaches of implementing trans-
parent compression in the firmware of SSD devices, either in the context of database systems or in that
of filesystems. Complementary to them, we show how encryption can be added on top of compression,
and offloaded to an intermediate device that can be positioned between compute and storage, leading to a

more modular and flexible system.

Lee et al. [146] show how offloading online analytical processing (OLAP) operations to a near-memory
accelerator (an FPGA board with attached DIMMs) that sits between CPU and main memory eliminates
the performance degradation of online transactional processing (OLTP) workloads when co-existing with
OLAP workloads. While Lepers et al. [149] show that the CPU is the bottleneck and not the storage
device for tree compaction in an Log-Structured Merge (LSM) key-value store (KVS) on NVMs SSDs,

Huang et al. [96] address this issue by accelerating compaction computation on the FPGA.

In the cloud, Microsoft Azure uses FPGAs to offload network management functionality [70] and acceler-
ate key-value store applications [150], and Microsoft’s Cipherbase project [20, 21] analyzed the use of an
FPGA as a hardware trusted module to process data inside the database engine in an encrypted form, such
that parts of the data would remain encrypted while in memory. Intel’s QuickAssist Technology [109]
offer acceleration solutions for lossless data compression and symmetric and asymmetric data encryption,

but they do not give details about design, implementation, or performance.
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5.3 Security Engine Design

Through this encryption and decryption implementation, we present a comparison between three different
AES block cipher modes, parallelizable and non-parallelizable, and analyze how encryption interacts with

a compression module inside an FPGA processing pipeline.

5.3.1 Encryption/Decryption

Our encryption/decryption FPGA design aims to achieve the following properties: (1) reusability and
modularity of the code, irrespective of the AES block cipher mode and initial key size, thereby making the
code base less error-prone and more tractable, (2) control over the operations happening at each pipeline
stage of the design to maximize the overall throughput, and (3) flexibility for the initial key size and the

number of 128-bit input data words that can be processed in a transaction to ensure wider applicability.

AES processing involves a sequence of transformations: substitution, shift, bitwise operation, and poly-
nomial multiplication (known as a transformation round), that are consecutively applied to each 128-bit
input data word. The initial key size determines the number of transformation rounds needed to encrypt or
decrypt an input data word. For a 256-bit initial key size, 14 transformation rounds are needed, and each
transformation round requires a dedicated 128-bit round key for its internal bitwise XOR operations as
illustrated in Figure 5.3, plus one more for the initial round. Together with the pre-/post- data transforma-

tion operations, the 14 transformation rounds represent the processing datapath of encryption/decryption.

All the required round keys (i.e., in total 15 for the 256-bit initial key) are obtained from the initial 256-bit
key through the key expansion process that requires that the initial key is split into 32-bit words and used
to derive all the 60 32-bit words needed for the key expansion. Each add round key module in Figure 5.3
requires 4 32-bit words (i.e., 128-bits).

input word-128 bits
add round key
substitute bytes
shift rows
mix columns
add round key
shift rows
mix columns
shift rows

substitute bytes
add round key
substitute bytes
add round key

| output word-128 bits |
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Figure 5.3: Transformation rounds and associated keys for 128-bit input and 256-bit initial key.
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Figure 5.4: AES block cipher modes for Encryption and Decryption - ECB & CTR modes.

On the FPGA, we implement each AES module shown in Figures 5.1 and 5.2 in a pipeline fashion,
with each stage of the pipeline applying a transformation round to the 128-bit data word. Therefore, the
depth of the pipeline equals the total number of transformation rounds, namely 14 stages. In Figures 5.4
and 5.5, we illustrate the block diagrams for the three AES block cipher modes we implement (ECB, CTR,
CBC) and emphasis their common points: (1) transformation rounds (grouped under the AES name) and
(2) round keys (generated by the key expansion); and differences (presence or absence of the pre- or
post-processing data transformation operations — XOR operations, the initialization vector or the nonce).
For CBC mode in Figure 5.5, the 128-bit encrypted word of one AES module is used as an IV by the

subsequent AES module, except for the first module, until the block being processed is completed.

We offload the entire encryption and decryption computation to the FPGA, namely both transforma-
tion rounds and key expansion, and design their corresponding modules as parameterizable modules in
RTL (Register Transfer Level). We use VHDL as modeling language to maximize the throughput [166]
for the transformation rounds. All the modules, transformation rounds for encryption and/or decryption
and the key expansion for encryption and/or decryption, are part of an OpenCL library and can be instan-
tiated into OpenCL FPGA kernels as value-returning function calls, abstracting away the VHDL imple-
mentation from the user. The corresponding function calls are illustrated in Listing 5.1 where aes_256

is the function call for encryption and aes_256_decrypt is the one for decryption. Their associated key

‘ input word - 128 bits ‘ ‘ input word - 128 bits ‘
round " | round
keys & - | keys b
! 1

A ] [ aes

‘ output word - 128 bits ‘ ‘ output word - 128 bits ‘

CBC - Encryption ' CBC - Decryption

Figure 5.5: AES block cipher modes for Encryption and Decryption - CBC mode.
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expansion generation function calls are aes_key_256 and aes_key_256_decrypt, respectively.

For the encryption/decryption functions, the returned values correspond to the encrypted/decrypted cache-
lines, and the parameter list includes: (1) (long8) x, representing the cacheline to be processed (512 bits);
(2) (int8) config, integrating the configurations sent to the VHDL module from the user application run-
ning on the host CPU, such as the number of 128-bit words that need to be processed, the nonce value
required by the CTR mode, and the initialization vector (IV) required by the CBC mode to randomize
the encryption; (3) (longl6) key_lsb and (long16) key_msb, representing the least and most significant
components of the expanded key. The number of bits required to represent the expanded key for a 256-bit
initial key exceeds the vector bit representation capabilities of OpenCL, therefore two function parameter
values are necessary to represent it. These two parameters (key_Isb and key_msb) make the connection
between the key expansion module and the transformation rounds module. For the key expansion func-
tion calls parameters for encrytion/decryption, (int8) x represents the initial key, and (char) flax acts as a
flag choosing if the most significant part or least significant one of the expanded key is returned. Even if
the expanded key for decryption is the reverse word order of the expanded key for encryption, we choose
to keep two different functions calls for a modular design and do the word reversing inside the VHDL

module associated to key expansion.

Listing 5.1: OpenCL function calls associated to the VHDL modules.

// encryption
long8 aes_256(long8 x, int8 config, longl6 key_lsb, longl6 key_msbh);
longl6 aes_key_256(int8 x, char flax);

// decryption
long8 aes_256_decrypt(long8 x, int8 config, longl6 key_lsb, longl6 key_msb);

N R WD~

longl16 aes_key_256_decrypt(int8 x, char flax);

The user can set at FPGA compilation time the following programmable parameters: (1) OPERATION (0-
encryption, 1-decryption); (2) N.-WORDS (number of 128-bit words processed in parallel), four 128-bit
words (512-bits) represent our default choice and the granularity for FPGA external memory read and
write operation; (3) KEY _WIDTH (128, 192, or 256 bits), for the purpose of this work we use only the
256-bit initial key size; and (4) MODE (0-ECB, 1-CTR, 2-CBC), for choosing the block cipher mode.

Listing 5.2 illustrates how the connection between the OpenCL function call and the VHDL module
is done through an XML kernel description file. The <FUNCTION>...</[FUNCTION> element de-
fines the scope of each function, transformation rounds or key expansion for encryption or decryption.
Within the opening tag, the name attribute identifies the function call used in the OpenCL kernel (List-
ing 5.1) and the module attribute identifies the VHDL module that describes the function implementa-
tion (e.g., name = aes-256 and module = aes_user_intel represent the transformation rounds function
call and the VHDL module, respectively, for encryption). Through Listing 5.2 we want to emphasize the
programmability of the FPGA design. Note that for different OpenCL function call names we use the
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same VHDL module name with different settings for the programmable parameters, e.g., for decryption

we use the same module = aes_user_intel and a different function call name = aes_256_decrypt.

Listing 5.2: Connection between OpenCL function call and the corresponding VHDL module.

1 <RTL_SPEC>

2 <FUNCTION name="aes_256" module="aes_user_intel">

3 -

4 <PARAMETER name="OPERATION" value="0" />

5 <PARAMETER name="MODE" value="2" />

6 </FUNCTION>

7 <FUNCTION name="aes_key_256" module="key_user_intel">

8 .

9 <PARAMETER name="OPERATION" value="0" />

10 </FUNCTION>

11 <FUNCTION name="aes_256_decrypt" module="aes_user_intel">
12 .

13 <PARAMETER name="OPERATION" value="1" />

14 <PARAMETER name="MODE" value="2" />

15 </FUNCTION>

16 <FUNCTION name="aes_key_256_decrypt" module="key_user_intel">
17 -

18 <PARAMETER name="OPERATION" value="1" />

19 </FUNCTION>

20 </RTL_SPEC>

Beside the programmable parameters that can be set using the PARAMETER element, the XML file also
exposes the characteristics of each VHDL module: expected latency, stall free or not, stateful or state-
less, the communication interface between the VHDL module itself and the other operations inside the
OpenCL kernel [108], and the list of all RTL files that are describing the module’s behavior. Since the
OpenCL kernel is implemented into hardware as a pipeline similar to the instruction pipeline of proces-
sors, all these VHDL module details are necessary such that the module’s pipeline itself is integrated into

the OpenCL kernel pipeline.

In Figure 5.6 we illustrate the two streaming flows created between the FPGA DDR4 memory buffers
that are allocated from the host CPU application through the OpenCL API function that creates the global
buffers. These buffers are the means through which data is communicated from the host application
to/from the OpenCL kernels, and can be used to: (a) write the user values from the host application
and read them by the encryption kernel (Read Buffer), (b) write the encrypted values obtained from the
encryption kernel and read them by the decryption kernel or by the host (Write-Read Buffer), (c) write
the decrypted values obtained from the decryption kernel and read them by the host application (Write
Buffer). In addition to the Read and Write Buffers, the host application has also access to the Write-Read

Buffer. Through this two flow setup we can check and guarantee the correctness of the values obtained.

The datapath for AES-256 is stateless, input data being streamed through the encryption or decryption

pipelines. For each stage of the pipeline, two stateful objects are needed: an 8-bit substitution box for
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FPGA External DDR4 Memory

Read Buffer — Write-Read Buffer — Write Buffer
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Figure 5.6: Encryption/decryption block diagram within the OpenCL framework.

adding randomness to the transformation round, and a round key from the key expansion. Round keys

data is stored in registers, whereas the 8-bit substitution box keeps its state using lookup tables.

The latency of the AES-256 FPGA module is mainly determined by whether a parallelizable or a non-
parallelizable block cipher mode is used. ECB and CTR modes have 15 clock cycles of latency for
processing one cacheline (4x128-bit input data words), for both encryption and decryption. For the same
cacheline, the CBC mode needs 15 clock cycles for decryption, which is parallelizable, and 57 clock
cycles for encryption, which is non-parallelizable. The latency for one AES module can be manually
computed, one clock cycle for each transformation round plus one extra clock cycle for delivering the
results. The key expansion computation takes 11 clock cycles on hardware, but since it is independent
of the datapath, it can be ignored when computing the latency of the results. Seen from the host, the
key expansion latency is 62.90 us and includes beside the 11 clock cycles of hardware latency, also the

invocation of the kernel from the CPU when an I/O request is made.

5.3.2 Compression and Encryption

We take advantage of the OpenCL environment versatility to combine modules written in different pro-
gramming languages. The DEFLATE compression module presented in detail in the paper associated to
this chapter [43] is implemented as an OpenCL kernel, whereas encryption is implemented in VHDL, but
integrated in OpenCL as a library and exposed to the system kernels as a function call. The result is a
combined operator that compresses data and then encrypts it when invoked by the database. The block
diagram of the two combined modules is illustrated in Figure 5.7, where LZ77 compression, Huffman

encoding and Load Huffman tree components are part of the compression module.

From OpenCL integration perspective, i.e., FPGA resource consumption and compilation time, it is rec-
ommended to keep compression and encryption as separate kernels that are instantiated on the FPGA than
to have a single kernel that unites them. The modularity achieved on the FPGA results in a more complex

control flow for the host CPU application which is responsible for managing those kernel instances.

When the compression module is plugged upstream the encryption one, the compressed transactions are

forwarded via FIFO buffers to the AES-256 module(s). The encryption module uses the last flag that goes
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Figure 5.7: Compression and encryption pipeline block diagram for the three block cipher modes.

along with the compressed transactions to determine the granularity of the operation, i.e., a compressed
payload is encrypted as a single unit until the last flag is met. When the last flag is met, the encryption
module resets its nonce and counter for CTR mode, and restarts from the initialization vector for CBC

mode. The last flag has no reset effects on ECB mode, since its granularity is always 128-bit word size.

For the two parallelizable encryption modes, ECB and CTR, a single AES-256 module suffice to consume
data coming from the compression module without putting back-pressure on the upstream module, as it is
later shown in Section 5.5.4. The sequential nature of the encryption in CBC mode creates back-pressure
on the compression module, that is, the encryption — the second stage in the pipeline — is slower than
the compression — the first stage in the pipeline. We minimize this back-pressure by using multiple
AES-256 modules and a load balancer that round-robins the input between them. The goal is to eliminate
the back-pressure by matching the compression throughput with several AES-256 modules. However, as
a spatial architecture, we can only put several of them into a given FPGA. For the FPGA we use, we are

able to deploy up to four parallel AES-256 modules in CBC mode.

5.4 FPGA Implementation

We implement our designs on the Intel FPGA PAC D5005 Acceleration Card. Table 5.2 summarizes
the FPGA resource utilization, including the resources allocated for the static part of the FPGA, called
Board Support Package (BSP), and the dynamic part of the FPGA, called User Kernel System (where
our design(s) reside). For the 'FPGA Design’ column, the CBC/CTR/ECB AES-256 design include both
the encryption and the decryption kernels, together with their associated key expansion kernels. The

interaction between these two parts of the FPGA (static and dynamic) is illustrated in Figure 5.8.

The BSP represents the FPGA logic dedicated to the FPGA interaction with external elements, host
processor and DDR4 memory, and consists of the host interface, the external memory controller, and the

global memory interconnect. The User Kernel System part contains the logic dedicated to the compute
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Table 5.2: FPGA resource consumption.

FPGA Design ALUT Logic Utilization RAM Op. Freq.
CBC AES-256 259,353 256,438 (27%) 667 (6%) 248 MHz
CTR AES-256 236,211 252,822 (27%) 899 (8%) 248 MHz
ECB AES-256 252,587 258,754 (28%) 899 (8%) 232 MHz

DEFLATE + 1 CBC 458,061 428,244 (46%) 2,298 (20%) 243 MHz
DEFLATE + 4 CBC 712,081 678,698 (73%) 2,460 (21%) 243 MHz
DEFLATE + 1 CTR 435919 409,742 (44%) 2,298 (20%) 244 MHz
DEFLATE + 1ECB 451,274 415,508 (45%) 2,298 (20%) 236 MHz

kernels, e.g., AES-256, LZ77 compression or Huffman encoding, and to the kernel communication with

the on-chip FPGA memory.

In Table 5.2 we report the working frequency for each standalone and combined implementations. Unlike
the CPU that operates in a GHz frequency range, the FPGA operates in the MHz frequency range. Our
designs have a working clock frequency around 240 MHz. Despite this large frequency range gap, the
FPGA is able to achieve better performance than the CPU when the FPGA is implementing algorithms
that can benefit from its spatial, parallel architecture and low-latency on-chip memory accesses, providing
a MIMD (Multiple Instructions, Multiple Data) analogy. The CPU, however, must operate at a much
higher frequency to overcome several overheads imposed by its architecture [26], and the best parallelism

it can achieve is restricted to SIMD (Single Instruction, Multiple Data).

The OpenCL compiler determines the highest possible operating frequency based on (i) the design char-
acteristics, and (ii) the placement as physical components (the non-deterministic operation called place
and route). For example, even if different block cipher modes of the AES-256 modules have similar
designs, their final resource allocation, and therefore placing and routing, is unlikely to be equivalent,
leading to different working frequencies. The highest working frequency of the encryption module is
248 MHz and is achieved when the module is configured to work in the CBC and CTR modes.

The logic utilization in Table 5.2 represents the number of adaptive logic modules the design needs, with

| FPGA 3
Host Ll Host interface — (—ﬁ Compute Kernel ‘
processor [ Global [ | P
| memory | )
|| |External memory| | inter | On-chip |, | Local memory
DDR4 T controller < connect memory > interconnect
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Figure 5.8: OpenCL FPGA framework overview.
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each adaptive logic module being used either as a 2-combinational Adaptive Lookup Table (ALUT), as
a 2-bits full adder or as four registers [104]. In all cases, the resources used leave enough room for
additional logic (e.g., a network stack [191] to send the data to cloud storage through the network), even

when using 4 AES-256 CBC encryption modules.

5.5 Experimental Evaluation

We evaluate the performance of the encryption module in isolation (Figure 5.6) and when combined
with compression (Figure 5.7). As baseline, we run their equivalent software implementations using
typical configurations currently used in SAP HANA, i.e., up to two threads being allocated for the tasks.
For the modules on the write path of the I/O request (i.e., encryption and compression combined with
encryption), we focus on blocks ranging from 4 KiB to 16 MiB. For the modules placed on the read path
of the I/O request (i.e., decryption), we focus on blocks ranging from 4 KiB to 64 MiB. The block sizes
for writing and reading emerge from an analysis of a I/O trace obtained from SAP HANA and presented

in Section 5.5.1.

Our observations represent an evolution towards larger logical pages compared to a study of Chen et al. [40]
from 2010, who observe that “a commercial DBMS” accesses almost exclusively logical pages of size
8 KiB for both reads and writes, or MySQL’s default page size of 16 KiB [171]. The same direction to-
wards larger logical pages is also reported by Umbra [172], with the smallest page size being 64 KiB, by
Snowflake [205], with 100 MB to 250 MB page sizes, or by Vertica, with Hadoop FS Block Size being set
to 64 MB. Antonopoulos et al. [19] report initial log sizes between 3 GB-38 GB as they attempt to reach

constant time recovery in Azure SQL Databases by truncating the initial log sizes to 200 MB.

5.5.1 Real-world I/O Trace

SAP HANA supports a wide variety of workloads. We focus on a concrete use case that generates
significant I/O traffic and which is especially common in the cloud: loading data into the system. During
this and other write-intensive workloads, SAP HANA initially applies updates to the write-optimized
store of each table residing in memory. For durability, changes are also persisted in the transaction log
on storage. Depending on the configuration of the system, the write-optimized store is merged into the
read-optimized store in order to maintain high read performance. When this process completes, the new
read-optimized store (i.e., the snapshot of the table at the point of the merge) is persisted on disk and
outdated snapshots are deleted [17]. The snapshots and the log entries caused by data import, which is
typically committed in batches of a few thousand rows, result in a regular stream of relatively large writes

to storage, and are thus potentially well-suited for block-based compression.
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The payload of our compression and encryption modules concerns data from (1) the transaction log, and
(2) from current snapshots of the read-optimized partition of tables. Since such snapshots are only read

at column granularity, block-based schemes are suitable for this use case.

To understand the granularity of the I/O transfers in a real system, we analyzed an I/O trace using SAP
HANA 2.0 SPS 04 Database Revision 045. This version has a similar I/O behavior as the newer SAP
HANA releases, e.g., SAP HANA 2.0 SPS 06 Database Revision 061. SAP HANA uses Linux asyn-
chronous I/O subsystem for logs and data files, so we intercept calls to that subsystem (io_submit and
io_getevents) by attaching a small tracing library using LD_PRELOAD and trace the content and meta-
data of all I/O blocks read and written by the database. Since queries to loaded tables are answered from

their in-memory copy, they do not incur any I/O themselves.

We use a representative workload that captures common operations in cloud deployments to generate the
trace. We import the CSV files from the TPC-H data generator for Scale Factor 10, which take about
5.5GB on disk. For each table in the schema, we run a sequence of five operations: (1) import the
file from CSV; (2) unload the table from main memory; (3) load the table again; (4) run COUNT(*);
and (5) finally unload again the table. Such a workload emphasizes data loading, a critical operation in
replication tasks, e.g., regularly replicating data from an Enterprise Resource Planning (ERP) system into
an analytical warehouse. SAP BWH benchmark?, as well as the TPC-H and TPC-DI benchmarks, report
this type of workload as being a crucial element in performance. In the cloud, it captures the constant
ETL and loading of data into an analytical system from transactional engines and other sources. Such
a workload stresses the I/O subsystem with writes to the write-ahead log, and reads from and writes
to data files when tables are loaded into main memory. The same pattern is observed when the read-
optimized storage is snapshot to storage after being merged with the newly loaded records from the

write-optimized store.

As part of the workload, which includes the startup of the system, SAP HANA reads and writes a total
of 7.0GB and 21.7 GB from and to the storage. Most of these reads are caused by loading the tables in
step (3), while most of the writes are caused by the repeating merges during the import in step (1). At the
same time, the system reads and writes a total of 64.0 MiB and 10.1 GB from and to the log, respectively.
The reading happens in a single access directly after start-up. Presumably, the system batch-loads the tail
of the log and simply determines that the previous shutdown was clean. Most of the data written to the log
is caused by the import in step (1). In addition to the described system activities, we also see I/O traffic
caused by background activities of the system that we could not identify further but that correspond to
less than 10 % of the overall traffic.

3https ://www.sap.com/dmc/exp/2018-benchmark-directory/#/bwh
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Figure 5.9 shows the distribution of the block sizes and Table 5.3 summarizes the percentage occurrence
of relevant block sizes for each page access type. The plot shows that the system accesses most data in
blocks larger than the traditional 4 KiB page size. On the data file, most accesses are 64 KiB and some up
to 64 MiB. This is not surprising since the snapshots stored in the data file consist of large column vectors
and dictionaries that are always accessed in their entirety (namely when flushed after a merge or when
loaded back to main memory). The reads from the data file always access blocks whose size is an even
power of two and the writes mostly do the same. However, interestingly, the system occasionally also
writes blocks with a non-power-of-two size (but still multiples of 4 KiB). The workload only contains a
single read from the log (64 MiB at system start-up) while writes occur with a large number of different
block sizes. A few of the write block sizes are much more frequent than others. Most notably, about 60 %
of all writes are of 118784 B, precisely 116 KiB (i.e., 29 physical disk pages).
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Figure 5.9: Cumulative distribution function (CDF) and histogram of I/O sizes in I/O trace.

Table 5.3: Page type accesses [%)].

Blocksize [B] 4Ki 16Ki 64Ki 116Ki 256Ki 1Mi 4Mi 16Mi 64Mi

data read 42.87 12.01 39.13 - 3.24 141 0.64 070 0.01
data write 1.08 0.92 4538 - 3233 1228 344 1.82 -
log read - - - - - - - 100
log write 346 0.05 001 6464 0.01 0.11 - - -
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5.5.2 Setup

Software. For the software baseline we use an Intel® Xeon® Gold 6234 Processor 3.3 GHz machine
with 8 cores and 16 threads featuring: 512kB (L1 cache), 8 MB (L2 cache), and 24.75 MB (L3 cache).
The level of parallelism set for our encryption/decryption and compression combined with encryption
baselines is consistent with the number of threads SAP HANA allocates for these background tasks,
namely 1-2 threads. SAP HANA does not do intra-page parallelism in software, and only inter-page
parallelism, meaning that each thread processes one block in its entirety. We use gcc 4.8 and set the

optimization flags for -03 -march=native -pthread for our baselines.

Hardware. Our target platform consists of the Intel Programmable Accelerator Card (PAC) for data cen-
ters, Intel FPGA PAC D5005 [106], connected to the CPU via a PCle Gen3x16 link. The card features a
Stratix 10 SX FPGA, two QSFP+ connectors with up to 100 Gbps support, and 32 GB of on-board DDR4-
2400 memory, with a peak transfer rate of 19.2 GB/s. We use OpenCL for Inte]l FPGA SDK (OpenCL
RTE version 19.2.0.57) [107] to implement and instantiate the FPGA compute kernels that are interfacing
with the on-board DDR4 memory at 512 bits cacheline granularity for both read and write operations. The
CPU (host processor) allocates memory for the FPGA computing kernels, and a memory management

library handles the address translation between CPU main memory and FPGA external memory.

Figure 5.8 illustrates the OpenCL FPGA framework diagram and differentiates between three memory
types in the OpenCL memory model: (1) the device global memory, FPGA external DDR4 memory;
(2) the local memory, FPGA on-chip memory like Block RAM (BRAM); and (3) the private memory,
FPGA on-chip registers.

Global memory represents a major component of the OpenCL compute model, being used to transfer
data between the host processor and the FPGA via input/output buffers mapped inside the global memory.
The host writes the data to be processed into the input buffer from where the computing kernel reads it,
processes it, and writes the obtained results into the output buffer. The results are then transferred back
by a memory access generated by the host. This OpenCL computation model is supported by the Board
Support Package (BSP) for our Intel FPGA PAC D5005 board, and we use it to evaluate our standalone

encryption and pipelined compression and encryption kernels.

For our performance evaluation, we assume data to be already in the FPGA’s global memory, and the
computing kernel reads it from there at cacheline granularity (512 bits—64 B). At this granularity, the
global memory latency is higher than the compute time, which affects the performance measured for
small block sizes (e.g., 4 KiB). To partly mask this overhead, we use prefetching inside the compute
kernel. Note that, in the cloud, the CPU needs to move the data after compression and encryption to a
NIC, thereby also paying a data transfer overhead. Our design is intended to be deployed on an FPGA with
direct network access, so no further data transfer overhead occurs. Thus, we focus on the performance

inside the FPGA compared to that of the CPU, since transfer overheads will be either similar in both
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cases or much less on the FPGA by skipping a transfer to the NIC. Also note that the FPGA board we use
has conventional DDR4 memory. With the emerge of CLX cache protocols, the overhead for small data

transfers should be eliminated.

Before proceeding with the actual evaluation, we would like to introduce the OpenCL Application Pro-
gramming Interface (API) which comprises: (1) the Platform Layer API, which manages the discovery
of the hardware system, device (i.e., FPGA) capabilities and device memory, and sets up the execu-
tion environment through a construct named context, and (2) the Runtime Layer API, which manages
the write/read actions to the memory and the execution of the compute kernels on the device through
constructs named command queues. The context coordinates the interaction between the host CPU and
the device, whereas the command queue represents a mechanism for the host to request action from the
device (the commands execute in-order if not otherwise specified). For the encryption/decryption imple-
mentation, the context includes the three memory buffers illustrated in Figure 5.6 and the D5005 FPGA
board, with only one command queue for executing encryption and decryption, since they are sequen-
tial operations. For the compression and encryption operator setup, the memory buffers are allocated as
illustrated in Figure 5.7, and two command queues are instantiate (i.e., one command queue for each

operation), since the encryption kernel starts processing the data as the compression kernel generates it.

5.5.3 Encryption/Decryption

As abaseline, we build a library on top of Intel AES intrinsic instruction set for the three AES modes (ECB,
CTR, CBC) [102]. Each block cipher mode receives for encryption/decryption the same block sizes as
the ones traced in SAP HANA (Section 5.5.1).

Our results yield performance for a peak clock frequency of 3.3 GHz consistent with the results reported
by Intel [102] for single threaded implementations: 1.76 cycles/byte for ECB encryption/decryption;
1.88 cycles/byte for CTR encryption/decryption; 1.78 cycles/byte for CBC decryption, and 5.65 cy-
cles/byte for CBC encryption. Both AES-256 software operations, encryption (Figure 5.10) and de-
cryption (Figure 5.11), are compute-bound, with the individual performance of each mode scaling pro-

portionally with the doubling of allocated threads.

The difference in the software performance of the three modes comes from their compute complexities.
ECB mode is the simplest of them with only 14 transformation rounds on the datapath, resulting in the
best software performance of a maximum of 4 GB/s for both encryption and decryption. CTR mode
adds-in complexity by requiring a 128-bit XOR operation on the datapath after the transformation rounds
are performed. Its software performance gets penalized, reaching a maximum throughput of 2.5 GB/s.
Figure 5.11a shows that the software performance of decryption in CBC mode is similar to the one in CTR
mode due to the required 128-bit XOR operation. Encryption in CBC mode requires each 128-bit input
data word to be XOR-ed with the previously obtained 128-bit output data word (the first one is XOR-ed
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with an initialization vector), before entering the transformation rounds. The cost of the data dependency
adds to the cost of the XOR operation, leading to a maximum throughput of 1.2 GB/s. The performance
of both the CPU and FPGA is impacted by data dependency, resulting in a decrease in performance.
However, the CPU outperforms the FPGA in terms of overall performance for encryption in CBC mode

due to its higher operating frequency in GHz.

In the master thesis that automates the testing of the encryption/decryption module the sw baselines are
run for up to 24 threads. For 24 threads, the registered throughput performances for encryption (en) and
decrytion (de) operations are: (1) for ECB mode—around 25 GB/s (en/de) for both operations, (2) for
CTR mode-15 GB/s (en) and 12 GB/s (de), and (3) for CBC mode—10 GB/s (en) and 8 GB/s (de).

In Figure 5.10a, we show the limitations of the MHz operational clock range of the FPGA. Even if for the
FPGA the XOR operation comes at no performance cost, the data dependency translated into the sequen-
tial nature of the CBC mode implementation limits the FPGA CBC encryption throughput performance
to 0.27 GB/s. At block size granularity, CBC encryption cannot take advantage of the parallelization po-
tential of the FPGA, whereas the CTR and ECB modes benefit from it, reaching a maximum throughput
performance of 15 GB/s. By exploiting the spatial parallelism available on the FPGA, CTR and ECB
encryption modes exceed by up to seven times their corresponding CPU performance. Irrespective of the
mode used for encryption, the transfer latency from the global memory is visible for small block sizes (up
to 16 KiB), a common situation for PCle-attached accelerators [119]. The Figures in 5.10 (a-c) show that
this overhead has a larger impact on performance than the algorithm’s complexity itself, making all three

FPGA encryption modes perform similarly when compared to their corresponding CPU implementations.

The Figures in 5.11 (a-c) illustrate the parallelization potential of the FPGA since decryption is paralleliz-
able for all three modes. While the CPU performance saturates at around 2.5 GB/s for the CBC and CTR
modes and at around 4.5 GB/s for the ECB mode, the FPGA implementation can reach up to 15 GB/s,
irrespective of the mode employed for decryption. The transfer latency from the global memory for small
block sizes (up to 16 KiB) impacts decryption throughput performance as it did for encryption. For small

block sizes, the CPU and the FPGA have comparable performance.
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5.5.4 Compression and Encryption

For the compression and encryption pipeline deployment on the FPGA as illustrated in Figure 5.7, we
have to take into consideration that each module, compression and encryption, have different maximum
throughout performances. As presented by Chiosa et al. [42], the saturation throughput delivered by
the compression module is 4 GB/s. Compared to this performance, the CBC mode (0.27 GB/s) would
impose back-pressure and limit the overall performance, whereas both CTR and ECB modes (15 GB/s)
would turn compression into the bottleneck. Therefore, the choice of which AES-256 block cipher mode

to use plays a big role in determining the overall throughput performance of the pipeline.

In Figure 5.12 we analyze the throughput performance of the full compression and encryption pipeline.
The pipeline with encryption in CBC mode reaches a maximum throughput of 1.72 GB/s, while for
encryption in CTR or ECB mode, we achieve a comparable throughput as imposed by the compression

module alone, namely 4 GB/s.

For the software baseline, we extend compression with encryption functionality for the three encryption
block cipher modes. Each compressed block is encrypted using Intel’s AES intrinsic instruction set and
placed at a contiguous memory location from where it can be read. The performance of the software
pipeline is limited by compression, and even if its performance is better or marginally comparable to the
FPGA (for block sizes of 4 KiB and up to 16 KiB, respectively), the full pipeline is accelerated on the
FPGA for block sizes bigger than 16 KiB in all three cases, as shown in Figure 5.12.

To accurately evaluate the performance of the integrated design, it is important to understand the implica-
tions of compressing the data prior to encrypting it. The intrinsic purpose of the compression module is
to reduce the size of the data it processes (i.e., consumes). Therefore, the rate at which the compression
module produces the data is equal or smaller than the rate at which it consumes the data. Furthermore, the
higher the compression ratio, which is determined by the ratio of uncompressed file size to compressed
file size, the lower the rate at which the compression module produces data. This means that as the
compression ratio improves, the module is more efficient, generating less data. While this observation
does not play a crucial role when evaluating the compression module in isolation, it becomes a key factor
when the compression module is combined with the encryption one. Notably, the maximum throughput
observed for AES-256 in CBC mode (Figure 5.10a) does not match the maximum throughput when the
module is placed after compression (Figure 5.12a) in the integraded design. Since AES-256 CBC en-
cryption works on compressed data, the overall throughput of the combined design is higher than that of
the AES-256 module in CBC mode alone.
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5.6 Discussions

Based on the results in Section 5.5, we can now put into perspective the potential of using an accelerator
on the data path of SAP HANA.

5.6.1 An Accelerator on the Data Path of SAP HANA

The results indicate that, for larger data transfers, offloading encryption and compression coupled with
encryption to an FPGA instead of performing them on the CPU has significant advantages. On the one
hand, the process is faster on the FPGA, which makes the option of both compressing and encrypting
data on the I/O path for cloud deployments feasible. This has many advantages: (1) data is secured while
at rest and in transit, (2) the encryption keys remain in control of the database engine and not of the cloud
provider (i.e., it is the database the one compressing and encrypting, not the storage layer), (3) the space
needed on storage is reduced and also makes the network, a scarce resource in the cloud, more efficient.
On the other hand, doing so frees up valuable CPU cycles that can be either used for other purposes or

not used at all, with the engine requiring less virtual CPUs to run on the cloud for a similar performance.

The results also show that while there are gains when compressing and encrypting, the potential gains
when encrypting alone would be much bigger. Encryption for large block sizes operates at several GB/s,
a rate that matches or surpasses the available network bandwidth in conventional cloud deployments and,
thus, making the encryption free in terms of I/O latency. From a business perspective, several commercial
strategies could be envisaged. First, for users prioritizing storage price over performance, the engine could
compress and encrypt to reduce storage cost. Second, for high-end users who prioritize performance,
encryption can be provided without compression, thus maximizing throughput and freeing up CPU re-
sources for query processing. Third, the engine can accommodate different security levels. Finally, with
compression placed before encryption, the security gap between different AES encryption block cipher

modes is minimized since compression aims to eliminate redundancies within a given data block.

Introducing an accelerator like the one proposed on the 1/O path also opens up several interesting pos-
sibilities for cloud database engines. Databases are full of design decisions driven by the assumption
of a slow I/O path and the overhead associated with compressing and encrypting the data. Such design
decisions would change with an accelerator. In fact, cloud native databases already use block sizes that
are typically larger than those of conventional databases [55]. The accelerator would benefit from these

larger transfer sizes and motivate such change even further.
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5.6.2 1I/O Transfer Sizes

The experimental results indicate that offloading compression and encryption to an accelerator becomes
attractive for block sizes larger than 64 KiB. Compression and encryption are relevant when writing
data or the log to storage. As the traces show, this size range corresponds to more than 95 % of the
I/O requests observed in the traces (observe the jump in the CDF in Figure 5.9 at 64 KiB for data and
at slightly larger sizes for the log). The same observation can be made for decryption: there are many
requests of sizes large enough for the accelerator to be a better choice overall. From this analysis we
conclude that the disadvantage of processing small block sizes on the FPGA is mitigated by the small
frequency of such requests. Even if for some small sizes the accelerator is slightly slower, for the entire
workload it brings a clear advantage. This compromise across a workload is very common in database
engines and the data-write path of SAP HANA can afford such a compromise, as is probably the case for

most analytical databases.

5.6.3 Summary

In this chapter, we have explored the implementation of different AES encryption modes and how they
couple with a compression module on the I/O path of a relational, analytical engine (SAP HANA). These
two operations (encryption and compression) play a key role in cloud deployments: in the case of com-
pression, to reduce the cost of storage as well as to maximize the available network bandwidth; in the case
of encryption, to protect the data both while at rest and while it is being transmitted over the network. Our
results show that offloading these operations to an FPGA accelerator offer significant advantages both in
terms of performance as well as freeing up valuable CPU resources in cloud settings as long as there is
enough data being transferred. As we demonstrate with SAP HANA as an example, in analytical engines
the data transfer sizes are large enough for the accelerator to offer a clear advantage. Conversely, the
approach we have explored does not seem to be suitable for transactional engines, as the amount of data

involved in every transfer tends to be too small and the synchronous I/O excludes batching.
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This chapter concludes the thesis by summarizing its main findings and their implications and outlines

the directions for future work that are opened by it.

6.1 Summary and Implications

This thesis takes a step toward understanding and shaping the position of the FPGA in the heterogeneous
landscape of the current data center ecosystem. On the one hand, it shows how compute-intensive data
characterization algorithms can be offloaded to the FPGA and what is their behavior when attached to
an FPGA-based smartNIC. On the other hand, it demonstrates that the I/O operations associated with a
database engine can be offloaded to the FPGAs.

Chapter 3 shows that the FPGA can be successfully deployed to accelerate data correlation on large
streams of data, thus freeing valuable host-side resources (CPU, RAM) for other tasks. The evaluation
shows excellent outcomes for both FPGA deployments, as a co-processor or as a bump-in-the-wire, with
the latter deployment alongside an RDMA network interface achieving the maximum advantage while
concealing the PCle limitations for small-size data transfers. Furthermore, AMNES can also be extended
to computing the Spearman correlation coefficient, whereas AMNES’ backend can serve in estimating a

simple linear regression or computing the cosine distance between vectors in a multi-dimensional space.

The advantage of deploying a compute kernel as a bump-in-the-wire is also shown in Chapter 4. Using
a TCP/IP network interface in this instance, three different sketch algorithms (HLL, Fast-AGMS, Count-
Min) are offloaded to the FPGA under a unified design (SKT). SKT does a single pass over the data,
extracting information such as cardinality (HLL), second frequency moment (Fast-AGMS) and frequency

distribution (Count-Min). Besides a better throughput performance over the CPU-based baseline, the

115



Chapter 6. Conclusions

results also show that an over-provisioning of the SKT’s number of pipelines is needed to saturate the
network bandwidth, demonstrating that the compute kernel cannot be independent of the capacity at
which the network expects data to be consumed, even if the same data rate is maintained. In addition to
this architectural design aspect, SKT finds that a stand-alone Count-Min deployment is suitable for low

cardinalities, whereas for large cardinalities Count-Min’s estimates have a large error.

In each of the two chapters (Chapter 3 & Chapter 4), the compute kernels do compute-intensive oper-
ations without incurring back-pressure to the network, thus imposing very low overhead over regular,

unaugmented node-to-node communication.

Chapter 5 demonstrates that encryption and decryption can be successfully implemented on the FPGA
even when a non-parallelizable block cipher mode is deployed. The experimental evaluation shows that
analytical engines benefit more from the FPGA offloading of the data transformation operations on the
I/O path than transactional engines. This is attributable to the larger size workloads of the analytical
engines. The proposed system provides three tiers of security, capable of meeting various data security
requirements in the cloud. In addition to this, the system shows how a non-parallelizable algorithm can
achieve a better performance than its stand-alone deployment when placed after a data reduction algorithm
such as compression. The combined pipeline exhibits higher throughput performance compared to its
CPU-based baseline.

Overall, this thesis adds a building block to the concept of augmenting data movement with compute

capabilities with low overhead.

6.2 Future Directions

Direct course. A direct forward step that emerges from Chapter 3 is to generalize the engine and to
compare its streaming-based implementation with a matrix-based implementation that utilizes the Al
Engine tiles on the ACAP (Adaptive Compute Acceleration Platform) Versal [15] board from AMD-
Xilinx. The generalization should target maintaining the network advantage of the system, and obtain a

high working clock frequency for the compute kernel while dealing with a large FPGA occupancy.

Pre-processing on the FPGA. Traditionally, many frameworks require data to undergo pre-processing
stages before absorbing it into the framework’s main task. For example, for machine learning (ML)
frameworks, the working flow includes two tasks: processing the data and training the model. Even
if processing the data consumes significant computing resources for on-the-fly transformations such as

decompression, sampling, and filtering, the training task benefits from most optimizations [79].

Another example comes from the query optimizer of a database engine that needs to gather information

about the data (i.e., cardinality or frequency distribution) before deriving an efficient query plan. As has
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been shown in Chapter 4, the FPGA is efficient at implementing three sketches in parallel, with cardinality

estimation being one of them and of major importance for the query optimizer in a database engine.

With the current trend of disaggregating data storage and processing and considering FPGA capabili-
ties for efficiently implementing on-the-fly data transformation operations and compute-intensive data
characterization algorithms, an interesting direction for future research is designing, implementing and

evaluating end-to-end data center systems where the FPGA is responsible for the pre-processing stage.

Applying I/O offloading to data analytics engines. In Chapter 5, it is shown how SAP HANA can
benefit from having its I/O operations (encryption, decryption and compression plus encryption) offloaded

to an accelerator.

The question that directly emerges from this work is to understand if the FPGA would be suitable to
implement other types of encryption offloading, such as Fully Homomorphic Encryption (FHE), and

integrate them as I/O functionality.

In addition to this, the open question that arises is if stream data analytics engines (e.g., Apache Spark,
Apache Kafka) could benefit from having their I/O operations offloaded to the FPGA. Ultimately, the
objective would be to generalize these findings and designate the FPGA as the I/O processing unit within

the system of a data center.

Unified compute fabric and node. The objective of domain-specific accelerators is to reduce the cost
of processing when compared to general architectures. Nevertheless, most algorithms are built and have
a cost model that reflects the CPU’s architecture [58]. Through its new series, Versal ACAP [15], AMD-
Xilinx opens the exploration space of a heterogeneous architecture that comprises a CPU, an FPGA and
a vector processor. Besides offering a unified programming tool, this architecture enables the possibility

of creating mathematical and cost models that map algorithms to heterogeneity.

However, the compute capabilities limits of the chip are imposed by the physical limits of thermal dis-
sipation efficiency (TDE) and they may not satisfy the compute requirements of data-intensive systems,
such as databases, machine learning or distributed frameworks. The questions that arise from this remark
are how a unified heterogeneous system node, which architecture comprises of separate boards, each
equipped with either a CPU, GPU, or FPGA, would serve this purpose and what are the mathematical
models that would derive from it. The cluster instances offered by Intel (CPU and FPGA boards) [105]
and by AMD (CPU,FPGA and GPU boards) [13], together with the FPGA positioned as a pre-processing

and I/O offloading module could serve as a starting point for exploring this research direction.
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