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Abstract
Randomness is a fundamental and indispensable resource in various
disciplines in computer science, such as algorithms and computational science. In classical and quantum cryptography, it is in general
implicitly assumed that randomness is available and, in particular,
it is assumed to be free, i.e., independent of the entire past and,
therefore, unknown to a potential adversary at the time of generation. Especially device-independent models, where no assumptions
are made on the internal behavior of the devices, are rendered partially, or even completely, insecure when the randomness cannot be
trusted. In this work, we study the possibility of weakening the assumption on the required randomness, more precisely, we investigate
whether the quality of partially free randomness can be amplied.
Quantum physics allows for non-local correlations which are, classically speaking, only explainable by communication, but not by
shared randomness. We analyze a particular set of non-local correlations in order to determine whether it is possible to expand free
randomness or amplify partially free randomness from such correlations.
Our main result is that amplication of any partially free randomness
is possible, more explicitly, we show that, given a source of partially
free bits, randomness can be generated that is strictly more free
vii

than the initial one: Arbitrarily weak free randomness turns out to
be ampliable.
Quantum non-locality is not only a precious resource, but also fascinating phenomenon and, therefore, an interesting object of study by
itself. A so-called quantum pseudo-telepathy game is a deterministic manifestation of non-locality. A given condition can be satised
with certainty with shared quantum information, whereas this is
impossible with shared classical information. We consider a specic
such game and prove a connection to a graph-coloring problem. The
ndings on the chromatic number of the graph imply that the game
is indeed a pseudo-telepathy game already for small parameters.
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Zusammenfassung
Zufallszahlen sind eine grundlegende und unverzichtbare Ressource
in verschiedenen Gebieten der Informatik, insbesondere in der Algorithmik und in den rechnergestützten Wissenschaften. In der klas-

sischen und der Quanten-Kryptographie wird im Allgemeinen implizit angenommen, dass Zufallszahlen verfügbar sind, das heisst Werte,
die zum Zeitpunkt ihrer Entstehung nicht eine Funktion der Vergangenheit sind, sondern spontan erzeugt werden und damit auch
einem möglichen Gegner unbekannt sind. Vor allem geräteunabhängige Modelle, bei denen keine Annahme über das interne Verhalten der Geräte getroen wird, werden teilweise oder völlig unsicher, falls den Zufallsquellen nicht vertraut werden kann. In dieser
Arbeit untersuchen wir, ob es möglich ist, die Annahmen über die
Zufälligkeit zu lockern. Genauer gesagt klären wir die Frage, ob die
Qualität des nur schwachen Zufalls erhöht werden kann.
Die Quantenphysik sagt nichtlokale Korrelationen voraus, welche
klassisch nur durch Kommunikation erklärbar sind und nicht durch
geteilte klassische Daten, also vorab vereinbarte Strategien. Wir
analysieren eine bestimmte Menge von nichtlokalen Korrelationen
mit dem Ziel, zu untersuchen ob es mit deren Hilfe möglich ist, Zufall zu vermehren oder zu verstärken.
Unser Hauptresultat ist, dass die Verstärkung von beliebig schwacher
ix

Zufälligkeit möglich ist. Genauer gesagt können wir, ausgehend von
einer Quelle von beliebig schwachen Zufallsbits, mittels der studierten
nichtlokalen Korrelationen, echt stärkere zufällige Bits erzeugen.
Quanten-Nichtlokalität ist nicht nur eine wertvolle Ressource, sondern auch ein faszinierendes Phänomen und daher ein interessantes
Studienobjekt per se. Ein sogenanntes Quanten-Pseudotelepathie-

Spiel ist eine deterministische Manifestation von Nichtlokalität. Ein
solches Spiel besteht darin, dass zwei oder mehr Parteien in ihren
gemeinsamen, aber getrennt gegebenen, Antworten eine bestimmte
Bedingung mit Sicherheit erfüllen; dies ist möglich mit geteilter
Quanten-, aber nicht mit klassischer Information.
Wir betrachten ein spezielles solches Spiel und zeigen seine Verbindung zu einem bestimmten Graphenfärbungs-Problem. Die erreichten Resultate über die Färbungszahl des Graphen zeigen, dass das
Spiel sogar für kleine Parameter ein Pseudotelepathie-Spiel ist.

x
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Chapter 1

Introduction
John Venn posed the following questions concerning randomness in
his 1866 essay The Logic of Chance [V66]:

We must also idealize the `randomness' of the throwing
of the penny, which is a process that one feels rather
at a loss to know how to set about performing. This is
no idle subtlety; for will it be asserted that the heads
and tails would get their fair chances supposing that,
in the act of throwing, I were always to start the same
side uppermost? Scarcely, I think; the dierence, slight
as it is, might become at last appreciable. Or if I persisted in starting with the two sides upwards alternately,
would the long repetitions of the same side get their fair
chance?

In these two scenarios we have a penny which is always thrown
with the same side facing upwards, heads for example, and a penny
1

2
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thrown with heads facing upwards every second time.

We do not

assume the outcomes of the throws to be completely independent,
i.e., we allow for partial dependencies between them. Given the dependencies are only partial, the throws intrinsically consist of some
induced genuine randomness from the throwing process.

Further-

more, assuming the outcomes only partially depend of the way the
penny has actually been situated before it was thrown, is it then possible to enhance this low-quality randomness in order to generate a
smaller number of high quality random bits.

E.g., are we able to

combine several coin tosses to produce randomness which depends
less on the initial setting of the throw? We show that this is indeed
possible, not by tossing coins, but by using a quantum protocol. To
show that  given some low-quality randomness  this is indeed
true, we need two assumptions, namely that quantum mechanics is
correct and that faster-than-light message transmission is not possible. Under some circumstances, we are able to drop the assumption
of the correctness of quantum mechanics. We address the question
of obtaining randomness from quantum correlations in Chapters 3
and 4.
The main theme of this work is the connection between randomness and quantum non-locality. A particular variant of non-locality
is its deterministic manifestation, quantum pseudo-telepathy games.
Such two- or multi-player games  where a set of questions are randomly asked  can classically not be won with certainty. When the
players share entangled quantum states, they can win such games
with certainty.

In 2002 [GW02], a particular game was analyzed,

and its direct connection to a graph-coloring problem was demonstrated. The fact that the game is a pseudo-telepathy game can be
interpreted as being reected in a smaller quantum chromatic number than the classical counterpart. (The quantum chromatic num-

+

ber was later formally dened by Cameron et al. [CMN 07].) We
analyze a proposed two-party quantum pseudo-telepathy game and
show its classical analysis in Chapter 5. Motivated by our work, several authors have since studied the properties and, in particular, the

3

chromatic number of graphs related to quantum pseudo-telepathy
games.
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1.1 Non-Locality and Non-Signalling
Quantum mechanics is a well-established theory, and it is supported
by many experiments. For this work, experiments displaying non-

+

local correlations [AGR81, TBG 98] are of great importance. It was
shown by Colbeck and Renner [CR10] that under the assumption
of free measurement choices, no theory can have higher predictive
power than quantum theory.

This statement is directly based on

quantum non-local correlations. Several authors have studied theories, so-called post-quantum theories, which exhibit even stronger
non-local correlations than possible in quantum mechanics, still not
contradicting special relativity [E05, PR94].
For every theory which contains perfect PR boxes, it was shown
that reversible dynamics are trivial [GMCD09] and no new PR
boxes could be generated, at least not reversibly  however, in
quantum theory, there are reversible operations that take separable
states to maximally entangled ones.

No equivalent of such global

transformations exists in the more general theory.
Let us give a brief historical perspective.

Einstein, Podolsky, and

Rosen (EPR, 1935) considered entangled systems, and they realized
that given the result of a measurement of one of the two entangled
particles, the result of a corresponding specic measurement of the
second particle can be predicted with certainty. Therefore, according to [EPR35], that measurement result corresponds to element of
reality, and must be represented in the theory. These values were
called hidden variables by EPR. Quantum theory is, according to
EPR, incomplete since it states that measurement results are random. But if they are random, how can they be correlated when they
occur spontaneously in dierent places?

1.2. Adversarial Models
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Three decades later, Bell provided in 1964 an argument against Einstein, Podolsky, and Rosen's objection.

He showed that the joint

behavior under measurement of the two parts of an entangled quantum system cannot be explained by local hidden variables.

Here,

local means that the measurement result of one of the two particles only depends on the measurement basis of this particle and the
hidden variables.

More explicitly, Bell derived inequalities which

hold for every local theory based on hidden variables [B64]. These
inequalities are violated by the behavior of certain quantum states,
e.g., the singlet [BA57]:

1
Ψ− = √ (|01i − |10i) .
2
The most prominent example of a Bell inequality is the Clauser,
Horne, Shimony, and, Holt inequality [CHSH69].

The amount of

violation is used as a measure. Cirel'son [C80] derived counterparts
of Bell's inequalities, valid in quantum theory. Explicitly speaking,
the CHSH inequality states that a PR box can be approximated by
shared classical information with an accuracy of at most

75%.

The

corresponding bound states that with shared entangled quantum
states one can achieve at most

√
(2+ 2)/4 ≈ 85%.

With this example,

one can nicely illustrate the possibility of post-quantum theories: A
value of

100%,

which corresponds to a PR box, is compatible with

non-signalling, i.e., it still does not allow for message transmission.

1.2 Adversarial Models
1 power must be

In a cryptographic setting, any potential adversary's

modeled. This adversarial model is central in every security analysis

1 We

also use the name

adversary.

Eve or the word eavesdropper to represent a possible
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of every protocol within that model. In this work we study the possibility of randomness expansion and amplication in an adversarial
setting.

In principle, the mechanism is as follows: The legitimate

partners Alice and Bob operate on parts of an entangled quantum
system. The arising input/output behavior under measurements is
such that the randomness of the output follows from some randomness level of the input plus that fact that faster-than-light message
transmission in impossible.

Accordingly, it is the goal of the ad-

versary to minimize the free randomness contained in the resulting
data.
Alice controls a set of devices with which she is able to perform measurements on some physical system according to some input settings
in her laboratory. This laboratory is secure in the sense that no information can intentionally leave it. Furthermore, the adversary is
unable to interfere with the inside of the laboratory, in particular,
she cannot inuence the devices in order to manipulate their behavior.
We stress that we do not make any further assumptions on the devices themselves. In particular, and somewhat provocatively speaking, the devices could have been manufactured by the adversary
herself without threatening the security [MY89], in principle.
In this scenario, the adversary might have pre-encoded some instruction set and already xed the randomness into the system, so the
devices behave completely deterministically (from the adversary's
point of view).

Hence, it is crucial that the device settings are

not known to the adversary before delivering the devices to Alice.
Again, device-independence means in particular, that no assumption
is made on the internal behavior of the devices, e.g., whether the device has internal quantum or classical memory or not. For instance,
the devices could handle quantum systems which are entangled to
the environment controlled by the adversary.

Note that both the

device settings and both the outputs are classical, hence, security

1.3. Randomness in Quantum Physics
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2

can be based on explicitly observable quantities.

Here, we describe some applications or possible uses of the generated
or enhanced randomness. For instance, the randomness can be used
for choosing the settings in a quantum key distribution scheme (e.g.,
[BB84, E91]).

Note that the freeness of randomness is crucial in

key distribution schemes since all condentiality is lost when the
adversary knows the settings in advance.
The situation is even worse in the device-independent model, where
it is not even guaranteed that the devices operate on the specied
quantum systems. The adversary may try to prepare the devices in
a way that she is even able to adapt her attack depending on information leaving the laboratory after the execution of the protocol.
For example, in the case of private randomness expansion, where
part of the seed is divulged after the protocol is executed, Eve can
adjust her strategy according to the bits learned, at the occasion of
some follow up protocol, in order to attack newly generated bits.

1.3 Randomness in Quantum Physics
Randomness is an intrinsic property of quantum theory. Consider
the setup with a quantum device (i.e., the device is able to create and
manipulate quantum states and output measurement results according to the device setting), in a laboratory keeping two-level systems
on which measurements are carried out. The two dierent outcomes
can be used as a single bit of randomness within this model in the
following way: The spin of an electron, i.e., the measurement result can be either  up or  down, serve as a binary random variable
with outcomes

2 Considering

0

for measuring  up or

1

for measuring  down re-

observable quantities will, for example, close the loophole

where the misperception would prevent the precise description of an event, i.e.,
on outcome of a device.

Chapter 1. Introduction
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spectively. Now, aligning the measurement direction perpendicular
to the spin  up direction, measuring will yield outcomes
probability

1/2

0 or 1 with

each.

Quantum mechanics predicts the outcome probabilities when a quantum state is measured with respect to some basis. A quantum state
with corresponding measurements can be seen as an input/output
system where the inputs determine the measurement settings and
the output corresponds to the result of the measurement.
Measuring a composition of two subsystems, corresponding to a bipartite quantum system, yields pairs of outcomes depending on the
state of the whole system and the setting of both measurement devices. In particular, when physical systems are entangled, then, the
corresponding input/output system can be non-local, i.e., unexplainable by shared classical information. Consequently, the outcome of
the measurement of one system can, in general, not be be locally
predetermined; it needs to be random. It is important to note that
although measurement results need to be described in terms of the
setting of both measurement devices, this setup cannot be used to
gather information about the measurement settings at one location
from the outcome of the measurement at the other location.

In

other words, message transmission is impossible through these correlations.
We study the possibility of obtaining randomness from GHZ correlations in the context of a device-independent model given an adversary limited only by non-signalling.

Whatever partition of the

global system the adversary causes and whatever information she,
hence, obtains, it must always be true that all resulting systems are

3

non-signalling.

As our main result on the topic of randomness, we show that randomness amplication, i.e., increasing the quality of randomness, is

3 Note

that this assumption holds in particular for all adversaries limited by

quantum mechanics.

1.3. Randomness in Quantum Physics
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possible for arbitrary low-quality randomness.

The two scenarios related to randomness considered in this thesis
are private randomness expansion and free-randomness amplica-

tion. Expansion on the one hand is quantitative tasks, it extends
a certain amount of private bits by additional independent private
bits. Amplication on the other hand is related to quality aspects,
it is using partially free bits to generate improved bits in terms of
freeness.

Note that, although we often assume correctness of quantum mechanics, we do not assume completeness (i.e., we do not assume that
there is no higher explanation for the outcomes beyond quantum
theory). We would, therefore, not be satised with generating randomness by sending single photons through a beam-splitter:

The

resulting correlations have a possible higher explanation in terms of
a local hidden variable model.

To nish up, let us say a word about the importance of privacy
of randomness in cryptography. Here, random numbers are a crucial and indispensable resource for various cryptographic schemes
both in encryption (trapdoor one-way functions and the one-time
pad) or two- or multi-party computation (commitment schemes and
oblivious transfer). These schemes are, for example, useful for implementing secret message exchange and message authentication, key
agreement or public-key infrastructures. The security of such implementations relies, among other things, on the condentiality of the
randomness, i.e., the randomness must not be known to a possible
adversary. Randomness can be unconditionally condential only if
it is free.

Chapter 1. Introduction
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1.4 Quantum Coloring a Graph

Consider the following deterministic manifestation of non-locality in
the form of the following game.

The game has the property that

a certain condition on the joint input/output behavior can be fullled with certainty given a suitable shared quantum state. Imagine
that Alice and Bob, unable to communicate, are both given a

16-bit

string where the strings are either equal or they dier in exactly half
of the positions. Both parties are then supposed to output a

4-bit

string in such a way that these short strings are equal if and only
if the original longer strings given to them were equal as well.

It

is known that this task can be fullled without failure, and without communication, if Alice and Bob share

4

maximally entangled

quantum bits. It was shown, on the other hand, that they cannot
win the same game with certainty if they only share classical bits,
even if it is an unlimited number [GTW03].

Hence, to full this

particular distributed task, quantum entanglement can completely
replace communication. Our work led to the rst concrete example
of a two-party pseudo-telepathy game.

The described game reduces to a graph-coloring problem in the following sense: A classical strategy, would it exist, corresponds to a
graph-coloring with a certain number of colors. In other words, the
non-existence of a classical strategy is, therefore, reected in the absence of a coloring. In turn, one can now interpret the fact that a
quantum strategy exists for the game as the graph having a smaller
chromatic number with respect to quantum colorings. This result
and this fact have motivated other authors to generally dene the

quantum chromatic number of a graph and study the quantity for
+

dierent classes of graphs [N04, BMT04, GN05, AHKS06, CMN 07,
KP06, SS12].

1.5. Outline
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1.5 Outline
In Chapter 2, the necessary and well-known facts and concepts
needed in this thesis are introduced. The analysis of non-local correlations in order to obtain randomness in an adversarial setting
is performed in Chapter 3.

Furthermore, the failure of a specic

scheme, previously regarded as a promising candidate, using GHZ
correlations is stated. In Chapter 4, based on techniques developed
in Chapter 3, we nally show that randomness of arbitrary quality
can be amplied using GHZ correlations. In Chapter 5, we show the
complete analysis of the rst bipartite pseudo-telepathy game. This
analysis is shown to reduce to a graph-coloring fact, which we study
in detail.

Chapter 2

Preliminaries
2.1 Probability Theory
A more detailed introduction can, for example, be found in [CT91].
If X is a discrete random variable dened on a set X , we use PX (x) :
x ∈ X → [0, 1] to denote the probability that the random variable
X takes value x. In order that PX represents a valid probability
distribution, it must satisfy

X

PX (x) = 1 .

x∈X
One can dene joint distributions analogously. For two random variables

X

and

Y,

we use

PXY

to denote their joint distribution. The

marginal distribution is given by

PX (x) =

X

PXY (x, y) .

y
13

Chapter 2. Preliminaries

14

Furthermore, the conditional distribution

PX|Y

PX|Y (x, y) = PX|Y =y (x) = PX|y (x) =

is dened by

PXY (x, y)
.
PY (y)

Finally, the expectation value of a random variable

E[X] = hXi =

Denition 1.

X

X

is dened by

x · P (x) .

x∈X
Given the probability distributions

the same range

X,

PA

and

PB

with

the variational distance between them is given

by:

d(PA , PB ) =

1X
|PA (x) − PB (x)| ,
2
x∈X

In particular, the distance to uniform of

dU (PX ) =

over

X

is given by

1X
1X
1
|PX (x) − PX̄ (x)| =
|PX (x) −
|,
2
2
|X |
x∈X

where

PX

x∈X

PX̄ (x) = 1/|X |, ∀x ∈ X .

In the special case where

X

is

binary,

1

dU (PX ) =

1
1
1X
|PX (x) − | = |PX (0) − PX (1)| .
2 x=0
2
2

2.2 Quantum Mechanics
For an introduction into the aspects of quantum physics relevant for
this work, see for example [NC00].

2.2. Quantum Mechanics
Postulates of Quantum Physics [NC00]
Postulate 1.

15

Associated to any isolated physical system is a complex vector space with inner product (that is, a Hilbert space) known
as the state space of the system.

The system is completely

described by its state vector, which is a unit vector in the
system's state space:

The state space

H = Cn

can be represented by an orthonormal basis

{|0i , . . . , |n − 1i}
associated with a scalar product

hφ|ψi.

(2.1)

A state is described by

|φi = a0 |0i + · · · + an−1 |n − 1i ,
with

ai ∈ C

where

|a0 |2 + · · · + |an−1 |2 = 1.

The scalar product is

dened by

hφ|ψi = a0 b0 + · · · + an−1 bn−1
if

|ψi = b0 |0i + · · · + bn−1 |n − 1i.
†
|φi, hφ| := |φi .

Moreover,

hφ|

(2.2)
is the conjugate

transpose of

Postulate 2.

The evolution of a closed quantum system is described by a
unitary transformation. That is, the state
time

t1

is related to the state

a unitary operator

U

|φ0 i

|φi of the system at
t2 by
on the times t1 and

of the system at time

which depends only

t2 , |φ0 i = U |φi.
The Pauli matrices describe a set of useful operators for two dimensional systems, also called qubits:





1 0
0 1
σ0 =
,
σx =
0 1
1 0




0 −i
1 0
σy =
, σz =
i 0
0 −1
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Postulate 3.

Quantum measurements are described by a collection

{Mm }m

of measurement operators. These are operators acting on the
state space of the system being measured. The index

m

refers

to the measurement outcomes that may occur in the experiment. If the state of the quantum system is

|φi

immediately

before the measurement then the probability that result

m

occurs is given by

P [m

occurs on measuring

†
|φi] = hφ| Mm
Mm |φi ,

where the state after the measurement is

|φm i = q

Mm |φi

.

†
Mm |φi
hφ| Mm

The measurement operators satisfy the completeness relation,

X

†
Mm
Mm = 11 .

m

Hence,

X

†
hφ| Mm
Mm |φi = 1 .

m
Projective measurements are special cases of Postulate 3 where an
observable

M

is an Hermitian operator on the state space being

observed. More precisely, projective measurements are general measurements augmented with unitary transformations. The observable
has a spectral decomposition,

X

mPm ,

m
where

m,

Pm

M with
hφ| Pm |φi.

is the projector onto the eigenspace of

the probability to measure result

m

is

eigenvalue

2.2. Quantum Mechanics
Postulate 4.
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The state space of a composite physical system is the tensor
product of the state spaces of the component physical systems.

1 through n, and sysi is prepared in the state |φi i in Hi , then the joint
total system is |φ1 i ⊗ · · · ⊗ |φn i.

Moreover, if we have systems numbered
tem number
state of the

H1 and H2 with dimension d1
· d2 )-dimensional complex vector space

The tensor product of Hilbert spaces
and

d2 ,

respectively, is a (d1

with orthonormal basis

{|a0 b0 i , |a0 b1 i , . . . , |ad1 −1 bd2 −2 i , |ad1 −1 bd2 −1 i}
associated with the corresponding scalar product.

(2.3)

As a common

ease of notation (in particular in the case of two dimensional state
spaces)

|ai i ⊗ |bj i

is abbreviated as

|ai bj i.

φ ∈ H1 , ψ ∈ H2 and unitary transformation U1 and U2 acting
H1 and H2 , respectively, evolution of the system is given by:
|φ0 i |ψ 0 i = (U1 ⊗ U2 ) |φi |ψi. Furthermore, if {Mm }m act on H1 and
{Mn0 }n acts on H2 , then the probability that m and n occurs upon
0†
†
0
measuring the state |φi |ψi is hφ| hψ| (Mm ⊗ Mn )(Mm ⊗ Mn ) |φi |ψi.
Given

on

Correctness versus Completeness of Quantum Mechanics
We often use the assumption that quantum mechanics is correct.
This assures that the probability distributions observed correspond
to those predicted by quantum mechanics. On the other hand, we do

not assume that quantum mechanics is complete. Hence, we do not
rule out that there might exist a theory which generalizes quantum
mechanics such that, for example, the outcomes of measurements can
be better predicted compared to predictions of quantum mechanics.
On the one hand, whether a theory is correct or not can in principle
be experimentally falsied.

Such a theory is falsied whenever an

Chapter 2. Preliminaries

18

experiment is found which directly contradicts this theory. On the
other hand, if observations of experiments carried out comply with
specic features the theory, the condence that this particular part of
the theory is correct is high. In this thesis, we demand, for example,
that certain correlations correspond to those predicted by quantum
mechanics. Furthermore, even though we use quantum correlations,
we allow for the possibility of a more general theory than quantum
mechanics, provided it respects non-signalling.

In particular, in a

cryptographic setting, a potential adversary may use any possible
non-signalling strategy.

Bell Inequalities
Non-local behavior of a system is often illustrated by violations of
Bell inequalities. A well-known example of a Bell inequality is the
CHSH inequality. Consider the binary random variables
and

B

where

X = Y = A = B = {0, 1}.

X , Y , A,

The CHSH inequal-

ity [CHSH69] is a value related in meeting the requirements to fulll
the condition

X ⊕Y =A·B .

(2.4)

The equality  in this form  is the following:

ICHSH =

1
4

X

PXY |A=aB=b (x, y) ≤

x,y,a,b:
x⊕y=a·b

3
local
= ICHSH
.
4

(2.5)

We are interested in the probability with which dierent type of
systems are able to violate inequality (2.5). A local system cannot
satisfy the condition (2.4) with certainty.

On the other hand, the

singlet state, using a specic set of measurements, violates this inequality.

The singlet is an entangled bipartite quantum state and

dened as follows:

1
Ψ− = √ (|01i − |10i)
2

(2.6)

2.3. Random Systems
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In the context of Bell inequalities, it turned out that this is a state
that allows a violation up to

√
Q
ICHSH
= (2 + 2)/4 with suitable mea-

surements. It was shown by Tsirelson [C80] that this is the maximal
value that can be reached with a quantum system for this inequality.
At last, the CHSH condition exactly meets the requirement of the
so-called noisy PR box :

PR,ε
PXY
|A=a,B=b (x, y)


=

1−ε
ε

if

x⊕y =a·b

otherwise ,

(2.7)

ε = 0, the box violates the CHSH equality up to its
PR
ICHSH
= 1. This denition (2.7) is the noise
generalization if ε > 0 of the original PR box [PR94].
where, for

maximum, hence

2.3 Random Systems
The input/output behavior of systems are described by conditional
probability distributions.

a1 a2 a3

···

aN

PX1 X2 ...XN |A1 A2 ...AN

···
x1 x2 x3

Figure 2.1: A
and output

N -partite

xi

xN

system consists of

N

devices with inputs

ai

each.

Denition 2.

A system

S

N -) partite
PX1 X2 ...XN |A1 A2 ...AN with input
A1 , A2 , . . . , AN . The input/output pair
is represented by a bi- (or

conditional probability distribution

X1 , X2 , . . . , XN

and output
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(ai , xi )

is called an interface and belongs to the device

Di

which is

a part of the system.

A system is, therefore, a collection of one-partite devices where the
devices are not necessarily independent from each other.

Systems

can be distinguished into dierent types:

Denition 3.

A bi-partite system is called local if

PXY |AB =

N
X

i
ωi PX|A
PYi |B

i=1
for some convex combination
butions

i
PX|A

and

ωi

and conditional probability distri-

PYi |B .

Systems where pairwise message transmission between the devices
is not possible are called non-signalling.

Denition 4.
X

A bi-partite system is called non-signalling if

PXY |A=a,B=b (x, y) =

x
for all

y, b

and, analogously, for

X

PXY |A=a0 ,B=b (x, y) ,

x

x, a.

A bi-partite system is signalling if it is not satisfying the denition
of non-signalling (where local systems are implicitly non-signalling).
For multi-partite systems with

N > 2

the above denitions and

properties apply analogously.

2.4 Linear Programming
A more detailed introduction can, for example, be found in [C83,
D63].

2.4. Linear Programming
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Maximizing or minimizing a linear function subject to linear constraints is linear programming problem.

. . . , bm )T

and

Given vectors

b = (b1 ,

c = (c1 , . . . , cn )T , and the matrix,


a11 a12 . . . a1n
 a21 a22 . . . a2n 


A= .
 .
.
.
..
.
.
 ..

.
.
.
am1 am2 . . . amn

The standard maximum problem: Find an vector,

x = (x1 , . . . , xn )T

to maximize

cT x = c1 x 1 + · · · + cn x n

(2.8)

subject to the constraints

Ax ≤ b .
And analogously, the standard minimum problem: Find an vector,

y = (y1 , . . . , ym )T

to minimize

y T b = y1 b1 + · · · + ym bm

(2.9)

subject to the constraints

yT A ≥ c T .
The function to be maximized or minimized is the objective func-

tion. A vector,

x

for the standard maximum problem or

y

for the

standard minimum problem, is said to be feasible if it satises the
corresponding constraints. A feasible maximum problem is said to
be unbounded if the objective function can assume arbitrarily large
positive values at feasible vectors; otherwise, it is said to be bounded.
Analogously for the feasible minimum problem.
A linear program is either be bounded feasible, unbounded feasible,
or infeasible.
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To a standard maximum problem (2.8) has the standard minimum
problem (2.9) as its dual and vice versa, where the rst mentioned
is the primal.
A feasible solution

x

which maximizes the objective function of the

standard maximum problem (2.8) is denoted by
solution

y

x∗ ,

and, a feasible

which minimizes the objective function of the standard

minimum problem (2.9) is denoted by

Theorem 1.

y∗

The Duality Theorem. If a standard linear program-

ming problem is bounded feasible, then so is its dual, their values are
equal, and there exists optimal vectors for both problems.

2.5 Miscellaneous

String Operations
Denition 5.
xy
x, y

The Hamming-distance

,

xy

dH ( , ) of two binary strings

with the same length is the number of bit positions in which

dier.

Landau Notation
The Landau notation describes the limiting behavior of a function:

Denition 6.
O(g(n))
for n > n0 .
be

Denition 7.
Ω(g(n))
n > n0 .

to be
for

f (n), g(n) : N → R, f (n) is said to
c ∈ R, n0 ∈ N such that f (n) ≤ c · g(n)

For two functions

if there exists

f (n), g(n) : N → R, f (n) is said
c ∈ R, n0 ∈ N such that f (n) ≥ c · g(n)

For two functions

if there exists

2.5. Miscellaneous
Spacetime Variables
A spacetime variable
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R is a
(t, r)

associated with a point

random variable with the same name
in spacetime where

is the location relative to some referential point

t is the
(t0 , r0 ).

time and

r

(A, X) is said to be time(t, r) of A lies is the
0 0
2
0 2
backward light cone of the coordinate (t , r ) of X , i.e. if c (t − t ) ≥
0 2
0
|r − r | and t ≤ t (where c is the speed of light). Furthermore, we
say that two time-ordered pairs A
X and B
Y are spacelike
separated if A 6
Y and B 6 X .
[CRf12] A pair of spacetime variables,

ordered (denoted

A

X)

if the coordinate

Chapter 3

GHZ Correlations and
Randomness
3.1 Introduction
Randomness is an intrinsic property of systems manifesting nonlocal, but non-signalling behavior. In this chapter we have a close
look at the correlations exhibited by a GHZ state.

We examine

these correlations and embed them into an adversarial setting, more
precisely, into a simple device-independent model for analyzing nonsignalling adversarial strategies. We show that private randomness
expansion is impossible against a non-signalling adversary for a specic type of protocol, which were regarded as being promising, using
a single GHZ state only. (The techniques acquired allow us to prove
in Chapter 4 that arbitrary partially free randomness can be amplied.)
25
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3.1.1

Overview

An example of randomness expansion is considered under the assumption that the adversary is limited by the non-signalling condition only.

In other words, she is well able to make use of post-

quantum strategies in order to attack a newly generated bit. From
a more abstract perspective, this task can be seen as increasing the
quantity of a given, but limited amount of perfect randomness. In
contrast to this, we focus in Chapter 4 on increasing the strength of
weak randomness. In this chapter, we focus on an example protocol
using a single tri-partite GHZ state. Randomness expansion against
non-signalling adversaries is impossible by this specic protocol since
a potential adversary could have full knowledge on a newly generated bit in the model in consideration. The derived techniques are
used in Chapter 4 for the analysis of randomness amplication.
It is common in classical and quantum cryptographic protocols to assume that (private) randomness is available [E91, BB84, R05]. More
precisely, the honest parties are supplied with an innite amount of
resource of such trusted randomness, which is, for example, used as
the seed for a cryptographic application. To see why prior private
randomness is necessary, consider the following scenario.

Assume

an instance of the BB84 protocol to be given where the randomness
available for Alice and Bob is not private, e.g., known to Eve, the
protocol becomes insecure. The reason is that if the adversary knows
the corresponding detector settings used in each round of the protocol, then she can act as a man in-the-middle in such a way that
Alice and Bob's protocol does not abort.

Therefore, the protocol

eminently relies on the assumption that the settings of the detectors can be chosen freely by each party.

Hence, such a scheme is

completely insecure if the randomness used is not chosen freely.
Here, we assume that the randomness available to the two parties is

private, i.e., unknown to a specic adversary. The goal is to extend
a certain amount of private bits by additional independent private
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bits. In some sense, this task is related to privacy amplication, or
applying a strong extractor function. However, there is at least an
important dierence: In classical information theory, it is provably
impossible to expand randomness without further resources such as,
for example, weak random sources. It is remarkable that the use of
non-local correlations, combined with the non-signalling assumption,
renders this task possible in principle.

In 2007, Colbeck introduced private randomness expansion with untrusted devices and presented protocols for nite and innite randomness expansion.

In later work [CK11], an attack is described

that renders the initial private random seed partially vulnerable,
even though this randomness itself never leaves the lab. More precisely, the devices could encode information depending on the seed
such that the adversary could partially learn the seed from this information nally leaving the lab. Applying privacy amplication on
the initial random string could remove this issue [CK11].

Three groups of authors concurrently made public dierent approaches in the context of randomness expansion [VV11, PM11, FGS11].
Vazirani et al. [VV11] present a scheme providing exponential expansion even secure against quantum adversaries. In practical private
randomness generation [PM12] (a revised version of [PM11]), Pironio et al.

relaxed the assumptions in such a way that the initial

random seed is not required to be private with respect to the adversary. They argue that in practice, safety is more crucial issue than

security : The main concern is protection against unintentional aws
or failures of the quantum apparatuses. It may, on the other hand,
be an overkill to show security against quantum side information,
thus, calling it practical private randomness generation. Both the
works of Pironio et al. and Fehr et al. are based on theoretical tools

+

provided in [PAM 09]. Note that all protocols currently known assume a potential adversary to be limited by quantum mechanics or
even classical means.
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3.1.2

Relaxing Assumptions

In contrast to [CK11, VV11, FGS11], we extend the adversary's
power to be limited only by non-signalling, which renders the task
harder a priori. There are crucial dierences between the quantum
and the non-signalling case: On the one hand, if the adversary is
limited by quantum mechanics, one has been able to show that this
adversary's knowledge is negligible in terms of the min-entropy. On
the other hand, the knowledge is likely (in terms of min-entropy) to
increase in the worst case if the adversary is only limited by nonsignalling.
Why relaxing assumptions?

First of all, in general, cryptography

aims to minimize the assumptions in order to get stronger security
guarantees.

Moreover, it is inherent that assumptions based on a

physical theory may well be supported by experiments, but never be

proven this way.
Quantum mechanics is an experimentally very well supported theory. Even though there is strong evidence that quantum mechanics
is correct  hence, complete under the two specic assumptions of
relativity and free randomness [CRc11]  no experiment can exist

1 From an

that would conrm that quantum mechanics is correct.

experimental point of view, every theory is falsiable by some experiment. For instance, a Bell experiment yielding a violation of some
Bell inequality which is beyond the value predicted by quantum mechanics would falsify a part of the theory, just as would the failure
to close the detection loophole. It is, therefore, natural to minimize
the assumptions down to the (necessary) non-signalling assumption.
The assumption that quantum mechanics is correct is still necessary
in current schemes. As similar reduction of the assumptions has been
achieved with respect to the functionality of quantum key distribution. Motivated by Ekert [E91], Barrett, Hardy, and Kent [BHK05]

1 The

meaning of correctness and completeness of quantum mechanics is

explained in Section 2.2.
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introduced in 2005 a rst, yet inecient, device-independent quantum key distribution scheme which is secure against non-signalling

+

adversaries. After subsequent work [AGM06, AMP06, SGB 06], in
2010, Hänggi, Renner, and Wolf [HRW10] proved an ecient protocol secure against general attacks. The security of these protocols
only depends on the non-signalling assumption, but it is independent
of the rest of the quantum-physical formalism.
Our result on randomness on private randomness expansion with
respect to non-signalling adversaries is pessimistic in nature:

We

show impossibility of a specic scheme using a specic state (threeparty GHZ), which has been regarded as promising candidate, even
against coherent attacks of a general non-signalling adversary.
After setting up a general framework suitable for analyzing the possibilities of randomness manipulation with respect to a set of systems in the non-signalling domain, our rst aim is to consider specic approaches to expand private randomness with a single GHZ

state as introduced in [C07]. It was proven that expansion in the
quantum regime is indeed possible [VV11] as conjectured by Colbeck [C07]. We show that this task cannot be accomplished with a
specic scheme using a specic state against a non-signalling adversary.

3.2 Adversarial Non-Signalling Strategies
In order to analyze the way the adversary can act, in our model, we
limit her possibilities. We will allow her to outreach the capabilities
postulated by quantum mechanics, but still limit her strategies by
the impossibility of superluminal signalling. We limit our analysis
to case with a single three-party GHZ state. This limitation is owed
to our numerical approach, which requires to keep the number of
degrees of freedom low due computational and memory constraints.
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We assume the adversary to be capable of performing the most gen-

+

eral attack  analogously to coherent attacks [BBB 02] in quantum
mechanics  where no restrictions apply for the eavesdropper in the
way the systems are being accessed within the possibilities given by
the model.
In the device-independent setup, Eve can potentially manufacture
the devices delivered to Alice. In addition, she can act depending
on information divulged by Alice. Hence, the corresponding system
is composed of an

n-partite

system augmented with an additional

input/output-pair for Eve, adding up to a

(n + 1)-partite

system.

In our setting, the resulting system must be non-signalling to comply
with the assumptions.

Eve's goal is to gain maximal knowledge

about the secret bit calculated by Alice.

In this pursuit, Eve is

limited only by her knowledge and by the restrictions given in the
model. The partition of the global system caused by Eve is such that
the subsystem kept by Alice must represent the legitimate behavior.
Formally, if

PX|A is the genuine quantum distribution, all possible
w ∈ W , that are non-signalling partitions of Alice's

representations

marginal, must satisfy

PX|A =

X

v v
αw
Pw .

(3.1)

v
Here, in this convex combinations,

x

v
αw
≥0

are the corresponding non-signalling systems. Input
are binary strings of length

are

W

and

V,

respectively;

received by Eve.

w

n.

a

are the weights and

Pwv

and output

Eve's input and output alphabets

is the input given and

v

is the output

Equality (3.1) shows Eve's decomposition of the

(n+1)-partite system. The terms {αiv Piv }i are convex combinations,
v
where each Pi is a valid probability distribution and non-signalling.
Furthermore, signalling from Eve to Alice is impossible since

X
v

xa

P ( v| w) =

X
v

v v
αw
Pw = PX|A , ∀w ∈ W .

(3.2)
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The actual additional random bit is generated by the so-called ex-

xa

The functions

xar

of random

fe ( , , ),

r

fe , which will be formally introduced in Section 3.4.
fe has arguments , , and , which are instances
variables X , A, and R and maps to a single bit s =

pansion function

where

r

the seed not only determines
condition that

fe

r

is the seed given as bit string. In the most gen-

a

eral scenario, function may even depend on the seed
.

as well, i.e.,

In this model, it is a necessary

is balanced for the bit being completely secret (of

2 is

course, this condition is not sucient): If the output function
unbalanced with a bias
least



,

Eve always has a guessing advantage at

on the nal bit. The success of an attack on the protocol is

s. In
s with

measured in the probability with which Eve guesses the bit
such a protocol, Eve will nally set up an attack on the bit
respect to the information available to her (3.2).

For some instance of randomness-expansion protocols we assume
that Eve will later learn some information and will use a specic
strategy to guess

s.

Furthermore, an optimal strategy for Eve is a

partition of the system she prepares such that Alice's system preserves the corresponding input/output behavior, and such that the
probability of Eve guessing

s

is maximized.

xar

It can be shown that, in the case of correlations originating from a

a

single GHZ state, for all possible unbiased binary functions
and for all inputs

, Eve can learn the bit

s with

fe ( , , )

certainty when she

later learns the input if she is only limited by non-signalling. In the
remainder of Chapter 3, we formally analyze this statement.
The general decomposition of Alice system given her marginal distribution is the following:

PX|A =

X

PX,V =v|A,W =w , ∀w ∈ W

(3.3)

v

2 We
tion.

use the expression

output function interchangeably with expansion func-
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=

X

PV =v|W =w · PX|A,V =v,W =w ,

(3.4)

v

where

W

is the set of Eve's strategies corresponding to a possible

decomposition. We introduce Eve's subsystem as an additional part
of the whole system. Since Eve cannot signal to Alice, the output of
Alice is independent of Eve's input (3.3), leaving the decomposition
of the system in the form of term (3.4). Which part of the decomposition actually occurs depends on the input

r

w

chosen by Eve. As

she can delay her input until she has received the whole or part of

r

the seed

xa r
xar

used by Alice, she can choose her input depending on

. Alice maps the bits

knowledge on

,

, and

fe ( , , ) = s.
s given w.

newly generated bit

to either

0

or

1,

this bit is the

Our goal is to quantify Eve's

Note that, even in a scenario where randomness expansion is performed using non-local correlations, one always has to base the reasoning and the analysis on some initially given private randomness
to start with. This limitation is inherent and avoidable in principle,
since full determinism is always an option that can ultimately not be
excluded. Even dropping the condition of privateness only, leads to
a situation where private randomness expansion is impossible: Suppose, the seed is not private, then, an adversary might have prior
 to the execution of the protocol  access to this randomness.
In a device-independent setup, she would be able to supply Alice
with systems that follow a completely deterministic local strategy of
her choosing. All test performed by Alice would be passed, under
her erroneous assumption that the seed is private. In consequence,
the underlying Bell inequality seems violated from her perspective.
However, the generated randomness is, in this case, perfectly known
to the adversary.

3.3. Assumptions
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3.3 Assumptions
We now state the exact assumptions on the model used in this work.
Related scenarios were considered in [C07] and [CK11].

1. Faster-than-light signalling is impossible.
2. Alice's laboratory is secure (i.e., she can have complete trust
in the security of her laboratory: No information can
unintentionally leave or enter the lab.).
3. Alice holds a sucient amount of private randomness in her
lab.
4. All devices within the lab operate such that it is possible to
guarantee non-signalling between dierent measurement
events. (This can be established in at least two ways:

spacelike separation of the events or shielding of the devices,
e.g., isolating them from each other in a way that no message
can be passed from one device to another.)
5. All devices operate without noise.

Note that none of the above conditions involve quantum theory.
Moreover, except for Assumption 5, we make no further assumptions
on the internal workings of the devices, what systems they operate
on, and how. Furthermore, the assumption that the devices operate
noiselessly protects from all active attacks which change the overall
statistics observed by Alice.
In the case where a fully etched protocol is applied, the correlations
of the devices are going to be statistically veried whether they correspond to those expected by quantum mechanics. If the statistic
deviates too much from the statistic expected of the genuine correlations, the protocol is aborted.
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3.4 Scenario

Notation
In the following model we restrict all systems to  in general, systems are associated with probability distributions  have binary
in- and outputs. Of course, more general models exist which could

3 but we consider the binary case exclusively. We

be more ecient,

can assume without loss of generality that all systems have an equal
number of interfaces.

a1

a2

D1

D2

x1

x2

a1 of device
D1 depends on the output x2 of device D2 where both devices belong
to the same system S.
Figure 3.1: An atemporal wiring of devices: The input

The model is described by a number of, possibly distinct, systems
serving in a protocol depending on some wiring. We are considering
a single-round randomness-expansion protocol
puts and

n binary outputs.

π

with

m

binary in-

In general, compositions of multi-partite

systems are possible where the inputs of the systems non-trivially
depend on the in- and outputs of other systems, including on the

3 E.g.,

the

I3322

Bell inequality [F81] appears to exhibit an interesting

behavior since the largest violation occurs in a non-maximally entangled
state [BGS05, VW11].
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input of the protocol. Furthermore, the input of some devices may
also depend on devices of the same system, even in an atemporal
manner.

A atemporal wiring can for example be implemented as

shown in Figure 3.1. The output of the protocol deterministically
depends on all inputs, all outputs of some or all systems, and the
seed.

The protocol is determined by a conguration consisting of

systems, a wiring

W

between the devices of the systems, and the

output function f . In addition, a wiring W associates the input of
j
j
device Di of system Sj to a function fi depending on the outputs
of other devices and the protocol's input. In a valid wiring, no cyclic
dependencies occur.

4 Finally,

fe

denes the not necessarily binary

output function yielding the expanded randomness.

a1

a2

D1

D2

x1

x2

Figure 3.2: An illegal wiring with cycles: The input
depends on its own output

Formally, let a device
distribution

Di
PX|A

Di

x1 ,

a1 of device D1
D2 .

analogously for device

be the (binary) conditional probability

and let a system

Sj

be a collection of

nj

devices.

In this formalism we allow devices within the same system to be
correlated. None of the devices of a system is correlated to devices of
other systems (except to a potential adversary). As stated above, all

4 Cyclic

dependencies can, for example, not be implemented in a model where

conditional random variables are associated with a point in spacetime (2.5), see
example in Figure 3.2.
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systems will have the same number of inputs and outputs, therefore,
the system

Sj

consists of the set of

n

{Dj1 , . . . , Djn }, where
Sj
distribution P
X|A while

devices

its behavior is described by the probability

using the devices for the rst time. As an example, see Figure 3.3
with

2

systems and

3

devices each.

For convenience we use bold

letters as concatenation for random variables or instances thereof,
e.g.,

S

S

PX|jA = PX1j...Xn |A1 ...An .

r1
S1

S2

r2

a1

b1

c1

D11

D12

D13

x1

y1

z1

a2

b2

c2

D21

D22

D23

x2

y2

z2

s
π implemented by two systems S1 and S2
3 devices each: {D11 , D12 , D13 } and {D21 , D22 , D23 } respecr1 and r2 denotes the initial random seed and s represents

Figure 3.3: A protocol
consisting of
tively.

the output bit.

A protocol consists of

k

systems with

are associated with a wiring
as input for all

k∗n

W

devices for

n

devices each.

All devices

F of function fij serving
j ∈ {1, . . . , k} and i ∈ {1, . . . , n}.
as a set
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The functions depend on the inputs of other devices and on the input of the protocol, i.e., the protocol's seed

R.

We demand a valid

wiring to be cycle-free in order to be physically realizable, since
the execution of the protocol requires a causal structure (see Figure 3.2). A single-round randomness-expansion protocol we denote

π({Sj }j , W, fe ).

by

A single-round protocol

π

potentially allows for recycling, i.e., us-

ing the devices more than once. In order to perform recycling, we

r

augment a protocol with an additional function to generate a new
seed

0

for the subsequent round.

xar

The next round's seed is, anal-

ogously to the wiring functions, described by a function denoted

f 0 ( , , ),

by

taking the same arguments as the functions of the

wiring. Its range

R

is the same as the one of the seed of the pro-

tocol to serve the single-round protocol with a corresponding seed.
Of course, this is not the most general type of protocol, for example, the original seed could be split into pieces and some pieces of
this private randomness may be used in a later rounds within the
recycling process. A multi-round randomness-expansion protocol we
denote by

π({Sj }j , W, fe , f 0 ),

see Figure 3.4.

When using the devices for recycling, we x the notation such that

D0i

represents the behavior  in general depending on inputs and

Di used the second
P 0i to describe this device on the
for system Sj , the probability distribution

outputs of the previous round  of the device
time. Accordingly using
second use. Accordingly,

S

PX0j|A0

0

P Di

and

represents the statistic in a possible second use.

the notation we use

PX|A ,
i

and

PX0 |A0
i

To ease

respectively, if there is no

confusion given within the context.

In general, more than one Bell inequality can be part of some protocol in a single round, in particular, we might use two GHZ states
 in terms of systems  simultaneously and apply a non-trivial

5 As an example, a quantum state with corresponding mea-

wiring.

5A

set of systems {S1 , . . . , Sk } used in a protocol π({S1 , . . . , Sk }, W, fe ),
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r

π

r

0

. . . a1n

a11 . . . am
1 ...

. . . am
n

{Sj }j

x11 . . .

s = fe (x, a, r)
Figure 3.4:

. . . x1n . . . xm
n

xm
1 ...
r

0

= f 0 (x, a, r)

r

A multi-round randomness-expansion protocol allows

for recycling:

π({Sj }j , W, fe , f 0 ).

The seed

0

of the next round is

calculated with information available in the current round, such as
the inputs of all devices

a11 , . . . , am
n,

the most general case, also the seed

r

their outputs
.

x11 , . . . , xm
n

and, in
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a1

an
|Φi

x1

xn

Figure 3.5: The behavior of (pure or mixed) quantum states with
respect to certain measurements is a system. Note, however, that
a system is a more general object, since it can have a behavior unachievable by quantum states.

surement settings describes a system as depicted in Figure 3.5.

Non-Local Resources
In order to nd secure protocols it is, as mentioned, necessary to
use non-local resources. The question arises what a reasonable requirement to their non-local behavior would be, e.g., how non-local
the resources should be. Allowing the protocol to make use of postquantum correlations, such as a tri-partite extremal boxes [PBS11],
would be a too restrictive assumption and, in fact, potentially infeasible to realize due to the lack of evidence that such correlations have
experimentally been produced. Thus, in this setup, a gap between
the power of the adversary and the power of resources available to the
honest party emerges. One the one hand, an eavesdropper may use
consisting of devices

{D11 , . . . , Dkn } can, for example, be alternatively dened as a

single system S0 consisting of devices {D01 , . . . ,D0k·n }.
mapping of the wiring from

W

to

W0

Where the corresponding

and expansion function

fe

to

fe0

yields the

same behavior of the protocol. In other words, the notation is not unique but
oers the possibility to isolate the Bell inequalities within systems by relabeling
the interfaces.
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stronger non-local resources to wiretap the protocol. On the other
hand, the generally weaker  regarding non-local correlations 
quantum resources prevent fully exploiting the non-signalling poly-

6 Colbeck [C07]

tope in order make use of extremal points therein.

listed in 2007 all sets of states and corresponding measurement exhibiting these GHZ correlations and showed that they are maximally
entangled. Hence, they expect the min-entropy to be maximal. However, assuming the adversary is limited by non-signalling, in this
particular case with one GHZ state, a strategy exists such that the
adversary can know at least one bit with certainty using a single PR
box. We show an analysis of this type of protocol using this state
later in this chapter in detail.
We briey discuss single-round protocols
tion

fe

and the wiring

W

π({Sj }j , W, fe ).

The func-

will replace classical privacy amplication

and, hence, not need additional (possibly private) bits in order to
expand randomness. The goal is to not use privacy amplication in
order to save randomness to setup a scheme where it is possible to
obtain fresh private randomness with less devices. Therefore, strong
correlations  in terms of non-locality  are needed. Later in this
chapter we discuss the desired characteristics of such a quantum
state.

3.5 Privacy of Randomness
We have a closer look at the randomness-expansion protocols dened
in Section 3.4.

6 In

the CHSH [CHSH69] inequality, for example, the value of the Cirel'son

bound [C80] is strictly less than the algebraic maximum reached by using PR
boxes [PR94].

3.5. Privacy of Randomness
Necessity for Private Randomness in Cycling Protocols

41

The gain of a recycling protocol is to reuse the outcome of the devices
in order to generate a new seed, which is then used for next round of
the protocol, with the ultimate goal of expanding private randomness. A desired feature in a recycling, i.e., iterated, protocol is that
a better level of privacy of the next round's seed is achieved as at the
beginning in the protocol. More specically, the general mechanics

r = f (x, a, r)

of a recycling scheme is to wash out the adversary's knowledge,

r
r r

0

i.e., her information on
lishes that
using

0

as

0

0

should vanish. This estab-

is private and, hence, the protocol can be executed

. It is only a necessary condition for secure expansion.

In addition, in a device-independent model, security against the devices must be satised in such a way that the adversary is not able
to exploit a aw that for some devices local deterministic strategies
exist. In other words, if a set of devices, in particular while being
part of a Bell inequality, may guess its next round's input according
to the information seen from the last rounds of the protocol, then,
the adversary may prepare a suitable strategy beforehand. For example, if the device

Dji ,

among other devices of system

Sj ,

is part

of a Bell inequality and the rst round is executed, the input of the
device

Dji

for the next round is calculated with information of the

current round. Hence, the device

Dji

itself may use this information

to better guess its own input of the next round, potentially being
able to gather enough information to prepare a strategy beforehand
such that the Bell inequality may be prepared at least partially locally and could, therefore, give the adversary more information on

fe0 .

Hence, after the rst round, in the worst case, a completely local

strategy may be prepared in order to still let all Bell tests pass from
Alice's point of view.

Therefore, recycling this type of protocols

requires the output randomness of the reseeding process to be be
suciently private, i.e., independent of information available to the
devices beforehand. Similar arguments hold for guessing an input of
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7

another device within a Bell inequality.

A Single-Round Protocol  Security Considerations
A common measure for security is the variational distance between
the two probability distributions  analogously to the trace distance
between two quantum states  of the ideal and the real system (see
Section 2.3). Since we use a nite, constant number of devices, we
must perform a non-asymptotic security analysis. More specically,
we cannot bound the statistical distance between the two probability distributions to a value arbitrarily close to zero since this would
require the number of devices to grow in an unbounded way. The
behavior of the system held by Alice yields the conditional probability distribution described by the random variable

X

for her output. The function

fe

A

for her input

denotes the expansion function

to generate new randomness according to Condition (3.6). It is our
ultimate goal that the adversary has no knowledge of the newly
generated bits in terms of variational distance between these two
probability distributions. In the model of privacy with an adversary
Eve, Equation (3.6) bounds the distance to uniform of the distribution from Eve's point of view, i.e.,
random variables

V

and

W

dU (fe (X)|V (Wns ), A) ,

where the

stand for the output and input, respec-

tively, describe the system kept by Eve. The index in

Wns

indicates

that the attacks performed by Eve have to respect the non-signalling
principle. Her input

7 In

W

may in general depend on the classical side

this work, quite some eort was invested to nd a secure multi-round

randomness-expansion protocol in the device-independent setup against nonsignalling adversaries using the state

|ΨGHZ 2 i =

1
2

× |000i + |111i

⊗2

. Unfor-

tunately, no solution could be found with satisfying results in terms of security
against the adversary

and the devices.

Even though atemporal setups turned

out to be promising with respect to the security against the adversary, the randomness gained from reseeding was not private, thus, potentially rendering the
scheme insecure. However, the number of possible protocols of this type is huge,
we cannot exclude that a simple scheme exists that allows for securely expand
randomness with only two GHZ states.
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as the strategy might depend on the seed. After the

execution of the protocol, Eve learns

A

after Alice has partly or

fully divulged the seed. This could help her to adapt her strategy
afterwards by choosing

W

accordingly.

a11 . . . am
1 ...

. . . a1n

. . . am
n

{PXi i |Ai }i
x11 . . .
Figure 3.6:

xm
1 ...

. . . x1n . . . xm
n

S1 , . . . , Sm described by conditional probai
PX
are used as resources for randomnessi |Ai

Systems

bility distributions

expansion protocols.

The denition (3.5) expresses a necessary condition in a deviceindependent context for the possibility of randomness expansion
with this specic type of single-round protocols

π({Sj }j , W, fe ):

A single-bit binary randomness expansion scheme with expansion

fe using a n-partite probability distribution PX|A , ε-secure
against non-signalling adversaries takes a n-bit seed a0 , . . . , an−1

function

drawn according to

PA

and generates a bit

fe (X) from x0 , . . . , xn−1

such that

dU (fe (X)|V (Wns ), A) ≤ ε
holds,

fe (X)

is binary and

dU (fe (X)|V (Wns ), A)
:= Pguess (fe (X)|V (Wns ), A) −

1
2

(3.5)
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:=

X
a

X

max

w: NS

The maximization over

PXV |AW

PA (a) · PV W X|A=a (v, w, x) .

(3.6)

v,x:
fe (x)=v

w

is taken over all non-signalling systems

which preserve the marginal

PX|A .

(Of course, depend-

ing on how active an adversary is, a fully edged protocol may
Using the function fe on random variable X in the exdU (fe (X)|V (Wns ), A) corresponds to taking the distance to
uniform of the probability distribution produced by fe applied on
all values of X .
abort.)

pression

It is straight-forward to see that if

r=a

n is small,

r

r

the probability is non-

negligible for an adversary to correctly guess the seed

(in this case

). While she is preparing the devices, she has to make a guess

on the seed

.

In the case she guesses correctly, all Alice's tests

to verify the device's input/output statistics will pass, regardless of
whether they are based on non-local correlations or not. Eve risks
to be caught with high probability; in this case Alice aborts the
protocol.

It is argued in [CK11] that in this case information on

the seed may leak to Eve even though it never left the lab.

In a

device-independent context, the devices could be prepared in a way
to encode information based on their inputs received to partly reveal
the seed.

More specically, depending on the bits consumed from

the seed as input, the devices can behave honest or dishonest and
hereby force the protocol to pass or abort. As Eve could possibly
learn whether the protocol was aborted or not, she is able to have
some knowledge on the initial seed.
only consider the case where

PA

8 Note that in our analysis, we

is uniformly distributed.

We are not able to prove security against non-signalling eavesdroppers as required by Equation (3.6) for a non-trivial

ε.

On the con-

trary, we manage to show that the protocols in consideration are

8 In

these considerations, the argument of Colbeck and Kent [CK11] we ac-

knowledge as a possible loophole.
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insecure for the case where one uses a single GHZ state.
For completeness of the analysis we also tighten this ideal security requirements in Equation (3.6) to not allow the adversary to
learn the initial seed, hence, averaging over all possible uniformly
distributed seeds in

R:9

d(fe (X)|V (Wns )) ≤ ε

(3.7)

where

d(fe (X)|V (Wns ))
1
:= Pguess (fe (X)|V (Wns )) −
2
X 1
:= max
· PV W X|A=a (v, w, x) .
w: NS
v,x,a: |A|

(3.8)

fe (x)=v
If the seed will not be divulged to Eve, according to equation (3.7),
her input is independent of it.

|A|

is the size of set of values

A

can

take.

How to Determine an Adversary's Knowledge
In a rst step, according to the security requirement (3.7) where the
seed is divulged, we analyze Eve's knowledge in terms of the distance
to uniform with respect to her information on the newly generated
random bit given her strategy

w∗ .

We denote by

w∗

the adversary's

optimal strategy chosen according to the information available to

10 In fact, we want to know what is Eve's knowledge on

her.

she has received a certain outcome

9 It

s

after

v.

is important that the seed consists of private randomness (Assumption 3

on page 33).

10 We

use a certain abuse of the notation since

w∗

reects on the one hand

the chosen (optimal) decomposition and on the other hand the full description
of the decomposition itself.
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Ideally, we want the adversary not to be able to guess the newly
generated bit, even while learning the seed.

But according to the

tighter assumptions (3.7) on page 45, we also consider the case where
the seed remains private.

Upper Bounds with Stronger Assumptions
In this section, we discuss a weak variant of the security denition
since we strengthen the assumption that Eve will not learn the seed.
Finding an upper bound on the distance to uniform of the probability distribution

fe
PSR|V
W,

induced by protocol

π({Sj }j , W, fe ),

in the non-signalling polytope, corresponds to a linear-optimization
problem which, in the case with stronger assumptions where the seed

a r

x

a

must not be learned by the adversary, reads as follows (the wiring
is simply xed to

W ={ = }

only):

leaving

fe

depending on

d(S|V (Wns )) ≤ ε = λ∗ −
where

λ∗

max:

(3.9)

is the optimal value of the linear program

X

r

r




PR ( ) · p0 ·

X

x,a:f a(=xr,a)=0,

xa

0
PX
|A ( , )+

e

p1 ·

s.t.:

1
,
2

and

xa
p · PX A (x, a)

X

x,a:f a(=xr,a)=1,
e

xa




1
PX
|A ( , )

xa

xa

0
1
1
S̃
p 0 · PX
|A ( , ) + p · PX|A ( , ) = PX|A ( , )
0

0

|

(3.10)

: non-signalling and non-negative

The decomposition in (3.1) for the input

w

of Eve for the system

S̃
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with respect to a protocol

xa

S̃
PX
|A ( , ) =

1
X
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π({Sj }j , W, fe )

is

xa

PXV =v|AW =w ( , )

xa
x a x a,
=P
(v)
(x, a) = PX A (x, a)

v=0
0

0
1
1
= p · PX
|A ( , ) + p · PX|A ( , ) , ∀ ,

pv
V |W =w
PX|A,V =v,W =w

where we abbreviate

x a

in (3.11), i.e.,
depends on

and

.

(3.11)

and omit the specic input

v

. The function

|

w
fe

The system

S̃ described by P S̃ characterizes the behavior of the sys-

{Sj }j

with respect to the tests conducted on the devices. It is

tems

xa

the system's behavior from Alice's point of view as seen while exe-

xa

cuting the protocol. Furthermore, Equation (3.10), if
is non-signalling, then,

p · PX|A ( , )
1

1

0
p 0 · PX
|A ( , )

is non-signalling as well since

the terms a elements of a convex decomposition of the non-signalling
probability distribution
Given the input

w∗ ,

PX|A .

xed seed

r

, wiring

a=r

and receiving

in this protocol we have the conditional probability of
tion (3.6)

PS|V =0,W =w∗ ,R=r (s) =

X

x,a:f a(=xr,a)=s,

S

v = 0

from Equa-

xa

0
PX
|A ( , ) .

e

In this section, we argue about the trade-o involved in the choice
of the amount of data included or not included in the Bell tests.
Roughly speaking, by taking only part of the data it is one advantage that less randomness is used to perform the tests, and another
is that it gives us more freedom in choosing Bell inequalities, whereas
it might carry the risk of giving the adversary more degrees of freedom. Now, certain Bell inequalities which might also be violated do
not require all measurement settings. Indeed, when we have a closer
look at the constraints (3.10), we see that it is a property of the
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protocol that part of the data is not used in the test of correlations.
The system

S̃

described by

P S̃

is constrained to be a valid condi-

tional probability distribution, which is implicitly dened according
to Constraints (3.10) of the linear program. Hence, it could lead to
an advantage for the adversary if a protocol does not test the whole
set of data. Tested data from the correlations need to violate some
Bell inequality, however, it is not necessarily the case that testing
all set of data of the correlations is the best protocol.
Formally, given a protocol

π({Sj }j , W, fe )

S = {Sj }j , the
distinguisher Dπ exe-

where

S̃ is the family of systems where a
π cannot distinguish between the two systems by observing
during the protocol, i.e., ∆Dπ (S, S̃) = 0. This system needs

system
cuting
them

to be normalized and in compliance with the assumptions, e.g., nonsignalling. The purpose of the system

S̃

is to describe the correla-

tions actually used and observed by Alice.

Upper Bounds with Relaxed Assumptions
We now do a similar analysis, but drop the assumption that Eve
must remain ignorant about the seed during the whole protocol and
afterwards. The upper bound in the ideal case is where the adversary

will learn the seed later, is according to (3.10),



fe
d PS|V
=v,W =w,R=r , PS̄
where

λ∗

≤ λ∗ −

1
,
2

is the optimal value of the linear program with the same

constraints as in (3.10) and the objective function

max:

X

r

r




PR ( ) · p0 ·

X

x,a:f a(=xr,a)=0,
e

xa

0
PX
|A,R=r ( , )+

3.6. GHZ State and Randomness Expansion
p1 ·
s.t.:

X

x,a:f a(=xr,a)=1,

xa
PX A R r (x, a)
p · PX A R r (x, a)
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xa




1
PX
|A,R=r ( , ) ,

e

xa

1
p · PX|A,R=r ( , ) + p1 · PX
|A,R=r ( , ) =
0

0

0

S̃
| , =
0
| , =

(3.12)
: non-signalling and non-negative

.

The decomposition used in the objective function is corresponding

r

xa

to Denition (3.5), but where the input
. Therefore,

sition to

v
PX
V =v|A,W =w,R=r ( , ),

xa

S̃
PX
|A ( , ) =

1
X

w

also depends on the seed

i.e., rendering the decompo-

xa

v
PX
V =v|A,R=r,W =w ( , )

xa
p · PX A R r (x, a) , ∀x, a .

v=0
0

0
= p · PX
|A,R=r ( , )+
1

1

| , =

(3.13)

In Section 3.6, we give a concrete example of a state and corre-

+

sponding measurements which were observed in nature [PBD 00],
the GHZ correlations. We investigate the case of relaxed assumptions where the seed may be learned by the adversary.

3.6 The GHZ State and Private Randomness Expansion
We remain in the non-signalling domain and consider specic correlations arising from measuring the GHZ state, and test a specic,
promising, protocol with respect of the possibility of randomness
expansion. We nd that the considered protocol does not allow for
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such randomness expansion according to Condition (3.6). This does
not exclude that other protocols for the same task might exist. The
framework we have developed allows for a similar analysis of a large
class of alternative protocols. It is potentially possible that randomness expansion (with full or partial security) becomes feasible using
a large number of number of GHZ states in a combined fashion. Unfortunately, with the methods used in this work, such an analysis
would be too time consuming.

a r

We examine a concrete attempt using the GHZ state and the following set of protocols: For

feiGHZ ) .

i
({SGHZ }, { = },
i ∈ {0, . . . , 5}: πGHZ

The GHZ state and the arising tri-partite non-local system (Figure 3.7) and its properties are described in Section 2.2 on page 14.
We use the correlations introduced in this context by Colbeck [C07]:


1
|ΨGHZ i = √ × |000i + |111i
2
with observables

σx

for

a, b, c = 1

and

σy

for

a, b, c = 0,

(3.14)

yielding the

conditional probability distribution:

GHZ
PXY
Z|ABC (x, y, z | a, b, c) =

 1

4



 0

if
if

1
4

if



0


 1

if

8

if

x⊕y⊕z
x⊕y⊕z
x⊕y⊕z
x⊕y⊕z

=1
=0
=0
=1

and
and
and
and

(a, b, c) ∈ D0
(a, b, c) ∈ D0
(a, b, c) ∈ D1
(a, b, c) ∈ D1
(a, b, c) ∈
/D,

(3.15)

where D0 := {(1, 0, 0), (0, 1, 0), (0, 0, 1)} and D1 := {(1, 1, 1)} and
D0 ∪ D1 = D. We call the subset of conditions where the input
(a, b, c) ∈ D the GHZ pseudo-telepathy constraints. The string notation is used for the input
:= XY Z and the output := ABC ,
GHZ
GHZ
therefore, PX|A ( , ) := PXY Z|ABC (x, y, z|a, b, c).

xa

X

A

3.6. GHZ State and Randomness Expansion
a

b
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c

|ΨGHZ i
x
Figure 3.7:

y

z

The GHZ state, under measurements, leads to a tri-

partite system

GHZ
PXY
Z|ABC .

SGHZ is represented by the probability distribution
GHZ
PXY
(x,
y, z|a, b, c): We use this single system and x the wiring
Z|ABC
such that the seed simply serves the input a, b, and c, where R = D .
The system

Of course, this is not the only wiring applicable.
Clearly, there are also other wirings possible. For instance, it could
be more economical in terms of randomness consumption (in the
sense that only one bit of the seed would be used up instead of two)
to recycle randomness in the sense that the output bit of one device
is used as the input for another.
The fact that the GHZ state gives rise to (simple) pseudo-telepathy
games indicates that it might allow for randomness expansion already in the single-shot scenario. Therefore, the GHZ state might
be a good candidate for ecient randomness expansion in terms of
number of device uses.
We analyze the correlations whether they are useful yielding high
min-entropy for randomness-expansion protocols in the non-signalling regime.

We determine the distance to uniform according to

Condition (3.6) of as set of output functions
the inputs and output of the system
For the set of protocols

πi

(i)

fe (x, y, z, a, b, c)

of

SGHZ .

using the tri-partite GHZ state with this
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xed wiring, we consider all possible output functions

feiGHZ .

A dis-

tinction has to be made on what type of correlations we are using in
the protocol. In order to set up a protocol with a small number of
devices and device uses, we again take advantage of the fact the state
has the property that certain input/output combinations occur with

probability equal to zero, i.e., forbidden correlations. This allows us
to abort the protocol instantly in case that such a forbidden event
is observed because it always indicates an adversarial activity in the
noiseless case.

Numerical Analysis of The Protocol
We only take protocols into consideration using correlations dened in (3.15).

Then, the cardinality of the set of balanced out-

4
2 = 6. The output funcnon-trivially depend on each device's output. We now

put functions, beside symmetries, is
tions

feiGHZ



show that for all output functions, the newly generated bit can
be perfectly guessed by the adversary.

In the case of the pseudo-

telepathy correlations, due to symmetries up to relabellings, we have
to limit the distance to uniform for the proof for the two inputs

(a, b, c) ∈ {(1, 0, 0), (1, 1, 1)}

only.

We dene a set of vectors and matrices which exactly correspond to
the linear program dened in (3.12) in the following form for some
protocol

π0

where the input is learned:

PRIMAL
max : cT x

(3.16)
0

s.t.

!

AP
0
ns
x=
GHZ
P 0 +P 1
P
APT
PT
|
{z
}
|
{z
}
A





b

(3.17)
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x are non-negative. Dening the vector
c = (c0(000,000) . . . c1(111,111) )T with entries cv(x,a) , where v ∈ {0, 1} and
All entries of the vector

x a
and

are outputs and inputs, respectively, of the GHZ conditional

probability distribution dened according to the specic protocol

i
πGHZ
.

Furthermore,




p0(000|000)
 p0

 (100|000) 


.


.


.
 0

 p(111|000) 
 0

 p(000|001) 


x=
 ,
.
.


.


 p0

 (111|111) 
 p1

 (000|000) 


.


.


.
p1(111|111)

(3.18)

xa

a

where all elements are implicitly constrained to be non-negative and

0
i
p0(x,a) denotes p0 · PX
|A ( , ). For protocols πGHZ ({SGHZ }, { =
}, feiGHZ ), the vector c is dened in the following way according

r

to (3.10):

cv(x,a) =



1
4

0

xa

if fe ( , ) = v and
otherwise

a=r

(3.19)

r

R is uniformly distributed over pseudo-telepathy
0
D, PR ( ) = 1/|D| = 1/4 in (3.19). The matrix AP
ns represents

As we assume that
inputs

the non-signalling conditions between all three devices according to
Assumption 4. Since

P

1

P GHZ

and

11
is non-signalling as well.

P0

are non-signalling, it follows that

Furthermore, the matrix

0

P +P
AP
T

1

represents the decomposition into non-signalling systems made by
Eve (3.2).

11 A

linear combination of two non-signalling systems is non-signalling itself.
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It is an important fact that, while observing the input and outputs of
the systems

S

and

S̃,

they are indistinguishable. If the system

xa

S

is

representing correlations of a GHZ state, then, after the observation
of a forbidden event with conditional probability

S
PX
|A ( , ) = 0

for

a subset of the inputs and outputs (3.15), the protocol is aborted.
Hence, the only constraints required on system

S̃

are such that the

pseudo-telepathy elements in the conditional probability distribution

PPGHZ
T

are zero (3.17). Accordingly, due to the constraints (3.17) the

corresponding elements in the decomposition of Eve (3.12) have to
be zero as well.

Furthermore, the decomposition has to be non-

signalling and a valid probability distribution except for normalization.
We state that randomness expansion with GHZ correlations with

xa

this specic protocol and under condition (3.6) is impossible.
can show for all

for protocols

6

possible functions

feiGHZ ( , )

 1
d feiGHZ |E(Wns ), R =
2
i
({SGHZ }, { = }, feiGHZ )
πGHZ

a r

on

D0

and

D1

We
that

(3.20)
and

i ∈ {0, . . . , 5}.

In order to prove that Eve can guess the newly generated bit with
certainty, we show solutions of the linear programs, where the values
of the objective function and the guessing probability of Eve is

1.

The primal and dual solutions are feasible, equal and thus optimal.
Therefore, the distance to uniform according to the security requirements (3.6) is

1/2.

Hence, all protocols of this type are completely

insecure.
Again using the GHZ state we will show in Chapter 4 that randomness amplication is possible.

The impossibility result in this

chapter in a model where the seed is divulged does not contradict
the result Chapter 4. In addition, the protocol used to amplify randomness requires the full set of GHZ correlation to be met, whereas
for setups in this chapter, we had to consider pseudo-telepathy constraints only.
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3.7 Conclusions and Open Questions
From some limited number of perfectly private bits, randomness expansion generates additional private randomness independent of the
input bits (in the ideal case). We analyzed a specic set of protocols
in the device-independent scenario, where the adversary is limited
by non-signalling only and not by quantum physics. Unfortunately,
a conclusive answer cannot be given; yet, we can show that randomness expansion is impossible from a single GHZ state by a natural
set of protocols.
Our results leave open, for example, whether a scheme using more
than one system can lead to a good protocol depending on the state,
and, whether atemporal wirings can increase the eciency of such
schemes.
The techniques acquired in this chapter allow relatively easily, given
sucient computing power, to analyze general protocols and dierent states. However, in this work, the impact of atemporal wirings
and of adding a second GHZ state, for example, are not taken in
account.
Device-independent randomness expansion with recycling the devices against quantum eavesdroppers is mainly solved. It remains an
open question whether this is eciently possible if the adversary is
limited by non-signalling only, based on quantum correlations. Barrett, Hardy, and Kent showed in 2005 that key agreement against
a general non-signalling adversary, based on quantum correlations,
is possible, even without (classical) privacy amplication. Hänggi,
Renner, and Wolf presented in 2010 an ecient QKD solely based
on Bell's Theorem. However, the question is left open whether there
is an ecient scheme for randomness expansion.

Chapter 4

Amplication of
Arbitrarily Weak
Randomness
4.1 Introduction
It is a fundamental question whether free randomness exists and
if so, at what quality.

This question is touched in Venn's exam-

ple, where a penny is thrown, and the outcome slightly depends on
whether heads were facing up or down before throwing. For a given
throwing process, the outcome depends in a weaker or stronger way
on the initial position of the coin.

This dependence can be inter-

preted as the fact that the randomness generated by the coin ip
is some sense weak, i.e., not perfectly independent of the past. In
this chapter, we deal with the problem of amplifying such weak randomness. We show that under the assumptions of the correctness of
57
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quantum mechanics and non-signalling that arbitrarily weakly free
randomness can be amplied.
The question of determinism versus randomness is as old as human
reasoning. The laws of classical physics do, in principle, not leave
any room for free randomness. The advent of quantum physics dramatically changed this picture: It is an inherently random theory
(as put forward by Born and Dirac). It was this aspect of the theory
which has been challenged by several authors [EPR35, BA57, B52]:
Quantum physics is incomplete because it does not deterministically
describe the behavior of every system under all possible alternative
measurements. This claim triggered a sequence of impossibility results of increasing generality and strength of basing quantum physics
on hidden variables [N32, JP63, B64, KS67]. In particular, the results by Bell on the one hand and Kochen-Specker on the other hand
imply, under dierent natural assumptions (local causality and noncontextuality, respectively) that if the choice of the measurement
of quantum system is free, then, its outcome cannot be completely
determined. The resulting randomness calculus has been put into
quantitative results by dierent authors [H10, BG11, CR08, CR10].
In particular, Colbeck and Renner showed that, under the assumption of non-signalling, pretty good randomness can be made arbitrarily strong. In this chapter, we study the question of whether the
possibility of amplication extends to arbitrarily weakly free randomness.
Let us consider an real life example, Alice runs a lottery and eminently relies on the lottery numbers to be secret until they are
published. Suppose nature does not provide completely genuine randomness, Bob could get the some information on these numbers and
use them and play the lottery at Alice's oce. Here, Bob did not
perform any active attack with the goal of receiving information
about the numbers, he is just collecting publicly available information provided by nature.

In this way, Bob can get a signicantly

higher chance of winning the lottery than expected by Alice, hence,

4.1. Introduction
Alice's business would be jeopardized.
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We ask whether nature in

principle allows Alice to purify lottery numbers such that the numbers dependent less strongly on publicly available information upon
publication.
As already discussed, the free choice of the measurement bases is crucial in any Bell experiment [B87, H10, BG11]. Clearly, if the particles are prepared with respect to the measurement bases known
in advance, there is nothing strange about Bell violations, which
could from the experimenter's point of view actually be detected, although the systems actually behave completely locally. On the other
hand, if the measurement choices are indeed free, then it can even be
shown that quantum theory has maximal predictive power [CR10],
i.e., some processes have completely unpredictable outcomes. Freerandomness amplication aims at reducing the assumption of perfectly free measurement choices in this context.
By partially free randomness, we mean randomness possibly correlated with some other random variables; a formal denition is be
given later.

If such randomness would be used as seed  for ex-

ample a secret key  in a more security-related context, it would
render the system at least partially insecure because the seed, or
part of it, might be known to a possible adversary. However, in this
chapter we do not consider a cryptographic setting, even though at
some point the model corresponds to a setup with a possible active
adversary not wanting to risk to be caught cheating. Basically, we
are interested in the fundamental question whether nature allows us
to enhance the quality of arbitrary low quality randomness. In other
words, given that imperfect randomness exists, is nature in principle
capable to make a completely free choice?
Still we stress that free-randomness amplication has cryptographic
implications. First, freeness of information corresponds to the strongest possible notion of secrecy, holdings against an adversary knowing the whole past and controlling the entire universe outside of
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the legitimate partners' laboratories. In this sense, free-randomness
amplication is potentially a variant of privacy amplication or a
application of an extractor function, the security of which is guaranteed by physical principles; in this case, additional properties must
be satised, which are not demonstrated for our protocols.
Assuming nature is deterministic, we would not nd free random

1

variables, since no decision ever made is independent of the past.

Genuine randomness would not exist at all. It would not be possible even to make a partially free decision since the outcome could
have been already known  or could be calculated with information
available  from the past. In other words, knowing the past would
allow to perfectly predicting the future. Note that in this fully deterministic world, results such a Bell's theorem would have an entirely
dierent meaning, if any.
In sharp contrast, imagine now a world in which completely free
randomness is accessible.

There must be some mechanism which

produces perfectly free random numbers. Under the assumption of
the correctness of quantum mechanics, then it is not sucient to
model such a random number generator as a device only delivering
numbers to be claimed to be random. There is no way to distinguish
this apparatus from another, delivering uniform numbers which were

2 We cir-

generated beforehand using some uniform random source.

cumvent this lack of condence in the freeness of the numbers by
testing conditional statistics on a device which in addition takes an
input as well for each output, thus, using well-known Bell inequalities [B64].
Assuming nature provides some resource of randomness which is
known to be partially free, we are facing the task of augmenting the
quality of such given randomness under the assumptions that quan-

1 The

formal denition of a

free random variable is given in Denition 8 on

page 63.

2 In

principle, by checking that all possible random variables, such a check

could be performed, the assumption that this is possible is futile.

4.2. Assumptions
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tum mechanics is correct, and that the universe complies with the
non-signalling principle. We are able to improve a previously known
result [CRf12] and show that arbitrary partially free randomness can
be amplied, more specically, their protocol generates arbitrarily
free bits from almost free randomness, wheres our scheme shows
that all partially free randomness can be amplied, but not to arbitrary free randomness. Our result is based on numeric optimizations,
hence, to nd an analytic proof remains an open problem.

4.2 Assumptions
The following assumptions are made:

1. Nature is non-signalling.
2. Quantum mechanics is correct.
3. Alice's laboratory is secure.
4. All devices within the laboratory are shielded or allow for
spacelike separation of measurement events.
5. All devices operate without noise.
6. Alice holds a source of partially free randomness in her lab.

Note, no assumption is required on the internal workings of the devices nor on the systems they operate on.

Assumption 6 will be

formalized in Section 4.3 and represents the source of randomness
to to be improved.

The remaining assumptions will be discussed

in the following Section 4.3 and in Section 4.4 on page 64.

Addi-

tional information on Assumptions 3 and 4 are discussed in detail
in Section 3.3 in Chapter 3 on page 33.
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4.3 Partially Free Randomness and How
to Certify It
Not everything that looks like free randomness is free randomness.
In every case randomness needs to be certied to be free by means
of certain mechanisms and assumptions.

For instance, a so-called

quantum-based random generator requires full trust of the user.
The reason is that the arising uniform distribution of the generated data could also have been produced by values pre-chosen by
the manufacture and encoded into the device. More precisely, suppose we have the following pretended random source: carrying out

√
|φi = 1/ 2 · (|0i + |1i) with measurement operators |0ih0| for outcome  −1 and |1ih1| for outcome
 1. The probability of measuring  −1 is hφ| 0ih0 |φi = 1/2, hence,
projective measurements on states

the resulting probability distribution is uniform. This randomness
is uniform and appears to be originated from a quantum systems,
e.g., photons sent through a beam-splitter. Nevertheless, we cannot
verify that the device represents in fact the quantum system under consideration (no assumption on the internal behavior is made),
therefore, the uniform distribution could also be reproduced with a
local hidden variable scheme. Hence, the randomness is not guaranteed to be free since the data could already have existed beforehand.
This particular example shows that in the case where the internal
behavior of the devices cannot be veried, randomness is not provably free in general.
To make things worse, the randomness can entirely fail to be free
even when they are actually really resulting from measuring a quantum state in the specied bases. If the measured state is, instead of
being pure, entangled with an external system, the generated data
would be correlated with the random variable consisting of the measurement outcomes of that external system.
In the scheme proposed, discussed, and analyzed in this work, the
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certication of the randomness is based on the joined input/output
statistics of the devices.
In particular, it is unnecessary to verify the quantum state and the
settings.

This means that the internal behavior and the measure-

ment process itself are not of our concern. However, it is central that
the joint input/output behavior of the devices must corresponds to
joint measurement statistics assuming an entangled state. Possible
discrepancies can be detected if the devices are used a sucient number of times by standard statistical methods, i.e., with a Cherno
bound [C52] argument.
We now dene free randomness based on the variational distance
between dierent spacetime variables. A spacetime variable is a random variable which is additionally associated to a precise location
in spacetime (Section 2.5 on page 22).

Denition 8.

X is ε-free with reΓ if d(PX|ΓX =γX , PX̄ ) ≤ ε, ∀X ∈
ΓX , ∀γX , where ΓX := {V ∈ Γ : X 6 V } is the set of spacetime
variables outside the future light cone of X and PX̄ is the uniform
distribution on X . d() denotes the variational distance between
probability distributions and γX is a value a spacetime variable in
the set ΓX can take.
[CRf12, B87] A random variable

spect to a set of spacetime variables

ε is either 0 or 1/2: The
ε = 0, corresponds to perfectly free randomness,
since d(PX|ΓX =γX , PX̄ ) = 0 for all spacetime variables outside the
future light cone of X . In particular, this means that there exists
no information on X , except for causal consequences of X . The
second case, where ε = 1/2, the value that X will take is completely
predetermined, i.e., there exists a random variable in the past of X
which is perfectly correlated to X .

Consider the two extremal cases where
rst case, where

ε = 0 and partially free
0 < ε < 1/2. Furthermore,

We use the expressions free randomness if

randomness (or imperfect randomness) if
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if the bit

x

x

is a realization of an

is said to be

ε-free

binary random variable, then

ε-free.

4.4 Amplication of Any Partially Free
Randomness
4.4.1

The Claim

We now study the problem of amplifying randomness which is partially free.

We nd that imperfect randomness, even when being

arbitrarily weak, can always be amplied.
In their pioneering work [CRf12] on randomness amplication based
on chained Bell inequalities, Colbeck and Renner show that for a
limited range of

ε up to roughly 0.086,

randomness amplication up

to arbitrarily close to perfect is possible.

They left open whether

it is possible to amplify any imperfect randomness. We show that
randomness amplication of arbitrary imperfect randomness is possible.

Claim 1.

that

ε-free

For

ε < 1/2

and any set of SVs

bits with respect to

on average with respect to

The denition of

ε-free

W

W , ε0 < ε

can be used to generate

exists such
ε0 -free bits

W.

randomness on average given

ΓX

and

PX̄

is

slightly dierent as stated in Denition 8.

Denition 9.

X is ε-free on average with respect
Γ if d(PXX 0 , PX̄ · PX 0 ) ≤ ε, ∀X 0 ∈ ΓX .

A random variable

to a set of spacetime variables
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The Proof Technique

The argument rests on the arising joint input/output behavior from
the experimenter's point of view when measurements are carried out
on the dierent parts of an entangled multi-partite quantum state.
If the randomness used for generating the inputs is not completely
free, then, some information on the detector settings can already
be known beforehand.

We characterize the information available

at an earlier point in spacetime in terms of the free randomness
available after the experiment has been performed. More explicitly,
taking into account that some information is known about the initial
randomness used for the detector settings, the decomposition is as
follows. Here,

PX|A

stands for the conditional distribution of Alice's

system, i.e., the conditional marginal seen by her [CR08]:

PX | A =

X

PW |A (w) · PX|A,W =w .

w

A = A A ···A

Here, we use the string notation for the input

(4.1)

X = X X ···X
1

2

n and

1 2
n of an n-partite system, Xi , Ai ∈ {0, 1}.
When the information at an earlier point in spacetime is taken into

the output

A

account, it leads to the convex decomposition with weights
for

0 ≤ w < |A|

where

|A|

is the size of set of values

is sucient to consider the alphabet size of

W

to be

PW |A (w)

can take. It

|A|

since this

is the number of dierent detector settings used.
We are interested in the information available, at some point in
spacetime, on the output of the measurement according to Denition 8. Given that all bits of Alice's random source are
us the correlation of these bits to

a

PW |A (w, ) =



1
+ε
2

W,

ε-free,

gives

i.e.,

dH (bin(w),a) 
(n−dH (bin(w),a))
1
·
−ε
,
2
(4.2)
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where bin(w) is the binary representation of

w.3

where

dH repren is the

sents the Hamming distance between two binary strings and

a

number of devices on Alice's side, i.e., the length of the binary string
for binary inputs.

xa

V , contained in the set Γ in Denition 8, is
PV |W and is the guess made that f ( , ) =
choice w ∈ W . We quantify the amount of

The spacetime variable

v

distributed according to
conditioned on the

knowledge, due to the only partial freeness of the original bits, available on

X

xa

in terms of the distance to uniform. Therefore, we can

further decompose

PX|A =

X

PX|A ( , )

(4.1) as follows:

PW |A (w) · PX|A,W =w

w

=

X

PV W |A (v, w) · PX|A,W =w,V =v

(4.3)

v,w

=

X

PW |A (w) ·

X

w

PV |AW =w (v) · PX|A,W =w,V =v .

v

PXV |AW

We investigate the probability distribution

in order to de-

termine the upper bound on the guessing probability.
marginals are

PX1 |A1

to

According

(n + 1)-partite system of which
PXn |An and PV |W , is non-signalling.

to the assumptions, the global

the

In this case, the problem of nding the upper bound on the distance
to uniform again corresponds to an optimization problem. We use
the correspondence between the probability of guessing the output of

xa

a binary function and the distance to uniform of the corresponding
probability distribution. Given the binary function

PF (f ) :=
3 Here,
length

X

x,a:
f (x,a)=f

PXA ( , )

we x any binary coding such that

n = plog2 |W|q.

xa

f ( , ) we dene

w=

bin(w) is a binary string of
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for

f ∈ {0, 1}.
X

f correctly
PV W possibly
given v, w :

The probability of guessing the value

distributed according to
depending on
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or

A

PF

given the side information

satises the following relation

1
+ d(PF |V =v,W =w , PU )
2
1
= + dU (PF |V =v,W =w ) .
2

Pguess (PF |V =v,W =w ) =

A

We dene the set of non-signalling decompositions according to 4.3
where the knowledge on

with respect to

W

is (4.2) at most

,ε
ε
ε
QNS
V W := PV W |A , {PX|A,V =v,W =w }vw



The probability of guessing the output
distribution
where

a

PX|A

xa

f( , )



as

.

given a conditional

with non-signalling decomposition

,ε
QNS
VW

correctly

will not be learned is dene as follows:

XA



,ε
w
Pguess
f ( , )|PX|A , QNS
:=
VW
X
1
· PV W X|A=a (v, w, )
max
NS
,ε
|A|
w,Q
VW

xa

particular value

f ( , ).

v

in (4.5), .i.e,

(4.4)

x

xa
xa

v, , :
f ( , )=v

Without loss of generality we associate each output of
of

ε

v

(4.5)

xa

f( , )

to a

is the best guess of the evaluation

The average guessing probability (over

w)

according to

Denition 9 is

XA



,ε
Pguess f ( , )|PX|A , QNS
:=
VW
X
1
max
· PV W X|A=a (v, w, ) =
NS
,ε
QV W v,w,x,a: |A|

x

xa

f ( , )=v

X 1
max
· PW |A=a (w) ·
,ε
|A|
QNS
V W w,a

(4.6)

X

x
xa

v, :
f ( , )=v

x

PV X|A=a,W=w (v, )

(4.7)
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where in (4.7) the decomposition

,ε
QNS
VW

is used.

Due to the linearity of the argument of the maximization in (4.6)
and the constraint given by the non-signalling conditions (Assumption 1), this corresponds to a linear program. We seek the guessing
probability

Pguess (V |W ) given by the optimal value of the following
f with binary output:

linear program for a function
max:

X

a

a

PA ( ) ·

1
X

PW |A=a (w) ·

w

x

v
PX
|A=a,W =w,V =v ( )

x:
f (x,a)=v
X
PV |AW =w (v) · PX|A,W =w,V =v (
v=0

s.t.:

X

X

x)

v

PV |AW =w (v) · PX|A,W =w,V =v
PX|A =
X

PW |A (w) ·

w
Here,

X

:

6

: norm.

a
∀w, v ,

∀ ,w

betw. dev.

,

PV |AW =w (v) · PX|A,W =w,V =v .

v

x

v
PX
|A=a,W =w ( ) = PV |A=a,W =w (v)

x

· PX|A=a,W =w,V =v ( )

and accordingly

v
PX
|AW = PV |A,W (v) · PX|A,W =w,V =v .

In the following two sections we examine specic probability distributions coming from two dierent quantum systems and xed
measurements. We nd one of the two states suitable for showing
Claim 1, using numerical solutions of the arising linear program.
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4.5 GHZ Allows For Amplifying Any Randomness
4.5.1

The Resulting System

We investigate whether using the GHZ state removes the limitations
of the approach based on the chained Bell inequalities. We use the
same measurements as in Section 3.6 and end up with the same
system:

xa

GHZ
GHZ
PXY
Z|ABC (x, y, z | a, b, c) = PX|A ( | ) .

guessing probability

1.0
0.9
0.8
0.7

xa
xa

1
GHZ 2

+ ε
( , )
Pguess f
Pguess f CHSHQ ( , )

0.6
0.5
0.0

0.1

A

0.2

Freeness of

0.3
ai

: The bits

are

0.4
ε-free

0.5

Figure 4.1: The guessing probability of the output of the functions
in the two setups. CHSH setup is strictly smaller than guessing the
value of the original

ε-free

bits of

A.

Now, the system corresponding to the GHZ state (3.15) has the
property that for some of the possible input combinations, some of
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the outputs never occur:

GHZ
PXY
(x, y, z|a, b, c)
Z|ABC

if
x⊕y⊕z =0
=0
if
x⊕y⊕z =1

and
and

(a, b, c) ∈ D0 ,
(a, b, c) ∈ D1 .

Furthermore, we dene the function which computes the

or

ε0 -free

bit

as a function of the output and the input:

f

GHZ

xa



( , )=

z
1−z

a

if ∈ {000, 111, 011, 100}
otherwise .

We state that the guessing probability (4.6) after amplication is
strictly smaller than the one of the initial

ε-free

xa

Pguess (f GHZ ( , )) < Pguess (ai ) =
for

ε ∈ (1/2, 1).
ε

ai :

1
+ε
2

Therefore, amplication is possible of arbitrary

partially free randomness.
non-trivial

bits

The possibility of amplication for all

is owed to the fact that some conditional outcomes

occur with probability

0.

These forbidden outcomes, in connection

with the condition that the system is non-signalling, lead to the
possibility of amplication (see Figure 4.1).

4.5.2

Analysis of the Solution

Comparison to a Possible CHSH Setup
With the techniques introduced, we show as an example, based on
numerical solutions of linear programs, that in a specic CHSH
setup, randomness amplication is impossible:

xa

Pguess (f CHSHQ ( , )) >

1
+ ε = Pguess (ai )
2
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ε ∈ (1/2, 1).

The CHSH inequality as introduced in Section 2.3 on page 19 is maximally violated by quantum mechanics using the singlet state

√

1/ 2 · (|01i − |10i)

|Ψ− i =

and suitable measurements (see Section 2.2);

the resulting behavior then corresponds to a noisy PR box [PR94]
with [C80, T93]

CHSH

PXY |ABQ [X ⊕ Y = A · B] = (2 +
Here, if

x = xy

and

f CHSHQ

√

2)/4 ≈ 0.85 .

a = ab 
y
if a ∈ {00, 11}
(x, a) =
1 − y otherwise .
, we use:

A crucial observation with respect to these correlations is that for
each possible input, all outputs occur with non-zero possibility. A
possible convex decomposition turns out to have suciently large
local part, hence, lets the guessing probability increase (Figure 4.1).

GHZ Correlations
ε, it seems that the numeric
x of the linear program with corresponding objective

In the analysis of this solution over
solution vector
function

cT x

(3.16) in Chapter 3 can be simplied and drilled down

to a set of functions.
function,

f ∗ (ε),

In the representation, there is only a single

which we are not able to specify analytically (Fig-

ure 4.2). To examine the role of this function we decompose
in a way that

∗

f (ε)

λ∗ (ε)

will be the only function in the decomposition

where a precise description is missing.

x:
3−i 
i
1
1
+ε
·
−ε
,
2
2

We dene the entries of the solution vector

f (i) =



(4.8)
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0.125

f ∗ (ε)

0.100
0.075
0.050
0.025
0.000
0.0

0.1

0.2

0.3
Freeness ε

xa

f ∗ (ε) as
Pguess (fGHZ ( , )).

Figure 4.2: The function
tion (4.9) of

0.4

0.5

a component of the formal solu-

and, furthermore,
0

f (ε) = 16 · (f (0) (ε) + f (1) (ε) + f (2) (ε))
00

f (ε) = 16 · (f (0) (ε) + f (2) (ε) + f (3) (ε))
000

f (ε) = 16 · (f (0) (ε) + 3 · f (1) (ε) + f (2) (ε)) .
The value of the objective function, i.e., the guessing probability, as
a function of

ε,

is given by

1 0
1 00
λ (ε) = f (ε) · f ∗ (ε) + f (ε) ·
8
8
∗

f

000


1
1 000
∗
− f (ε) + f (ε) .
4
32

(4.9)

f ∗ (ε) would be given analytically, the value of
0
00
∗
(i)
function λ (ε) depending on ε using f
, f , f
and

In case the function
the objective



could be determined formally.
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4.6 Conclusions and Open Questions
We have shown  based on numerical solutions of a linear program  that randomness amplication is possible for arbitrarily
imperfect non-trivial randomness. We could, therefore, improve the
bound

ε ≤ 0.086

of [CRf12] to the optimal value of

1/2,

although

the present result is weaker in another sense, in that it doesn't show
that perfect randomness can be generated.
Our amplication protocol is not known to be composable. Hence,
it is not clear a priori whether the process can be iterated in order
to amplify any weak randomness to almost perfect.
Clearly, it would be interesting to analytically compute the function

ε0 (ε),

which describes the maximal ampliability of

ness that can be achieved using our protocol.

ε-free

random-

Chapter 5

Quantum Non-Locality
and Graph Colorings
5.1 Introduction
One of the most fascinating consequences of quantum theory are
non-local correlations: Two  possibly distant  parts of a system
can have a behavior under measurements unexplainable by shared
information. A manifestation thereof is so-called pseudo-telepathy :
Tasks that can be performed by two parties who share a quantum
state, whereas classically, communication would be necessary to always succeed. We show that pseudo-telepathy games can often be
modeled by graphs:

The classical strategy to win the game is a

coloring of this graph with a given number of colors.

We discuss

these parallels and study the class of graphs corresponding to this
two-party pseudo-telepathy game, proposed by Brassard, Cleve, and
Tapp in 1999. This leads to a proof that the game indeed has the
75
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desired property.

5.2 Entanglement-Based
Games and Graphs
Pseudo-telepathy is the phenomenon that for achieving certain welldened distributed tasks, communication can be replaced by measuring shared quantum states displaying so-called entanglement; this
does not imply, however, that quantum entanglement allows for communication.

In a two-player pseudo-telepathy game , two separated players who
are not able to communicate are asked two questions,
respectively, and should give answers
condition dened by the game.

(xA , xB ),

the answers

(yA , yB )

yA

and

yB

xA

Formally, for a pair of questions

holds, where the game is dened by the relation
and

YB

xB ,

have to be such that

(xA , xB , yA , yB ) ∈ RXY ⊆ XA × XB × YA × YB

XB , YA ,

and

satisfying a certain

RXY .

(5.1)

(Here,

XA ,

stand of the ranges of possible questions to and

answers from Alice and Bob, respectively.)
Some of these games are of particular interest since they can be won
by parties sharing quantum information, but not by parties sharing
only classical information initially. A game with this property can
be used for demonstrating the existence of quantum entanglement
 however, this is true only if a proof is provided that there is no
classical strategy for winning the game with certainty.

5.3. Special Case: Game by Brassard,Cleve, and Tapp
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5.3 Special Case: Game by Brassard,
Cleve, and Tapp
Consider the following game: Two parties Alice and Bob, who are
not allowed or able to communicate with each other, are asked two
separate questions. They win the game if they manage to respond to
these questions such that the following simple condition is satised:
Their answers have to be equal if and only if the questions were
equal. Now, Alice and Bob, who are allowed to meet or exchange
arbitrary information beforehand, could easily win by just repeating
the questions asked. However, the game requires the answers to be
shorter than the questions. More precisely, the questions asked to
Alice and Bob are two
some

N = 2n ,

N -bit

strings

xA

and

xB ,

respectively, for

such that

dH (xA , xB ) ∈ {0, N/2} ,
where

dH

is the Hamming distance of the two strings. The answers

given by Alice and Bob are supposed to be

yA

and

yB

n (= log N )-bit

strings

with

yA = yB ⇐⇒ xA = xB .
Formally, according to (5.1),
n

XA = XB = {0, 1}2 , YA = YB = {0, 1}n ,
BCT
RXY
:= {(xA , xB , yA , yB ) : (xA = xB ∧ yA = yB )

∨(dH (xa , xb ) = 2n−1 ∧ yA 6= yB )} .
It has been shown that if

N

is large enough, this game cannot be

won classically. More precisely, it was proven in [BCW98], [FR87]
that the amount of communication required between Alice and Bob
for winning the game (with certainty) is of order

Ω(N )

(see Deni-

tion 7). Note, however, that this result is asymptotic and does not
say anything about particular instances of the problem.
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One reason why the described game is of interest is that if Alice and
Bob are, prior to the question-and-answer phase of the game, allowed
to exchange not only classical but also quantum information, they
can win the game with certainty [BCT99].
and Bob need

n = log N

More precisely, Alice

so-called EPR pairs [EPR35].

An EPR

pair describes two possibly distant systems, for instance photons
(where the property of interest is their polarization), which show
a strange behavior when measurements are carried out on them.
It was shown in [EPR35] that this behavior, often referred to as
(maximal) entanglement, has no classical explanation  based on socalled hidden variables. The rest of this chapter does not require any
knowledge in quantum mechanics or quantum information theory,
and we do not have to go into detail here. Our goal is, rather, a full

classical analysis of the game.
As shown in [BCT99], the two described results together imply the
price for perfectly simulating such quantum entanglement by classical communication: The amount of communication required for the
classical simulation of

k

EPR pairs is of order

Ω(2k ).

For a sin-

gle EPR pair, for instance, one bit suces [BT03]. It is important
to note that this result holds for the perfect simulation of quantum
entanglement; in average, less communication is sucient to approximate the entangled behavior of states arbitrarily precisely [CGM99].
It is unsatisfactory that the lower bound on the classical communication is only asymptotic. If, for instance, a demonstration experiment
is to be designed to convince an audience of the existence of quantum entanglement, it has to be known for which parameter

N

the

game cannot be won without the exchange of classical information,
and with what probability of failure.
This is a motivation for a further classical analysis of the pseudotelepathy game. The questions addressed in the rest of this chapter
are the following: Is the pseudo-telepathy game related to another
problem which has been well studied? What is the smallest number

5.4. Relating Communication andColoring Graphs
N
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for which the game cannot be won without communication? The

rst question is addressed, and answered positively, in Section 5.4.
The second question is, based on that, treated in Section 5.5. It is
shown that

N = 16

is the smallest such game parameter [GTW03,

GTW12].

5.4 Relating Communication and
Coloring Graphs
Here we show a close relationship between the pseudo-telepathy
game and a graph-coloring problem [GW02].

More precisely, the

question whether the game can be won classically or not  and if
not, how much classical communication is necessary  is reduced
to determining the chromatic number of certain graphs. The chromatic number of a graph is the minimum number of dierent colors
needed to assign to each vertex a color in such a way that adjacent
vertices have dierent colors. We rst dene a generalized version
of the game in terms of graphs. These games are often referred to
as Deutsch-Jozsa games.

Denition 1.

V and
G with answer
length n and communication c, denoted by PT(G, n, c), is dened
as follows. Two parties A and B are given vertices vA and vB (the
questions ) satisfying the condition that vA = vB or (vA , vB ) ∈ E .
Then the parties are allowed to exchange at most c bits of communication (each bit in either direction). Then A and B are said to
win the game PT(G, n, c) if they can both generate an n-bit output
rA and rB (the answer ) with the property that rA = rB if and only
if vA = vB .
edge set

Let

χ(G)

Let

E ⊆ V 2.

G

be an undirected graph with vertex set

The pseudo-telepathy game in

be the chromatic number of

G,

i.e., the minimal number
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of colors required for coloring the vertices of the graph in such a way
that vertices which are connected by an edge have dierent colors.
Lemma 1 and Theorem 2 reduce the corresponding graph and show
the relation between a game dened by a graph and the graph's
chromatic number.

Lemma 1.

G = (V, E) be an undirected graph with some 2n n
0
0
coloring where |V | > 2 . Let v, v ∈ V with (v, v ) 6∈ E and having
the same color. Let G̃ be the graph obtained from G by merging the
0
two non-adjacent vertices v and v . More precisely, the vertex and
edge sets of G̃ are
Let

Ṽ

:=

(V \ {v, v 0 }) ∪ {ṽ}

Ẽ

:=

(E ∩ (V \ {v, v 0 })2 ) ∪

[

{ṽ, ṽ}

ṽ∈V, (ṽ,v)∈E or (ṽ,v 0 )∈E

Then

PT(G̃, n, c)

can be won if and only if

PT(G, n, c)

Proof. Assume rst that PT(G, n, c) can be won.

can be won.

We show that

PT(G̃, n, c) can be won by the same protocol, where

v.

Let

ṽA

and

ṽB

ṽ is treated as
A and B , respectively.
if ṽA 6= ṽ and ṽB 6= ṽ .

be the questions asked to

Clearly, the described protocol works well

ṽA = ṽB = ṽ . Then the protocol corresponds to the protocol
vA = vB = v , and A and B end up with the same
answers. Let nally ṽA = ṽ , but ṽB 6= ṽ . Then the executed protocol
corresponds to the one for G with vA = v and vB 6= v , and hence
Assume
for

G

with

ends up with dierent answers.
Let us now assume that PT(G̃, n, c) can be won, Then PT(G, n, c)

v 0 are both treated
0
as ṽ . The only critical case is vA ∈ {v, v } and vB ∈ {v, v }. Here, A
and B will end up with the same answers (since ṽA = ṽB = ṽ ). This
0
is always correct since (v, v ) 6∈ E implies vA = vB in this case.
2
can be won by the same protocol, where

0

v

and
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We have seen that the identication of vertices of the graph conserves
the possibility of winning the corresponding pseudo-telepathy game.
To study the amount of classical communication required to win a
game dened by an arbitrary graph

G,

we show that in Theorem 2

that it is sucient to consider the complete graph

Theorem 2.

Cχ(G) .

Let Cχ(G) be the complete graph (i.e., every pair of
vertices is connected) with χ(G) vertices. Then PT(G, n, c) can be
won if and only if

PT(Cχ(G) , n, c)

can be won.

Proof. Given an minimal coloring of graph

G with χ(G) colors, there

exists a sequence

G1 , G2 , . . . , Gm
of graphs with

G1 = G, Gm = Cχ(G) , and Gi+1

obtained from

Gi

by

identifying, with the construction of Lemma 1, two vertices of the

i = 1, . . . , m − 1.
PT(Gj , n, c) can be simultaneously won
for all j it cannot be won.
2

same color (they are, hence, unconnected) for all
Then Lemma 1 implies that
for all

j ∈ {1, . . . , m},

Corollary 3.

Let

G

or

be a graph. Assume that

PT(G, n, c)

can be

won. Then

c ≥ log2 χ(G) − n .
PT(Cχ(G) , n, c) can
PT(Cχ(G) , n, c) can be

Proof. By Theorem 2, we can conclude rst that
be won. More specically, we can assume that

won by a protocol which is entirely deterministic with respect to the
behavior of both parties. (The reason is that the protocol must be
successful with probability one, i.e., for every single sequence of coin

tosses if it were probabilistic.) This implies that at any given point
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of the protocol, say after the i-th message has been sent, the space of
pairs of questions
the form

(vA , vB )

VAi × VBi .

compatible with the communication is of

This can be seen by induction. Each message bit

sent in one direction rules out, from the receiver's point of view, some
of the questions the sender may have been asked, and is compatible
with the others. Besides that, however, all combinations of questions
asked to
Let

A

and

B

remain possible.

V∩i := VAi ∩ VBi

be the overlap of the sets

VAi

and

VBi

at some

point of the protocol. We now show the following two statements.
1. Assume that a single message bit is sent from one party to the
other. Then, for at least one of the two possible values of this
bit, we have

|V∩i+1 | ≥ |V∩i |/2 .
(Here,

V∩i

and

V∩i+1

are the overlap sets before and after the

bit was sent, respectively.)

Proof. Assume that one message bit

m

is sent from

A

to

B.

Then

V∩i+1 (m = 0) ∪ V∩i+1 (m = 1) = V∩i ,
where
bit

m

V∩i+1 (m = b)

2. If the set
tween

is the resulting overlap set, given that the

sent was equal to

V∩

b.

is greater than

2n

after the communication be-

A and B , then the game cannot be won (without further

communication).

Proof. Given that

|V∩ | > 2n

at the end of the communication,

there are at least two vertices

v, v 0 ∈ V∩

with the property

A outputs the same answer for the questions vA = v and
vA = v 0 . Since vB = v and vB = v 0 are both possible, too, the

that

resulting pair of answers cannot be correct in every case.
Since the initial set

V∩0

has size

χ(G),

we can conclude that at least

log2 χ(G) − n
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2

message bits must be sent for winning the game.

Corollary 4.
0

G be a graph, and let c, n ∈ N with log2 χ(G)−n ≤

Let

or

c ≥ log2 χ(G) − n + 1 .
Then

PT(G, n, c)

can be won.

Proof. Let us rst assume that

n ≥ log2 χ(G).
n-bit strings.

be won by encoding the colors as

Then the game can
Here, the answer to

a question, i.e., a vertex, is the encoding of its color.

c ≥ log2 χ(G) − n + 1, hence also c ≥ dlog2 χ(G)e − n + 1.
PT(Cχ(G) , n, c) can be won as follows.

Let now
Then

Assume that the vertices of the graph
strings of length

dlog2 χ(G)e.

Cχ(G)

are encoded as binary

Given her question

vA , A

sends the

rst

dlog2 χ(G)e − n + 1
bits of the encoding of
of the encoding of
one bit; let

b

vA .

vA

to

B . A's

answer

rA

are the last

n

bits

Note that the two strings have an overlap of

denote the value of this bit.

dlog2 χ(G)e − n bits of his
A, but after discarding its
last bit. Given that the compared strings are equal, his answer rB
are the last n bits of the encoding of his question vB . Given that
B

on the other hand compares the rst

question

vB

with the string received from

the strings are not equal, however, Bob's answer is

rB = (1 − b)00 · · · 0,
i.e., the rst bit of the string is the bit opposite to
rst bit of

A's

answer

rA ;

b,

which is the

hence the answers are dierent in this

case (as they should be) since they dier in the rst bit. With this
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strategy, they always win the game. The statement now follows from

2

Theorem 2.

These results allow for analyzing the pseudo-telepathy game by determining the chromatic number of graphs.

Unfortunately, this

problem is, in its general formulation, NP-hard.

The graphs that

arise from the game as described in Section 1, however, are highly
symmetric and have been studied already.

This will allow us to

make statements about the game and, therefore, about how to design a demonstration experiment to prove the existence of quantum
entanglement.

5.5 Analysis of the Game By Brassard,
Cleve, and Tapp
The graph corresponding to the pseudo-telepathy game described in
Section 5.3 is the following.

Denition 2.

n ≥ 1, N = 2n . The graph GN = (VN , EN )
N
consists of the vertex set VN := {0, 1}
and the edge set EN :=
0
0
0
{(v, v ) | v, v ∈ VN , dH (v, v ) = N/2}.
Let

It is not dicult to see that for
connected components

VN,e

N ≥ 4, the graph has two isomorphic
VN,o , consisting of the vertices with

and

even and odd Hamming weight, respectively.
A lower bound on the chromatic number

χ(GN )

of

GN

can be ob-

tained immediately from the size of a maximal clique (completely
connected subgraph) of the graph. Such a clique is given by the vertices corresponding to the

Lemma 5.

For all

N

codewords of a dual Hamming code.

N = 2n , n ≥ 1,

we have

χ(GN ) ≥ N .

(5.2)

5.5. Analysis of the Game

85

Proof. First of all, it is clear that the size of every clique of

GN

is

a lower bound to its chromatic number since every vertex in this
subgraph needs a dierent color. Secondly, the set of vertices

C := {v | v =

log
N
M

λi vi , λi ∈ {0, 1}} ,

i=1
where

v1

= |00 {z
· · · 0} |11 {z
· · · 1}

v2

= |00 {z
· · · 0} |11 {z
· · · 1} |00 {z
· · · 0} 11
· · · 1}
| {z

N/2

N/4

N/2

N/4

N/4

N/4

.
.
.

vlog N −1

=

001100110011 · · · 0011

vlog N

=

010101010101 · · · 0101 ,

v, v 0 ∈ C , v 6= v 0 , we have
dH (v, v ) = N/2. (This set of vertices, when the initial 0's are left
away, corresponds to the dual Hamming code of length N − 1.)
2

forms a clique of size

N

since for all

0

The main question we are concerned with is for which
(5.2) is strict; these are exactly the parameters

N

N

inequality

for which the

pseudo-telepathy game cannot be won without any communication
(according to Section 2). It is known that for

N =2

and

N = 4,

equality holds in (5.2) (e.g., the game can be won); it has been
believed, however, that for

N = 8, inequality (5.2) is strict [BCT99].

The parallels introduced in Section 1 will allow us to show that this
is wrong: For

N = 8,

the game can indeed be won.

Theorem 6. χ(G ) = 8
8

.
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Proof. Let

V8 = V8,e ∪ V8,o

be the partition of the vertices into

vertices with even and odd Hamming weights, respectively. Let

V0 := {08 } ∪

[

{10i−1 107−i }.

1≤i≤7
First,

V0

is an independent set since all pairs of elements have Ham-

ming distance 2. The set

V0 := {v ∈ {0, 1}n | v ∈ V0 }
v ) is an indepenV0 ∪ V0 (⊆ V8,e ) is an indepen0
0
dent set since for all v ∈ V0 , v ∈ V0 , dH (v, v ) ∈ {6, 8}. We have
|V0 ∪ V0 | = 16. Since V8,e and V8,o are isomorphic, we can nd an
independent set of the same size in V8,o . The union C0 of these
two sets has 32 elements. We can now dene 8 mutually disjoint
independent sets C0 , C1 , . . . , C7 by
(where

v

is the bit-wise complement of the string

dent set as well, and furthermore

Cλ0 +2λ1 +4λ2 := C0 ⊕ λ0 · 00001111 ⊕ λ1 · 00110011 ⊕ λ2 · 01010101
(where λi ∈ {0, 1}). These sets are mutually disjoint: the vectors
C0 , 00001111, 00110011 and 01010101 are linearly independent in
n
the vector space with vectors x ∈ {0, 1} and inner product ⊕ of the
vectors dened by the bitwise XOR. Therefore, any linear combination thereof is linearly independent as well.

Furthermore, each of

32); all vertices of
Thus χ(G8 ) ≤ 8, and

this is an independent set (of size

such a set can

hence be given the same color.

since we know

that

χ(G8 ) ≥ 8

Corollary 7.

also holds (Lemma 5), the statement is proven.

[GW02] The pseudo-telepathy game can be won clas-

sically without communication for

for

N ∈ {2, 4, 8}.

GN with N ∈ {2, 4, 8}, χ(GN ) = N (detail of χ(GN ) =
N ∈ {2, 4, 8} proof see [GTW03], Section 3.). The statement

Proof. For

N

2
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2

is a consequence of Corollary 4 and Theorem 6.

In [G01] it has been conjectured what the structure of maximum
independent sets is for
esting cases

N > 8.

GN

with

N = 2n ,

especially for more inter-

We dene a maximal independent set of

G

in a

generalized way according to [AK97] as follows:

Denition 3.

Vind

An independent set

of a graph

G(V, E)

is max-

imal if and only if

∀v 0 ∈ V \ Vind : ∃v ∈ Vind : (v, v 0 ) ∈ E.

Denition 4.

[n]
be the set of subsets of [n] :=
k
consisting of elements with cardinality k . For even k with
n,k
and 0 ≤ i ≤ (n − t)/2, let Ft,i be the following set:

Let



[1, . . . , n]
t + 2i ≥ 0

 
n
o
[n]
n,k
Ft,i
= F ∈
: |F ∩ [t + 2i]| ≥ t + i .
k
Moreover, let
of size

[t + 2i] = {1, . . . , t + 2i}

n.

set in

t

will be negative for some sets

In their work, Ahlswede and Khachatrian proved that

a maximal,
on

denote the intersection area

t + 2i.

Note that in contrast to [AK97],

n,k
Ft,i
.

(5.3)

t-intersecting

subset of


[n]
k

for a specic

i,

n,k
Ft,i

is

depending

We use the intersection-property to determine an independent

Gn (V, E).

First let us consider the vertices with Hamming weight less than

n/2
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(again in the subgraph with vertex set

<n

Vind2

Veven ).

For

ñ ≥ 3,

let

n,0
n,2
= F−
n
−1, n +1 ∪ F− n +3, n −2 ∪ . . .
4

4

4

n, n
2 −4
∪F n −3,1
4

∪

4

n, n
2 −2
F n −1,0
4

n
4 −1

[

=

n,2l
F−c
n +2l,cn −l

(5.4)

l=0
be a subset in the subgraph of

{v ∈ Veven : WH (v) < n/2},

for

Gn (V, E) with
cn = n/4 − 1.

Dene further the inverse set of


A∈

[n]
n−k



n,k
: A ∈ Ft,i

pendent set, with

Theorem 8.

For

>n

Vind2

as the set

n,k
Ft,i

<n

2
=
Veven

with elements

. Now, let us determine a maximal inde-

analogously dened as set (5.4).

ñ ≥ 3,

the set

<n
2

Vind

n,k
Ft,i

vertex set

>n

= Vind ∪ Vind2
n
4 −1

=

[

n,2l
n,2l
(F−c
)
∪ F−c
n +2l,cn −l
n +2l,cn −l

(5.5)

l=0

is a maximal independent set of

Gn (Veven , E)

for

cn = n/4 − 1.

To prove Theorem 8, we examine rst the intersection properties of
its subsets in the following lemmas.

Lemma 9.

For

0≤l≤

n
4

n,2l
− 1, F−c
n +2l,cn −l

is an independent set.

Proof. We have to consider only sets with vertices with Hamming
weight

2l ≥ n/4,

since for other sets, the cardinality of the sym-

∪ B \ A ∩ B ) is at most n/2 − 2. For the ren,2l
maining cases where A, B ∈ F−c +2l,c −l and l ≥ n/8, we have
n
n
|A ∩ B| ≥ −cn + 2l = −n/4 + 1 + 2l because of Denition 4, and,

metric dierence (A
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the Hamming distance of the corresponding codewords is at most

2(2l − (−cn + 2l)) = n/2 − 2,

and hence, independence follows as

2

well.

Lemma 10.

n
0
For all l, l ∈ {0, . . . , 4 − 1},
0
n,2l
n,2l
F−c
∪ F−c
0
0 is an independent set.
n +2l,cn −l
n +2l ,cn −l

t + 2i = (−cn + 2l) + 2(cn − l)
cn = n/4 − 1 and, therefore, the size of the intersection
0
area is n/4 − 1 for all subsets. Consider l, l ∈ {0, . . . , n/4 − 1},
n,2l
n,2l0
A ∈ F−cn +2l,cn −l and B ∈ F−cn +2l0 ,cn −l0 .

Proof. First note that in set (5.5),
is equal to

For 2l + 2l < n/2:
For 2l + 2l ≥ n/2:
0

Again, the cardinality of the symmetric dier-

ence is less than

0

n/2, and the union of the sets is independent.

We consider the intersection between

A

and

B

in the intersection area. As a consequence of Denition 4, we

|A ∩ [n/4 − 1]| ≥ l and |B ∩ [n/4 − 1]| ≥ l0 , therefore, A
0
and B will be at least (l + l − (n/4 − 1))-intersection (Inequal0
ity (5.6)). Since we consider the cases where 2l + 2l ≥ n/2,
0
we have l + l ≥ n/4 (Inequality (5.7)), and the symmetric
dierence between A and B is the following:

n

−1
(5.6)
|A ∪ B \ A ∩ B| ≤ |A| + |B| − 2 l + l0 −
4
n n
≤ 2l + 2l0 − 2
−
−1
(5.7)
4
4
n
= −2 .
2
have

Since this holds for all such
and the lemma follows.

A

and

B,

the union set is independent,

2
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Lemma 11.

If Vind is an independent set and
is an independent set as well.

v ∈ Vind , then Vind ∪v

Proof. If Vind is an independent set and v ∈
v 0 ∈ Vind \ {v}, DH (v, v 0 ) 6= n/2. Generally

Vind , then for all
∀u, w ∈ {0, 1}n :
DH (u, w) = n − DH (u, w) holds and, hence, for all v 0 ∈ Vind \ {v} is
DH (v, v 0 ) = n − DH (v, v 0 ) 6= n/2, and the proof is complete.
2

Proof of Theorem 8.
mas 9, 10, and 11.

Independence follows directly from Lem-

We prove that the set is maximal by contra-

Vind is not maximal, then by Denition 3, there
v ∈ Veven \ Vind , such that Vind ∪ {v} is still an
n,0
n
independent set. Since F− n −1, n −1 = {0 } ⊂ Vind , WH (v) 6= n/2.
4
4
Furthermore WH (v) ∈
/ {0, 2, . . . , n/2 − 2, n/2 + 2, . . . , n − 2, n}, ben,2l
cause F−c +2l,c −l are maximal by denition.
2
n
n
diction. Suppose

must exist a vertex

In order to nd a lower bound on the chromatic number of such
graphs, maximum independent sets allow to nd such a bound. Now,

∗
Vind
= Vind as dened in Equality (5.5) is a maxi∗
ñ
independent set Gn (Veven , E). The size of Vind for 2 = n ≥ 8

we assume that
mum
is

n
8 −1

∗
|Vind
|

=

2

 3n

l n
X X
4 −1
4 +1 +
l+m
m
m=0
l=0

n
8 −1

2

l 
X X
l=0 m=0

Since the chromatic number
that

∗
Vind

n
4
n
4

−1
−1−l

3n
4


n
4


−1
.
−1−l−m

(5.8)

χ(Gn ) ≥ n(Gn )/α(Gn ), and we assume

is a maximum independent set, we have a lower bound on
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N = 16, χ(G16 ) ≥ 28. In 2006,
N = 16 and
it is assumed that for the case N = 32 it holds too, see the following

the chromatic number, namely for

the conjecture (5.8) could be proven [KP06] for the case
Section 5.6.

In the following section we will give a proof nding an upper bound
on the size of all independent sets of the graph

G16

[GTW03].

5.6 A Classical Impossibility Result for
N ≥ 16
In this section we give a proof the following result.

Theorem 12.

Classically, the described pseudo-telepathy game can-

not be won with certainty for

n = 4.

In [GW02], the following connection was made between the pseudotelepathy game and graph colorings.

Let

GN = (VN , EN )

be the

graph dened by

VN

= {0, 1}N

EN

= {(u, v) ∈ VN2 | dH (u, v) = N/2} .

Then the game with parameter

N = 2n

can be won classically if and

only if

χ(GN ) ≤ N ,
where

χ(GN )

is the chromatic number of

(5.9)

GN ,

i.e., the minimum

number of dierent colors necessary to color the vertices of

GN

in

such a way that no vertices with the same color are connected by an
edge. If inequality (5.9) is satised, then Alice and Bob's strategy for
winning the game is to agree on a coloring of the graph beforehand
and to answer a question, i.e., a vertex of the graph, by its color. If
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on the other hand (5.9) is violated, then the game cannot be won
with certainty: A winning strategy is a corresponding coloring. All
we have to prove therefore in order to obtain Theorem 12 is the
following.

Proposition 13.

Let

G = G16

be the graph as dened above. Then

χ(G) > 16 .

(5.10)

In order to prove Proposition 13, we use that fact that

χ(G) ≥
holds if

M

|V (G)|
M

(5.11)

is an upper bound on the size of all independent sets of the

graph. An independent set is a set of vertices which are pairwisely
unconnected, and clearly, any set of vertices of the same color in a
coloring is independent.
Because of (13) and (5.11), it is sucient to show that no independent set of

G

Lemma 14.

can be larger than

|V (G)|
− 1 = 4095 .
16
Let

I⊆V

be an independent set of

G.

Then

|I| ≤ 3912 .
Proof. Let us simplify the problem as follows. First, we observe that
the graph
and

Go

G

consists of two isomorphic connected components

Ge

(containing the vertices of even and odd Hamming weight,

respectively). Secondly, a maximum independent set contains a vertex

v

if and only if it also contains its bitwise complement

for all vertices

w,

we have

dH (v, w) = 8 ←→ dH (v, w) = 8 .

v

since

5.6. A Classical Impossibility Result for N ≥ 16
Let

Ge,<8

Ge containing the vertices of Hamming
i = 0, 2, 4, and 6 Gi be the subgraph of
vertices of Hamming weight i, and let for a

be the subgraph of

weight less than

8,

let, for

Ge,<8

containing the

graph

H M (H)

H.
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denote the size of a maximum independent set of

Since

M (G)

=

2M (Ge ) = 4M (Ge,<8 )

≤ 4(M (G0 ) + M (G2 ) + M (G4 ) + M (G6 )) ,
it is sucient to prove that

M (G0 ) + M (G2 ) + M (G4 ) + M (G6 ) ≤ 3912/4 = 978

(5.12)

holds. We will show

M (G0 )

=

1

(5.13)

M (G2 )

=

120

(5.14)

M (G4 ) = 455
M (G6 ) ≤ 402

(5.15)
(5.16)

which implies (5.12).

Proof of (5.13). Trivial.

Proof of (5.14). We have

M (G2 ) = |G2 | =

 
16
= 120
2

since none of the vertices are connected.

Proof of (5.15). The set of all vertices with a
independent, and it has size

455.

1 in the rst position is

Its maximality follows from a result
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m(n, k, t) be the maximum size
k -element subsets of {1, 2, . . . , n} such that for
have |a ∩ b| ≥ t. The mentioned result states


n−t
m(n, k, t) ≤
k−t

by Erdös et. al. [EKR61],[W84]. Let

X

of a subset
all

a, b ∈ X ,

whenever

of all

we

n ≥ (k − t + 1)(t + 1).

We have

M (G4 ) = m(16, 4, 1),

and

(5.15) follows.

Proof of (5.16). Note rst that for any independent set
that any two vertices

u, v ∈ I

satisfy

dH (u, v) ≤ 6,

I

of

G6

such

we have

|I| ≤ m(16, 6, 3) ≤ 286
according to the result used in the proof of (5.15).
Let us now deal with the cases of independent sets

u, v ∈ I
Let rst

with

I

containing

dH (u, v) ∈ {10, 12}.

u, v ∈ I

with

dH (u, v) = 12.

Without loss of generality, we

can assume

u = 111111 · 000000 · 0000 , v = 000000 · 111111 · 0000 .
A third vertex

w ∈ I \ {u, v}

has to be one of the following, modulo

permutation of bit positions:

000000 · 111000 · 1110 000000 · 111100 · 1100
000000 · 111110 · 1000 100000 · 100000 · 1111
100000 · 111000 · 1100 100000 · 111100 · 1000
100000 · 111110 · 0000 111000 · 111000 · 0000
Let now, for xed
when

u, v , w,

u, v , and w, G6,uvw

be the subgraph of

G6

arising

and their neighbors are removed. In order to nd an

upper bound on

M (G6,uvw ),

we decompose the graph into disjoint

cliques, the number of which is such a bound. Using a simple greedy
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algorithm, we found decompositions for all possible vertices

w

(or,

more precisely, types of vertices as listed above). The following table shows for all of the

8 types i = 1, . . . , 8 the number ai of vertices
bi of cliques in the decomposition of the

of the type and the number
corresponding graph.

i
ai
bi

1

2

3

4

5

6

7

8

80

90

24

36

720

360

36

400

394

426

495

320

370

399

425

314

Since

max




X



i∈{1,2,3,4,7}



ai , max {bi } = 399 ,

i∈{5,6,8}

402 = 399 + 3 on the size of an independent
u, v , and w). In order to see this, note
that any independent set of G6,uvw of size larger than 399 would
necessarily contain at least one vertex of one of the types 5, 6, or 8,

we get the bound
set of

G6

(including also

thus the bound obtained for these types apply. The relevant clique
decompositions of

G6,uvw

if

w is of the types 5, 6, and 8 can be found

at [GTWw03].
The case of

u, v ∈ I

with

dH (u, v) = 10 can be treated similarly.

u = 11111 · 1 · 00000 · 00000 , v = 00000 · 1 · 11111 · 00000 ,

For
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the list of types is

00000 · 0 · 10000 · 11111
00000 · 0 · 11110 · 11000
00000 · 1 · 00000 · 11111
00000 · 1 · 11100 · 11000
10000 · 0 · 10000 · 11110
10000 · 0 · 11110 · 10000
11000 · 1 · 11000 · 10000
11100 · 0 · 11100 · 00000

00000 · 0 · 11100 · 11100
00000 · 0 · 11111 · 10000
00000 · 1 · 11000 · 11100
00000 · 1 · 11110 · 10000
10000 · 0 · 11100 · 11000
10000 · 0 · 11111 · 00000
11000 · 1 · 11100 · 00000

The clique decompositions found are of size

i
ai
bi

1

2

3

4

5

6

7

8

5

100

50

5

1

100

100

25

318

366

394

428

260

345

365

408

i
ai
bi

9

10

11

12

13

14

15

125

500

125

5

500

100

100

300

346

373

405

298

313

302

We have

max




X



i∈{1,2,3,4,5,8,11,12}

ai ,

max
i∈{6,7,9,10,13,14,15}

{bi }




= 365 ,



which yields a better bound than we got for the case of Hamming distance
at [GTWw03].

12.

Again, the concrete decompositions can be found

2

The proof of Lemma 14 also establishes Proposition 13, and hence
Theorem 12.
We have shown that the this proposed two-party pseudo-telepathy
game, due to Brassard, Cleve, and Tapp [BCT99], cannot be won

5.7. Conclusions and Open Questions
classically for the parameter

n=4
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(which is hence the smallest pa-

rameter with this property). Two players on the other hand sharing
four maximally entangled quantum bits can use these to completely
avoid the necessary communication and win the game. A number of
repeated executions of this game can, provided that Alice and Bob
never fail, be seen as a convincing demonstration of the existence of
quantum entanglement.
In 2005, Godsil and Newman [GN05] proved by considering the
Delsarte-Homan bound, maximum-cliques and a recursive construction that

χ(GN ) > N

with

N = 2n

for all

N ≥ 16.

At the same

time Klerk and Pasechnik could prove with semi-denite programming that for

N = 16

our conjecture [G01] is indeed true [KP06].

They also assume that the case

N = 32 is true (which Newman [N04]

in his PhD thesis in 2004 suggested to be wrong). In the same year,
Avis et al. [AHKS06] found a proof using quantum Fourier transform instead of Hadamard transformation as used in [BCT99] to
win the game on the graph

G12 .

They use a well known combina-

torial result by Frankl and Rödl, where they show that the game

G12

is a pseudo-telepathy game too. They also dene the quantum

chromatic number of a graph in this context.
In 2006, Cameron, Newman, Montanaro, Severini, and Winter formally investigated the quantum chromatic number of a graph for

+

dierent types of graphs [CMN 07].

5.7 Conclusions and Open Questions
We have considered pseudo-telepathy games, which are a manifestation of non-locality in a semi-deterministic fashion: The players
share quantum states, the games success probability is

1.

We have

shown [GW02, GTW03] that for a large class of games, classical
strategies can be modeled by colorings of certain graphs. Proving the

98
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existence of pseudo-telepathy games can, thus, lead to well-studied
problems. For instance, these parallels have led to a thorough anal-

+

ysis [N04], [BMT04], [GN05], [AHKS06], [CMN 07], [KP06], [SS12]
of the class of games by Brassard, Cleve, and Tapp [BCT99]. Crucial and central questions in the context of pseudo-telepathy games
remain open:

Which quantum states allow for pseudo-telepathy?

For instance, it has been shown [BMT04] that one single EPR-pair
does not suce for pseudo-telepathy.

What is, for games using a

given state, the minimal classical success probability that can be
reached using less communication than required (i.e., the maximal
separation between classical versus quantum strategies)?
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