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ABSTRACT

QUIC represents a re-design of the transport stack in response to the
requirements of modern applications. While it provides a myriad of
benefits, studies have shown that its performance penalties in sev-
eral contexts keep it from being more widely adopted. While these
studies provide a good overview of when QUIC can lack perfor-
mance compared to TCP, they do little to specifically pinpoint where
in the QUIC stack these slowdowns come from and how they can be
fixed. To address this gap, we present Nesquic, a testing infrastruc-
ture for QUIC stacks. It collects library-internal metrics of each stack
component without changing the library’s source code. Our prelim-
inary findings show that not only can Nesquic help developers pin-
point which components of their QUIC stacks are less performant,
but it also gives them actionable insights into fixing these issues.
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» Networks — Network performance analysis; Transport pro-
tocols.
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1 INTRODUCTION

QUIC is a novel transport protocol designed from the ground up to
address many of the archaic shortcomings of TCP. Not only does it
support 0-RTT handshakes, multi-streaming, and baked-in encryp-
tion — functionalities that align with modern apps’ requirements
- but it is also implemented over UDP in the user space to enable
rapid deployment and continued evolution.

QUIC is currently deployed by 8.5% of websites on the Inter-
net [11], including major players like Google [4], Meta [7], and
Cloudflare [2]. These deployments have demonstrated that, in prac-
tice, QUIC can improve performance, especially of short flows [14].
However, a performance penalty currently exists for this feature-
rich transport protocol. Several studies have shown that QUIC’s
throughput can degrade for longer flows when compared to TLS
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over TCP [14, 15]. QUIC is also CPU-hungry, requiring twice as
much processing power than TCP+TLS [12, 15]. Ultimately, QUIC
needs to be more efficient for a broader range of applications to
enjoy all its benefits.

Why is QUIC not quick? A large number of studies have identi-
fied cases where QUIC can be less performant [12, 14, 15], but their
insights are rarely actionable. For example, they find that additional
socket syscalls arising from running in user space make I/O a major
source of overhead. However, none provide library-specific insights
that help to improve performance within the given limitations im-
posed by the kernel. Instead, they propose architectural changes to
the kernel and hardware that eliminate these limitations in the first
place. For instance, [15] advocates for improved UDP GSO/GRO
support and flexible pacing configurations for UDP packets. [13]
proposes to offload cryptographic data and header protection to
the NIC, only leaving control plane operations to the CPU.

Can we do better? The question arises - is this performance
degradation a natural trade-off that the QUIC protocol needs to
make in order to enjoy the flexibility of operating from user space —
or can we do better? The many implementations of QUIC and their
varying levels of performance indicate that we indeed can. QUIC
stacks have been shown to make diverse design choices in flow
control, multiplexing schedulers, or packetization strategies [5].
This shows that the QUIC standard is flexible enough to allow de-
velopers to make different trade-offs and, in the process, potentially
leave some performance on the table.

This work aims to reveal these performance deficits more sys-
tematically while pinpointing these slowdowns to specific design
choices of a QUIC stack’s implementation.

2 DESIGN

Testing and benchmarking QUIC comes with several challenges.
Most notably, QUIC stacks come in different shapes and sizes, with
some of them [8, 9] being implemented as stand-alone transport
stacks, while others are implemented as fully integrated HTTP/3
stacks [1, 10]. However, even within this dichotomy, differences
exist. QUIC network stacks are composed of multiple components,
like congestion control, cryptography, 1/O, etc. Even though all
components are needed for a functional network stack, approxi-
mately half of all open-source libraries on GitHub implement only
a subset. Previous root cause analyses [13] largely ignore this and
examine the libraries without fully optimized I/O.

Most measurement studies are also limited to measuring coarse
metrics like throughput or delay because of this vast diversity.
These metrics are implementation-agnostic, making them much
more straightforward to measure using traditional packet trace-
based tools. However, they often miss the complete picture. By their
nature, they only measure the aggregate performance of all the
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Figure 1: Nesquic can supplement missing components for a
QUIC implementation before testing it.

Translation

components of a QUIC stack and are, therefore, not very useful in
pinpointing the source of slowdowns. Our tool, Nesquic, addresses
these challenges in the following ways:

A dedicated I/O Layer. Since half of all stacks lack efficient
I/0, Nesquic implements its own high-performance I/O layer that
can be plugged into stacks that lack one. Reusing this implementa-
tion makes comparisons more accurate. However, designing it to
be efficient and generic proves to be challenging. To address this,
Nesquic implements two layers that separate reusable optimiza-
tions from components specific to each library-under-test (LUT).
The I/O layer manages UDP sockets and exposes a generic interface
for read and write operations. The translation layer interfaces with
the I/O layer and implements additional components, such as state
management, that the LUT might also lack and cannot be reused
without overhead.

An eBPF-based Metric Layer. The metric layer utilizes eBPF [3]
to measure component-wise performance. It attaches uprobes and
kprobes to performance-critical functions to benchmark the run-
time of cryptography and I/O, respectively. To this end, only the
names of the measured functions are needed, leaving the LUT un-
modified. The measurements can be exported in a logging format
like qlog [6] to complement the internal states of the network
stack with detailed runtime metrics. In the future, we plan to mea-
sure more components, like packetization and congestion control.
Moreover, we intend to enrich the collected metrics with runtime
arguments to enable even finer-grained analyses.

Figure 1 provides an overview of how a QUIC implementation
can be tested using Nesquic.

3 PRELIMINARY EVALUATION

As a proof of concept, we use Nesquic to evaluate quinn [9] and
msquic [8]. Both libraries are I/O-aware and are implemented in
Rust and C++, respectively. We employ a simple test case where
the client opens a single connection and downloads a 25 MB file
over an unrestricted link. Our measurements show that quinn only
achieves 206 Mbps on average, while msquic achieves 30% higher
throughput at 268 Mbps. Moreover, quinn’s average CPU utilization
(81%) is much higher than msquic (46%). We see this performance
deficit between the two implementations consistently across 50
trials within 2% of variation.

Digging deeper with Nesquic. We use Nesquic to dissect the
runtime performance of both libraries and find that quinn packets
spend significantly more time in the I/O component compared
to msquic. While msquic takes on average 19 ms to receive and
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Figure 2: Fixing quinn (QF) reduces CPU utilization and im-
proves throughput.

send new packets, quinn takes close to 60 ms. Previous work has
shown that I/O syscalls can degrade performance [13], motivating
us to count the send and receive syscalls invoked throughout the
experiment. While quinn performs more than 5277 I/O operations,
msquic performs only 1377. This is a clear indication that quinn’s
I/O component is sub-optimal and can be improved.

Reviewing quinn’s I/O implementation reveals that it writes at
most 16 KB of data per syscall, while msquic writes up to 64 KB
per syscall, the maximum for UDP sockets on Linux. As a result,
quinn invokes roughly 4X more syscalls, which leads to higher
CPU utilization and I/O overhead due to the excessive context
switching. To validate these findings, we modify quinn to write
up to 64 KB per syscall as well. This improves quinn’s throughput
by 14% and reduces CPU usage by 15%. Even with this fix in place,
quinn does not achieve the same throughput as msquic. Quinn still
performs 45% more send operations than msquic. This is likely due
to more optimized packetization in msquic. Additionally, each send
operation in quinn is around 50% slower than in msquic. Further
analysis with a finer-grained metric layer is needed to understand
the root cause of this discrepancy. These results for msquic (MS),
quinn (QU), and fixed quinn (QF) are summarized in Figure 2.

Finally, we also measure the overhead of Nesquic. A lightweight
metric layer is crucial to guarantee the accuracy of the measure-
ments. We find that collecting CPU and I/O metrics has a negligible
effect on the LUT. However, measuring the crypto runtime reduces
throughput by 37%. CPU and I/O are monitored with lightweight
bash scripts and kprobes. Crypto, on the other hand, is monitored
with uprobes, which are more expensive due to context switching.

4 CONCLUSION AND FUTURE WORK

We show that Nesquic is a rigorous benchmarking tool that can
help developers make their QUIC stacks more performant. Future
efforts will focus on extending support to all major QUIC libraries
and developing a more comprehensive test suite. A key challenge
is the overhead of monitoring user space components like cryp-
tography. To alleviate it, we propose to use bpftime [16]. It im-
plements efficient uprobes with a custom eBPF runtime in user
space, eliminating the need for additional context switching. We
aim to release Nesquic as an open-source project to promote repro-
ducibility and aid the development of more performant QUIC stacks.
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