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Abstract
Entanglement sources that producemany entangled states act as amain component in applications
exploiting quantumphysics such as quantum communication and cryptography. Realistic sources
are inherently noisy, cannot run for an infinitely long time, and do not necessarily behave in an
independent and identically distributedmanner. An important question then arises—how can one
test, or certify, that a realistic source produces high amounts of entanglement? Crucially, ameaningful
and operational solution should allow us to certify the entanglement which is available for further
applications after performing the test itself (in contrast to assuming the availability of an additional
sourcewhich can producemore entangled states, identical to thosewhichwere tested). To answer the
above question and lower bound the amount of entanglement produced by an uncharacterised source,
we present a protocol that can be run by interacting classically with uncharacterised (but not entangled
to one another)measurement devices used tomeasure the states produced by the source. A successful
run of the protocol implies that the remaining quantum state has high amounts of one-shot distillable
entanglement. That is, one can distill manymaximally entangled states out of the single remaining
state. Importantly, our protocol can tolerate noise and, thus, certify entanglement produced by
realistic sources.With the above properties, the protocol acts as the first ‘operational device-
independent entanglement certification protocol’ and allows one to test and benchmark unchar-
acterised entanglement sources whichmay be otherwise incomparable.

1. Introduction

Entanglement is one of themost fundamental concepts of quantumphysics, distinguishing it from classical
physics [HHHH09]. Furthermore, it plays a crucial role in the advantages gained by considering applications of
quantumphysics such as quantum computation [Wil10], communication [DW02], and cryptography [BS16].

Formost applications utilising entanglement, a single entangled pair of particles, e.g. amaximally entangled
state F ñ = ñ + ñ+∣ (∣ ∣ )00 111

2
, is not sufficient. Instead, onemust usemany copies of entangled states or, to put

differently, a highly entangled state, such as themaximally entangled state F ñ = å ñ ñ=∣ ∣ ∣i iL
L i

L1
1 of rankL.

Sources that produce high amounts of entanglement are, thus, a prerequisite for gaining from the computational
and cryptographic advantages that quantumphysics and quantum information unveil.

Three interesting questions then arise. Firstly, how shouldone quantify the amount of entanglement produced
by a source? Secondly, howcanone compare, orbenchmark, different types of entanglement sources?Thirdly, how
can one test, or certify, that high amounts of entanglement are indeedbeing producedby the source?

Importantly, wewould like to answer these questions in an operational way. That is: (a)the suggested answer
should be relevant for realistic sources and experimental settings. (b)When considering possible certification
procedures, the statement should apply to the entanglementwhich is still present after the test rather than the
entanglement whichwas already used and, hence, destroyed by the performed certification procedure itself.
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The current work is concernedwith certifying entanglement in such an operational way. Realistic sources are
inherently noisy: they produce at best noisy entangled states.Moreover, a source creatingmany entangled pairs
might produce systems that are correlatedwith one another due to, e.g. drifting of the sourcewith time or the
presence of amemory inside the source. In otherwords, the overall state produced by the source (after using it
many times) is not an independent and identically distributed (IID) state.We call such sources noisy non-IID
sources.

Clearly, in order tomake any estimation of the quality of the source onemust collect some data regarding the
produced entanglement by performing certainmeasurements on the quantum states produced by the source.
Similarly to the considerations regarding the source, themeasurement devicesmight also behave in a noisy and
non-IIDmanner.

1.1.Device-independent entanglement certification (DIEC)
Wefix as a target to answer our questions while accommodating the noisy non-IIDnature of the problem in the
so called device-independent (DI) framework [Sca12]. In theDI approach one treats the quantumapparatuses as
black boxeswithwhichwe can only interact classically. That is, we assume no prior knowledge regarding the
internal behaviour of the source and themeasurement devices. Assumptions aremade, however, on the relation
that certain devices can havewith each other, and on the communication allowed between them. Concretely, we
only interact with those devices by ‘pushing buttons’ and collecting the classical data output by them. For
example, wemay push a button on the source apparatus to produce a state and then another button on the
measurement device to ask it to perform ameasurement with ‘input’ 0 or 1. The state produced by the source is
uncharacterised andwe do not knowwhichmeasurements are actually being performedwhenwe use the inputs
0 and 1.

Aswidely known, the onlyway to demonstrate that the actions of physical devices cannot be explained by
classical physics in aDImanner is to perform someBell tests using the devices and observe a violation of the
considered Bell inequality [Bel64, BCP+14]. A Bell violation acts as a ‘witness’ attesting to the quantum (in fact,
non-local)nature of the devices used to violate the inequality. This can then be used to derive conclusions
regarding, e.g. the structure of the underlying quantum states [SW87, PR92, CGS16] or the randomness of the
measurements’ outcomes [Col09, VV12].

We remark that by using theDImethodwe do not only treat imperfections in the quantumapparatuses
which are knownor can be characterised in advance. TheDI approach allows one to derive conclusions without
making assumptions regarding the types of imperfections. Evenmore drastically, the devices can be assumed to
be ‘malicious’4; as long as a violation of a Bell inequality is observed, the observer, or verifier, can be sure of the
quantumnature of the systemswithout placing significant trust in themanufacture of the devices.

Most previous works, both theoretical and experimental, that can be seen asDIECprocedures work only
under the IID assumption and thus fail to be operational in the sense defined above5. This includes tests
concernedwith the demonstration of entanglement via an entanglement witness (i.e. answering a yes–no
question) [GT09, BBS+13, Ban14], as well asmore quantitative analyses of entanglementmeasures such as the
negativity and dimensionwitness [MBL+13]. In all of these works, the focus is on relating properties of a single
multipartite state to some asymptotic statistics. An application of theseworks in an experimental setting is then
most straightforwardly obtained under the assumption that the experiment consists in a repetition of identical
rounds inwhich the same state is produced independently each time, i.e. under the IID assumption. The same
assumption is inherent to claims regarding the amount of remaining entanglement whichwas not consumed by
the estimation procedure: such claims rely on the assumption thatmore states, identical to thosewhichwere
used for the testing phase, can be created by the source.

Another line of recent works deals with self-testing of high dimensional entangled states
[McK16, CRSV16, Col17, CN16,NV17, CS17]. The goal of suchworks ismore ambitious than entanglement
certification; they aim to quantify the distance of the state used to perform the relevant tests from some specific
target state, e.g. F ñ∣ L (up to local isometries, which cannot be excluded in theDI setting). Of course, once such a
bound is derived it also implies lower bounds on various (continuous) entanglementmeasures.

A crucial disadvantage of theseworks is that they arenot noise-tolerant in any realistic sense and therefore are not
adequatewhendealingwithnoisy sources of entanglement. For example, IIDnoisy sources,whichproducemany IID
copies of a noisy entangled state, e.g. the two-qubitWerner state s x f f x= - ñá ++ +( )∣ ∣1 4 for some constant
(i.e. independentof thenumber of copies being created)noise value x Î [ ]0, 1 , pass the considered self-tests only
withnegligible probability. Thus, no conclusion regarding the amount of entanglement producedby such IIDnoisy

4
‘Malicious devices’ should be understood here as devices that ‘try to convince’ a verifier that they produce highly entangled states while this

is not the case. This is relevant, e.g. in the context of benchmarking, where onemay argue, intentionally or not, that a given source is better
than another even though this is not true.
5
This statement also holds for works in the semi-DI setting; see, e.g. [CS16,MPB+16].
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sources canbederived6. Furthermore, here aswell,most self-testing results canonlybeused todescribe the
entanglementwhichwas already consumed in the self-test. As far aswe are aware, the only self-testingworkswhere
this is not the case are [CRSV16,NV17].

1.2.Distillable entanglement
There aremany different ways of quantifying entanglement, some ofwhichwere alreadymentioned above (for
surveys see [HHHH09, PV14]). One of themost basic andmeaningfulmeasures of entanglement is the distillable
entanglement. Roughly speaking, given amultipartite state, its distillable entanglement describes the number of
maximally entangled states that can be ‘extracted’ out of it by employing only local operations and classical
communication (LOCC). Since LOCC cannot be used to create entanglement between the parties, such a
process, termed entanglement distillation, indeed quantifies the entanglement of the initial state itself.

The task of entanglement distillationwasfirst considered in [BBP+96, BBPS96, BDSW96]. There, two
parties, Alice and Bob, share n copies of a bipartitemixed stateσ. Their goal is to apply some LOCC to create
<r n copies of, say, F ñ+∣ . Thismotivates the following, widely used, definition of distillable entanglement:

Definition 1 (Asymptotic IIDdistillable entanglement).The asymptotic IID distillable entanglement of a
bipartite state  s Î ÄA B is given by

s s= G F =¥

¥ G

Ä⎪

⎪

⎧
⎨
⎩

⎛
⎝⎜

⎞
⎠⎟

⎫⎬⎭( ) ( ( ) ) ( )E r Fsup lim sup , 1 , 1D
n

n 2rn

whereΓ is an LOCCmap (with respect to the bipartition ofσ) and F is thefidelity.

Equation (1) describes a scenario inwhich one starts with n independent copies ofσ and requires that, as n
goes to infinity, the error of the distillation protocol goes to zero. This explains whywe call it here the asymptotic
IID distillable entanglement and not simply the distillable entanglement as it is usually called in the literature.
However, as we claimed above, the sources that we consider do not necessarily produce IID states sÄn (and they,
definitely, do not emit  ¥n entangled states). Hence, s¥( )ED does not truly quantify the entanglement
produced in our scenario.

For our purpose, amore suitable entanglementmeasure is the one-shot distillable entanglement [BD10]. In
the one-shot scenario Alice and Bob share a single copy of a bipartite state ρ and their goal is to convert it to the
maximally entangled state F ñ∣ L , for themaximal possible value L, using only LOCC.We say that the distillation
protocol is successful when the resulting state is ε-close to F ñ∣ L for some fixedε.

To state the definition of the one-shot distillable entanglement in away comparable to its asymptotic IID
counterpart ¥ED , we consider  r Î ÄÄ Ä

A
n

B
n for afixed n and someHilbert spacesA andB (while ρ itself

does not necessarily have the IID form sÄn).We then identify the one-shot distillation rate as = ( )r L nlog 7.
We can nowuse the following definition:

Definition 2 (One-shot distillable entanglement). Let Î +n and e Î [ ]0, 1 . The one-shot distillable
entanglement of a bipartite state  r Î ÄÄ Ä

A
n

B
n is given by

r r e= G F = -e

G

⎧⎨⎩
⎫⎬⎭( ) ( ) ( ( ) ) ( )E L n Fsup log sup , 1 , 2D

n L,

whereΓ is an LOCCmap (with respect to the bipartition of ρ) and F is thefidelity.

re( )ED
n, describes the number ofmaximally entangled states which can be extracted, using LOCC, from a

single copy of an arbitrary bipartite state ρwhile allowing for some error ε. Hence, it captures the amount of
entanglement available in ρwhen using it as a resource in quantum information processing tasks.

1.2.1. Structure of the paper
The following sections are arranged as follows. In section 2we present our contribution: our definition of an
operational DIEC, the considered setting, and our results (the protocol and achieved rates). One canfind all the
necessary preliminary information and notation in section 3. Section 4 is devoted to presenting themain steps of

6
Note that this issue is inherent to the distancemeasures used in all self-testing works (i.e. their objective) rather than some non-optimal

properties of the specific tests considered in thementionedworks.
7
For a given ρ there are different ways of choosing n, A and B such that  r Î ÄÄ Ä

A
n

B
n. Thus, different choices can lead to different

distillation rates = ( )r L nlog (while re( )n ED
n, is independent of these choices). Later on therewill be no ambiguity regarding the value of n

and hence the used definitionwill be the onemost relevant for us.
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the proof and section 5 includes several remaining open questions. All the technical details of the proofs can be
found in the appendix.

2.Our contribution: operationalDIEC

After setting the stage in the previous section, we are now ready to state the objective of the current work—DI
certification of one-shot distillable entanglement—and our results.We start in section 2.1 by introducing and
motivating our definition of an operational DIEC protocol.We then explain in section 2.2 the exact setting of the
source andmeasurement devices considered in ourwork. In section 2.3we present our results.

2.1. The goal
Let us start by defining explicitly what wemean by aDIEC protocol and, by this, set the goal of this work. Given
an uncharacterised source of entanglement producing n bipartite systems globally described by the state

 f Î ÄÄ Ä
˜ ˜A
n

B
n for some (unknown)Hilbert spacesA andB and (at least) twomeasurement devices not

entangled to one another but otherwise uncharacterised, our goal is tofind aDIECprotocol, employing only
LOCC, that certifies thatf is highly entangled in ameaningful operational way. The certification protocol is
going to act onf, using themeasurement devices, andwewould like to claim (roughly) that, if the protocol does
not abort, then the final state has high amount of one-shot distillable entanglement.

More precisely, we define aDIEC as follows.

Definition 3 (DIECprotocol). For any Î +n let e e e Î [ ], , 0, 1dist snd cmp be the desired error constants, and

Î [ ]r 0, 1 the desired threshold distillation rate. Furthermore, let honest be a set of states fhonest produced by a
desired ‘honest source’ and honest the set of the desired ‘honestmeasurement devices’8. Let P be a protocol
employing only LOCC that given a state  f Î ÄÄ Ä

˜ ˜A
n

B
n creates a state  r Î ÄÄ Ä

A
n

B
n.We denote thefinal

state conditioned on not aborting the protocol by r W∣ . The protocol P is said to be aDIECprotocol if the
following two properties hold.

1.Noise-tolerance (completeness): The probability that P aborts when applied on any f Îhonest honest using
honestmeasurement devices from honest is atmostecmp.

2. Entanglement certification (soundness): For any source and measurement devices either P aborts with
probability greater than e-1 snd when applied onf or re

W( )∣E rD
n, dist .

There are several important remarks tomake regarding the above definition.

1.One possible example for an honest source is a source producing n independent copies of theWerner state
s x f f x= - ñá ++ +( )∣ ∣1 4 for somemaximal value of x > 0.We can then define

  x f f x x x= - ñá ++ + Ä{(( ˜)∣ ∣ ˜ ) ∣ ˜ }1 4 .nhonest

honest can be defined to include, e.g. themeasurement devices that apply the optimalmeasurements
performed in the CHSH game. The noise-tolerance property, also termed completeness, states that the
protocol should not abort, with high probability, for any f Îhonest honest even though some noise x > 0
is present. This implies (in combination with the soundness property) that P is able to certify the
entanglement produced by the honest source. Of course, the honest sets honest and honest can be
chosen in any way one wishes and depending on the experimental setting one has inmind. For instance,
it could include states with a different noisemodel than theWerner state. Inmost cases themanufacture
of the entanglement source (the experimentalist) has some ‘guess’ for a realistic description of the source
andmeasurement devices. Inmost applications, these define the sets that should be chosen as the
honest sets.

2. The entanglement certification, or soundness, property means that for any state produced by the unknown
source and anymeasurement devices either the protocol identifies that the apparatus is not sufficiently
good, and therefore the protocol aborts, or the post-protocol state r W∣ is highly entangled, in the sense that
there exists away to distill (close to)nrmaximally entangled states out of it. The protocol therefore certifies
that r W∣ is indeed useful for subsequent applications9.

8
Mathematically, this set can be defined as, e.g. a set of projectors applied by themeasurement devices for the different possible inputs.

9
Note that belowwe only claim that a distillation protocol exists but we do not present it explicitly.
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3. To be able to quantify the entanglement produced by the source itself, rather than the entanglement that
could be present inside themeasurement devices, we need to assume that themeasurement devices were not
entangled before the start of the protocol. This situation is somehow similar to the requirement for
measurement independence in a Bell test: if themeasurement settings used in a Bell test are chosen by a
device correlatedwith the source, then quantum statistics can be reproduced by localmodels
[Hal11, BG11]. In practice,measurement independence is guaranteed by assuming that the devices used to
produce themeasurement settings behave independently from the rest of the setup. Similarly, we could
assume that themeasurement device of each party is independent from all other devices involved in the
protocol. However, this hypothesis is stronger than necessary.We thusmake the lighter assumption that the
measurement devices share no entanglement with each other at the beginning of the protocol.

4. Only LOCC protocols should be considered as DIEC protocols since we would like to certify the distillable
entanglement produced by the source and not the entanglement thatmay be produced by a protocol
employing operations that cannot be explained via LOCC10.

5. In a way, the definition of a DIEC can be seen as an extension of the so called SWAP technique [BNS+15],
used in self-testingworks, to the non-IID setting. Roughly speaking, by constructing the SWAPoperators
one can claim that a state close to, e.g. themaximally entangled state, up to local isometries can be ‘extracted’
out of the uncharacterised devices. The construction of aDIECprotocol implies that one can extract a state
close tomanymaximally entangled states using LOCC.

6. The above definition allows us to use DIEC protocols as a way to compare different entanglement sources
which are otherwise incomparable. For example, one can consider two sources developed by different
experimental groups. One source produces, say,many identical copies of theWerner state while the other
createsmany identical copies of perfect partially entangled states. Each group is free to choose aDIEC
protocol, as in definition 3, that will result in the highest lower bound on the distillable entanglement
produced by its source. If one groupwishes to claim that its source is ‘better’, then the certified distillation
rate of their source (which can be verified by any user)must be higher than that of the competing source.
The protocols allow us to benchmark one source against the other in ameaningful way by allowing any user
to verify a claimed lower bound on the produced entanglement available for further applications.

2.2. The setting: source andmeasurement devices
Herewe describe the theoretical setting considered in ourwork towhich our results apply, i.e. underwhichwe
will prove the soundness of ourDIECprotocol. Different variants of this setting can be chosen depending on
one’s interest; we choose the presented one aswe believe it is both realistic and simple to discuss. This setting is
compatible with the standard assumptions used in theDI setting (e.g. when testing theCHSHBell inequality in
DI quantumkey distribution or randomness generation protocols). In particular, we employ the following
standard assumptions: themeasurement devices are separated in space and are the verifier can restrict their
communication in different stages of the protocol and the verifier holds a trusted randomnumber generator and
is able tomake basic classical calculations required to run the protocol. In addition, we assume that quantum
physics is correct.

2.2.1. The theoretical setting: source, measurement devices, and quantum registers
In order to be able to talk about the entanglement available after running theDIECprotocol wemust be able to
have awell defined state at hand, whose entanglement we are quantifying. For this, we consider a theoretical
settingwhich fulfils the following two conditions.

First, the production of any entangled states (if such are being created) can be attributed only to the source.
In otherwords, we assume that themeasurement devices neither produce nor hold additional entanglement. This
implies a distinction between the source and themeasurement devices.

Second, the state produced by the source, or the ‘post-protocol state’, can be kept in some registers, i.e.
quantummemory. This is necessary at the theoretical level sincewewish to discuss the remaining entanglement
in ameaningful way. The registers are trusted, in the sense that they cannot bemanipulated by the devices after
they are accessed during the protocol. Indeed, if the devices are allowed to, e.g.measure the registers in which the
final state is being kept then, clearly, one cannot say anything regarding the entanglement left in the system11.

10
Another optionmay be to consider protocols that employ only separability preserving operations; see [Rai97, CDKL01, BD11a].

11
This also fits the distinctionwemade above between the source and themeasurement devices. If the entanglement is produced by the

measurement devices and is kept ‘inside of them’ then they can also destroywhatever is left in the end of the protocol.While the results are
closely related, Lemma 5 does not follow from [PAB+09].
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Note that by considering the one-shot distillable entanglement we are already hinting that one should be able
to apply an entanglement distillation protocol on the certified state (at least in theory). To apply such a protocol,
the statemust be available somewhere so it can bemanipulated. Defining some quantum registers inwhich the
state is being kept is therefore necessary in our context. The quantum registers aremerely a theoretical tool, they
are not needed in an experimental implementation of ourDIEC protocol.

The reminder of the current section is devoted to explaining precisely the setting, fulfilling the above
conditions that we consider in the current work. The setting is illustrated infigure 1.

The entity wanting to certify the entanglement produced by the source is called the verifier. To run theDIEC
protocol the verifier holds two separated (space-like or otherwise shielded)measurement devices. Aswe
consider twomeasurement devices we can also treat the verifier as two parties, Alice and Bob (both the ‘verifier’
and ‘Alice andBob’ are used below, depending on the context).

We consider an uncharacterised source emitting a sequence of entangled quantum systems. (For example,
one can imagine a source that emits pairs of entangled photons one after the other.)Wedenote by Î +n the
number of systems produced by the source, i.e. the number of times the source is being used during theDIEC
protocol. For every Î [ ]i n , the source produces some unknown statefi that is being kept in thememory. The
verifier then chooses whether tomeasure the state using hismeasurement devices or not. If hemeasures the state
then the classical inputs given to the devices and the outputs produced by them are kept in a classicalmemory. If
fi is notmeasured then it is kept as is in a quantummemory.

The next state produced by the source, f +i 1, can depend on all of the previous classical information,
i.e. which of the previous states weremeasured and what were the inputs and outputs in those rounds.
Note that while f +i 1 can depend on whether a test wasmade in a previous round < +j i 1, the source
and themeasurement devices have no further access to the quantum states f j whichwere not measured.
That is, we assume that each f j which was notmeasured is not affected by the devices after the jth round.
Again, this is necessary as otherwise the remaining entanglement can be destroyed by the devices.We
emphasise that this does not imply that the systems of the different rounds cannot be entangled with one
another.

We use the abovemodel in our protocol and its analysis. However, we remark that the protocol and analysis
can be adapted to capture othermodels with a sequential structure.

2.3. Results
2.3.1. OurDIEC protocol and the achieved rates
OurDIECprotocol is presented as protocol 1. It is based on theCHSH inequality (see section 3.2 for the
necessary basic information). Similar protocols can also be considered for other Bell inequalities.

Figure 1. Illustration of the considered setting. (a)The source emits thefirst state in the sequence f1. (b)The verifier chooses to
measure thefirst state. The twomeasurement devices, denoted by the grey squares,measure f1 according to the inputs x y,1 1 given by
the verifier. They output a b,1 1. (c)The next states f f,2 3 are produced by the source one after the other. They can depend on the
values x y a b, , ,1 1 1 1. (d)The source emits f4 and the verifier chooses tomeasure it using hismeasurement devices. The actions of the
measurement devices can depend on the classical information of the previous rounds: the values x y a b, , ,1 1 1 1 aswell as the knowledge
that f f,2 3 were notmeasured. (e)The next states are produced by the source. The verifier chooses tomeasure only f6. (f)The final
state which is kept in thememory.
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Protocol 1.DIECprotocol (based on theCHSH inequality)

Arguments:

D—untrustedmeasurement device of two components with inputs and outputs set { }0, 1 .

 Î +n —number of rounds.

γ—the probability of a test.

wexp—expectedwinning probability in the CHSHgame.

d Î ( )0, 1est —width of the statistical confidence interval for the estimation test.

1:For every round Î [ ]i n do Steps 2–10:

2:Let fi denote the bipartite state produced by the source in this round.

3:Set = ^A B X Y W, , , ,i i i i i .

4:ChooseTi=1with probability γ andTi=0 otherwise.
5:IfTi=1:
6:Choose the inputs Î { }X Y, 0, 1i i uniformly at random.

7:Measure fi usingDwith the inputs X Y,i i and record the outputs as Î { }A B, 0, 1i i .

8:SetWi=1 if theCHSHgame is won andWi=0 otherwise.
9:IfTi=0:
10:Keep fi in the registers ˆ ˆA Bi i.

11:Abort if c w g då = < -( ) ( )T W n1i i i exp est .

Asmentioned in the previous section, we consider a sourcewhich produces a sequence of bipartite states,
denoted by fi for Î [ ]i n . The verifier chooseswhether tomeasure fi or keep it as is in thememory. The register
Ti describes whether a test was performed or not. If a test is performed, the registers X Y A Bi i i i hold the classical
inputs and outputs. The registerWi is set to 1when theCHSHgame is won in the ith round and 0 otherwise.
When a test is not being performed, the state fi is kept in the quantum registers ˆ ˆA Bi i.We allow the source to
‘know’ all the classical information of the previous rounds, i.e. ¼ -( )TABXYW i1, , 1 and hence fi can also depend
on this information.

We denote the state in the end of protocol 1, before Step 11, by

r r= ˆ ˆ .ABABXYTW

Denote byχ the indicator function, i.e. c = 1 ifTi=1, and c = 0 otherwise. LetΩ be the event
c w g då = -( ) ( )T W n1i i i exp est , i.e. the event of not aborting the protocol.We denote the state after the end

of the protocol, conditioned on not aborting, by

r r=W W∣ ˆ ˆ ∣ .ABABXYTW

Wedefine the bipartition of ρ and r W∣ as = ˆQ AA versus = ˆQ BABXYTWB . It is easy to see that for this
bipartition protocol 1 employs only LOCC for anymeasurement devices in our setting (i.e. initially non-
entangled devices that do not communicate during the time of themeasurement).

Ourmain result states that protocol 1 is indeed an operational DIECprotocol. That is, it fulfils the
requirements of definition 3.

As the honest source and devices we choose to consider a source that produces identical and independent
copies of a state f s=i andmeasurement devices that apply the samemeasurements in each roundwhen they
are used. The stateσ and themeasurements are such that thewinning probability achieved in theCHSHgame is
at least wexp. For example, one can choose honest to include themeasurement devices that apply the optimal

measurements performed in theCHSHgame and the set honest to include all states f s= Änhonest forσ any
noisymaximally entangled state that will result inwinning probabilitywexp.

The following theorem states ourmain result.

Theorem4 (Main theorem). For any Î +n , e e Î [ ], 0, 1dist snd , and e eÎ [ )0,smo dist , protocol 1 is aDIEC
protocol with the following.

1. Noise-tolerance (completeness): The probability that P aborts when applied on any f Îhonest honest using
honestmeasurement devices from honest is atmost e d-( )nexp 2cmp est

2 .

2. Entanglement certification (soundness): For any source and measurement devices in the considered setting, either
protocol 1 abortswith probability greater than e-1 snd when applied onf or re

W( )∣E rD
n, dist for = ( )r L nlog

and
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h e e
e e

= - -
-

Î W
⎛
⎝⎜

⎞
⎠⎟· ( ) ( ) ( )L n nlog , 4 log

1
, 3opt smo snd

dist smo

where hopt is defined in equation (14).

The exact bound on the certified distillation rate r is not very informative, sowe postpone discussing its
explicit form to later. Instead, we plot the distillation rate infigure 2 for some choices of parameters. Clearly, the
optimal distillation rate is upper bounded by 1 and hence Î W( )L nlog , as achieved in ourwork, is optimal in
terms of the asymptotic dependency on n.

Todiscuss the tightness of the derived ratesmore concretelyweneed tofirst say fewwords about our proof
technique. Toprove theorem4weuse two independent results. Thefirst is a lower boundon theone-shot
distillable entanglement in termsof the negative of the conditional smoothmax-entropy e

r W
( ∣ )

∣
H Q QA B

max
smo [WTB17].

This allowsus to reduce the task of proving theorem4 to that of (upper)bounding e
r W

( ∣ )
∣

H Q QA B
max

smo . Themain tool
used to derive a boundon the smoothmax-entropy is the entropy accumulation theorem (EAT) [DFR16].

Our bound on e
r W

( ∣ )
∣

H Q QA B
max

smo is tight tofirst order in n and hence cannot be significantly improved. In

particular, thismeans that the regime of Bell violations w ⪅ 0.775exp inwhich our distillation rate is zero,
although the verifier observes a violation, cannot be improved by better bounding e

r W
( ∣ )

∣
H Q QA B

max
smo .

Qualitatively, it is not surprising that such a regime exists. Indeed, it was already shown that, in general, Bell
non-locality is fundamentally different fromdistillable entanglement (this stands in contrast to the so called
Peres conjecture). That is, there are bound entangled states (i.e. entangled state which cannot be distilled) that can
be used to violate someBell inequalities [VB14]. For theCHSH inequality, however, this is not the case [Mas06]:
bound entangled states cannot be used to violate theCHSH inequality. Hence, asymptotically, one should be able
to certify distillable entanglement for any violation w > 0.75exp .

This implies that, although our bound on e
r W

( ∣ )
∣

H Q QA B
max

smo is tight, the relation between the smoothmax-
entropy and the one-shot distillable entanglement is not; it only gives a lower bound on the amount of distillable
entanglement but it should be possible to distill more (see section 5 formore details).

2.3.2. vonNeumann entropy as a function of the CHSH violation
As a step in our proof of theorem4we derive an upper bound on the conditional vonNeumann entropy

s( ˆ ∣ ˆ )H A Bi i for any Bell-diagonal quantum state s ˆ ˆA Bi i
that can be used towin theCHSHgamewithwinning

probability w Î +⎡⎣ ⎤⎦,3

4

2 2

4
. The conditional vonNeumann entropy is negative only when evaluated over

entangled states. Thus, an upper bound on it can be seen, by itself, as a quantitive certificate of entanglement
(though not in our operational sense). Such a boundmight be of independent interest in other contexts.

Inspired by [PAB+09], inwhich a ‘dual quantity’12 was bounded, we derive a bound for Bell diagonal states.
We prove the following:

Figure 2.The one-shot distillable entanglement rate =r L nlog as a function of the expectedwinning probability in theCHSH
game wexp (or bexp) for different values of n (the analytical form is given in equation (3)). The error parameters were chosen to be
e e= = -10dist snd

5 and the completeness parameter was set to e = -10cmp
2. All other values were chosen so that the distillable

entanglement rate ismaximised. The dashed curve describes the distillable entanglement rate which can be certified in the IID
asymptotic case.

12
In [PAB+09] a boundon ( ∣ )H A E was derived, whereA is themeasurement outcome onAlice’s side (whenmeasurings Âi in our notation)

andE describes a systemused to purify s ˆ ˆA Bi i.
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Lemma5. For any Bell diagonal state s ˆ ˆA Bi i
that can be used to violate the CHSH inequality with violation

w Î +⎡⎣ ⎤⎦,3

4

2 2

4
,

 w
-

-
-s

⎛
⎝⎜

⎞
⎠⎟( ˆ ∣ ˆ ) ( )H A B h2

1

2

2 1

2
1, 4i i

where h is the binary entropy function.

The bound given in equation (4) is plotted infigure 3. The bound is tight, i.e. there exist states that saturate it.
Asmentioned above, the ‘interesting’ regime of the bound is that in which the conditional entropy is negative,
i.e. w ⪆ 0.775 (b ⪆ 2.2). A similar bound, but for the conditionalmax-entropy s( ˆ ∣ ˆ )H A Bi imax was derived in

(AFRV98, supplementary note2). As s s( ˆ ∣ ˆ ) ( ˆ ∣ ˆ )H A B H A Bi i i imax , their bound can also be used to upper bound
the vonNeumann entropy.However, using our bound directly leads to better quantitive results. In particular,
the bound derived in [AFRV98] only leads to a negative upper bound for b ⪆ 2.5.

The observation that there exists a regime inwhich the conditional entropy is positive although theCHSH
inequality is violated is not new. Indeed, it was already known that that some states, e.g. theWerner state, can be
used to violate theCHSH inequality while presenting positive conditional entropy [FBB17].

The fact that the bound(4) on the conditional entropy is negative as soon as thewinning probability is larger
than w ⪆ 0.775 allows our scheme to certify entanglement for honest implementations based only on their
CHSHwinning probability. In particular, the honest implementationmight be different than theWerner state
we considered above as an example. At the same time, since theminimumwinning probability required to
obtain a useful bound on the conditional entropy is larger than 0.75, a significant Bell violation is required. This
has implications on the critical detection efficiency of the scheme: whereas a violation of theCHSHBell
inequality is possible as soon as the detection efficiency is larger than 66.7% [Ebe93], theminimal detection
efficiency required to reach aCHSHvalue of 2.2 is85.3%.

3. Preliminaries

3.1. General notation
The set ¼{ }n1, 2, , is denoted by [ ]n .

All logarithms are in base 2. Randomvariables (RV) are denoted by capital letters while specific values are
denoted by small letters. Sets are denotedwith calligraphic fonts. For example, we useXi to denote a RVover
and xi to denote a certain value Îxi .

Most RVwill refer to a specific Î [ ]i n denoted in their subscript, as inXi above. RVdescribing a range
between Î [ ]i j n, for <i j are written as = X X X, ,i j i j, , .When no subscript appears then the range is from
1 to n, i.e. = X X X, , n1 .

Thefidelity of two quantum states is given by r s r s=  ( )F , 1
2.

3.2. TheCHSH inequality and game
In a bipartite scenario where each party, Alice and Bob, can performone of two possiblemeasurements, indexed
by Î { }X Y, 0, 1i i , andwith outcomes denoted by Î { }A B, 0, 1i i , a Bell inequality is a linear constraint on the

Figure 3.The upper bound on ( ˆ ∣ ˆ )H A Bi i as a function of the CHSHwinning probabilityω or the violationβ.
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conditional probability distributions ( ∣ )P A B X Y, ,i i i i which is satisfied by all local hidden variablemodels
[BCP+14]. One Bell inequality of special interest is the so-calledClauser–Horne–Shimony–Holt (CHSH)
inequality [CHSH69], which takes the form

åb = - + +( ) ( ∣ )P a b x y1 , , 2.
a b x y

a b x y
i i i i

, , ,i i i i

i i i i

This inequality admits amaximumquantum violation of b = 2 2 . To achieve thismaximal violationAlice
and Bob can share themaximally entangled state F ñ = ñ + ñ+∣ (∣ ∣ )00 11 2 andmeasure it with the following
measurements: Alice’smeasurementsXi=0 andXi=1 correspond to the Pauli operatorssz andsx

respectively and Bob’smeasurementsYi=0 andYi=1 to s s+( ) 2z x and s s-( ) 2z x respectively.We
can therefore restrict our attention to b Î [ ]2, 2 2 .

TheCHSH inequality can be equivalently expressed in terms of a game. The game is defined via thewinning
condition =w 1CHSH if Å = ·A B X Yi i i i. The optimal quantum strategy described above achieves winning

probability w = »+ 0.852 2

4
, while the optimal classical strategy achieves awinning probability of 0.75. The

relation between thewinning probability in the game and the violation of CHSH inequality is given by

w b= +1 2 8 andwe have w Î +⎡⎣ ⎤⎦,3

4

2 2

4
.

3.3.Quantum entropies andMarkov chains
3.3.1. Shannon entropy
The Shannon entropy of a probability distribution { }pi is given by = -å({ }) ( )H p p plogi p i ii

. For a Bernoulli

process with probability p thewe use the binary entropy function = - - - -( ) ( ) ( ) ( )h p p p p plog 1 log 1 .

3.3.2. vonNeumann entropy
The vonNeumann entropy r( )H of a quantum state ρ is given by r r r= -( ) ( )H Tr log . Given a bipartite state

 r Î ÄAB A B the conditional vonNeumann entropy is

r r= -r( ∣ ) ( ) ( )H A B H H .AB BAB

When the state onwhich the entropy is evaluated is clear from the context we drop the subscript and
write ( ∣ )H A B .

3.3.3.Max-entropy
The explicit definition of the quantummax-entropywill not be of use in the current work. Yet, we state it here
for completeness. The conditional smoothmax-entropy of a bipartite quantum state rAB is given by


s t=e

r
s r tÎ

-
e

 ( ∣ )
( )

H A B log inf sup ,AB Bmax 1
2

AB
AB AB B

1
2

1
2

where  re( )AB the set of sub-normalised states sAB with r s e( )P ,AB AB andP is the purified distance [TCR10].

3.3.4.Markov chains
A tripartite quantum state rABC is said to fulfil theMarkov chain condition « «A B C if =( ∣ )I A C B: 0,
where = + - -( ∣ ) ( ) ( ) ( ) ( )I A C B H AB H BC H B H ABC: is the conditionalmutual information. Note that

=( ∣ )I A C B: 0 if and only if givenB,A andC are independent.

3.4. The EAT
The EAT ([DFR16], theorem 4.4) gives us away of bounding the amount of smoothmin- ormax-entropy
accumulated during a sequential process fulfilling certain conditions. In contrast to previousworks where a
bound on the smoothmin-entropywas derived using the EAT, the current work uses the EAT to bound the
smoothmax-entropy.We state here the necessary details in the context of our work.

To apply the EATone needs to define ‘EAT channels’which describe the sequential process under
consideration (in our case, for example, the channels are defined via the actions of ourDIECprotocol). EAT
channels are defined as follows.

Definition 6 (EAT channels).EAT channels  -R R O S W:i i i i i i1 , for Î [ ]i n , are CPTPmaps such that, for
all Î [ ]i n , as follows.

1.Oi are finite dimensional quantum systems of dimension dOi
andWi are finite-dimensional classical systems

(RV). Si andRi are arbitrary quantum systems.
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2. For any Î [ ]i n and any input state s -Ri 1
, the output state s s= -( )R O S W i Ri i i i i 1

has the property that the
classical valueWi can bemeasured from themarginal sO Si i

without changing the state. That is, for themap
 O S O S W:i i i i i i describing the process of derivingWi fromOi and Si, it holds
that  s s=◦ ( )TrW i O S O Si i i i i

.

3. For any initial state tR
0

0
, the final state  t t= ( ◦ ◦ ◦ )Tr ...OSW R n R1

0
n 0

fulfils the Markov chain condition
« «¼ - ¼ -O S Si i i1 1 1 1 for each Î [ ]i n .

Wewill use below the following notation. Given a value = ¼ Îw w w, , n
n

1 , where is a finite alphabet,

we denote by freqw the probability distribution over defined by = =( ˜ ) ∣ { ∣ ˜} ∣wfreqw
i w w

n
i for Îw̃ . If τ is a

state classical onWwewrite t[ ]wPr to denote the probability that τ assigns tow.

Definition 7 (Max-tradeoff functions). Let  ¼, , n1 be a family of EAT channels. Let denote the common
alphabet of ¼W W, , n1 . A concave13 function fmax from the set of probability distributionsp over to the real
numbers is called amax-tradeoff function for { }i if it satisfies




s s
s

=-

( ) ( ∣ )
( )

( )f p H O Ssup
p

i imax
:Ri i Wi

i

1

for all Î [ ]i n , where the supremum is taken over all input states of i for which themarginal onWi of the
output state is the probability distribution p.

The statement of the EAT, relevant for the smoothmax-entropy, is given below.

Theorem8 (EAT). Let  -R R O S W:i i i i i i1 for Î [ ]i n be EAT channels as in definition 6, t =OSW

  t( ◦ ◦ ◦ )Tr ...R n R1n 0
be the final state,Ω an event defined overn, W t[ ]Pr the probability ofΩ in τ, and tW∣

the final state conditioned onΩ. Let e Î ( )0, 1smo . For fmax amax-tradeoff function for { }i as in definition 7
and any Ît such that ( )f tfreqwmax for any Îw n for which >tW[ ] ∣wPr 0,

 +e
t W( ∣ ) ∣H O S nt v n ,max

smo

where e= + + - W t¥ ( ( ) ⌈ ▿ ⌉) ( · [ ] )v d f2 log 1 2 1 2 log PrO max smoi
and dOi

denotes the dimension ofOi.

Weused above a slightly and triviallymodified statement of theEAT, compared to that of [DFR16]. The
definitionof themax-tradeoff functionused in [DFR16] consideres ¢( ∣ )H O S Ri i where ¢R is isomorphic to to -Ri 1.
For the calculationof the supremumone can always assume that the systemon ¢R is in productwith the rest of the
systemandhencedrop it here (seeRemark4.2 in [DFR16]). Furthermore, in [DFR16] theEAT is statedwith

e ( ∣ )H O SEmax
smo whereEdenotes a systemextending the initial state tR0

, i.e.wehave t t=( )TrE R E R0 0
. TheE, in fact, can

bedropped as the theoremmust hold for any tR E0
and, hence, in particular for t t t= ÄR E R E0 0

as in theorem8, for
which the conditional smoothmax-entropy ismaximal. Inour context, an alternativewayof thinking about this is to
note that our goal is to bound e

tW( ∣ ) ∣H O Smax
smo . As it clearly depends only on the registersO andS,Edoesnot takepart

in theproof andwecan,w.l.o.g., consider an initial state of the form t tÄR E0
. Thefinal state then alsohas a tensor

product form.

4.Main parts of the proof

In this sectionwe present themain steps and ideas used in the proof of theorem4. The full details are given in the
appendix.

4.1.Modified protocol
As explained above, our goal is to show that there exists an entanglement distillation protocol that can distill the
entanglement present in r W∣ . Instead of considering an entanglement distillation protocol that acts on the state
r W∣ directly, we consider a slightlymodified scenario. Themodified scenariowill result in a state tW∣ , closely
related to r W∣ , fromwhich at least the same amount of entanglement can be distilled.

Concretely, wemodify the real DIEC, protocol 1, to define themodified protocol stated as protocol 2. The
only difference between this protocol and protocol 1 is in Steps 11 and 12, whichwe explain below.

13
Let Ŵ be a set of frequencies defined via Î W( ˜ ) ˆwfreqw if and only if Î Ww̃ .We can consider concave functions, in contrast to affine ones

[DFR16], since the eventΩ defined in the current work results in a convex set Ŵ.
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We remark that protocol 2 is being used only as a step in the proof of our theorem.We do not claim at any
point that thismodified protocol can be implemented by the verifier given the uncharacterised devices (in fact, it
cannot). It will become clear later onwhy themodified protocol is, nevertheless, needed in our proof.

Protocol 2.ModifiedDIEC (based on theCHSH inequality)

Arguments:

D—untrustedmeasurement device of two components with inputs and outputs set { }0, 1 .

 Î +n —number of rounds.

wexp—expectedwinning probability in the CHSHgame.

d Î ( )0, 1est —width of the statistical confidence interval for the estimation test.

1:For every round Î [ ]i n do Steps 2–12:

2:Let fi denote the bipartite state produced by the source in this round.

3:Set = ^A B C D X Y W, , , , , ,i i i i i i i .

4:ChooseTi=1with probability γ andTi=0 otherwise.
5:IfTi=1:
6:Choose the inputs Î { }X Y, 0, 1i i uniformly at random.

7:Measure fi usingDwith the inputs X Y,i i. Record the outputs as Î { }A B, 0, 1i i .

8:SetWi=1 if theCHSHgame is won andWi=0 otherwise.
9:IfTi=0:
10:Keep fi in the registers ˆ ˆA Bi i.

11:Apply the projection as in equation (6) to create r̄ ˆ ˆA B C D
i

i i i i
.

12:Choose a randomunitaryUuniformly within the set  s s s{ }, , ,x y z and apply it to create r̃ ˆ ˆA B C D
i

i i i i
as in equation (7).

13:Abort if c w g då = < -( ) ( )T W n1i i i exp est .

4.1.1. First modification: reduction to qubits
When a test is not being performed by the verifier the state produced by the source is being kept in thememory.
In protocol 1 the state is being kept as is. In contrast, in protocol 2wefirst project the state such that the resulting
state is a two qubit state. The projection, described by two local projections, can obviously only decrease the
amount of entanglement of the kept state.

As one can guess, we define the specific projection via themeasurements performed by themeasurement
devices14. Formally, due to Jordan’s lemma (see, e.g. [Sca12], lemma 4.1), themeasurements operators P ∣a x

Ai ,

P ∣b y
Bi of each party, Alice and Bob, in each round Î [ ]i n can bewritten in a suitable local basis as

s

s

a s a s

b s b s

P - P =Å = Å

P - P =Å = Å

P - P =Å = Å +

P - P =Å = Å +

( ) ( )

( ) ( )

∣ ∣

∣ ∣

∣ ∣

∣ ∣

A

B

A

B

cos sin

cos sin

A A
c

c
c z

c

B B
d

d
d z

d

A A
c

c
c c z

c
c x

c

B B
d

d
d d z

d
d x

d

0 0 1 0 0

0 0 1 0 0

0 1 1 1 1

0 1 1 1 1

i i
i

i
i

i

i i
i

i
i

i

i i
i

i
i i

i
i

i

i i
i

i
i i

i
i

i

with parameters aci
and bdi

and the differentσʼs denoting the Paulimatrices.

With this inmind, whenTi=0we let each party perform ameasurement on r ˆ ˆA B
i

i i
(which is identical to fi

in the caseTi=0) according to the following operators:




P = ñá Ä

P = ñá Ä

∣ ∣

∣ ∣ ( )

ˆ

ˆ

c c

d d . 5

c
A

i i

d
B

i i

i
i

i

i

This gives each party the index of her/his respective Jordan blocks ci and di.We denote by ( )p c d,i i the
probability of observing the indices c d,i i. The global system is projected into the two-qubit state

r
r

r
=

P Ä P P Ä P

P Ä P
Ä ñá Ä ñá¯

( ) ( )

( )
∣ ∣ ∣ ∣ ( )ˆ ˆ

ˆ ˆ
ˆ ˆ

ˆ ˆ

ˆ ˆ
ˆ ˆ

c c d d
Tr

, 6A B C D
i c

A
d
B

A B
i

c
A

d
B

c
A

d
B

A B
i

i i i i
i i i i

i
i

i

i

i i i
i

i

i

i
i

i

i

i i

wherewe added a classical register for themeasurement outcomes. At this stage, the parties exchange their
indices ci and diwith each other. It is easy to see that the considered projection step can be described via LOCC.

Note the following.

14
These are unknown to the verifier but, asmentioned above, protocol 2 does not need to be implemented in practice by the verifier. The

only thing thatmatters is that such projectors exist.

12
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1.Due to the projection, the registers ˆ ˆA Bi i are nowqubit registers.

2. Since the projectors given in equation (5) are defined via themeasurements used by the device whenTi=1,
they could also be appliedwhenTi=1without changing the resulting state. This ismade formal in lemma 9
below (for the proof see appendix A).

Lemma9.Consider a scenario in which the projection to the two qubit space is applied on the state fi directly after it is
produced by the source in the ith round (i.e. before choosing the value ofTi). Denote the resulting state in the end of the
ith round in such a case by r̄̄i. Then

r r=¯̄ ¯ˆ ˆ ˆ ˆ ,A B A B C D X Y
i

A B A B C D X Y
i

i i i i i i i i i i i i i i i i

where r̄i is as defined in equation (6).

It is clear that for the state r̄̄i themeasurements in the case ofTi=1 act on the subspace of the sameHilbert
spacewhich is otherwise kept in ˆ ˆA Bi i whenTi=0, since the projection ismade before choosing the value
ofTi. Lemma 9 implies that this is also the case when the projection is applied onlywhenTi=0 as in our
modification.Without this property one could not argue that the test rounds, i.e. those forwhichTi=1,
represent also the rounds withTi=0.

4.1.2. Secondmodification: reduction to Bell diagonal states
After the projection, we apply another step that can be seen as a symmetrisation step, also called twirling in the
literature. In each round forwhichTi=0, a one-qubit unitaryU is chosen uniformlywithin the set
 s s s{ }, , ,x y z and applied on both systems Âi and B̂i. That is,

år r= Ä Ä˜ ( ) ¯ ( ) ( )ˆ ˆ ∣ ˆ ˆ ∣
†U U U U

1

4
, 7A B c d

i

U
A B c d
i

, ,i i i i i i i i

where r̄ ˆ ˆA B
i

i i
is defined in equation (6) and the sum is over  s s sÎ { }U , , ,x y z .

It was shown in [BDSW96] that the resulting state is diagonal in the Bell basis F ñ F ñ Y ñ Y ñ+ - + -{∣ ∣ ∣ ∣ }, , , . In
our notation, we get the following corollary:

Corollary 10. For all Î [ ]i n withTi=0,

år r= Ä ñá Ä ñá˜ ( ) ˜ ∣ ∣ ∣ ∣ ( )ˆ ˆ ˆ ˆ ∣p c d c c d d, , 8A B C D
i

c d
i i A B c d

i
i i i i

,
,i i i i

i i

i i i i

where each r̃ ˆ ˆ ∣A B c d
i

,i i i i
is diagonal in the Bell basis. That is, it can bewritten as

r

l
l

l
l

=

F

F

Y

Y

+

-

+

-

⎛

⎝

⎜⎜⎜⎜

⎞

⎠

⎟⎟⎟⎟
˜ ( )ˆ ˆ ∣ 9A B c d

i
,i i i i

in the basis of the Bell states ordered as F ñ F ñ Y ñ Y ñ+ - + -{∣ ∣ ∣ ∣ }, , , for some eigenvalues.

As in the projection step, the effect of applying a randomunitary is restricted to the caseTi=0 and can be
donewith only LOCC. The importance of this step lies in the following.

1. After the twirling step, the resulting two qubit state is a convex combination of Bell diagonal states
(Corollary 10). This simplifies the analysis in the rest of the proof.

2. This step decouples r̃ ˆ ˆA B C D
i

i i i i
from other registers while maintaining the entanglement of r̃ ˆ ˆ ;A B

i
i i

see

lemma 12 below for the formal statement. This property is crucial later on, in section 4.3.1.

4.1.3. Properties of themodified protocol
Protocol 2 can be describedmathematically by an application of a sequence ofmaps one after the other. The
maps describe both the actions of the verifier defined by the protocol as well as the actions of themeasurement
devices.We denote thesemaps by

 - ˆ ˆ ( )R R A B A B C D X Y W: . 10i i i i i i i i i i i i1

The register -Ri 1holds here the state of the uncharacterised devices in the beginning of the ith round. That is,

-Ri 1 includes the state fi produced by the source aswell as any other information kept by themeasurement
devices.Ri describes a register which can be used as internalmemory for the devices.

13
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Thefinal state in the end of protocol 2 is denoted by

t t= ˆ ˆABABCDXYTW

and the state conditioned on not aborting by tW∣ .
We nowpresent 3 statements regarding themodified protocol. All the proofs are rather simple and are given

in appendix A.
For start, it follows from the definition of protocol 2 that the observed statistic of ρ (the state in the end of

protocol 1) and τ (the state in the end of protocol 2) are the same. This, in particular, implies that the
probabilities of aborting protocols 1 and 2 are identical.

Lemma11.The observed statistics and, hence, the probabilities of aborting protocols 1 and 2 are the same. That is,
r t=ABXYTW ABXYTW and W = Wr t[ ] [ ]Pr Pr .

Second, asmentioned in the previous section, the final state of protocol 2, τ, has the property that for any
Î [ ]i n the registers ˆ ˆA Bi i are decoupled from the other registers. This can be shown using the structure of the

state given in equation (8). The formal statement needed in the next sections is given in the next lemma.

Lemma12. Let τ denote the state after all rounds of protocol 2 (before conditioning onΩ). For every Î [ ]i n letK
include all registers different than ˆ ˆA B C D Ti i i i i such that we canwrite

t t=ˆ ˆ ˆ ˆ .ABABCDXYTW A B C D T Ki i i i i

Then,

=t t( ˆ ∣ ˆ ) ( ˆ ∣ ˆ )H A B C D T K H A B C D T .i i i i i i i i i i

The last thingwhichwill be of use later is that r W∣ is at least as entangled as tW∣ . That is, if one can distill F ñ∣ L from

tW∣ then one can also distill F ñ∣ L , for the same L, from r W∣ . This follows from the fact that bothmodifications
described above can be implemented using LOCC, and hence they cannot increase the entanglement. The
formal statement is given in the last lemma of this section.

Lemma13. LetΓ denote the LOCCprotocol used to distill F ñ = å ñ ñ=∣ ∣ ∣i iL
L i

L1
1 from tW∣ with error probability ε.

Then, there exists another LOCCprotocolΔwhich can be used to distill F ñ∣ L from r W∣ with the same error
probability.

Lemma13 implies that instead of proving that there exists an entanglement distillationprotocol starting from
r W∣ one can prove that there exists an entanglement distillationprotocol starting fromtW∣ . The advantageof doing
this is that tW∣ has somenice properties aswas shownabove. Thesewill be of use inour proof given in the next
sections.Weemphasise again that protocol 2 acts just as a step in theproof. This is not a real protocolwhichwe
expect the verifier to implement in order to verify that the state produced by the source is highly entangled.

4.2. Single-round bound on the vonNeumann entropy
The goal of the current section is to upper bound the conditional vonNeumann entropy ( ˆ ∣ ˆ )H A Bi i of the states
produced by the source and kept in thememory in protocol 2. As explained in section 2.3.2, a negative value of
the conditional vonNeumann entropy can be used to quantify the amount of entanglement present in the
considered state.While there aremanyways to quantify entanglement, the conditional vonNeumann entropy is
the one relevant for our proof technique (aswill become clear below).

Thefirst lemmaof this sectionwas already presented as lemma 5 in section 2.3.2. To simplify the equations
in the lemmas belowwe use the notation of a Bell violation b Î [ ]2, 2 2 instead of thewinning probability

w Î +⎡⎣ ⎤⎦,3

4

2 2

4
(used in lemma 5). The two are related via w = + b ;1

2 8
the transformation back toωwill be

done in the end.

Lemma14. For any Bell diagonal state s ˆ ˆA Bi i
as in equation (9) that can be used to violate the CHSH inequality with

violation b Î [ ]2, 2 2 ,

H b -s( ˆ ∣ ˆ ) ( )H A B 1,i i

where

H b
b

= -
⎛
⎝⎜

⎞
⎠⎟( ) ( )h2

1

2 4 2
11

and h is the binary entropy function.

14
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The functionH b -( ) 1 is plotted infigure 3 as a function of theCHSHviolationβ and thewinning
probabilityω.

The proof is inspired by thework of [PAB+09], thoughwe derive a bound on a different quantity. Neither
result follows from the other.We give the proof sketch here; the full details are given in appendix B.

Proof sketch. First note that

= - = -( ˆ ∣ ˆ ) ( ˆ ˆ ) ( ˆ ) ( ˆ ˆ )H A B H A B H B H A B 1i i i i i i i

since themarginal s B̂i
is a completelymixed qubit state (for a Bell diagonal state s ˆ ˆA Bi i

).
We are left to upper bound ( ˆ ˆ )H A Bi i which, given that the state is Bell diagonal, is simply the Shannon

entropy l


( )H of the probability distribution l l l l l= F F Y Y+ - + -


( ), , , defined by the four eigenvalues ofσ15.
Hence, our goal is tomaximise l


( )H under the constraint of having the correct Bell violationβ.

Following [PAB+09], lemma 7 and [HHH95], equation (21)we translate the constraint on the violation of
the state to the following constraint on the eigenvalues:

b l l l l

l l l l

l l l l

= - + -

- + -

- + -

F Y F Y

F Y F Y

F F Y Y

+ + - -

+ - - +

+ - + -

{ ( ) ( )

( ) ( )

( ) ( ) }

max 2 2 ,

2 2 ,

2 2 .

2 2

2 2

2 2

Using the symmetry of our problem (e.g. under the exchange l l«Y Y+ -) one can simplify the above constraint
andwrite the optimisation problemof interest as



l

l l l l l

l l l l
l l l l

= - - + - -

+ + + =

b
F Y F Y F

F Y F Y

F Y F Y

+ - - - -

+ + - -

+ + - -



⎜ ⎟⎛
⎝

⎞
⎠

( )

( )

( )

Hmax

s.t. 1

, , , 0
1. 12

1

2 8
2

2

The constraints of the optimisation problem imply thatwe canwrite l


( )H as a function of only two variables,
lY- and lF-, for any value ofβ. As an example, l


( )H is presented infigure 4 for b = 2.5.

One can solve this optimisation problemnumerically; the solution is given by

* *

* *

l l

l l

= - = +

= = - +

b b

b b

F Y

F Y

+ +

- -

( ) ( )
( )( ) ( )

; ;

. 13

1

2 4 2

2 1

2 4 2

2

1

2 4 2

1

2 4 2

Figure 4. l


( )H as a function of lY- and lF-, for b = 2.5, in the region defined by the constraints of the optimisation problem stated
in equation (31). As clearly seen in the plot, there is only a singlemaximawithin the considered region. Thewhite point denotes the
solution given in equation (13).

15
This observationwas alreadymade in [BBPS96]. In the context of [BBPS96], the eigenvalues l


are known.What we do here can be seen as

an extension to the casewhere only the Bell violation is known and not the eigenvalues.
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Now that we have a solution in hand, we can verify that it is indeed the correct local optimal solution. This can be
done by taking the derivatives in the relevant directions and verifying that the point given in equation (13) is
indeed amaxima. ,

Next, we extend the claim of lemma 14 also to convex combinations of Bell diagonal states. This can be done
easily using the definition of the conditional entropy. The proof is given in appendix B.

Lemma15. LetH b( ) be as in equation (11). Then, for any state s ˆ ˆA B C Di i i i
as in equation (8) that can be used to

violate the CHSH inequality with violation b Î [ ]2, 2 2 ,

H b -s( ˆ ∣ ˆ ) ( )H A B C D 1.i i i i

Two remarks are in order.

1. The derived upper bound on ( ˆ ∣ ˆ )H A B C Di i i i is tight; it is saturated by the Bell diagonal state defined via the
eigenvalues given in equation (13).

2. As can be seen from figure 3, there is a regime of parameters (b ⪅ 2.2) in which the conditional entropy is
positive even though the state violates theCHSH inequality and, hence, is entangled. Indeed, it is known
that some states, e.g. theWerner state, can be used to violate theCHSH inequality while presenting positive
conditional entropy [FBB17]. This implies that the conditional entropy is not the optimal quantity to use
when certifying entanglement in aDImanner. Yet, it is the relevant quantity when bounding the
operationally distillable entanglement (using the known techniques) aswe do below.

For the coming steps of our proof, we need an upper bound on


s

s
ÎS

( ˆ ∣ ˆ ) ( )H A B A B C D X Ysup ,i i i i i i i i i

where i describes themaps defining the rounds of protocol 2, as in equation (10), andΣ describes the set of
possible states for which protocol 2 does not abort. On the conceptual level, the protocol does not abort when the
observed frequency defined by the registersW imply that the average Bell violation is sufficiently high16. Thus,
we shall now consider the setΣ defined as s s wS = { ∣ ( ) }w th where s( )w is thewinning probability in the
CHSHgame of the stateσ and wth is some thresholdwinning probability.

The following lemma can be proven using the above lemmas togetherwith the definition of the conditional
entropy and the transformation betweenβ andω; see appendix B for the proof.

Lemma16. For any w Î +⎡⎣ ⎤⎦,th
3

4

2 2

4
, let s s wS = { ∣ ( ) }w th . Then,

  g w-
s

s
ÎS

( ˆ ∣ ˆ ) ( ) · ( )( )H A B A B C D X Y gsup 1 ,i i i i i i i i thi

where

w
w

= -
-

-
⎛
⎝⎜

⎞
⎠⎟( )g h2

1

2

2 1

2
1th

th

and h is the binary entropy function.

4.3. Upper bound on the total smoothmax-entropy
Asmentioned in section 2.3.1, a lower bound on the one-shot distillable entanglement can be calculated using
the conditional smoothmax-entropy eHmax

smo . The following quantitive relationwas derived in [WTB17],
proposition 21:

Lemma17 ([WTB17]). For any q ˆ ˆAB, e Î [ ]0, 1dist , and e eÎ [ )0,smo dist there exists a one-way entanglement
distillation protocolΓ, utilising classical communication fromAlice to Bob, such that

q eF G -( ( ))ˆ ˆF , 1 ,L
AB dist

where FL is amaximally entangled state of Schmidt rank L for

e e
= - -

-
e

q

⎛
⎝⎜

⎞
⎠⎟( ˆ ∣ ˆ)L H A Blog 4 log

1
.max

dist smo

smo

The objective of this section is, thus, to supply a negative upper bound on

16
On the technical level wewill need to consider some further details; see section 4.3.2.
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e
t W( ˆ ∣ ˆ ) ∣H A BABCDXY .max

smo

Wedo this using the EAT [DFR16]. The EAT gives away of bounding conditional smoothmin- andmax-
entropies in sequential processes inwhich certain systems of interest are being produced one after the other in
overall n steps (not necessarily in an IIDway). It, roughly, states that the total amount of smooth entropy
accumulated during the entire process is n times the vonNeumann entropy produced in a single step of the
process. In our context, this translates to saying that the total amount of smoothmax-entropy can be related to
the vonNeumann entropy considered in section 4.2. All the definitions and statements of the EATwhich are
necessary for ourwork are presented in section 3.4.

4.3.1. Prerequisites of the EAT
Before applying the EAT,we show that the prerequisites of the EAThold.

Specifically,  - ˆ ˆR R A B A B C D X Y W:i i i i i i i i i i i i1 are the channels defined by protocol 2 andwill act as our
‘EAT channels’.We need to show that these are indeed EAT channels, i.e. that they fulfil definition 6 (see
section 3.4). To verify that this is the case note the following.

1.Wi are classical finite-dimensional systems. =ˆd 2Ai
(due to the projection step of protocol 2).

2. The classical value Wi is a function of A B X Yi i i i. Hence, it can be measured from the output of the EAT
channels (for any input state)withoutmodifying the state.

3. The necessaryMarkov-chain conditions hold, as stated in the next lemma.

Lemma18. For all Î [ ]i n and any initial state,

« «
- - - - - - - -ˆ ˆ ˆA B A B C D X Y E B A B C D X Y

i i i i i i i i
i i i i i i i1

1
1

1
1

1
1

1
1

1
1

1
1

1
1

1

holds for the final state τ of protocol 2.

The crucial ingredient in the proof is lemma 12, which asserts that the twirling step (Step 12 of protocol 2)
decouples the states kept in each round from the other registers; see appendix C for the details. It nowbecomes
clearwhy the twirling step is necessary—without it the requiredMarkov-chain conditions do not hold. For
example, one can imagine a source that creates two bipartite statesf1 andf2 entangledwith one another. In
such a case the aboveMarkov-chain conditions do not hold. Step 12 therefore enforces the necessary conditions
while not destroying the entanglement between Âi and B̂i.

4.3.2.Max-tradeoff function
To apply the EATwe need to define a concavemax-tradeoff function, as defined in definition 7.We construct
one by following similar steps used to definemin-tradeoff functions in [AFRV16].

Let p be a probability distribution over ^{ }0, 1, resulting from the observed dataw, i.e.
= =( ˜ ) ∣{ ∣ ˜}∣p w w w ni i for Î ^˜ { }w 0, 1, , and define

s sS = ={ ∣ ( ) }p .p
i Wi

Belowwe focus on probability distributions forwhich g+ =( ) ( )p p0 1 . The reason is that for
g+ ¹( ) ( )p p0 1 the setSp is empty and the condition on themax-tradeoff function becomes trivial. For such

pwe canwrite w = =
g+

( )
( ) ( )

( )p

p p

p1

0 1

1
.

Lemma 16 can nowbe used to define amax-tradeoff function for any pwith Î
g

+⎡⎣ ⎤⎦( )
,

p 1 3

4

2 2

4
. Define a

function f by

g

g
=

- Î

- Î

g g

g

+

+

⎧
⎨⎪

⎩⎪

⎡⎣ ⎤⎦
⎡⎣ ⎤⎦

( )
( )

( ) · ( ) ( )

( )
f p

g1 0,

1 , 1 ,

p p

p

1 1 2 2

4

1 2 2

4

where g is as in lemma 16:

w
w

= -
-

-
⎛
⎝⎜

⎞
⎠⎟( )g h2

1

2

2 1

2
1

for h the binary entropy function.
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From lemma 16we have

  g
g

-
s

s
ÎS

⎛
⎝⎜

⎞
⎠⎟( ˆ ∣ ˆ ) ( ) · ( )

( )H A B A B C D X Y g
p

sup 1
1

,i i i i i i i i
p

i

and, hence, it follows that any choice of ( )f pmax that is differentiable and satisfies ( ) ( )f p f pmax for all pwill be
a validmax-tradeoff function for our EAT channels.

For thefinal bound derived using the EAT to bemeaningful we choose fmax for which ¥ ▿fmax isfinite (for f

given above the derivative at =
g

+( )p 1 2 2

4
is infinite). Let


=

+ >

⎧⎨⎩( )
( ) ( ) ( )
( ) · ( ) ( ) ( ) ( )

f p p
f p p p

a p p b p p p
,

1 1

1 1 1 ,t
t

t t t
max

where pt is a probability distribution over ^{ }0, 1, and

= = -( )
( )

( )∣ ( ) ( ) ( ) · ( )a p
p

f p b p f p a p p
d

d 1
and 1 .t p t t t tt

It follows from the definition of a and b given in the above equation that fmax is differentiable and, for anypt,
¥ ▿ (· ) ( )f p a p, t tmax . Furthermore, as f is a concave function, we also have that ( ) ( )f p f pmax for all p.

Thus, ( )f pmax is indeed amax-tradeoff function.

4.3.3. Applying the EAT
Wearefinally ready to apply the EAT, stated as theorem8, to derive an upper-bound on the smoothmax-
entropy. The smoothmax-entropy rate is governed by the following functions:



g

g

h e e e e

h e e h w g d e e

=
- Î

- Î

=
+ - >

= + + -

= -

g g

g

+

+

< <g
+

⎧
⎨⎪

⎩⎪

⎡⎣ ⎤⎦
⎡⎣ ⎤⎦

⎧
⎨⎪

⎩⎪
⎞
⎠⎟

⎛

⎝
⎜⎜

⎞

⎠
⎟⎟

(

( )
( )

( ) ·

( )
( ) ( ) ( )

( ) · ( ) ( ) ( ) · ( ) ( ) ( )

( ) ( )
( )

( ) ( · )

( ) ( ) ( )

( ) ( )

( )

( ) ( )

( )

f p
g

f p p

f p p p

f p p f p f p p p p

p p f p p
n p

g p

p

1 0,

1 , 1 ,

,

1 1

1 1 1 1 ,

, , , ,
1

2 log 5
d

d 1
1 2 log ,

, min , , , . 14

p p

p

t

t

p p t p p
t t

t t
p

p
t

1 1 2 2

4

1 2 2

4

max d

d 1

d

d 1

smo snd max smo snd

opt smo snd
:

exp est smo snd

t
t

t

t
pt3

4
1 2 2

4

Lemma19. For any source andmeasurement device in the considered setting, let τ the state generated using protocol
2,Ω the event that protocol 2 does not abort, and tW∣ the state conditioned onΩ. Then, for any e e Î ( ), 0, 1smo snd ,
either protocol 2 aborts with probability greater than e-1 snd or

h e e<e
t W( ˆ ∣ ˆ ) · ( )∣H A BABCDXY n , ,max opt smo snd

smo

where hopt is defined in equation (14).

Proof. In sections 4.3.1 and 4.3.2we showed that the prerequisites of the EAThold and that fmax defined above is
amax-tradeoff function for the EAT channels defined via protocol 2. The statement of the lemma then follows
by applying the EAT, stated as theorem8,with the above choices. ,

4.4. Final statement
Weare ready to prove ourmain theorem, theorem4. For convenience, we restate the theoremhere. honest and
honest are as discussed in section 2.3.1 (or see section 4.4.1 below).

Theorem4 (Main theorem). For any Î +n , e e Î [ ], 0, 1dist snd , and e eÎ [ )0,smo dist , protocol 1 is aDIEC
protocol with the following.
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1. Noise-tolerance (completeness): The probability that P aborts when applied on any f Îhonest honest using
honestmeasurement devices from honest is atmost e d-( )nexp 2cmp est

2 .

2. Entanglement certification (soundness): For any source andmeasurement devices in the considered setting, either
protocol 1 aborts with probability greater than e-1 snd when applied onf or re

W( )∣E rD
n, dist for

= ( )r L nlog and

h e e
e e

= - -
-

⎛
⎝⎜

⎞
⎠⎟· ( )L nlog , 4 log

1
,opt smo snd

dist smo

where hopt is defined in equation (14).

The theorem follows from the combination of lemmas 20 and 21 given below.

4.4.1. Noise-tolerance (completeness)
As the honest source and devices we choose to consider a source that produces identical and independent copies
of a state f s=i andmeasurement devices that apply the samemeasurements in each roundwhen they are used.
The stateσ and themeasurements are such that thewinning probability achieved in theCHSHgame is at least
wexp. For example, one can choose honest to include themeasurement devices that apply the optimal

measurements performed in theCHSHgame and the set honest to include all states f s= Änhonest forσ any
noisymaximally entangled state that will result inwinning probabilitywexp. The following lemma bounds the
probability of protocol 1 aborting when using an honest device as above.

Lemma20.The probability that protocol 1 aborts for an honest implementation discussed above is at
most e d-( )nexp 2cmp est

2 .

Proof.The protocol aborts in Step 11when the sumof theWi obtained during the test rounds is not sufficiently
high (this happens when the estimated Bell violation is too loworwhen not enough test rounds were chosen). In
the honest implementation the products c =( )T W1i i are IIDRVswith  c w g= =[ ( ) ]T W1i i exp . Therefore,
we can useHoeffding’s inequality:

 åe c w g d d= = - -
⎡
⎣⎢

⎤
⎦⎥( ) ( ) · ( )T W n nPr 1 exp 2 .

i
i icmp exp est est

2

4.4.2. Entanglement certification (soundness)

Lemma21. For any source andmeasurement devices in the considered setting, denote by r W∣ the state in the end of the
DIEC protocol, protocol 1, conditioned on not aborting. Let e e Î [ ], 0, 1dist snd and e eÎ [ )0,smo dist . Then, either
protocol 1 aborts with probability greater than e-1 snd or re

W( )∣E rD
n, dist for = ( )r L nlog and

h e e
e e

= - -
-

⎛
⎝⎜

⎞
⎠⎟· ( ) ( )L nlog , 4 log

1
, 15opt smo snd

dist smo

where hopt is defined in equation (14).

Proof.Given a source andmeasurement devices in the considered setting, wefirst consider the hypothetical
scenario inwhich protocol 2 is being ran using the given devices. Putting lemmas 17 and 19 together we learn that
either protocol 2 aborts with probability greater than e-1 snd or there exists an entanglement distillation
protocolΓ such that

t eG F ñáFW( ( ) ∣ ∣) ( )∣F , , 16L L
dist

for L as in equation (15).
According to lemma 13, equation (16) implies that there exists an entanglement distillation protocolΔ such

that

r eD F ñáFW( ( ) ∣ ∣)∣F , ,L L
dist

with the same choice of parameters, i.e. L is as in equation (15). By the definition of the one-shot distillable
entanglement, given in equation (2), we get that re

W( )∣E rD
n, dist for = ( )r L nlog .

Finally, lemma 11 tells us that if protocol 2 aborts with probability greater than e-1 snd then protocol 1
aborts with probability greater than e-1 snd as well.

Combining the above observations, the lemma follows. ,
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The resulting distillable entanglement rates, ( )L nlog , are plotted infigure 2 as a function of the expected
winning probability in theCHSHgame wexp for different values of n. As seen from the figure, as the number of
rounds of the protocol n increases our rate approach the optimal rate, for our proof technique, given by the IID
asymptotic rate; see section 5 for further details.

We remark that one can also derive improved rates forfinite number of rounds n by considering a slightly
modified version of ourDIECprotocol, similarly towhat was done in [AFRV16], appendix B. As the
modification of the protocol, the analysis, and the resulting rates follow directly by combining the analysis done
here and that of [AFRV16], appendix Bwe do not present the details here.

5.Open questions

5.0.3. Tightness of our result
Asmention in the previous sections, if one chooses to take the path of bounding the one-shot distillable
entanglement using the smoothmax-entropy, as done in the current work, then our quantitive results are tight
tofirst order of n. However, thismay not be the onlyway to go. Considering other proof techniques is crucial in
order to achieve a result inwhich there is positive certified distillable entanglement regimewhenever a violation
of theCHSH inequality is being detected.

In general, it is known that there are Bell inequalities which can be violated by bound entangled states, i.e.
entangled state which cannot be distilled [VB14] and, thus, for someBell inequalities a zero rate regime, similar
to the one observed here, is of a fundamental nature.However, for theCHSH inequality this is not the case
[Mas06]: bound entangled states cannot violate theCHSH inequality. Hence, asymptotically, one should be able
to certify distillable entanglement for any violation.

Oneway of assessing how far our results are from the optimal results, achievable using any proof technique,
is tofind upper bounds on the asymptotic distillable entanglement of the states achieving the highest conditional
entropy given their Bell violation (see section 4.2). One possible starting point is to consider the sets of states
described in [LDS17].

5.0.4. Possible extensions of our result
There aremany possible ways of extending ourwork.

1.Our protocol and proof technique can also be modified to work with other Bell inequalities instead of the
CHSH. This can potentially increase the rates when considering different types of honest sources of
entanglement. For example, if one is interested in a source that emits partially entangled states then it
probablymakesmore sense to consider the tiltedCHSH inequalities [AMP12] rather than theCHSH. The
only part of the proof which requiers amodification is the upper bound on the vonNeumann entropy for a
single round given in section 4.2.We remark that one can achieve such a bound for any Bell inequality for
which a robust self-testing result is known, e.g. [BP15], combinedwith the continuity of the vonNeumann
entropy [Win16]. However, it is likely that such an approachwill lead to relatively weak quantitive results.
Thus, considering the vonNeumann entropy directly for other Bell inequalities is amore promising
direction.

2. An important direction to consider is the extension of our work to entanglement shared betweenmore than
two parties. This can then be used, for example, to consider scenarios and results as those derived in
[Ban14,MPB+16] and extend thembeyond the IID setting.

3. Another possible extension of the analysis done here is to consider DIEC protocols that employ the more
general (but less fundamental) separability preserving operations [Rai97, CDKL01] rather than LOCC. To
do so one shouldfirst consider one-shot distillation protocols which use separability preserving operations
[BD11a].

4. One can also try to bound other operationalmeasures of entanglement. For example, it will be interesting to
lower bound the one-shot entanglement cost17. Such a bound can be viewed as a ‘dual’ of the one achieved in
this work. Given the results of [BD11b], it is plausible that a similar proof technique as presented here can be
used to achieve such a bound.

17
In a relatedwork [AFY17], a lower bound on the entanglement of formation of a quantum state (closely related to its entanglement cost) as

a function of its Bell violation is derived. The considered setting and type of statement are different than the ones presented here and are not
operational in our sense. For further details see [AFY17].
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5. In a different direction, it can also be of interest to consider other settings than the one considered in the
current work (as described in section 2.2). As different experimentsmay require different sets of
assumptions, formulating other interesting scenarios andmodifying the proof accordingly can be relevant.

6. Similarly, onemay consider device-dependent and semi-DI versions of our work. For example, it is possible
to study a one-sidedDI scenario inwhich one of themeasurement devices is completely characterised. The
only part of our proof that needs be tomodified in such a case is that given in section 4.2while replacing Bell
inequalities with Steering inequalities [CS16]. The rest of the proof will follow as is. The additional
assumptions can potentially result in certification rates higher than the ones presented in the current work.
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AppendixA. Proofs of the lemmas in section 4.1

Lemma9.Consider a scenario in which the projection to the two qubit space is applied on the statefi directly after it
is produced by the source in the ith round (i.e. before choosing the value ofTi). Denote the resulting state in the end of
the ith round in such a case by r̄̄i. Then

r r=¯̄ ¯ˆ ˆ ˆ ˆ ,A B A B C D X Y
i

A B A B C D X Y
i

i i i i i i i i i i i i i i i i

where r̄i is as defined in equation (6).

Proof. Firstly, for the rounds inwhichTi=0 there is clearly no difference between r =¯̄∣T
i

0i
and r =¯∣T

i
0i
.We show

that the same holds alsowhenTi=1. To this endwe need to prove that

r r== =¯̄ ¯∣ ∣ .A B X Y T
i

A B X Y T
i

1 1i i i i i i i i i i

To see that this is indeed the case note that the successive application of the projections given in equation (5) and
of themeasurement as applied to create r̄̄i has the exact same effect as applying themeasurement alone. Indeed,

åP = P P∣ ∣a x
A

c
a x
A

c
Ai

i

i
i

i

and similarly for Bob. Therefore, after tracing out the block registersCi andDi, bothfinal states are identical.
As the probability for choosingTi=0 is, obviously, independent of when the projection ismade the

combination of the above statements implies the lemma. ,

Lemma11.The observed statistics and, hence, the probabilities of aborting protocols 1 and 2 are the same. That is,
r t=ABXYTW ABXYTW and W = Wr t[ ] [ ]Pr Pr .

Proof.The only difference between protocols 1 and 2 is in the rounds inwhichTi=0. The observed statistics
overABXYT and, hence, alsoW, depend however only on the rounds inwhichTi= 1. Thus,
r t=ABXYTW ABXYTW . The eventΩ is defined according to the registersW and therefore the lemma follows. ,

Lemma12. Let τ denote the state after all rounds of protocol 2 (before conditioning onΩ). For every Î [ ]i n letK
include all registers different than ˆ ˆA B C D Ti i i i i such that we canwrite

t t=ˆ ˆ ˆ ˆ .ABABCDXYTW A B C D T Ki i i i i

Then,

=( ˆ ∣ ˆ ) ( ˆ ∣ ˆ )H A B C D T K H A B C D T .i i i i i i i i i i

Proof.Weprove below that for all ci and diwehave

= = = = =( ˆ ∣ ˆ ) ( ˆ ∣ ˆ ) ( )H A B T K C c D d H A B T C c D d, , , , . 17i i i i i i i i i i i i i i
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Then, using the definition of the conditional entropywewrite

å

å

= = =

= = =

=

( ˆ ∣ ˆ ) ( ) ( ˆ ∣ ˆ )

( ) ( ˆ ∣ ˆ )

( ˆ ∣ ˆ )

H A B C D T K p c d H A B T K C c D d

p c d H A B T C c D d

H A B C D T

, , ,

, , ,

i i i i i
c d

i i i i i i i i i

c d
i i i i i i i i i

i i i i i

,

,

i i

i i

and the lemma follows.We are therefore left to prove that equation (17)holds.

We split the proof to two parts corresponding to the different values ofTi.WhenTi=1 the register Âi has a
deterministic value.Hence,

= = = = = = = =( ˆ ∣ ˆ ) ( ˆ ∣ ˆ ) ( )H A B K C c D d T H A B C c D d T, , , 1 , , , 1 0. 18i i i i i i i i i i i i i i

The interesting case is thusTi=0. ForTi=0we can use the Bell diagonal structure of the state as given in
equation (9). Consider the purification of the state t ˆ ˆ ∣A B c d,i i i i

:

t l l

l l

ñ = F ñ ñ + F ñ ñ

+ Y ñ ñ + Y ñ ñ

F
+

F
-

Y
+

Y
-

+ -

+ -

∣ ∣ ∣ ∣ ∣

∣ ∣ ∣ ∣
ˆ ˆ ˆ ˆ ˆ ˆ

ˆ ˆ ˆ ˆ

1 2

3 4 .

A B F
c d

A B F A B F

A B F A B F

,

i i i

i i
i i i i i i

i i i i i i

Note thatK does not include the information encoded in Fi by the definition ofK. Thus, including the
register Fiwemust have

t t t= Ä= = = = = = =ˆ ˆ ∣ ˆ ˆ ∣ ∣ .A B F K C c D d T A B F T K C c D d T, , 0 0 , , 0i i i i i i i i i i i i i i i i i

Moreover, we can freely trace Fi outwhile preserving the tensor product structure

t t t= Ä= = = = = = =ˆ ˆ ∣ ˆ ˆ ∣ ∣ ,A B K C c D d T A B T K C c D d T, , 0 0 , , 0i i i i i i i i i i i i i i i

fromwhich it follows that

= = = = = = =( ˆ ∣ ˆ ) ( ˆ ∣ ˆ ) ( )H A B K C c D d T H A B C c D d T, , , 0 , , , 0 . 19i i i i i i i i i i i i i i

The combination of equations (18) and(19), togetherwith the definition of the conditional entropy, implies the
lemma. ,

Lemma13. LetΓ denote the LOCCprotocol used to distill F ñ = å ñ ñ=∣ ∣ ∣i iL
L i

L1
1 from tW∣ with error probability ε.

Then, there exists another LOCCprotocolΔwhich can be used to distill F ñ∣ L from r W∣ with the same error
probability.

Proof.The only difference between protocols 1 and 2 is the addition of Steps 11 and 12.
These steps are such that their effect is restricted to the round inwhich they are applied. That is, whetherwe

apply themor not in round i does not effect all other rounds ¹j i. In other words, they commutewith the rest
of the operationsmade in the protocol.We can therefore postpone them (for all steps iwithTi=0) to the end of
the protocol.

Furthermore, according to lemma 11 the additional steps do not change the observed statistics and the
probability of the eventΩ. Thus, we can also postpone them for aftermaking the projection onΩ.

Denoting the combination of all the projections and rotations for all relevant rounds by themapΛ, the
abovemeans that the relation

r tL =W W( ) ( )∣ ∣ 20

holds.Moreover,Λ can be implemented using only LOCCby definition of the Steps 11 and 12.
LetΓ denote the LOCCprotocol used to distill F ñ∣ L from tW∣ with error probability ε.We define

D = G L· ( )21

to be the successive application ofΛ andΓ. As both are LOCCprotocols,Δ by itself is an LOCCprotocol. From
equations (20) and(21) it follows that

r r tD = G L = GW W W( ) ( ( )) ( )∣ ∣ ∣ .

Additionally, the operationΛ alway succeeds (i.e. equation (20) is always true). Therefore,Δ is an LOCC
protocol which can be used to distill F ñ∣ L from r W∣ with the same error probability asΓ. ,
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Appendix B. Proofs of the lemmas in section 4.2

Lemma14. For any Bell diagonal state s ˆ ˆA Bi i
as in equation (9) that can be used to violate the CHSH inequality with

violation b Î [ ]2, 2 2 ,

H b -s( ˆ ∣ ˆ ) ( )H A B 1,i i

where

H b
b

= -
⎛
⎝⎜

⎞
⎠⎟( ) ( )h2

1

2 4 2
22

and h is the binary entropy function.

Proof. First note that

= - = -( ˆ ∣ ˆ ) ( ˆ ˆ ) ( ˆ ) ( ˆ ˆ ) ( )H A B H A B H B H A B 1 23i i i i i i i

since themarginal s B̂i
is a completelymixed qubit state.

We are left to upper bound ( ˆ ˆ )H A Bi i which, given that the state is Bell diagonal, is simply the Shannon
entropy l


( )H of the probability distribution l l l l l= F F Y Y+ - + -


( ), , , defined by the four eigenvalues ofσ.

Hence, our goal is tomaximise l


( )H under the constraint of having the correct Bell violationβ.
Following [PAB+09], lemma 7 and [HHH95], equation (21)we translate the constraint on the violation of

the state to the following constraint on the eigenvalues:

b l l l l

l l l l

l l l l

= - + -

- + -

- + -

F Y F Y

F Y F Y

F F Y Y

+ + - -

+ - - +

+ - + -

{ ( ) ( )

( ) ( )

( ) ( ) } ( )

max 2 2 ,

2 2 ,

2 2 . 24

2 2

2 2

2 2

To simplify the constraint we observe that both the objective function l


( )H and the above constraint are
invariant under the exchange of the eigenvalues with one another. Thus, we can assumewithout loss of
generality that the optimal solution is restricted by, say, the first term in equation (24). That is, the eigenvalues of
the state thatmaximise the entropy are such that




b l l l l

b l l l l

b l l l l

= - + -

- + -

- + -

F Y F Y

F Y F Y

F F Y Y

+ + - -

+ - - +

+ - + -

( ) ( )

( ) ( )

( ) ( )

2 2

2 2

2 2 .

2 2

2 2

2 2

To see that this is indeed the case one can assume by contradiction that the second term in equation (24), and not
thefirst one, is the one restricting the optimal solution. Then, by exchanging the values of lY+ with lY-we get a
different state, which is restricted by thefirst term instead of the second one, but attains the same value l


( )H .

Hence, the solution defined by this exchangemust be an optimal solution aswell andwe canworkwith it
instead.

We can therefore restrict our attention to the optimisation problem



l

b l l l l
l l l l
l l l l

= - + -

+ + + =

l

F Y F Y

F Y F Y

F Y F Y

+ + - -

+ + - -

+ + - -


 ( )

( ) ( )

( )

Hmax

s.t. 2 2

, , , 0
1. 25

2 2

The constraints stated in the optimisation problem given as equation (25) imply the constraint:

l l l
b

l l= - - + - -F F Y F Y+ - - - -

⎛
⎝
⎜⎜

⎞
⎠
⎟⎟( ) ( )1

2
1

8
. 26

2
2

Hence, l


( )H can bewritten as a function of only two variables, lF- and lY-, for any value ofβ.
Let us identify the region of interest in this plane. First, we have the linear conditions

l lF Y- - ( ), 0 27

l l+F Y- - ( )1. 28

Noticing that the optimisation (25) is invariant under exchange of l lF Y+ +( ), and l lF Y- -( ), , we can restrict our
attention to solutions for which l l l l- -F Y F Y- - + +( ) ( )2 2. Expressed in terms of our two independent
variable lF- and lY-, this condition is equivalent to
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l l
b

-F Y- -∣ ∣ ( )
4

. 29

This condition defines a diagonal band of interest in the space of lF- and lY-.
Using the condition lF+ 0, we further restrict our region of interest:

l l
b

- + -F Y- - ⎜ ⎟⎜ ⎟ ⎜ ⎟⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠ ( )1

2

1

2 4
. 30

2 2 2

This condition describes the outside of a disk centred at l l= =F Y- -
1

2
. For all b > 2, this identifies a unique

regionwithin the set defined by(27)–(29). Our objective function, the entropy l


( )H is presented infigure 4 on
our region of interest for b = 2.5.

The above optimisation can thus be re-expressed in terms of only two variables as




l

l l l l l

l l l l l

l l

l l

= - - + - -

= - - - - -

- + -

l l

b

b

b

F F Y F Y

Y F Y F Y

F Y

F Y

F- Y-

+ - - - -

+ - - - -

- -

- -



⎜ ⎟

⎜ ⎟

⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

( )( ) ( )

( )

( )

( )

( )

Hmax

s.t. 1

1

, 0

. 31

,

1

2 8
2

1

2 8
2

1

2

2 1

2

2

4

2

2

2

One can solve this optimisation problemnumerically within this region; the solution is given by

*

*

* *

l

l

l l

= -

= +

= = - +

b

b

b b

F

Y

F Y

+

+

- -

( )
( )

( )( ) ( )

;

;

. 32

1

2 4 2

2

1

2 4 2

2

1

2 4 2

1

2 4 2

Thewhite point in figure 4 denotes this solution.
Now that we have a solution in hand, we can verify that it is indeed a correct solution (i.e. there are no

numerical errors)which is locally optimal. To do sowe need to check that the local gradient vanishes at our
suggested solution in order to verify that it is indeed themaxima.

The objective function of(31) is invariant under the exchange l l«F Y- -. Its derivative in the direction
l l-Y F- -must thus vanish at this point. To conclude about the local optimality of this solution, we are left to
show that the derivative, on the curve l l=F Y- -, vanishes at the point given in equation (32).

Under the constraint l l=F Y- -, l


( )H can bewritten as a function of the single variable, say, lY-. Explicitly,
it reads

l l l l l

l l

=- - - + - +

- - - - -

b b

b b

Y Y Y Y

Y Y

- - - -

- -

 ( ) ( )
( ) ( )

( ) ( )H 2 log log

log .

1

2 4 2

1

2 4 2

1

2 4 2

1

2 4 2

Thus,

l
l

l
b

l= - - -
Y

Y Y
-

- -


⎜ ⎟

⎛
⎝⎜
⎛
⎝

⎞
⎠

⎞
⎠⎟

( ) ( )Hd

d
log

1

2 32
2 log

2

andwe have * =l
l l l=
Y-

Y- Y-


∣( ) 0Hd

d
for *lY- as in equation (32), as wewere set to show.

Therefore, we have identified a local optimum for our objective function. According to the plot given in
figure 4, this local optimum is also a global optimum for equation (31) and hence equation (25). As the values of
the optimal eigenvalues, given in equation (32), depend only on theCHSHviolationβwe canwrite

H*l b= =


( ˆ ˆ ) ( ) ( )H A B Hi i as in equation (22). Combinedwith equation (23) the lemma follows. ,

Lemma15. For any b Î [ ]2, 2 2 letH b( ) be as in equation (22). Then, for any state s ˆ ˆA B C Di i i i
as in equation (8)

that can be used to violate the CHSH inequality with violation β,

H b -s( ˆ ∣ ˆ ) ( )H A B C D 1.i i i i

Proof.Weuse the convex combination structure of s ˆ ˆA B C Di i i i
given in equation (8). Let b c di i be the violation of

the conditional state s∣c d,i i
. Then,
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H





å

å

å

b

b

b

= = =

-

-

= -

⎛
⎝
⎜⎜

⎞
⎠
⎟⎟

( ˆ ∣ ˆ ) ( ) ( ˆ ∣ ˆ )

( )( ( ) )

( )

( )

H A B C D p c d H A B C c D d

p c d H

H p c d

, , ,

, 1

, 1

1,

i i i i
c d

i i i i i i i i

c d
i i

c d

c d
i i

c d

,

,

,

i i

i i

i i

i i

i i

where thefirst equality follows from the definition of the conditional entropy, the second step holds due to
lemma 14, in the third stepwe used the concavity ofH b( ), and the last step follows from
b b= å ( )p c d,c d i i

c d
,i i

i i. ,

Lemma16. For any w Î +⎡⎣ ⎤⎦,th
3

4

2 2

4
, let s s wS = { ∣ ( ) }w th . Then,

  g w-
s

s
ÎS

( ˆ ∣ ˆ ) ( ) · ( )( )H A B A B C D X Y gsup 1 ,i i i i i i i i thi

where

w
w

= -
-

-
⎛
⎝⎜

⎞
⎠⎟( )g h2

1

2

2 1

2
1th

th

and h is the binary entropy function.

Proof.We start with the following sequence of equalities that holds for anyσ:
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g= - = s( ) · ( ˆ ∣ ˆ ) ( )( )H A B A B C D X Y T1 , 0 36i i i i i i i i i i

g= - = s( ) · ( ˆ ∣ ˆ ) ( )( )H A B C D T1 , 0 . 37i i i i i i

Toget equation (33)weused thedefinitionof the conditional entropy. Equations (34) and(35) follow fromthe
definitionof protocol 2. Equation (36)holds since, by definition, the registers ˆ ˆA Bi i have adeterministic initialisation
valuewhena test is performed (nothing is kept in them) andhence = =s( ˆ ∣ ˆ ) ( )H A B A B C D X Y T, 1 0i i i i i i i i i i

.
Finally, equation (37) follows fromthe fact thatwhenTi=0 A B X Yi i i i are all⊥.

The lemma then follows by combining equation (37) and lemma 15while using the transformation
b w= -8 4th to replaceβwith wth in equation (11). ,

AppendixC. Proofs of the lemmas in section 4.3

Lemma18. For all Î [ ]i n and any initial state,

« «
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holds for the final state τ of protocol 2.

Proof.TheMarkov-chain conditions can bewritten using themutual information as

=
- - - - - - - -( ˆ ˆ ∣ ˆ )I A B A B C D X Y B A B A B X Y E: 0.
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i i i i i i i

i i i i i i i
1

1
1

1
1

1
1

1
1

1
1

1
1

1
1

1

Using the chain rule for themutual information the above equation can be alternatively writtenas

å =
Î -

- - - - - - - -( ˆ ˆ ∣ ˆ ˆ )
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I A B A B C D X Y B A B A B X Y EA: 0.
j i
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Wenowprove that for all Î [ ]i n and Î -[ ]j i 1

=( ˆ ˆ ∣ ˆ )I A B A B C D X Y B A B C D X Y: 0,j i i i i i i i j j j j j j j

which, in turn, implies the lemma.
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To this end, we use the following sequence of equations




=

( ˆ ∣ ˆ ) ( ˆ ∣ ˆ )
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j j j j j j j j j j j j j

j j j j j

j j j j j j j j j i i i i i i i

whereK includes all registers of τ apart from ˆ ˆA B C D Tj j j j j such that we canwrite t t=ˆ ˆ ˆ ˆABABCDXYTW A B C D T Kj j j j j
. In

particular,K includes ˆA B X Y B A B C D X Yj j j j i i i i i i i. Thefirst and last steps above are due to strong subadditivity of
the entropy and themiddle one follows from lemma 12.

Using the definition of themutual information and equation (38)we get



=

-

-
=
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and the lemma follows. ,
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