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Abstract
The importanceof communicationsecurity is increasing,because

moreandmorevaluableinformationis beingtransferredovercomputer
networks.As of now, theprovisionof security(namelyconfidentiality,
integrity, andauthenticity)is an all-or-nothingissue:securityis either
providedto the maximumextentpossible,or not at all. Offering secu­
rity canbevery expensivein termsof easeof use,managementrequire­
ments,and computingoverhead.As a consequence,security is often
regardedasbad,not worth thebenefitsit provides.Currently,thereare
no mechanismsto fine-tune the strengthof offered securityand have
applicationsusejust the right amountof securityto deterattackers.

In this thesis,dynamicaspectsof securityareexplored.This covers
Quality of Service(QoS)modelsandrequirementsfor security,secure
multimediaprotocols,andpeerandcomponentauthentication.Eachof
theseissuesis examined,andits dynarnicpropertiesareshown.Theex­
perimentalplatformsDaCaPoand WaveVideo are usedto prototype
someof the results.In essence,it is shownthat it is possibleto provide
fine-grained,scalablesecurityto applicationsandaIlow themto select
at runtime the requiredamountof processingoverheadnecessaryto
achievesufficientsecurity.

The work first demonstratesthe needfor dynamicsecurityand de­
fines and discussesthe fundamentalpropertiesof different aspectsof
security.Theseinclude the availablecryptographicmechanismsand
their properties,andwhereto placesecurityfunctionality in a commu­
nication system.In conclusion,a coarse-grainedsystemmodel is pro­
posed.The then following exarninationof the stateof the art clearly
showsthat theconceptof mergingsecurityandQoSis novel.Thesame
is true for protocolsthatprovideadynamicallyconfigurableamountof
security,and for dynamicallycomposablepeer-authenticationproto­
cols with different properties.

In the nextpart, the focus is placedon QoS and security: the goal is
to modeldedicatedsecurityQoSparametersandto integratethemwith
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VI Abstract

the traditional view of QoS.To this end, the new parametersarequan­
tified by establishinga relationshipto the monetaryvalue of the data
thatareto be protected.Confidentialityandauthenticityarethenmod­
elled from the user'sperspective,and the mappingand translation
down to the communicationinfrastructureis presented.The QoS pa­
rametersareusedto selectprotocolandalgorithmproperties.Addition­
ally, attackcostsareevaluated,andthe zero-costattackis presented.

The ability to specify securityrequirementsvia QoS parametersal­
lows the extensionof multi-mediaprotocolsto provide dynamically
configurablesecurityfunctionality. In contrastto traditional solutions,
in which security is providedon a multimediadatastreamasa whole,
dedicatedsecurity mechanismsthat are embeddedin the rest of the
multimediaprotocolallow very efficient processing.They receiveQoS
parametersto control their operations,and then provide,besidestheir
more traditional tasks,confidentiality and authenticityfor the trans­
ferred data. By varying the employedalgorithmsand the actual data
coverageof the algorithm,computingpowerconsumptioncan be re­
duced,while still maintainingan adequatedegreeof security.This
property is critical when real-timebehaviouris neededin software­
only solutions.It is studiedin the contextof generalpurpose,audio,
and videodata.Resultsderivedfrom a prototypearepresented.

To concludethe thesis,the implementationof a frameworkcapable
of integratingthenew functionalitiesis presented.For this, theexisting
QoS-capablemiddlewareDa CaPois extended.SecuringDa CaPo
communicationsis achievedby definingprotocolsthatincludeencrypt­
ing and authenticatingmodules.Dependingon the security require­
mentsthat the applicationspecifies,the configuration processcan
employ thesemodules.A static key andcertificatedatabaseallow for
thestorageandrecoveryof public keysandrelatedinformation.There­
sulting functionality andperformancearethenevaluated,showingthat
fine-grainedcontroloversecurityis feasible,andtheresultingperform­
anceis sufficient for real-worldapplications.



Zusammenfassung
Da mehrund mehrwertvolle Information überComputernetzeüber­

tragenwird, nimmt die Wichtigkeit von sichererKommunikationzu.
Zur Zeit ist Sicherheit(hier vor allem Vertraulichkeit, Integrität und
Authentizität)eineAlles-ader-NichtsSache:Entwederwird Sicherheit
in maximalerStärkegeboten,odersie fehlt gänzlich.Benutzerfreund­
lichkeit, Administrierbarkeitund verfügbareRechenleistungnehmen
ab, wennSicherheitzur Verfügunggestelltwird. Als eineFolgedieser
Nebenwirkungenwird Sicherheithäufig abgelehnt,da sie als unver­
hältnismässigaufwendigerscheint.Es gibt keine Mechanismenum
eineFeinabstimmungdergebotenenSicherheitzu erreichen.Eine An­
wendungkann die Kommunikationsinfrastrukturnicht so einstellen,
dassder geradenoch benötigteOverheadgetriebenwird der nötig ist
um Angreiferabzuschrecken.

In dieserDoktorarbeitwerdendynamischeAspektederSicherheiter­
kundet.Dies decktDienstgütemodelleund Sicherheitsanforderungen,
sichereMultimedia-Protokolle,sowie die Authentisierungvon Kom­
munikationspartnernund Systemkomponentenab. JedesdieserThe­
men wird untersuchtund die dynamischenEigenschaftenwerden
beleuchtet.Die experimentellenPlattformenDa CaPo++undWaveVi­
deowerdenverwendet,um einigederResultateprototypischzu imple­
mentieren.Im Wesentlichenwird gezeigt,dasses möglich ist,
Anwendungenfein abgestufteSicherheitzugänglichzu machen.Dies
erlaubtesihnen,zurLaufzeitzu bestimmen,welchesMassan Rechen­
leistungnötig ist, um Datenausreichendzu schützen.

Zu Beginn der Arbeit wird der Bedarffür dynamischeSicherheit
klargestellt,und die grundlegendenEigenschaftenverschiedenerSi­
cherheitsaspektewerdendefiniertunddiskutiert.Diesschliesstdie ver­
fügbarenkryptographischenMechanismenund ihre Eigenschaftenein,
und die Fragewo Sicherheitsfunktionenin einemKommunikationssy­
stemintegriertwerdensollen.Als Schlussfolgerungwird ein grobkör­
nigesSystemmodellvorgestellt.Die darauffolgende Untersuchungdes
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viii Zusammenfassung

Standesder bisherigenForschungauf diesemGebietzeigt klar auf,
dassdas Konzeptder Verschmelzungvon Sicherheitund Dienstgüte­
modellenneu ist. DasGleichegilt für Protokollemit dynamischkonfi­
gurierbarerSicherheitsstärke,und für die Möglichkeit, zur Laufzeit
dynamischAuthentisierungsprotokolleaus verschiedenenModulen
mit unterschiedlichenEigenschaftenzusammenzusetzen.

Anschliessendkonzentriertsich die Arbeit auf die Aspekteder
Dienstgüteund Sicherheit.Das Ziel ist hier eine Modellierungdedi­
zierterSicherheits-Dienstgüteparameter,und ihre Verschmelzungmit
der bisherigenSichtweisevon Dienstgütein Kommunikationssyste­
men.Um dieszu erreichenwerdendie Parameterquantisiert,indemein
Bezug zum Geldwertder zu schützendenInformationengeschaffen
wird. DannwerdenVertraulichkeitund AuthentizitätausSichtdesBe­
nutzersmodelliert und ihre Uebersetzungund Abbildung bis hinunter
zur Kommunikationsinfrastrukturwird verfolgt. Die Dienstgütepara­
meterwerdenverwendetum die Eigenschaftenvon Protokollenund
Algorithmen zu wählen.Zusätzlichwerdendje Kosten von Angriffen
evaluiert,und die Nullkostenattackewird präsentiert.

Die Möglichkeit, Sicherheitsanforderungenüber QoS Parameterzu
spezifizierenerlaubtdie Erweiterungvon Multimedia-Protokollenum
dynamischkonfigurierbareSicherheit.Im Gegensatzzu traditionellen
Lösungen,in denenSicherheitaufeinenDatenstromals Ganzesange­
wandt wird, ist es dank der IntegrationdedizierterSicherheitsmecha­
nismen in das Protokoll möglich, eine sehr effiziente
Datenverarbeitungzu gewährleisten.Die Sicherheitsmechanismener­
haltenkonkretisierteDienstgüteparameterzur Steuerungihres Verhal­
tens,und müssennebenihren sonstigenAufgabenVertraulichkeitund
AuthentizitätübertragenerDaten gewährleisten.Durch Veränderung
der verwendetenAlgorithmen, und durch Variation der tatsächlichen
Ab-deckungvon Datendurchden Algorithmuskanndie benötigteRe­
chenleistungreduziertwerden.Dabei wird nachwie vor ein angemes­
senesMass an Sicherheitaufrechterhalten.Diese Eigenschaftist
unumgänglichwenn Echtzeitverhaltenin reinenSoftwarelösungener­
reicht werdensoll, und sie wird im Zusammenhangmit kontinuierli­
chenDaten-strömenwie Audio und Video näheruntersucht.Daraus
abgeleiteteResultatewerdenpräsentiert.

Zum Abschlussder Arbeit wird die ImplementationeinerSystemlö­
sungpräsentiert,die dieseneuenFunktionenunterstützenkann. Um
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dieszu erreichenwird die vorhandeneSystemlösungDa CaPo,die von
sich ausDienstgüteunterstützt,erweitert.Die Sicherungvon Kommu­
nikationsbeziehungenin Da CaPowird erzielt indem Protokolledefi­
niert werdendie Authentisierungs-und Verschlüsselungsmodule
beinhalten.Abhängigvon denSicherheitsanforderungenwie siedurch
die Anwendungspezif'izierbarsind kann der Konfigurationsprozess
dieseModule verwenden.Eine statischeSchlüssel-und Zertifikatsda­
tenbankgestattendasanwendungsunabhängigeSpeichernund Laden
öffentlicherSchlüsselund ähnlicherInformationen.Die entstandene
Funktionalitätund Leistungsfähigkeitwird evaluiert.Die Evaluation
zeigt, dasseine feinkörnige Kontrolle von Sicherheitseigenschaften
machbarist, unddassdie resultierendeLeistungsfähigkeitausreichend
ist, um realeAnwendungenmöglich zu machen.
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"Wouldyou tell me, please, which way I
oughttogo !rom here?"
"That dependsa gooddeal on whereyou
want to get to," saidthe eat.

- Lewis Carroll, AlicesAdventuresin Won­
derland

1 Introduction

Until recently,security in communicationsystemshasbeenconsid­
eredan ugly duckling by thebroaderusercommunity.No justification
for thedesignandimplementationcostsof securitysoftwareandhard­
ware existed,and the loss in usercomfort by far outweighedsecurity
gains.Providersof networkservicesweretrustedparties,andabuseof
transferreddatawas veryunlikely. Over the last five years,the useof
today'smostimportantopennetwork-thelntemet-haschangedrad­
ically. While in thepastit wasmainly usedby universitiesandotherre­
searchfacilities, it is now of great interestto usercommunitieswith
commercialfocus.This posesnew demandsfor the networkdesigners,
such as the taxability of provided services,higher and reservable
throughput,reliability, andespeciallysecurity.Usersof opennetwork
infrastructuresincur, for example,the risk that accessto transferred
datais possiblefrom intermediatenodes-andtheycannotalwaystrust
their serviceprovidersnot to abusethe transferredinformation. The
costof securityis no longerperceivedasprohibitive,but asa necessary
investmentanda requirementfor thecommercialuseof the Internet.

While dependablesystemsas a whole havebeenweil studiedand
havefound a multitudeof applicationsin the bankingenvironment,in
airplanesand air control, and whereverreliable and fail-safe systems
were required,the task of providing securecommunicationin a large
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22 Introduction

heterogeneousenvironment(other than for military purposes)is just
now beingundertaken.Reliability andsecuritycomplementeachother,
at least in real-world environments.Securesystems,as defined by
[ITS90] or [TCS85] offer, dependingon the requiredstrengthof secu­
rity, a broadspectrumof capabilities.Section2.2 containsabriefover­
view of such systems.To insure efficient, authentieand private
communicationsfor thecommonuser,only a few of thesecapabilities
needto beconsidered.

Confidentiality,authenticity,andauthority (seeSection2.1 for defi­
nitions) of participantsanddataareaspectsof securitythat are impor­
tant in thecurrentdevelopmentsof servicesthatareofferedoverpublic
datanetworks,especiallythe Internet.Although a multitudeof crypto­
graphieprotocolsand mechanismshavebeendesignedin the past20
years(e.g. [Kruys89], [DES77], [Lampson91],[Kerberos88],to name
a few), most of thesesecurity-relatedfunctions are availableonly in
specialpurpose,dedicatedcommunicationinfrastructures,in proprie­
tary and limited partsof networksandareusuallycostly to deployand
maintain.Thesemechanismshaveto be includedinto today'scommu­
nication technologyon a broadscale,without hindering future devel­
opmentof communicationservicesand interaction of different
communicatingpeers.

Securitycomponentshaveto beembeddedinto currentandnewcom­
municationsystemsandstill allow optimalexploitationof theavailable
resources.Securityhasto becomeastandardservicecomponent,easily
usedby anybodyneedingsecurity.This is the goal I strive for, and its
needwill be deonstratedin the sectionsto follow. Achieving this goal
requiresthe integrationof security in a generalQuality-of-Service
(QoS)basedframeworkandfinding the meansto expressthecostsand
thebenefitsof security.Oncesuchadefinition is found, the useror ap­
plication programmercan tailor the degreeof securityoffered by the
applicationaccordingto his needs.The systemis thenalsoable to in­
form hirn abouttheadditionalresourceconsumptionthathe will incur.
A selectionor evenconfigurationof appropriatecommunicationproto­
cols, dependingon the demandsof an application,is the concluding
stepfor providing dynamicsecurityon this level.
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Many partieshaveby now observedtherequirementfor confidential­
ity and authenticityin an infrastructurethat is supposedto offer the
meansfor electroniccommerce,to allow for the existenceof c10sed
usergroups,e.g. in Virtual PrivateNetworks(VPNs), to supportconfi­
dentiality requirementsof the commonuser,and to fulfil many other
sensitivetasks,suchase-commerceor e-voting.Securitymechanisms
thatarefirmly establishedin thecommunicationinfrastructurewill al­
low assigningresponsibilityandaccountabilityto its commercialusers,
which, when jurisdictional systemscatch up with today'stechnical
possibilities,may evenbe strongerthan the contractualsystemthat is
in forcenow. Forthis to work out, andnotbesubjectto abuseby its par­
ticipantsor by third-party organisations,a completeand well-founded
architecturalframework is required-verysimilar to a traditional se­
curesystem,but with moreflexibility.

A principal requirementin this framework is tlexibility. Assuming
that multiple usercommunitieswith vastly different needsemploy it,
and keeping in mind that today'scryptographicmechanismsevolve
nearly as fast as availablecomputingpowerand otherresources,the
frameworkhasto addressdifferent needsthat may changerapidly. By
defining the different securityaspectsin a communicationsystemas
Quality of Service(QoS)parameters,andby expressingtheseparame­
ters independentlyfrom an algorithmor platform, a first steptowards
sucha systemcanbetaken.Understandingandusingtheseabstractpa­
rametersexpressingdifferent degreesof securityaspectsleadsto a
much more homogenousintegrationof security in a communication
framework,as in the scenarioshownin Section1.3.

While the existenceof an end-to-endreliable security framework is
imperativefor thesuccessfuldeploymentof securityin a commercially
orientedenvironment,this work restrictsits view to the technicalcom­
municationissues.Datastorage,policy-drivenaccesscontrol,auditing,
and most upper-layermanagementissuesare not coveredThe reason
for this limitation is that I perceivesecurityin thecommunicationsub­
systemasoneof themoreimportantcoreelementsof a completesecu­
rity framework.The only aspectsof upper-layermanagementthat are
briefly coveredare selectedareasconcemingauthenticationand key
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and trust management,becausewithout them, the underlyingframe­
work cannotfunction.

While studyingsecuritymechanismsandways to employthem,one
hasto keepin mind thatthesecurityultimatelyservesto achievehuman
needs,evenif the humansmay be hiddenbehindmany layersof dele­
gation when datareachthe untrustedinfrastructure.This directly re­
sults in requirementsconcerningthe usability of the system,and
transparencyof employedmechanisms.If the systemis too complex
andholdstoo manyhiddenlayers,it may looseits trustworthiness,and
therefore,useracceptance.

1.2 Current Weaknessesand Emerging New
Demands

In thepreviousSection,it wasobservedthat thepublic posesnewde­
mandson thecommunicationinfrastructure.Two organisationshaving
suchdemandsareexplorednow asanexample.Additionally, examples
of incidentswill be given, wherethe weaknessesof the current infra­
structurebecomepillinly visible.

Oneof the mostcommonscenariosis theoneof working groupsthat
aredistributedovera city or the continents.Severalpersons,all work­
ing for the sameorganisation,either in one of its offices, at horne,or
from abroad,haveto gain accessto corporateinformationdatabases,
exchangeinformation,andmay, from time to time, needto conversein
real-timewith eachother.Thesepersonsrnay be managersof the cor­
poration,consultants,or technicalpersonnel.To stay competitive,the
distributedenterprisewill demandthat its datacommunicationsremllin
private,andthat informationis authentie.Otherscenariosinc1udecom­
peting organisations(suchas Chryslerand Ford) that want to sharea
certainamountof dataandinfrastructureto exploit synergiesandto al­
low for joint efforts, but still keep most of their internal knowledge
(contracts,technicalinnovations,etc.) strictly private.

At the sametime, for LAN or MAN multimediaapplications,suchas
video on-demandor audioandvideoconferences,thebottleneckin the
currentinfrastructurehasshiftedfrom the actualnetwork to the proto­
col implementation.This leadsto the fact thatend-systemCPD load is
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increasedandis now a scarceresourcefor multimediareal-timeappli­
cations.Trendsin gigabit and terabit switching technologiesindicate
that the gap betweennetwork speedsandCPD speedswill grow even
more,makingtheapplicationof costlyalgorithms,asthey arefound in
cryptographicprotocols,evermorecounterproductive.Thus, crypto­
graphiesolutionsfor abovedemandsmusttake into accountthe costs
they are causing,and a mechanismfor balancingminimum crypto­
graphienecessityagainstits cost must be found. Solutionsbasedon
hardware(e.g. link-Iayer encryption)may not be sufficient because
they lack flexibility, areproprietary,andarecostly to employ.

Weaknessesof the current infrastructureare regularly discussedin
the newspapers.For example,an August 1996resolutionof the Swiss
govemmenthasstatedthat"Internet voting wouldbe too vulnerableto
manipulation[SwissNC96]".Fraud involving the spoofingof credit­
card numbersthat were transmittedover insecurelinks constitutesa
substantialsourceof loss to credit card issuers[Slotter97]. Starting
in 1995,majoralertsconcemingnetworkwiretapsto recoverpasswords
for remotelogins were issued[Howard97]. On numerousoccasions
during the last few years,the existing infrastructurethat is being used
for critica1 and va1uabletasks,hasbeenabused,brokeninto, andcom­
promised[CERT97].

Severalstudiesof forms of attack exist (e.g. [Cheswick94],
[Curry92], [Purser93]);therefore,only a very shortclassificationis giv­
en here.Thefirst typeof attacktargetsthe individualsoperatingandus­
ing securedsystemsandmustbecounteredby organisationalmeasures.
The secondtype of attacktargetsthe surroundinginfrastructureof a
cryptographicsystem,suchaskey certificationanddistributionproce­
dures,and for examplethe operatingsystemsof machinesrunning the
actual secureprotocols.The third attack finally works on the crypto­
graphiealgorithmsandprotocolsthemselves,trying to reveal the con­
tent of encryptedmessagesand recoveringkeys that wereemployed.
Futuresystemsmustresist thesetypesof attacksasweil aspossibleand
mustbe flexible enoughto changealgorithmsrapidly-onthe orderof
days-whenthe currentlyusedareprovento be weak.

Typical useof cryptographicmethodsin the future will also needto
in egratemechanismsthatallow the assertionof accessrights, suchas
what is neededfor theprocessof logging into acomputer,thetransport
of seeureddataof an arbitrary type (suchas e-mail or video) over an
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arbitrarymedium,thebroadcastingof informationthatmay only bere­
ceivedandunderstoodby a groupof limited size(suchaschargedTV
transmissions,or interbankclearing),securevoting applicationsand
sharedcontrol (suchas multi-party signingof legal documents).1

As shown in Section3 on relatedwork, currently existing systems
lack the importantpropertiesof flexibility and configurability, which
stronglydiscouragestheir usein openandglobal networks.Whenap­
plication specific securitydemandsmust be met, the result is an ap­
proachwheresecurity is configurable.While traditional Quality of
Service(QoS)mechanismsareideal to provideconfigurability,no QoS
definitions for security(otherthan nothingor all) currentlyexist. Any
portableand application independentsolution to provide security to
communicationsystems,such that any emergingnew demandcan be
satisfiedwill rely on QoSconcepts.

1.3 SampIeScenario

This sectionexamineshow a configurableandadaptivecommunica­
tion infrastructureoffering securitymight behavein the view of its us­
ers. In thescenario,the following assumptionsare made:
• A surroundingsecurity frameworkoffers its standardservices,this

includes,at least,a unified authenticationscheme.
• Theendsystemin questionis itself trustworthyfor the user.2

• Theenduseris usedto theconceptof applicationsthat offer a vari­
ableamountof securityon request,dependingon which functions
he wants to perform. A user interfacehelps hirn to choosethe
degreeof securityhe deernsnecessaryfar a certaintask.

• Administratorsmay enforcesystem-or site-wide minimum secu­
rity constraints,control access,and perform otheradministrative
functions.While theendusermay beawareof theseconstraints,he
mustbe unableto circumventthem.

I. Theseapplieationslead to the neeessityof unifieation of seeUTesystems
andseeureeommunieations.

2. lf the end usereannottrust his working environment,additional (trusted)
hardwarebeeomesneeessary.
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From a user'sperspective, securityshouldbe invisible. Only in very
rare instancesshouldhe beconfrontedwith security issues.If the user
unconditionallytrusts his working environment,he simply needsto
identify(andauthenticate)himselfoncefor eachsession.Fromthenon,
all securityrelevantoperationsmaybeperforrnedtransparently,unless
an exceptionoccurs,e.g. keying materialexpiresor an ongoingattack
is detected.This canbedonebecausethe userin fact hasdelegatedhis
identity to his working environment,which cannow act on his behalf.
Figure 1 showsacoarse-grainedrepresentationoftheelements(mostly
locatedon a singleworkstation)in sucha system.

Encryption &
Authentication

Engine

Communication
Subsystem

Keys
Certs
Trust

OB

session keys,
Policies, lOs, OoS minimum
Translations, elc. requlrements

Security Unaware Appl. �~�q�. .........
E-Mail, OB access

Archives & Oata Transfer

Administrator

Compression,
,...!--_O_oS_S-'p_e_c._....o* Synchronisation,

�:�:�:�:�=�=�~�~�=�:�:�:�:�:�=�-�- Feedback Retransmission,
/" elc.

Figure 1: IdealizedFrameworkRepresentation

The userof the systeminteractsdirectly with the applicationsrun­
ning on it, while the administratorcontrolsthe policiesthatgovernthe
securitymanager.Theadministratorcando this directly or remotelyvia
a secure communicationlink. Theauthenticationfrontendis responsi­
ble for acquiringandvalidating theidentity of the userby appropriate
means.Any security-awareapplication may then communicatewith
the authenticationfrontend(via the securitymanager)andcollect this
informationor relatedkeying material.Security-awareheremeansthat
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applicationknows aboutsecurity,and e.g. offers the usera choiceon
how much securityhe wantsto employ. A security-unawareapplica­
tion would not be awareof the fact that its communicationsarebeing
securedby the underlying infrastructure.Applications that use the
communicationsubsystemspecify their requirementsasQoS parame­
ters,and they may receivefeedbackfrom the communicationsubsys­
tem when events(such as communicationpeersjoining, or the
detectionof a likely attack) needto be reported.The securityengine
canperformfirewall functions(networktrafik filtering) asrequiredby
the security manager,and offers cryptographicalgorithmsand proto­
cols to the applications.Thesealgorithmsmay beclosely integratedin
the communicationflow, e.g. to secureoutgoingtrafik.

In thefollowing scenario,themainactoris Adam,a memberof a glo­
bally distributedworking group.He works togetherwith Bob andEve,
who havenot yetmeteachotherin person.WhenAdamstartshis work­
ing day, he logs into thesecuresystem,andcommunicateswith remote
peers.The following tasksareexploredin moredetail:

• Systemlogin, sendingmail
• Authenticatedjoin of a public video conference
• Transfermoderatelysensitivemultimediadata
• Transferhighly sensitivemultimediaandconventionaldata
• System)ogout

During eachtask,a shortdescriptionof the actualsystem behaviour,
and the effectsthe userseesare given. As long ascostsand perform­
anceallow, the systemshouldwork in an unconditionallysecuremode.
Only if, e.g. multimediaprocessingcosts,raisesohigh that theQoS,as
requiredby theapplication,cannotbe fulfilled, security(or multimedia
quality) may be reducedto a user-or application-definedminimum.

Systemlogin: As a first step,Adam hasto log in. The processof log­
ging in mainly consistsof specifyingone'sidentity and authenti­
cating it by meansof a password,a hardwaretoken,othermeans
suchasbiometricfeatures,or combinationsof them.
OnceAdam hasprovenhis identity to the workstation,he canstart
working using his environment.If Adam trustshis workstation,he
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candelegatehis identity, meaningthatnow the system(or an appli­
cation on the system)will be able to act on his behalfat least
locally. Dependingon the designof the authenticationmechanism,
the applicationmight evenact on remotesystemsas weIl. In the
further steps,local-butnot global-delegationof the useriden­
tity, andthe implied trust, is assumed.
If Adam readse-mail that is currentlystoredon his equally trusted
mail server,hedoesnot needto provehis identity to the server.The
local applicationgaining accesson themail serverreceivesa
requestfor identification,and, after askingthe userfor confirrna­
tion for this requestfrom the remotemailserver,performsthe
neededproof of identity. The samebehaviouris expectedfor
remotelogins, file transfers,accessingencrypteddata,elc. I

From the view of a communicationsystem,this implies the exist­
enceof a unified representationof authenticationrequestsand
responses(as in systemssuchas [Samar95],[Kerberos94],or
[CORBA96]) for distributedtasks,and the correspondingproto­
cols.

Authenticated join: Authenticatedjoin illustratestwo concepts.
Firstly, joining participantsmust prove their identities to each
other, and secondly,exchangeddatamustbe authenticated,i.e.,
boundto a participant'sidentity.
For the proofof identity, eithera hierarchicalauthenticationframe­
work or morea genericweb of trust [Maurer96] canbe employed.
WhenAdamtakespart in a videoconferencewith Bob andEve,all
threeparticipantswant to be assuredof their respectiveidentities.
Theconferenceis not private,meaningthatanyonecanjoin in and
exchangeddataare not beingencrypted.The participantswant to
know who the otherparticipantsare and that the audio and video
streamsreally are originating from them. After Adam, Bob, and
Eve retrieveeachotherspublic keys from a large,distributedkey
database,they checkthe validity of the keys by analysingattached
signatures.If a key is signedby an inlroducer (a third entity that

I. This behaviouris only achievableif theusereantrust the loeal appliealion
not to divulgeor abusetheeapabilityof proving his identity. Theproblem
eanbe mitigatedby introducingtrustedhardwarethat staysin possession
of theuserat all limes.
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they haveearlierdecidedto trust as an introducerof public keys
unknownto them,andwhosepublic key they alreadyhold), or by a
chainof those,they can, to a certaindegree,trust the key they just
fetched from the database.So Bob and Eve, not having prior
knowledgeabouttheir respectivepublic keys, can still chooseto
trust the identity boundto thosekeys,if they trustAdam or another
introducer.
Internally, the applicationthat verified the authenticityof keying
materialreceivedthe relevantpartsof a webof trust (or, in the hier­
archical case,a chain of certificates)that wasextractedfrom the
global database.The end-to-endtrust level was evaluatedat run­
time by the securitymanager.Throughoutthe session,the commu­
nication subsystemthen verifies the authenticityof the different
audioand video datastreamsand presentsthis information to the
usersvia their userinterfaces.
At the level of the communicationsystem,transmittedaudioand
video data must be authenticated.Becauseit is expensiveto
stronglyauthenticatehigh-volumedatastreams(suchasvideo), the
hierarchicalencodingof video compressionalgorithms,suchas
e.g. waveletcompressioncanbe employed,by only authenticating
certaincomponentsof the compressedvideo stream.Computation
power is savedby using partial authenticationmethods(see
Section5.1). This selectiveapplicationof authenticationallows the
participantsto achievea near-maximalvideo and audio perform­
ancewhile beingconvincedthat they are in fact talking to the right
people. If the participantstrust eachother group member,they
might evenswitch to group-wise aUlhenlicalion, usingone shared
key to protectthe traffi.c betweenall the members.This savesstill
morecommunicationbandwidth,avoids separateauthentication
andencryptionoverhead,andallows to employmulticasttransmis­
sions.See[Caronni98].

Moderately secureddata: Dataare securedby applying encryption
and authenticationmechanismsto it. Usersare able to selectthe
amountof security they require,and the communicationsystem
possessesdifferentmeansto satisfy thoserequirements.
In our example,after a while Adam, Bob, and Eve switch their
topic of discussionto a more sensitivematter.They discussthe
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contentsof a patentapplicationthey aregoing to submit,andknow
that severalotherpeopleareworking in similar areas,so they want
to be careful.The patentapplicationunderdiscussionwill be filed
within a month, thus they do not needlong-Iastingconfidentiality.
Oneof the threeparticipants,sayEve, initiatesa switch of the con­
ferenceto "medium security" mode.Bob and Adam acceptthis,
and the communicationprotocol now additionally encryptsdata
with an algorithmof appropriatestrength.Purely practicalconsid­
erationspreventthemfrom using the strongestpossibleconfidenti­
ality. Encryption protocoJsoffering this drastically reduce
throughputand introduceunwantedcommunicationdelay. See
Section4.4 for considerationsof strengthsof a]gorithms,and how
to expressthem on the interfacefrom the applicationto the com­
municationsystem.After the level of securityhasbeenincreased,
it can only be reducedwith consentof everyoneinvolved in the
communication.
When the communicationsystemreceivesarequestfor a certain
degreeof security, it will examinethe propertiesof the involved
communicationlinks and the availableresourceson the end sys­
tems. It will then selectandconfigurea protocol that is the least
expensiveand still offers the requireddegreeof confidentiality.
Heretoo, if group-wisetrustexists,multicastinginfrastructurecan
be usedto reducecommunicationload, and the dataneedonly be
encryptedonce.I

S rongly secureddata: Later, Adam and Eve may engagein a sepa­
rate video conferenceand discussmaUersof mutual interest.As
they considerthe exchangedinformation of very confidential
nature,they demanda maximumof confidentiality to be provided.
This meansthat the strongestpossibleencryptionmechanisms
mustbe selected,and then balancedagainstthe minimum quality
requirementsof the video conferenceapplications.If both setsof
requirementscan be met, a (probably low-quality) connectionis
established,otherwisethe participantsare informedof the conftict,
and advisedto reconsidertheir requirements.They may now

1. If supportinghardwareis availableon both sides, this security can be
quite strong,andif underlyinglinks aretaggedasbeing"moresecure"no
confidentialitymechanismsat all will beengaged.



32 Introduction

reducethe minimal quality requirementsfor their video confer­
ence,or their securityrequirements.
Having finished their privatedialogue,they lessenthe securityof
the link with mutual consent,andjoin backto the discussionwith
Bob and maybeotherparticipants.

Systemlogout: Finally, Adam willleave his trustedsystem.When he
logs out, the machinewill not longerbe able to performan action
on his behalf, becauseall secretinformation wasdestroyedwhen
he loggedout. In the caseof an untrustedsystem,this, naturally,
needsspecialconsideration.Onecommonsolutionin thatcaseis to
add a trustedhardwarecomponentto the system,suchas a chip­
cardthat is ownedby the user,or to havedelegatedrights implicitly
expireafter a certainperiod. Both methodsleavethe systemin a
statein which it is unableto performactionson behalfof auser.

In abovedescriptionof userand communicationsystembehavioUT,
severaldistinctiveadvantageouspropertiesof the proposedcommuni­
cation frameworkcan be observed.Single login facilitates the system
operationof all users,not requiringmultiple authentications.Allowing
securityto beconfigureddynamically into a system,and the ability to
specifya genericdegreeof securityby the usersor applicationsresults
in a powerfulandeasy-to-useinstrument.Adam,Bob, andEveareable
to engagein an authenticatedand privateconversation,anddrop back
to a public discussionafterwardsdynamically,without nothing more
thana few mousec1icks.Thequality of theserviceofferedto thembal­
ancedtheir securityrequirementsagainstindependentprotocolproper­
ties such as compressionquality, frame rate, or image resolutionand
size,andadaptedthese,or suggestedan effectiveadaptionof parame­
ters.Finally, by thriving on the implicit trust that wasderivedfrom the
globally availablepublic key database,communicationsetupand au­
thenticationof the peerstook placein a very easyfashion.
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Someelementsof the behaviourdescribedin the scenarioof
Section1.3 are of fundamentalinterestto future communicationsys­
tems,and offer a distinct extensionto today'ssecuresystems.As is
shownin Section3.2,RelatedWork, theresearchin this areahasbarely
begun.In this work, the achievementof the following resultsis to be
expected:

Security asa Quality of Service: QoS parametersaregaining impor­
tancein communicationsystems.Securitymustbecomeapartof
thoseparameters.Thus a methodhasto be developedthat allows
the specifi.cationof e.g. confidentiality and authenticityrequire­
mentsasQoS parameters.Adefinition of securityparameterssup­
portinga wide rangeof applicationsmustbedeveloped,andshould
formally specify securityrequirements.This implies the following
achievements:
• SecurityRequirementsthat can be expressedas numericalQoS

parameters,allowing for a level of abstractionover the useof
concretealgorithm information, and for a qualitativeor even
quantitativeexpressionof the different securitypropertiesof a
distinct service.

• Existing protocolsand security mechanismsare mappedonto
abovementionedQoS parameters.This implies the needto
assesstheir relativeandabsolutestrength.

• Algorithms that allow for the selectingof the bestfitting proto­
cols, i.e. the onesthat offer the requireddegreeof securityhav­
ing minimal cost. They imply the ability to negotiatefor an
appropriatedegreeof securityversuscost in a distributedman­
nerbetweenmultiple communicatingpeers.

Trust and Authenticity: Securitymechanismsin the communication
systemmust be supplementedby meansto expresstrust and
authenticityof users,communicationpeersand systemcompo­
nents.Additionally, keying materialmustbe offered.Without such
mechanisms,communicationsecurity is worthlessin practical
environments.Thefollowing stepsthuswill be pursued:
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• Realisationof a simple public-key architectureinvolving the
principleof the web-of-trust.

• Provisionof a methodto provecorrectconfigurationfor a pro­
tocol offering security. More precise,for a given correct
descriptionof authenticatedprotocol buildingblocks,andwhen
reliably knowing how thesebuilding blocksare interconnected,
the assurancewhetherthis protocol conformsto the specified
securityrequirementscanbe given efficiently at run-time.

• A new user-dependantway of confirrning the authenticity of
applications(and the userthey claim to represent)is given by
validating the integrity of the applicationat run-time, and
receivingconfirmationof the authenticityof requestsvia an
independentchannelto theenduser.

Practical Proof of Concept: To show the usability and efficiency of
abovementionedmechanismsand algorithms,they are integrated
into an innovativecommunicationsystem.This allows the evalua­
tion of theconceptsin a working testbedwith prototypicalapplica­
tions:
• Relevantsecurity protocol elementsare shown to be dynarni­

cally configurable.
• Resulting from this, a set of real communicationprotocols is

designedfor applicationstransportingaudio and video, thus
offering validation of performance.Dedicatedprotocolsfor
encryptionand authenticationof multimediadataundercertain
constraintsareused.

• To make the systemusable,key-generationand -management
functions and dedicateddataexchangefunctions are made
available.

• It is shown that the dynarnic selection of security protocols
gives a betterprice vs. performanceratio. Expectedbenefitsare
more (andadequate)confidentiality and authenticity,weil bal­
ancedwith the acceptableamountof performancedegradation
to be expectedin securedcommunicationprotocols,and the
increaseof processingcost.
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In ourworld, informationis relatedto control,andultimately to pow­
er. Possessionanddistributionof informationis ahighly sensitiveproc­
ess,which all factionsholdingpower,or warring for it, try to influence
to their utmostadvantage.Cryptographyis the scienceof securingin­
formation, e.g. protectingits origin and transfer.As a direct conse­
quence,the powers-that-betry to influence the deploymentof
cryptographyin the world. Until very recently, the United Statesof
America treatedcryptographicmechanismslike weaponstechnology,
and some countries,e.g. France,even prohibiteddomesticencrypted
communicationsunlessthe keys to the communicationwereavailable
to specificauthoritieswithin thestate.Civilliberty groupsopposethese
influencesof govemments,requestingfree and protectedspeechfor
everybody1, leadingto heateddiscussionsandpolitical battles.

Thetwo well-declaredgoalsof statesareto beableto readdomestic
andforeign traffic for criminal pursuit,nationalsecurity,andprotection
or furtheringof commercialinterests.To this end,the strengthof prod­
ucts implementingprivacy is soughtto be reducedby regulation,and
key recoveryfeaturesareimposedon the industry.A full, albeitstrong­
ly opinionated,treatmentcanbefound in [Abelson98].

In today'sbusinessprocesses,key recoveryofbusiness-relatedstored
data(in contrastto communicateddata)is a undisputednecessity.Even
thepresentwork, which focuseson the technicalview anddoestry not
to addressrisk managementissues,hasto beconcemedwith the issue
of key recovery.For the scopeof this work, I decidednot to consider
key recoveryandthe issuesof cryptographythatarerelatedto politics.
All communicationprotocolsaredesignedin sucha way asto present
the strongestpossibleprotection,hinderingas muchaspossiblethird­
partykey recoveryprocessesthatcanbeabusedto gain illegitimateac­
cessto privatedata.

I. Seefar exarnplewww.cdt.org,or www.privacy.org.
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1.6 Outline

lnlroduction

The foundationsof securecommunicationframeworksare security
QoS,secureprotocolsand finally authenticityandtrustconsiderations
of peersand components.In Section2, fundamentalissuesrelatedto
securityandsecurecommunicationsarediscussed,buildinga first view
of a possiblesystemarchitecture,andthe basefor Section3, wherere­
lated work and standardisationefforts are exploredin the focus of
abovementionedfundamentalviews.

Thedefinition of securityQoS,mappingprocessesandconfiguration
issuesarethe topic of Section4, without any directconnectionto cur­
rent implementations.Section5 elaboratesupon this underthe aspect
of partially securingmultimediadatastreams,andat the sametime ex­
aminesthe applicability to a video codec.Here, somemeasurements
performedwith an implementationbasedon WaveVideoarealso per­
formed.

Someaspectsof the work were implementedin the contextof
Da CaPo++.Section6 outlines the relevantsystemarchitecture,as­
sumptionsmade,andthe implementationissues.Thesystembehaviour
andperformanceof the incorporatedsecuritymechanismsareevaluat­
ed in Section7, leadingto Section8 wherethe final conclusionsof the
work aredrawn.



"WhenI usea word", HumptyDumptysaid
in rather a scornful tone, "it meansjust
whatI chooseit to mean- neithermorenor
less."

- Lewis Carroll, ThroughtheLooking
Glass

2 Foundations

When devisinga new security framework that is to be fitted into a
commumcationinfrastructure,onecandraw on a largeamountof ex­
isting knowledge.Figure2 depictsthe aspectsthat needto be consid­
eredwhendevisingsucha framework.Theaspectsin thegreyareawill
beexploredin the following pages.Theyareusedto build a foundation
for the framework without adding larger innovations.The remaining
aspectsin the unshadedareaare exploredthroughoutthe restof this
work.

Definition of Security

Security in the �E�n�d�S�y�s�t�e�m�~�c�e�m�e�n�t of Functionality

Security Mechanisms,
�~ Protocols �~

Quality of Service t Communication Framework

Key and Trust Management

Figure2: FoundationsandRelatedWork
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In Section3, theconceptof Quality of Service(QoS)will bedefined,
and existing systemsand relatedwork using it will be discussedand
evaluated.In the currentsection,however,basicconcepts,especially
themeaningof thetermsecurityandits implicationsareexarnined.The
fundamentalissuesconcerningthe placementof security in existing
systemsareclarified. Cryptographicmechanisms,the building blocks
offering basicfunctionality, are listed, andtheir properties,as relevant
to QoSconsiderationsin Section4, areexplored.Finally, a coarsesys­
tem architectureof an integratedcommunicationand securityframe­
work is proposed.

2.1 Defining Security

Security is a very broad term, that includesmechanismsto provide
confidentiality, error detectionand control mechanisms,fault toler­
ance,etc. Thescopepresentedhereis limited to aspectsprovidingcon­
fidentiality and authenticityto systemusersand operators.Existing
terrninology often doesnot clearly define fundamentalsecurity types
andtheir offeredservices,andmultiple meaningsareattachedto many
terms. In the following, abrief introduction into the selectedwording
is presented.It is derived from sourcessuch as [Shannon49],
[Simmons84],[Bauer93],[Kahn67] and [Schneier96].

1. ConfidentiaJity:The inability of a third party to understand
thecontentof a messagetransferredfrom senderto receiver.
This property is also namedencryption,privacy, protection,
secrecy,or, misleadingly,security. As in Shannon'sdefinition in
[Shannon49],confidentiality is given if a plain messageis statisti­
cally independentfrom all encryptedtransmittedmessages­
meaningthat it can only be recoveredwith the knowledgeof the
appropriatekey.
Employing mechanismsfor confidentiality guaranteethe senderof
protecteddatathatonly intendedreceiverscaninterpretthem.Con­
fidentiality can be coupledclosely with mechanismsproviding
integrity and authenticityto protectagainstmalevolentmodifica­
ti on of data and other man in the middle attacks(seealso
Section2.3.4).
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2. Integrity: Encoding of a messagesuch that its recipient can
detectwith arbitrarily high probability that this messageis the
one that wasoriginally sent,when it is transmitted over a noisy
channel.
This definition correspondsto Shannon'streatmentof a discrete
channelwith noisein [Shannon48].Onecouldalsosay: Datainteg­
rity is given if a receiverof datacandecidethat datawerenot ran­
domly alteredduring communication.
The integrity of storeddata,of datacurrently being transferred
from oneuserto another,or of programcodebeforeexecutioncan
be assuredby introducingredundancy.Mechanismsproviding
integrity protectagainstrandomdistortion of data.They do not
protectagainsta malevolentdistortion, becauseeveryonecan ver­
ify the integrity of data,andeverybodycan provide information
assuringintegrity togetherwith thedata.To protectagainstmalevo­
lent modification, integrity mechanismsmust be coupledwith
authenticationmechanisms.Thecouplingof integrity mechanisms
with authenticationmechanismsis an exampleof a very simple
cryptographicprotocol,seeSeetion2.3.3.

3. Authenticity: The senderof a messageis uniquely identifiable,
and the senderis bound to an identity known to the receiver.
According to Maurer [Maurer96J,"Authenticationtheory is con­
cernedwith providing evidenceto the receiverofa messagethat it
wassentby a specifiedlegitimatesender;evenin thepresenceofan
opponentwho can interceptmessagessentby the legitimatesender
andJor sendafraudulentmessageto the receiver."
Authenticationis sometimesalso termedproofoforigin. Authenti­
cationprotocolsassurethe identity of a sourceto a communicating
peeror third parties.Differentdegreesof authenticityexist, namely
repudiableandnonrepudiableauthenticity.Repudiableauthentic­
ity allows the receiverof datato decidewhethera messageis
authentie,but he doesnot havethe meansto provethis fact to third
parties.Sendernonrepudiationallows the receiverto prove that a
messageoriginatedfrom a certainsender,while receivernonrepu­
diation allows the senderto proveto a third party that the receiver
indeedreceiveda message.For senderandreceivernonrepudiation
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to work together,an impartial third party or a protocol morecom­
plex thansimplesigningis needed[Even85].
The informationcontainedin a messagemay eitherbe data,stored
or communicated,or instructionsto beexecuted.Authenticity may
alsoassociatedatato an instantin time, by including a timestamp
or a challenge-responseelementin the authenticationprotocol.
This makesa messageunique,andallows the detectionof replays.

4. Authority: Theright of a subjectto accessan object.
Thedefinitionsof subject,objectandaccesscorrespondto thosein
[TCS85]. Accessis an interactionbetweensubjectandobject that
resultsin the flow of information from oneto the other. An object
is a passiveentity that containsor receivesinformation. Examples
arerecordsand files, processors,or networknodes.A subjectis an
activeentity generallyin the form of aperson,processor device
that causesinformation to flow amongobjects,or who causesa
changein the systemstate.
Authority may be assignedto a distinct entity or to an abstractset
of entitiesrepresentinga role. Authority may dependfor example
on the time of day, and the location from which the accessis per­
formed e.g. originating from a dial-in link or from a local console.
Accessto an object suchas a processormayaisocausethe con­
sumptionof systemresources.

5. Visibility: Propertyof a messagethat indicatesthe ability of
third partiesto knowingly observethe messagein transfer.
To reducevisibility, a channelusedto transferthe messagemay be
hiddenbehindanotherchannelor be undetectablein the physical
sense.The problemof reducingvisibility is relatedto covert and
subliminal channels,as for exampledescribedin [TCS85], water­
marking (see[Caronni95]),andsteganography,seealso [Kahn67].
Denyinga possibleenemyto evenperceivethatdataaretransferred
impedestraffic analysis.Reductionof visibility caneitherbe done
by transmittingdatawithout the observerbeing ableto detectit, as
donein spreadspectrumtechnology,or by hiding the datain other,
innocuousdata.This is the steganographicapproach.Furthercare
canbe takenby using the ideaof mixers [Chaum8l] to makethe
pathsof transmissionuntraceable.(Mixers alsocan increaseavaila-
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bility if redundantmessagesare generated.)The anonymityof a
senderor receiverof a messagecan be perceivedasan additional
aspectof visibility.

6. Availability: The property of a messageindicating the proba­
bility with which it reachesthe legitimate recipient.
Availability can be increasedby sendinga messageover multiple
independentcommunicationpathsat the sametime, or evenover
unrelatedcommunicationinfrastructures.The goal is assuringa
successfuldelivery even if an enemyis able to control someof the
communicationpaths.This helpsmiti gatedenialof serviceattacks.

Security,as representedabove,gives the possibility of assigning
competenceandresponsibilityfor eventsandinsuringcontrol overthe
distributionof information.The basictypesof securitycorrespondon
a one to onebaseto building blocks providing securityservices.One
might note that securitycan be expressedin terms of cryptographic
mechanisms.It is herefocusedin view ofcommunicationsystems.Fur­
ther discussionis limited to the mostcommonlyrequiredfunctionali­
ties, which are confidentiality, authenticationand integrity. While
reliability and/aulttolerancearecomparablein the senseof problem­
atics and userdemands,they are not further consideredin this work.
They relatemoreto safetythan security.

As is seenin Section4, the fundamentaltypesof securitycan be
mappedon a one-to-onebaseontoabstractapplicationrequirementsor
Quality 0/Serviceproperties,similar to the c1assicalQoSparameters.
The fundamentaltypesare, with the exceptionof the c10senessof au­
thenticity and integrity, orthogonalconcepts,and in view of overall
protocol performancecanbe varied independently.Onecan for exam­
pIe selectanencryptionmechanismindependentlyfrom an authentica­
tion mechanismand put thesetwo in the sameprotocol, thus offering
differing strengthsof confidentialityandauthentication,satisfyingdif­
fering userrequirementsand for exampleCPD or memory resource
limitations.

Securesystemsas a whole requiremore functionality than a secure
communicationframework.The Sectionbelow givesa shorttreatment
of the commonapproaches ([ITS90] and [TCS85]) that describethe
functionality requiredto createsecure systems.The communication
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frameworkthat is developedin this thesisonly makescertainassump­
tions about the operatingenvironment,that are discussedin
Section6.2.

2.2 SecureComputing Systems

Communicationis just oneaspectof secure systemsthatneedsto be
treatedwhen onediscussesdatasecurity.It is importantto relatethis
aspectto an overall framework,asrepresentedby the work doneon se­
cure systems.A fundamental,and bestknown, descriptionof criteria
for securesystemsis found in the 'TrustedComputerSystemEvalua­
tion Criteria (TCSEC)' [TCS85], also named'OrangeBook', which
haslaterbeenusedasa basisfor EuropeanITSEC standardisationef­
forts [ITS90]. Here,systemstandsfor a particularmachine,andsecu­
rity is providedin termsof accesscontrol.

The TCSECeffort classifiessystemsinto four broadhierarchicaldi­
visionsof increasingsecurityprotection,namedUD" through"A". The
goal of theeffort is to providea meansto measurefunctionality andas­
suranceof trustedinformationsystems,andgive manufacturersa guide
for implementingthis functionality. Two typesof requirementsarees­
tablished:Securityfeaturesandassuranceof them.Functionalfeatures
coverareassuchas auditing,covertchannelanalysis,discretionaryor
mandatoryaccesscontrol, identification and authentication,informa­
tion labelling, objectreuse,testing,etc. Assuranceof thesefunctional­
ities rangesfrom non-exhaustivetesting over formal analysisand
exhaustivetestingup to a formal proof of correctness.The purposeof
the offeredfunctionality is to allow the implementationof accesscon­
trol, and to makepolicy decisionsregardingauthority enforceable.A
shortenumerationof achievableTCSECclassificationswill follow:

Division D, Minimal protection:
This classis reservedfor systemsthathavebeenevaluated,but that
do not meetrequirementsof a higherevaluationclass.

Division C, Discretionary protection:
• Cl, DiscretionarySecurityProtection:

The environmentof suchsystemsis expectedto be one of cooper-
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ating usersprocessingdataat thesamelevel of sensitivity.The sys­
tem providesfor mechanismsthat allow individuals to protectfor
exampleprivateor projectinformationfrom third parties.

• C2, ControlledAccessProtection:
Systemsin this classenforcea more finely grained,discretionary
accesscontrol than Cl systems.The usersare individually
accountablefor their actionsthrough login procedures,auditingof
security-relevantevents,andresourcesisolation.

Division B, Mandatoryprotection:
• BI, LabelledSecurityProtection:

In additionto functionality providedat level C2 and informal state­
ment of the securitypolicy model,datalabelling and mandatory
accesscontrol overnamedsubjectsandobjectsmustbe present.

• B2, StructuredProtection:
The securitypolicy model mustbe formalized,andcovertchannels
mustbe addressed,by identifying their existence,closing them
down, or, if this is not feasible,limit their bandwidthas much as
possible.The TrustedComputingBase(TCB) must be well­
definedand structured.Enhancedscrutiny and testingof this com­
ponentis required.

• B3, SecurityDomains:
ThedassB3 TCB mustmediateall accessesof subjectsto objects,
be tamperproof,and be small enoughthat it can be subjectedto
thoroughanalysisand tests.A dedicatedsecurityadministratoris
supported,and audit mechanismsareexpandedto includesignal­
Jing. Systemrecoveryproceduresare required.The systemis
highly resistantto penetration.

Division A, Verified protection:
• Al, Verified Design:

Systemsin the dassAl arefunctionally equivalentto thosein B3,
but hereanalysisof the TCB is derivedfrom formal designspecifi­
cations,andverification techniques.A morestringentconfiguration
managementis required,and proceduresare establishedfor the
seeuredistributionof the systemto sites.
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Figure3:

ITSEC
The EuropeanITSEC effort

alsodescribessecure systems,
but insteadof onerankingasin
TCSEC,the authorsusesepa­
ratescalesfor functionality (FI
through FIO) and assurance
(EI throughE6). Functionality
rangesfrom thosefound in the
OrangeBook to integrity,
availability and confidentiality
for storageand communica­
tion. Assuranceitself is com­
posedof degreesof (proof of)
correctnessand effectivenessof implementedfunctionality. Figure 3
providesa mappingfrom ITSEC to TCSECin termsof functionality
and assurance.For a betterview of the relevantdifferencesbetween
thesetwo approaches,seethecritical comparisonin [Branstad91].

The TCSEC and ITSEC frameworksconcentratestrongly on end­
systempropertiessuchastheassuranceof authorizedaccessto dataon
thesystem,andcontrolovertheuseof resources,logging,andauditing
of useractions.Theexchangeof databetweensecuresystemsis always
subjectto themoststringentsecuritypoliciesandusuallyvery strict re­
quirementsaremadeon theunderlyingnetworkinfrastructure.Dataare
taggedwith a sensitivity label when being transmitted,and intermedi­
atesystemsand routersare implementedsuchthat the dataneverpass
onto partsof the networkthatarenot admittedto this level of sensitiv­
ity, for examplebecausethey aredeemedinsufficiently protected.

Information in securesystemsis usually classifiedinto a few levels
with rising accessand modification restrictionswithin the system,and
for transactionsin the moresecuresystems(e.g. ratedB2, B3 or A), a
central softwareand hardwareblock enforcesaccessrestrictions.Se­
cure systemswith mandatoryaccesscontral and detailedauditing are
usedfor missioncritical tasksand on high-risk locations.Onerecent
exampleis the way a largebankhasimplementedtelebankingoverthe
Intemet,using a platform ratedBI (seealso [Amovitz97]). There,the
bankingapplicationbackendwasplacedin onecompartment,while the
world wide web serverinterfacewasplacedin anotherone.This sepa­
ration was supposedto protect the bankingapplicationfrom hackers
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out of the Internet,andto allow for thecontrollingof the flow of infor­
mation.

One very importantpreconditionfor the employmentof securesys­
temsis theapriori definition of policiesandcontingencyactions,and
theassurancethatthesepoliciesarebeingadheredto. Normal worksta­
tions or personalcomputersfor everydayuseusuallydo not evenpro­
vide thebasefor securesystemsasphysicalaccessto themachineitself
cannotbesufficiently controlled.An exampleis thatany memberofthe
staff, or a repairman,or a numberof otherpersons,could walk in and
simply copy thecontentsof the machine'sharddisk.

Securesystemsstressthe issueof accesscontrolandpartitioning.Se­
curity mechanismswith less than maximum strengthare missing,
meaningthatenforcedcontrol (andassociatedoverhead)is eithertotal,
or nonexistent.No gradualscaleexists.While building suchsystems,
utmostimportanceis placedon reliablesecurity,suchthatcircumven­
tion is near-impossible.OtherQuality of Serviceaspectsaresecondary,
if consideredat all. On the onehand,securesystemsoffer unified au­
thenticationandaccesscontrol mechanisms,which arecurrentlymiss­
ing in most communicationframeworksthat offer security. On the
other handthey do not offer much functionality and tlexibility in the
areaof communicationsystems.The readeris encouragedto keep in
mind the orthogonalityof a securesystemthat offers datataggingand
auditing,userauthenticationandadmissioncontrol, and the work that
is presentedin this thesis,wheredataaresecuredandauthenticatedfor
thepurposeof communicationonly. Thetwo conceptsarenot mutually
exclusive,they cancomplementeachother.

2.3 The Basicsof SecureCommunication

The typesof securitydescribedSection2.1 are mappedon crypto­
graphicmechanisms,which are integratedinto communicationproto­
cols. Although the whole protocol mustbe studiedfor its securityand
Qualityof Serviceproperties,themechanismsthemselvesrepresentthe
heartof communicationsecurityandare now investigatedfurther. No
newcryptographicmechanismsarecreatedin thecontextof this thesis,
but insteadalgorithmsalreadyknown and studiedin cryptology are
employed.Discussionof actual algorithmsand their designissuesis
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coveredby a large body of publications,see [Schneier96]or
[Simmons92]for a startingpoint. An overviewof namingconventions
is given, and a few specific algorithmsare enumerated.Thesealgo­
rithms are used to implementparts of the scenarioas given in
Section1.3. In Section4 their strengthsandcostswill be assessed.

Figure4 describeshow mechanismsusuallyemployedin cryptology
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I ° EI Gamal ° RSA °keyed MD5

\ ° Elliptic Curves ° EI Gamal }
�~ - - - - - - ./mechanisms are
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oQTP

°RC4

Peer Authentication

° Needham-Schröder ° Diffie-Hellman
�o�K�e�~�e�r�o�s oEKE
° RSA

Figure4: Algorithm Taxonomy

are named,and how they relateto eachother. This figure represents
only thosebasicmechanismsthatprovidea meansto achieveconfiden­
tiality andauthenticity.More elaborateschemes,suchas thoseusedto
achieve,for example,anonymity of participants,zero knowledge
proofs, or securevoting are not relevanthere.The enumeratedalgo­
rithms are partly explainedbelow and presentedfor purposesof illus­
tration only. The list is by no meanscomplete.In the nextfew seetions,
propertiesof key agreement,authenticationand encryptionmecha­
nismsarediscussed.This discussionwill partly align itself to Figure4,
picking out somehighlights thereof.
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To provideencryptionand authenticationfunctionality using highly
efficient algorithms,the communicatingpeersneedto sharea secret.
Thus the needfor key agreementarisesbecauseit is the meansto con­
vey a secretfrom oneparty to theothervia a securechannel,or to allow
thepeersto agreeon asharedsecretvia public discussion.Classicalex­
amplesof suchchannelsarecouriers,moreaboutthis canbefound, for
example,in [Kahn67] Section13, or [Bauer93].

One party can choosethe sharedsecret,and communicateit to the
otherparty securely,be it by messengeror othermeansthatestablisha
securechannel.A practicalmechanismto achievethis secure channel
is public key cryptography,whereasymmetricencryptionis used.To
protectagainstman in the middle attack,the public keys that areem­
ployed needto be signed,and the providedsymmetrickey must be
shownto befresh, seeSection2.3.3 for a further discussion.

Sincethe discoveryof public key cryptographyin 1976,novel ways
to conveysymmetrickeying materialarebeingused.By usingtheDif­
fie-Hellman key agreementalgorithm, for example,two partiescan
publicly exchangemessagesand generatea sharedsecretfrom these
messages.This andotherpublic key algorithms,offering not theoreti­
cal, but practical1 security,rely on operationssuchas the difficulty of
factoringa productof two very largeprimes,computingdiscreteloga­
rithms in a finite field, or inverting operationson elliptic curves.This
coversthe algorithmfound by Diffie and Hellman [DH76], and an al­
gorithm by Merkle [Merkle78], and later a different approachby
Rivest,Shamir,and Adleman[RSA78] in 1978.Later advances,such
as usingelliptic curves[Koblitz87] in 1987,allow for fastercomputa­
tion anduseof smallernumbers.A morerecentapproachto achievea
sharedsecretby public discussion,without relying on possiblysolvable
problemssuchasfactorisation,[Maurer93],offersa provableprobabi­
listic degreeof security.

I. While factoring largenumbers,or the takingof a discretelogarithmis the­
oretically feasible,solving this underlyingmathematicalproblemby cur­
rently known meansis deemedpractically infeasiblebecauseof
computingtime or storagespaceconstraints.
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2.3.2 Encryption Mechanisms

Foundations

Bulk dataI encryptionmechanismsare fast block or streamciphers,
keyedby sharedsecrets.While thereexist unconditionallysecureen­
cryption schemesoffering perfectprivacy, meaningthat they are un­
breakable,they requiresharedsecretsthatareaslargeasthe messages
themselves,as Shannonshowedin [Shannon49],andbecauseof this
areusedonly in a few specializedenvironments.

While algorithmsexist wherea provableamountof computation
mustbedoneto breakthem,suchas Massey'sRip Van WinkJecipher
[Massey85],or a provableamountof memorymustbe available,such
asproposedin [Maurer90], they arenot practicallyused,becausethey
are either more disadvantageousto the communicatingpeersthan to
prospectiveenernies,or in otherwaysdifficult to realise.For mosten­
cryption mechanisms,the practical strengthis not proven,but only
stronglysuspected,as long asno working attackis found.

Practicallyusedalgorithmsemploya key of limited sizeandusethis
key to eitherconvertablock ata time in acryptographicallystrongway,
suchasdonein IDEA [Lai92], or to generatea runningstreamof (prac­
tically) unpredictablekey bits which is then addedto the datastream.
For a discussionof streamciphers,seeSection2 of [Simmons92],and
for an exampleof a streamcipherwith arbitrary startingposition, see
[Rogaway94].

Block cipherscan further be usedin different operatingmodes,as
was outlined for the American Data EncryptionStandard(DES). A
comprehensivelist of operatingmodescanbe found in [IS08732] for
DES,or a generaldiscussionin Section9 of [Schneier96].Thefollow­
ing a]gorithmsareof relevancehere:
• OneTime Pad(OTP): This mostsecureand, in termsof computing

power, cheapeststreamcipher works by adding a randomkey
streamto the messages(modulo 2). Its only drawbackis the fact
that the key needsto havethe lengthof the messageandmay never
be reused.It is alsocalledVemamcipherafter its inventor.

I. They are narnedbulk data algorithms becausethey have to processthe
bulk of thedata,e.g. thecontentof a video strearn.This standsin contrast
to the algorithmsusedto encryptkeying material,which will only spar­
ingly be exchangedbetweenpeers.Bulk dataalgorithmsmustbe fast and
costeffective.
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• Rivest'sCode#4 (RC4): Devisedby Ron Rivest in 1987 (Section
17.1 of [Schneier96]),this streamcipher is very effective and of
simpledesign.It can be keyedto assumeone of ca. 10511 initial
states.Weaknessesconcerningits key schedulingare known
[Roos95],but caneasilybeovercome.

• SEAL: First presentedin [Rogaway94],SEAL supportsposition­
dependentkey setup.It allows for out-oforderdelivery of transmit­
ted data,expects160 bits of key materialandallows initializing at
any 32-bit offset into the stream.SEAL may in certainenviron­
mentsbe evenfasterthan RC4. Key setupin SEAL is much more
expensiveas in RC4, as the securehashingalgorithm (SHA), see
Section2.3.3, is employedto generatethe interna! state.

• Rivest'sCode#5 (RC5): A block cipher [Rivest95], also devised
by Ron Rivest, with a variableamountof key bits (typically 128),
numberof rounds(typically 12), andblock size(typically 64 bits).
It containsa novel featurecalleddata-dependantrotations,and its
performanceis fast in software.For a low numberof rounds,the
algorithm yields to differential cryptanalysis,as documentedin
[Knudsen96].The practicalcostsof breakingthis algorithm by
exhaustivekey searchhavebeenweil studiedin [Caronni97].

• The Data Encryption Standard(DES) [DES77]. This is the best
studiedblock cipheravailable.It applies56-bit keyson 64-bit data
blocks,anda variety of attackshavebeendevised(see[Matsui94],
[Biham93], and [Wiener94]).Nevertheless,its (I irni ted) strengthis
weil proven,and the algorithmexistsin stronglyoptirnizedimple­
mentations.

• TripIe DES: A concatenationof threeDES ciphers(seeits defini­
tion in [IS08732a]),using either two or threekeys. It hasbeen
devisedbecausethe 56-bit key-spaceof DES is deemedinsuffi­
ciently large,yielding to exhaustivekey search.Simply concatenat­
ing two block ciphershas beenshown to be as secureas single
DES, becauseof the meet-in-the-middleattack[Merkle81].

• IDEA: A block cipherdevisedby Lai andMassey[Lai92], with no
practically exploitableknown weaknesses,but high computing
cost.This block cipherhasbeendesignedusing formal building
blocks (such as the multiplication operation).They have well­
understoodproperties,which allowed the authorsto estimatethe
strengthof their algorithmwith a higherconfidence.
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The more than 20-yearold DES algorithmis to be replaeedwith an
AdvaneedEneryptionStandard(AES).TheNationalInstituteofStand­
ardsandTeehnology(NIST) hasspeeifiedpropertiesfor suehan algo­
rithm in [NIST97], and submissionshavebeeneolleeted.The new
algorithmis expeetedto be stronger,moreflexible, andmoreeffeetive
in softwarethanDES.

Thealgorithmsdiseussedsofar providefor eneryptionusingashared
seeret.Asymmetriealgorithms,also namedpublie-keyalgorithms,do
not needa sharedsecret.Whentheyareused,thesenderneedsto know
thepubliekey of thereeipient,thenheeaneneryptdatawith truspublie
key, andonly thereeipient,holding the eorrespondingprivatekey ean
deeryptthe data.Owing to theextremelyhigh eomputationaldemands
thatthey impose,they arenot eommonlyusedfor bulk dataeneryption.
Dependingon operationand key length, performanceis severalhun­
dred times lower than that of symmetricencryptionalgorithms,e.g.
when eneryptinga datablock of equal size. As a consequenee,they
only are usedfor key exchanges,for authenticationpurposes (seebe­
low), and in other speeializedprotocols.Currently widely usedalgo­
rithms are:
• DH: Diffie-Hellman public-key cryptography(really only a key

agreementscheme).Diffie and Hellman devisedthe first public­
key systemin 1976[DH76]. It relieson the difficulty of computing
discretelogarithmsin a finite field.

• RSA: Rivest,Shamir,and Adlemandevisedthis algorithm in 1978
[RSA78]. It relieson the problemof factoring large numbers,and
allows for encryptionand signing of data.The most effieient
known forms of attackare variantsof the numberfield sieve1

[Lenstra93].
• El-Gamal: Taher EI Gamal found a publie-key cryptosystem

[ElGama185]basedon the problemof discretelogarithmsin finite
fields in 1984.It offers funetionality similar to RSA by usingother
mathematicaloperations2. It hasthe drawbackof expandingsigned

I. It is speculatedthat a breakthroughin quantum computing [Schor94]
might makefactorisationanddiscretelogarithmspossiblein Q(log( ))
time, althoughno practicalapproachto this ideais feasibletoday.
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or encrypteddataby a factor of two.
• ECC: Elliptic curvescan be usedto implementthe abovepublic­

key systemsin a group other than thosecomposedby integers.
Elliptic curvesover finite fields offer resistanceto factorizing algo­
rithms, and thus allow for strongsecurity with shorterkeys than
RSA andDH with integers.For an overview,see[Menezes93].

Many otherpublic-key cryptosystemsexist, but they are not further
consideredhere,becausetheir usageandbehaviouris analogousto the
abovementionedalgorithms.The family of public-key algorithmscan
be used for encryption and authenticationpurposes,see also
Section2.3.3below.Thestrengthofthesealgorithmsrelieson theabil­
ity to factor large integersor computediscretelogarithmsin finite
fields. Even thoughfactoring techniquesare making steadyprogress,
thefactoringof productsof largeprimes(e.g. 1024bit) is not yet prac­
tically feasible.In largescaleexperiments,public keys in the rangeof
512bits havebeenbrokenasof today [Cowie96].For sufficiently large
public values,public key algorithmsmay beassumedto offer uncondi­
tional securityfor the nearfuture.

2.3.3 Integrity Assuranceand Authentication

Traditional errordetectionandcorrectionmechanismshavebeenin
usefor a long time, andtakecareof accidental changesin transmitted
messages.They providemessageintegrity, and,implicitly, for message
authenticitywhenno enemyis present.While suchmechanisms(error
detectingand correctingcodes,e.g. the cyclic redundancychecksum
(CRC) describedin [X3.66]) canbe usedto detectrandomandbursty
errorswith high probability, othermechanismsare neededto protect
againstmalevolentmodificationsof data.For more information on er­
ror correctingcodes,see[Lin83].

In view of intentionalattacks,traditionalmechanismsfor assuringin­
tegrity fail to provideauthenticintegrity for threereasons:
1. The integrity of a messagedoes not imply its authenticity. The

redundancyintroducedin a messageto show its integrity may be

2. D. Bleichenbacherhas devisedan interestingattackon EI-Gamal signa­
tures,see[Bleichenbacher961.
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re-generatedby anyone,sincethe employedalgorithmsare pub­
licly known, andcanbe usedby the attackerto createa new mes­
sagethat is integer,but not authentic.
A first requiredpropertyof mechanismsthat provide integrity
assurancetogetherwith authenticationis confidentiality for the
actualmethodof generatingredundancyinformation that insures
integrity. If only the sendercangeneratethe redundancycorrectly,
integrity implies authenticity.This can be donefor exampleby
sender-dependantkeying of a publicly known integrity assurance
mechanism,suchasencryptingthecalculatedredundancyinforma­
tion.

2. Given a certainauthenticinformation (suchas an encryptedCRC)
to insuremessageintegrity andauthenticity,an arbitrarily chosen
messagethat resultsin the sameCRC valuecaneasilybefound by
the enemyundersome constraints.Thus an attackercan collect
authentic(i.e. encrypted)redundancyinformation, and associateit
with validatedCRCs(seebelow), and transmitthem togetherwith
a forged message.
By consequence,a secondrequiredproperty is, that the algorithm
usedto generatemessageredundancymustbe a one-wayfunction.
One-wayfunctions,in this contextalsonamed'hashfunctions',are
computationallyhard to invert. Given an output (hash)of sucha
function, only trial anderror can be usedto find a messagethat
resultsin this hash.For all practical1 purposes,the hashfunction
establishesa seeminglyrandommappingbetweenmessagesand
their hashes.

3. Redundancyinformation introducedin messagesis typically short,
e.g. on the orderof 16 or 32 bits per messageCRC. An attacker
might simply guessa correctauthenticationvalue for an arbitrary
message,or may precomputeand storevalid redundancyinforma­
tion, e.g. dictionary attacks.Thusencryptinga CRC andaddingit
to a messageto achieveauthenticationis not sufficient.
A final propertyis, that the keyedone-wayfunction mustresultin a
hashlarge enoughto forbid suchattacks.Currently usedlengths

1. Meaningthat it would takemore time than the enemyis willing to invest
to find the inversefunction, or a specific instanceof colliding messages
(messagesresultingioto the samehash),e.g. time for morethan264 oper­
ations.
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rangefrom 128 to 160bits. The innerworkingsof hashfunctionsis
very similar to encryptionalgorithms,providing them with diffu­
sion andconfusionproperties([Shannon49],p. 708). Examplesfor
tuming an integrity mechanisminto a messageauthenticationcode
(MAC), seethe fIrst propertyabove,canbefound in [Bellare96] or
[Schneier96],Section18.

To achievethe requiredproperties,asymmetriekey is often usedto
encrypta resulting hash,or otherwiseinfluence the hashingprocess.
Although this allows establishingmessageauthenticitybetweencom­
municatingpeersholding the a sharedsecret,it doesnot allow the re­
ceiverto actuallyproveto third partiesthat thesenderreally originated
the message.In fact, the receiver,knowing the samekey as the sender,
is the only entity able to forge any message(besidesthe sender),and
claim unjustly that it originatedfrom the sender.Making a message
non-repudiableby the senderis achievedby havingthe sendersign the
hashvalue with an asymmetriealgorithm. Using RSA, this would be
equivalentto encryptingthe hashvalueusingonesown secretkey. An­
ybody havingaccessto the correspondingpublic key can thendecrypt
the hashvalue,and verify the accuracyof the signature.

While sendernon-repudiabilitymay be advantageoussometimes,it
mayaIsobeof interestto havethe receiverprovideproofof receiptfor
a messagesuchthat receivernon-repudiabilityis given. For this to be
fairly done,a third party may needto be involved, somesolutionscan
for examplebe found in [Even85]. An additionalproblem,mentioned
in thesecondpointabove,is theprotectionagainstthereplayof old au­
thenticatedmessages.To protectagainstthis, theauthenticatedmessag­
esneedto includea timestamp,sequencenumber,or otherwiseunique
information,a nonce.Given the fact that sucha nonceis neverreused,
a peerreceivingthe messagecanbe reasonablylsurethat theauthenti­
catedmessagehasbeengeneratedjust now, and indeedis fresh.

Actual algorithmsusedto hashmessagesandproducea messagedi­
gestarefor example:
• MessageDigest#5 (MD5): Inventedby R. Rivest [Rivest92],pro­

ducesan outputof 128 bits from a messageof up to 264 bits length.
No practically exploitableweaknessescould be found up to now.

I. Again, asabove
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MD1 throughMD4 (asfar hashavingbecomeknown to thepublic)
areby now broken.

• SHA: SecureHashAlgorithrn, a standarddefinedby the american
NIST. It is designedsimilarly to MD5, but produces160-bithashes
andis assumedto be stronger.

• Any block encryptionalgorithmcanbe usedto implementMACs,
see[Schneier96],Seetion18.11.

To produceMACs, theoutputof abovehashingalgorithmscaneither
be encrypted,and appendedto the messagethat needsto be authenti­
cated,or thesymmetriekey canbeprependedto themessage,thuscru­
cially influencing the outputof the hashingalgorithms.For a further
discussionof variouskeying methodsseee.g. [Schneier96],Section
18.14.

While a sharpdistinctionis madebetweenhashingandencryptional­
gorithms,this doesnot necessarilyneedto be.Hashingalgorithmscan
be usedto generatea sequenceof bytesasa streamcipherdoes,anda
block cipher in appropriatefeedbackmodecan be usedto generatea
hashof the encryptedbytestreamby encryptinga lastblock of known
contentand verifying this on the receivingside.

2.3.4 Cryptographic Protocolsand PossibleAttacks

Cryptographicprotocolsestablishthe manner in which messagesare
exchangedby communicatingpeers,and what operationsare per­
formed on thosemessages.The abovementionedmechanismsfor key
agreement,encryption,and authenticationin themselvesare simple
cryptographicoperationsthat are combinedand extendedby other
meansto achievemore elaborateprotocols.Cryptographicprotocols
exist, that canachieveall kinds of functionalities,rangingfrom secure
voting [Cramer97] over sharedcontrol [Simmons91] to electronic
money[Chaum88].

While authenticationandencryptionas presentedaboveprovidefor
the securityof transferreddata,additionalsafeguardsneedto be taken
to establisha secureconnectionbetweentwo partiesreliably. The most
common forms of attack will be highlighted, and in light of these
threats,the following Section2.3.5presentsa sampIesecuredprotocol
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thatallowsonecommunicatingpeerto assurethathe is indeedcommu­
nicating with a certainotherpeer.

An adversarycanusemultiple methods[Purser93]to pry into the se­
cretsof communicateddata.Two typical situationsare the passivelis­
tenerscenario,andthe man in the middle attack,which will further be
discussedhere.To protectagainstthesetwo forms of attack,manyse­
quencesof cryptographicoperations,that is, well definedexchangesof
messages,or cryptographicprotocols,havebeendeveloped.

Attackersthatarepassivelylisteningmay try to achievetwo different
things. 1) They may try to deducewhich party communicateswith
whom andcollectstatisticsaboutincurring traffic. This is calledtraffk
analysis[Kahn67a],and hasproven to be very helpful in the past.2)
They mayaIsotry to cryptanalyzethetransmitteddata,thusgainingun­
derstandingof it. They Can do this by knowing keys, knowing part of
the plaintextof transmittedmessagesand trying to find correctkeys,
andby exploiting structuralweaknessesin employedencryptionalgo­
rithms.While traffic analysishasbeenmainly usedon broadcastmedia
such as shortwaveradio, schemesto protectcommunicatingparties
againsttraffic analysishave also beendevisedfor the Internet.
[Chaum81]givesa very goodexample.

Men in the middle may have the samegoals as passivelisteners,
namely to understandexchangedmessages,or they may pursueaddi­
tional goalssuchas modifying messages,inserting messagesof their
own, or deny the delivery of a specificmessage.While it is feasibleto
detectand protectagainstmen in the middle attacksif a PKI is given,
denial of serviceattacksare much harderto overcome.Almost all ex­
isting communicationsystemsarevulnerableto someof thoseto a cer­
tain extent,andthe onlything onecando is to raisethebar,increasethe
costof the attacker.

By establishinga sharedsecretbetweentwo communicatingparties
beforeauthenticationof thecommunicatingpeerstakesplace,apassive
listenercanbethrownoff. This would alreadyconstitutea simplecryp­
tographicprotocol.More elaborateonesthatprovidepartial or full an­
onymity, forward secrecyandotherpropertiesmay befound. To thwart
themanin themiddle, it is sufficientto sign thetransmittedsessionkey
andto insureits freshness,providingthepeerwith this signature.When
the public key usedto sign the sessionkey is trustedby the peer(be­
causeit is certifiedby an entity on whom herelies,andhereceivedthe
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public key of that entity over an authentiechannel),thus producinga
proofof identity.

2.3.5 Example of a SecuredProtocol

Keepingin mind thattheultimategoal is to provideasecurecomrnu­
nicationframework,onehasto think aboutintegratingtheabove-men­
tioned mechanismsandcryptographicprotocolswithin the traditional
comrnunicationinfrastructure,or evenwithin moreadvanceddesigns,
such as integratedlayer processing[Clark90]) that drive at making
communicationmoreefficient. The overall designof the comrnunica­
tion protocol has to be taken into accountwhen integratingcrypto­
graphiefunctionality, and finally assessingthe resultingcryptographic
strengthandcoststo seeurecommunications.Dependingon the exact
kind of employedmechanismandthe specificway they are integrated
into the remainingprotoco! functionality, different overall properties
result.

Whencreatingasecureprotocol,caremustbe takento insurethat it
is safe.A trivial bad examplefor the designof such a protocol is to
processdatain the wrong order, and for exampleencryptingthe data
beforecompressingthem. Encrypteddataare usually incompressible,
becauseof the very natureof the encryption(a transformationopti­
mized to yield an output with high entropy,and thus no redundancy),
and thus moredatathan necessaryneedsto be encrypted,resulting in
more materialfor theattackerto usewhentrying to breaktheemployed
cryptographicalgorithms.Anotherbadexampleis the useof a crypto­
graphietransformthatdoesnot coverall transmitteddata,without be­
ing perceivedby the users(e.g. by not encryptingmail headersor file
names).

By taking into accountthe natureof the transmitteddata, inserting
cryptographicalgorithmscanbedonesuchthat a minimal decreasein
efficiency for the remainingprotocol elementswill result. A video
streamto be compressedand transmittedcould at the sametime, by
taking into accountthe propertiesof thecompressingalgorithm,been­
cryptedandauthenticated.Thus,for example,thenecessarycomputing
power to achievea satisfyingamountof security may be reduced.
Theseeffectsareaddressedin Seetion5.3 on seeuredmultimediapro­
tocols.
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A sampIeprotocol to securegenericapplicationdatacould look like
the extendedDiffie-Hellman key agreementprotocol in Figure5. Usu­
all ,othermechanismswould be employed,and peerauthentication
and key agreementmight actually be achievedin one messageex­
change.

Alice Bob

• Chooserandomx
• CalculateKA= gX mod p

• Chooserandomy
• CalculateKB= gY mod p

• SendKA to Bob

Alice andBob cannow both calculateKAB = gXY mod p

Both sidesmustnow makesurethat theyaretalking to the
intendedpeerandnot a man in the middle. This canbe done

by exchangingsignedinformation.
I

• CalculatesignatureSA of KAB • CalculatesignatureSB of KAB

• TransmitSB to Alice• TransmitSA to Bob
I

Alice andBob now verify the receivedsignature
They haveestablisheda secureconnectionandcanuseKAB
ta encryptandauthenticatedatawith e.g. IDEA anda MAC.

Figure5: SecureTransmissionof Application Data

After the initial Diffie-Hellman key exchange,a securechannelbe­
tweentwo entities,andpossiblya man in the middle, hasbeenestab­
lished. Any future communicationbetweenthesetwo partieswill be
kept private from passivelisteners.The authenticityof the peerand
freshnessof keying material is provenby the exchangeof public-key
signatureson the keying material immediatelyafterwards.No passive
listeneris ableto getany knowledgeof the identity of the two commu­
nicatingparties,andno activemanin themiddle is ableto providemu­
tual authenticationinformation. If the two partiesafterwardsdestroy
their respectivex, y andkAB , thenperfectforward secrecy(asinvented
by Diffie in [Diffie90]), is given.Perfectforward secrecymeansthatno
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third party cancoercethe two peersto deliver the key afterwards,and
all pastcommunicationwill remainprivate.

This examplec10selycorrespondsto exchangesin theSecureSocket
Layer (SSL) [SSL96], secureRPC [RFC1831] and other instancesas
discussedin Section3 on relatedwork.

After mentioningsomesecuritymechanisms,anddescribingsomeof
the issueswith their integrationinto a communicationprotocol,theac­
tual placementof this functionality needsto be discussed.In the next
section,this aspectis considered.

2.4 Placementof Security in a Communication
System

Whenexarniningexistingcommunicationsystemenvironments,one
canobservethattheplacementof (security-)functionalitiescanbecho­
senin two dimensions.Firstly, onehasto decideon which layer in the
c1assicalISO/ OSI referencemodel [OSI86] securityfunctionshaveto
be integrated,and secondly,in which environment.This caneitherbe
in theapplicationcontext,in thecoresystemor kerneI (any middleware
contextor operatingsystemenvironmentapplieshere),or in hardware
components.Figure6 givesa layeredrepresentationof theseelements.

Environment ISO/OSI RM Internet

Applications Application FfP/SMTPIRPC

or Presentation XOR
Libraries A

Session

Core System Transport TCP/UOP

(Kernei) C Network IP

Link Ethernet/ATM

External HW Physical

A=application coupled C=communication coupled

Figure6: ISO/OSILayersVS. PIaceof Integration
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To the left, a coarsedistinction of the possibleenvironmentsis given.
Additionally, thecommonrelationbetweenISO/OSI layersandtheen­
vironmentin which they aretypically realized(using the Internetpro­
tocolssuite) is depicted.The placementin the ISO/ OSI RM indicates
at what layer operationson data take place,and what internal data
structureis visible to the securingcomponents.The couplingof secu­
rity componentson theotherhandalsoindicateshow easilytheycanbe
circumventedby users.If they are, for example,embeddedin the ker­
nel, it will bedifficult for anapplicationto usecommunicationresourc­
eswithout securingthe actually transferreddataat the sametime.

It is possibleto placepresentationlayer functionality suchas image
encodinginto externalhardware,andactually, for this purpose,auxil­
iary hardwareis often used.Nevertheless,for genericdatatransferin­
frastructures,the ISO/ OSI layerscanberoughly assignedto a placein
the computingenvironmentof an application.The lower the layer one
choosesto integratesecurityfunctions,the lessknowledgethefunction
mayhold aboutinternaldatastructuresof thetransmissions,or, the less
context-sensitivethey canbe while processingthe data.The selection
of the placeof integrationor the environmenton the otherhandindi­
catesthe securityandstability of the addedfunctionalities.For exam­
pie, approachesto provide communicationsecurity to usersof the
Internetcanbe separatedinto threebroadclasses,namelythosebased
on theapplicationor thetransportlayer,andthosebasedon thenetwork
layer.The first (suchasSSL [SSL96]) providesauthenticationanden­
cryption thatarecloselycoupledto the securedapplication,the second
the samefunctionality, possibly for a whole end systemat the same
time, by being integratedinto the operatingsystem(e.g. [Aziz96] and
[RFCI825]).

Application coupledsecurityusually residesin theapplicationitself,
or in thetransportlayeroftheISO/OSI referencemodel,butshouldnot
be mistakenas applicationlayer security (seeSection2.4.1 below).
Communicationcoupledsecurity usually resideswithin the network
layeroftheoperatingsystemin question,butmaybeplacedon ahigher
layer in the systemarchitecture,ashase.g. beendonefor SKIP in Sun
Microsystem'sJavastationand for Da CaPo++in the presentwork.
The main distinctivepropertyof the two forms of securityis the place
wherethey arenormally locatedwithin anendsystem-namelywithin
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Application A

Communication C

Transport T

or without the protectedaddressspaceof the kerneI or operatingsys­
tem.

2.4.1 Security and the Layered Model of Communication
Systems

The c1assicalISO/ OSI referencemodel [OSI86] deniesunderlying
layers the knowledgeof the payloadand upper-Iayerheadersthat is
passedon from upperlayers.Thusintroducingsecurityin a lower layer
in termofthis model is alwayscoupledwith 1essthanoptimal (in terms
of consumedcomputationalresources)behaviour(seealsothe relevant
discussionin [Stiller94], Section2.2.1),becausethesecuritycannotex­
ploit the structureof datapassedto it to adaptivelysecureonly partsof
it.

More innovativecommunication
systemseither allow for integrated
layer processing(see[Clark90]) or
offer a more adaptablebehaviour
of thecommunicationsystem(such
as Da CaPo,seealso Section6 for
a short introduction).The abstrac­
tion taken may be reducedto dif-
ferentiatebetweenonly three Figure7: The 3-LayerModel
layers,as shown in Figure 7. The
applicationlayer hoststhe units that processdataand initiate control­
ling operations.Thecommunicationlayerhoststherniddlewareneeded
to makedata transferrable,collecting either from the application,a
real-timedevicesuchasa camera,or from a file. The underlyingtrans­
port layer passesthedataon to the hardwaredevicesandfrom thereto
the network.

If onefocuseson thesethreelayers,asdefinedby [Zitterbart91] and
usedby Plagemannet al. in [Plagemann92],different advantagesfor
introducingsecuritycanbe depictedon eachof theselayers.This also
dependson the integrationpolicies. Application-coupledsecuritycer­
tainly achievesall needsfor privateandreliablecommunicationof ap­
plications. Nevertheless,there are substantialincentivesnot to bind
securitytightly to theapplicationenvironment,but haveit residein the
operatingsystem,e.g. on thecommunicationlayer itself. A third possi-
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bility would be to integratesecurityin the transportinfrastructure,e.g.

on the link layer. The following sectionsdiscusssomecontrasting
propertiesof the threeapproaches.

2.4.2 Properties of Security in the Application Layer

Functionalityon the application layer eitherresidesdirectly within
theapplication,or is implementedin libraries, linked to theapplication
at run time. Application programmerscaninfluencehow securityis ap­
plied on transmitteddata,andthe usercanchooseto influencethe run­
ning application'sbehaviourby modifying its run-time memory or
usingothermeans.

Advantages:
• The application is most able to decidewhat data fall under what

securityconstraints.In a classicalsystemthis is the mostflexible
variant,because,dependingon the data,the optimal measurescan
betaken.

• The applicationdoesnot haveto investany trust in a lower layeror
independentcomponents,but carriesout all sensitiveoperations
itself.

• No keys haveto be transferredto lower layers,the visibility of this
critical informationcan,therefore,be mostlimited.

Disadvantages:
• While programmerscertainlycan usea toolkit to provide security,

the correctuseof the componentsthereofneedsto be at leastveri­
fied againfor all new applications.This is especiallytrue if the
applicationis not evensupposedto trust somelibraries that are
supportedby the system.

• Applicationsmay haveproblemswhen trying to interactwith other
similar applications.I

• Every application that can be controlled by the user (conceming

1. How dynamically configured communicationsystemsmay interoperate
and obey standardsis a discussionof its own. Work in activenetworks
facesthe samechallenge.A commonanswer is to standardizeon inter­
facesand functionalitiesof the runtimeenvironment,leaving the remain­
der to theprospectivecomponentdevelopersof thesystem.
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security issues)hasto definea userinterface.This repeatedaddi­
tional work may leadto lessthanoptimal usability.

• If no extemalservicesat all are to be used,key storage(andman­
agement)has to be suppliedby the application.This may cause
problems,for examplewith scalability.

• It might be difficult to synchronizethe useof eventuallyavailable
supportinghardwareresources(e.g. cryptochips).

2.4.3 Properties of Security in the Communication Layer

Theenvironmentof this layeris in generalthe systemcoreor kerne\.
In ISO/ OSI terminology,this environmentusually containsthe trans­
port andthe network layer.

Advantages:
• Mechanismsand interfacesare equal for all applicationson one

machine.After correctnessandsecurityof cryptographicelements
havebeenshown,no additionalwork (conceptualor implementa­
tive) is neededto usethemin otherapplications.

• Applicationsand usersusing the network layer may haveaccessto
distributedkey databasestransparently,ideally without the applica­
tion even notifying it. This also allows for a wholly transparent
encapsulationof securityandkey managementmechanisms.

• Hardwareresourcesavailable in the systemcan be transparently
scheduledfor useof different applicationsat the sametime.

Disadvantages:
• If security is donein the communicationlayer, the applicationhas

to trust this layerunconditionally.
• Theencryptionof dataalwaysis alwaysdonethe sameway for one

specific communicationchannel,not dependingon the actual
meaningof thedata.Apart of the f1exibility availableon the appli­
cation layer is lost.

• Aper-userkey is moredifficult to realizeandaddsto the complex­
ity of the communicationinfrastructure.
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2.4.4 PropertiesofSecurity in the Transport Infrastructure
(Hardware)

Coveringthe link or physical layer, this extemalhardwarecan pro­
vide customizedsecurityfunctionality on a machinebase.Aigorithms
may be implementedin hardware.Although link layer securitymech­
anismsarebeyondthe scopeof this paper,someadvantagesanddisad­
vantagesareneverthelessgiven.

Advantages:
• Usageof security may be enforcedby the managerand cannotbe

circumventedby software.
• Hardware allows for much higher throughput, and thus reduces

lossof QoS whendoing encryptionor signing.

Disadvantages:
• Aper-userkey is difficult to realize. Systemsof this kind usually

presumethat only one user is active on a machineat any given
time, packetsareencryptedwith a per-machinekey, not with aper
userkey.

• The flexibility achievedby allowing for easilyaddingalgorithmsor
mechanismslater is usually not possiblewithout modifying the
hardware.

• Sincethe hardwareis alwaysa black-box,administratorsand pro­
grammerscan not verify its intemaldesign,this raisesthequestion
of trust.

It is importantto notethaton today'swidely deployedmachinearchi­
tectures,the one that controlsthe network layer, wherethe communi­
cation systemtypically resides,is alsoable to control the application.
This may be the useron single-usersystems,but usually is the system
administrator,or UNIX root. This implies that the application is not
ableto hideanythingfrom anotherapplicationor form a userwith spe­
cial privilegesin a multi-userenvironment.Theargumentsfor keeping
security in the applicationlayer are considerably weakenedby these
facts. An attackerthat hasaccessto an endsystemcangain accessall
dataand programson that system,as long as the systemis not highly
secure.It is just a questionto how much effort he has to maketo pry
into the datathatareto be kept secret.More on the resultingprecondi-
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tions for a systemrunning a securecommunicationinfrastructurecan
be found in Section6.2.

It is truethatin c1assicalcommunicationlayerstheQuality of Service
demandsof the applicationcanonly be specifiedrudimentarily.Novel
and flexible communicationsystems(suchas Da CaPo)exist, that in­
c1udefull supportfor QoSdemands,andappropriateprotocolsmayex­
ist for eachtype of datathat is to be transmitted.This implies that the
applicationmay specify securityrequirements,and that thesemay be
changeddynamically, even while communicationis actually in
progress.

Thecommunicationlayeris a very goodplaceto havesecuritymech­
anismsintroduced.This achievesa centralisationof the infrastructure
anda unifkation of services(interoperability),becauseall applications
on the systemsusethe samesetof functionality. Encryption and au­
thenticationmechanismsplacedon the communicationlayer may op­
eratetransparently,andexistingapplicationsdo notneedto besecurity­
awarefor this functionality to be used.Applicationsthat aredesigned
to be security-awarecan take moreadvantage,by specifyingtheir se­
curity needsto the communicationinfrastructure,which inducesopti­
mal behaviour,as if the security mechanismsthemselveswere placed
underthecontrol of the applicationlayer.

2.5 ProposedSystemModel for the Placementof
Security

I believefuture solutionsthat provide communicationsecurity will
residepartly in the applicationlayer, andpartly in the communication
layer. This is not an 'either/or'decision,but ratheran 'and'.Although
cryptographicoperationsareperformedin the communicationsubsys­
tem, or, in ISOI OSI terrninology,on the network layer, the application
itself can define the policy it wants to haveenforced.An application
programminginterface(API), or serviceaccesspoint, betweenappli­
cationandcommunicationlayer,passesthis policy on to thecommuni­
cation subsystem,and allows the requirementsto be enforced.The
securitymechanismsare tightly coupledwith the restof the operating
system,allowing for efficient useand the schedulingof potentially
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availablededicatedhardwareandrandomnumbersources.At thesame
time, system-widepoliciesthat the site'ssystemadministratorhasde­
fined canbeenforcedwithout individual usersbeingableto circumvent
them.TheAPI providestheapplicationwith informationaboutthelev­
el of authenticitythat a connectionactually has,and what algorithms
for dataencryptionandauthenticationarebeingused.Figure8 depicts

Applications

Crypto-Engines

Keys and
system-wide
Policies

Figure8: PossibleComponentsandRelations

the possiblecomponentsandtheir relationsof suchan architecture.In
the foreseeablefuture, applicationsrelying on securityin the commu­
nicationsubsystemon widely deployedplatforms,suchasmostUNIX
variants,will haveto assurnethe integrity of the underlyingsystem,as
no provablysecureenvironmentsexist for the generaluser.

Oneproblemthat doesnot dependon the placementof the security
mechanismsis key management.An infrastructuresupplementingthe
actualcryptographicmechanismshasto be availablethat allows com­
municatingpeersto verify their respectiveidentitiesandto establisha
sharedsecretusedfor bulk dataencryption.
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2.6 Summary

Foundations

In the precedingsections,the fundamentalsfar securecommunica­
tion systemshavebeencovered.It hasbeenmadeclearthat a manda­
tory prerequisitefor the useof all secure systemsis a weil defined
securitypolicy. After giving a definition of the different aspectsof se­
curity and securesystems,the basicsof secure communicationhave
beenillustrated, including a taxonomyof selectedsecurity mecha­
nisms.Thescopeof the work hasbeenlirnited to multimediareal-time
software-basedcommunicationissues.

A simplecryptographicprotocolhasbeengiven,anda shortdescrip­
tion of possiblec1assesof attacksto secureprotocols.After a discus­
sion of the relationsbetweenOSI layers,computersystemlayersand
the placementof security,a coarse-grainedmodel on how and where
securityis to be placedhasbeenpresented.Crucial pointsherearethe
possibilityof securityQoS,thenecessityof dedicatedsecuremultime­
dia protocolsaswill beshownin theSectionsto come,andasupporting
frameworkto allow authenticationand trust mechanismsto come into
play.



It hasbeensaid that 90% afall the scien­
tists wha haveeverlived are living taday
We {. ..] producemarecryptalagyandmare
cryptalagiststhan everbefare.

- David Kahn, TheCadebreakers

3 RelatedWork

Providingseeurityin a eommunieationinfrastruetureis eertainlynot
a new problem.One of the first known exampleas reportedby Kahn
[Kahn67a]hastakenplacemorethan3000yearsago.A Mesopotamian
scribeuseda specialsetof cuneiformsignsto eneipherthe valuablese­
eret how one makesthe glazesfor pottery. Nevertheless,the needfor
security in the eontextof today'sdemandingreal-timeand trafik vol­
urne eonstraintsis still evolving, and with it the requirementsposed
onto seeurityinfrastruetures.This seetionexaminesexisting solutions
andrelatedwork. Figure9 is a shortoverviewof the relevantareas,as
weil asof the struetureof this seetion.

Theleft sideof roadmapFigure9 showsafew distinetareason whieh
the presentationof relatedwork will coneentrate.In a next step, the
studiedrelatedwork is evaluated,as shown on the right side of the
roadmap.Thearrowsindieatewhiehpartsof therelatedwork influenee
which partof theevaluation.To go moreinto detail, theexploredwork
areasconsistof:
• Quality of Service(QoS)Management

Today'seommunieationframeworksinereasinglyoffer QoS eapa­
bilities, and the eonceptof QoS is getting tightly integratedinto
future infrastructure.It is not enoughto speeifyQoS parameters,
and maketheir signifieaneeclear. Underlying infrastructurealso
needsto control admissionand resoureereservationsto guarantee
the adhereneeto specifiedQoS requirements.Independentfrom
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Description

Quality of Service

Section 3.1

Frameworks tor
Secure Communication

Section 3.2

Dedicated Secure
Multimedia Protocols

Section 3.3

Authentication and
Trust Frameworks

Section 3.4

RelatedWork

Evaluation

QoS Systems and
Secure Communication

Section 3.5.1

Tradtional
Communication Frameworks

Section 3.5.2

Multimedia Protocols

Section 3.5.3

Authentication and Trust

Section 3.5.4

Figure9: Organisationof Section3 - RelatedWork

providing securityQoS, the communicationframework needsto
a))ow for dynamjcmappingandhandlingof QoS parameters.

• Frameworksfor SecureCommunication
Sucha framework offers applicationsor whole systemsthe means
to communicatesecurely,usinga unified applicationprogramming
interface (API),andprovidingspecializedfunctionality suchaskey
managementandestablishmentof trust.

• SecureMultimedia Protocols
While foundationsconcerningalgorithmsand protocolshave
alreadybeengiven in Section2.3, the rangeof multimediaproto­
cols that offer securityfunctionality needsto be explored.Of spe­
cial interestare the communicationprotocolswhere security
algorithmsarean integralcomponent,andin which onecancontrol
the behaviourof thesecomponentsvia QoS parametersduring run
time.
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• Authenticity, Key-ManagementandTrust
Authenticity of peersand softwarecomponentsis weil studied.
Novel approachesinc1udethedynamiccalculationof trust levels in
a web of trust. Relatedwork hasup to now addressedmostly quali­
tative aspects,the more interestingareaof quantitativetrust has
beenbarely touchedupon.Key managementinc1udesprotocolsto
createtrustrelationsbetweencommunicatingpeers,which aredis­
cussedin the samesection.

• End-SystemSecurity
End systemsoffering securecommunicationmust themselvesbe
secure againstattackfrom the outsideand inside. Securesystems
aretreatedin Section2.2. Securitypolicies,althoughfundamental,
exceedthe scopeof this work. A few working assumptionsare
madeand are elaboratedon in Section6.2, in which the actual
implementationissuesof the prototypearediscussed.

• Application ProgrammingInterfaces(cryptographicandother)
Application ProgramrningInterfaces(APIs) are the meansof real­
izing accesscontrol for the communicationsubsystemandcompo­
nent authenticationas mentionedabove.Aseriesof toolkits
implementingcryptographicoperationsexist. Sincethe designof
APIs is a largefield, and the presentwork only usesan API, with­
out bringing any innovation to it, APIs are not discussedfurther
here.Relevantare, besidesothers,the GenericSecurityStandard
[RFC1508], and The ExponentialSecurity System(TESS)
[TESS94].For an overview of APIs, seealso [Gollman96].The
definition of cryptographicAPIs facesspecialchallenges,for an
outline see[Cae1li931.Another interfaceissueis the communica­
tion of applicationswith the communicationsubsystem.Some
techniqueshavebeendevisedto do this (e.g. BSD IOCTLs and
sockets[Stevens92],SystemV streams[Goodheart94],Mach Mes­
sagesand Spring Portals,and sharedmemory approaches
[Bach86]). In the presentwork somecomponentswritten by others
are used.Again, this issueis further discussedin Section6, where
the actual implementationof a systemis presented.

After giving a shortdefinition of QoS and currently existing QoS
frameworks,ongoingwork in the areaof QoS and in the areaof com­
municationsystemsoffering security will be explored.A nearly ex-
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haustivelist of approachesis given, presentinga chronological
overviewof this field. Therearenot currentlyany systemsthat link se­
curity andQoS in more than a very coarsefashion,as will be seenin
the following Seetions.This linkageis oneof thekey pointsof the pre­
sented work.

Later, a shortoverview of secureprotocols,key-managementand
trustis given. IssuesconcemingendsystemsecurityandAPIs do no re­
late to this work andwill not be treatedfurther.

3.1 Quality of Service(QoS)

Before exploring QoS systemsin greaterdetail, the significanceof
thetermQoSitself mustbe madeclear.In thepastfew years,QoSdef­
initions have beenextendedand elaborated.The most commonly
known definitions are found in the ISO standard[IS095] or the ATM
communicationreferencemodel [X.903], andtheQoSanddependabil­
ity vocabulary[E.800]. Currentpossiblesolutionsdefining QoS se­
manticsare for exampleexplored in [Kluge97], and conceptsof
mappingfor QoS parametersin [Bieri97]. QoS conceptshavebeen
originally introducedin the late 1980s,and havebeenstandardizedin
[1.350].

As definedby lTU-T recommendationE.800:TheQuality oJService
is thecollectiveeffectoJserviceperformanceswhichdeterminethede­
greeoJsatisJactionoJa useroJthe service.

Abovedefinition canbefocusedontohow "satisfactionof auser"can
beexpressed;thereforeI will usethefollowing definition for QoS:QoS
is thedescriptionof thebehaviourofanend-to-endcommunication
systemin termsof qualitativeand quantitativeparameters.This
definition is closelyrelatedto the onein [IS095]. Dependingon which
level (seealso Stiller's QoS classificationin [Stiller96]) one interacts
with sucha system(user,application,communicationsystem,or net­
work specific), different setsof parametersexist (for exampleframe
rateon the applicationlevel vsbit persecondon the network).

An importantpreconditionfor the useof the QoS framework is the
supportof QoS parametersby all componentsof such a system.Be­
sidesthe actual communicationmiddleware,not only the application
and the network infrastructureneedto supportQoS parameters,but
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alsoendsystemcomponentssuchastheprocessschedulerandotherre­
sourcemanagementsubsystems.

3.1.1 QoS Standardisation Efforts

In the lastfew years,four standardisationbodieshaveworkedon sub­
stantialadvancesin QoS issues.Thesearethe InternationalStandards
Organisation(ISO), the ITU-T, the AsynchronousTransferMode
(ATM) Forum,andthe InternetEngineeringTaskForce(IETF).

3.1.1.1 ISO

TheISO QoSworking groupSC21andtheISO ECFFworking groul'
SC6arecurrently working on a joint QoS framework,evolving from
the Esprit projectOS195,draft versionsareavailableunder[IS095a].
In this framework,securityis coveredunderthe aspectsof protection,
accesscontrol, dataprotection,confidentialityandauthenticity.These
parametersare currently notfurther specified,as the main scopecur­
rently addressesmore fundamentalissues.The whole structureis an
extensionto [OSI86], wherethefundamentalframeworkarchitectureis
depicted.

For more information and an evaluation,see[Stiller94] in Section
4.2.4or [Stiller96] in Section3.5. Finally, [Danthine94]givesan over­
view of researchresultsin this context.

3.1.1.2 ATM Forum

ATM protocolsand standardsare influencedby the ITU-T and the
(faster)ATM Forum.ATM technologyitselfasanetworkinfrastructure
idea1lysupportsQoSbasedcommunicationsystemsby offering mech­
anismsfor guaranteeingservicequalitiesand bandwidthreservation.
Parametersandconnectionc1assesaredefined in [UNI4] and [1.356].
In-depthsecurityframeworkproposalsexist. SeeSection3.2.1.1 for a
furtherdiscussionof these.

3.1.1.3 IETF

The IETF facesthe problemof proposingan architecturethat gives
QoS guaranteesfor a network that is fundamentallybasedon design
principlesthat offer best-effortdelivery of datagrams.In the last three
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years,theworking groupconcernedwith integratedservices(Int-Serv)
hasproposeda solution and migration path that offers predictiveand
guaranteedQoSin [RFCI633]andfollow-up work. Theparametersde­
fined therearemostlyconcernedwith latencyissues,becausethisclass
of problemsis moreeasily solvedthan throughputcharacterisationin
the current network infrastructure.Security issuesare examinedin
Section3.2.1.2.

3.1.2 Communication Systemsproviding QoS Support

Standards,asthosediscussedabove,offer a goodbasefor productive
solutions.But for research,experimentationandevaluation,prototypes
andresearchenvironmentsareneeded.QoS systemdevelopments(pa­
rameters,mappings,and integration)are actively being pursued,and
half a dozenresearchorientedcommunicationsystemsspecifically
study QoS issues.

3.1.2.1 TIPITEMPO (SiemensAG, München)

In the Transportand InternetworkingPackage(TIP) project, a dedi­
catedrun-time system(named"Channels")and an adaptivelight­
weight communicationsprotocol designated(TEMPO) havebeende­
signedand implemented.The project, describedin [Böcking93a],
[Böcking93b] and [Böcking93c],addressesmissingcapabilitiesin ex­
isting communicationsystemsby creatinga universaltransportservice
whosecapabilitycanbeconfiguredby matchingrequirementsof appli­
cations(in terms of throughput,latency, multi point addressing,and
real-timequalities).Theconfigurationconceptchosen,avoidstheneed
for severalservicedefinitionsandpreservesperformanceadvantagesof
dedicatedservices.Thesupportingrun-timesystemallowsfor portabil­
ity of the designedprotocolsby providing platform transparencyand
f1exibility-it canbe expandedwith new protocol modulesduring run
time. Exploitation of optionally availablemultiple processorsis fore­
seen,as is the supportfor real-timecapabilitiesof the platform.

3.1.2.2 x-kernel (University of Arizona)

O'Malley and Peterson[O'Malley92] addressthe issueof construct­
ing a protocolentity from microprotocolsandvirtual protocols.Micro-
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protocolsand virtual protocolsare combinedin a protocol graph to
multilayerprotocols(in thetraditionalsense).Microprotocolsencapsu­
late single protocol functions and communicatewith their peers,add
headersto messages,and demultiplex messagesfor any numberof
higher level protocols.Virtual protocolsserveto direct messages
throughthe protocol graph.The messageheaderincludesthe "routing
information" for the virtual protocol, i.e. selectsthe micro protocols
thatareto beexecuted.Thatmeansoneprotocolgraphdefinesmultiple
protocolsbecauseof the different routing information in the message
header.Furthermoretherouting informationin themessageheaderpre­
ventsconformity with currentprotocols.Theframeworkis implement­
ed in the x-kernel [Hutchinson91],an operatingsystemthat supportsa
late binding betweenlayers (i.e. microprotocols) anda low overhead
for eachlayer.

3.1.2.3 The MessengerParadigm(University of Geneva)

With the MessengerParadigm[Tschudin92],Tschudinintroduceda
model for a flexible protocolarchitecture,whosedesignprinciplesare
very closeto today'sactivenetworks.Communicationservicesareof­
fered by a protocol environmentthat is accessiblethrough a generic
protocol. Insidethis environment,protocolentities(messengers)must
beexplicitly createdanddestroyed,theinterconnectionoftheseentities
can be dissolvedand redefinedat will. This leadsto applicationtai­
lored,extensiblestacks,possiblyestablishedat run time by a bootstrap
procedure.Furthermore,the model supportsthe downloadingof new
protocolentitiesto solvepotentialinterworkingproblemsbetweenstat­
ie protocolsuites.

3.1.2.4 OynamicConfigurationEntity (University of Technology
Aachen)

The OYnamic ConfigurationEntity (OYCE) conceptpresentedin
[Heinrichs93]is basedon a flexible protocolstructurein which all pro­
tocolsor protocolmodulesareaccessibleandselectable.Userandap­
plication requirementsare mappedonto a set of functional and
performancerequirementsin form of QoS demands.TheseQoS de­
mandsare subsequentlymappedonto a setof protocol modules(con­
sistingof the functionality in the OSI layers2 through7), which form
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the actual run-time stack. DYCE selectsand activatesthe protocol
modules.The current implementationof DYCE integratesQoS de­
mandsand local (predetermjned)selectionof High SpeedTransport
Protocol(HSTP)modulesfor resourceallocationandmoduleselection
in intermediatenodesor at thereceiver.Its designis very similar to that
of the Da CaPosystemdescribedin Section3.1.2.7.

3.1.2.5 ADAPTIVE (University of Kajserslautern)

The ADAPTIVE System[Box92] is "A Dynamjcally Assembled
Protocol Transformation,Integration,and Validation Environment"
and focuseson a transportsystemarchitecture.ADAPTIVE provides
(1) a flexible andadaptivekernelof protocolmechanismsthatprovides
a frameworkfor protocol composition,(2) a unified schemefor speci­
fying both the policies and the mechanismsthat are usedto provide
communicationservices,and (3) an integratedenvironmentfor the
specification,collection,andpresentationof performancedata.Theim­
plementationof the prototypewasdonein C++ andrunsunderSystem
V STREAMS.

3.1.2.6 F-CSS(University of Karlsruhe)

F-CSS [Zitterbart93], [Stiller94] is a function-basedmodel for a
communicationsubsystemandsupportsthe application-driveneonfig­
uration of effieient protoeol maehinesthat are tailored to the require­
mentsoftheapplieation.Protoeolmeehanisms(implementingprotocol
functions) are usedas building blocks for the configuration.For this
purpose,the applicationinterfaceprovidesthe specificationof quanti­
tativeasweil asqualitativeserviceparameters.Quantitativeparameters
aredefinedbasedon a tri pIe consistingof a thresholdvalue,an average
value and a useful value. In addition, F-CSSsupportsfour predefined
classesof service:ClassI for unreliablereal time services(e.g. for
voice and video), class1I for reliable real time services(e.g. for proc­
ess-control applications),classIII for unreliablenon-realtime services
(e.g. for simpletextandgraphietransmissions)andclassIV for reliable
non-real time services.An applicationcan refine its servicerequire­
mentsby choosingcertainfunctionality or defining performancecrite­
ria. Furthermore,an applicationcan freely chooseany particular
combinationof functionsand mechanisms.Multimedia servicesin F-
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CSSareimplementedby multiple unidirectionalprotocolsthatarecon­
trolled by a SessionManager.The singleprotocolmight be re-config­
ured from the ProtocolConfigurator.The ProtocolResourceManager
and the SystemResourceManagerkeeptrack of protocol and system
resourcesto offer the guaranteedQoS. A prototypeof the F-CSSwas
implementedon transputernetworks.

3.1.2.7 Da CaPo(SwissFederalInstituteof TechnologyZürich)

Da CaPo(Dynamic Configurationof Protocols)[Plagemann92],
[Plagemann94],[Plagemann96]and [Vogt93] coversthe OSI layers
two throughseven,without providing routing functionality, andoffers
applicationsa communicationframework for point-to-pointmultime­
dia dataexchangeand presentation.Da CaPoprotocolsareconfigured
at run time, controlledby weightedQoSparametersthatexpresstheap­
plicationsrequirements.Dependingon the typeof communicationset­
up, DaCaPocan useparametersspecifiedby both peersto achievea
globally optimal communicationprotocol.See[Plagemann94a]for de­
tails. A Da CaPoprotocol consistsof modulesthat instantiatedistinct
protocol functions.Meansallowing for parallel processingof dataex­
ist, andcanbeexploitedfor e.g. parallel integrity checkinganddecom­
pression,usingmultiple CPUsor dedicatedhardware.

TheQoSmappingfunctionsofDa CaPoareimplementedin its mod­
ules, andareconfigurationof the protocol during run time is feasible.
The reconfigurationcapability allows applicationsto changetheir re­
quirementsat run time, andthecommunicationframeworkcanusethe
samemeansto reactto changesin theunderlyinginfrastructure.To de­
tect changesin the lower layers,a monitor observessystembehaviour
andcomparesachievedperformancewith the QoS parametersas pro­
vided by the application.

3.1.2.8 CINEMA (University of Stuttgart)

The ConfigurableINtEgratedMultimedia Architecture(CINEMA)
[Barth93] supportsthedevelopmentandcontrolof multimediaapplica­
tions with arbitrary processingtopologiesthatconsistof multiple data
sourcesand sinks as weil as arbitrary intermediateprocessingstages.
Multimediaprocessingis accomplishedby processingcomponentsthat
havegenericinterfaces.Processingcomponentsmay be nestedto en-
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hancethereusabilityof softwareasweIl asto establishhigherfunction­
al abstractions.Multimediaapplicationsarecreatedby interconnecting
thedataaccesspointsof processingcomponents.Thus,aclientof CIN­
EMA canbuild dataf10w graphsthatarearbitrarily structured,depend­
ing on the structureof the application.Before the f10w of dataunits is
started,theQoSandsynchronizationrelationshipsamongdatastreams
arespecified,resultingin appropriatereservationsof resources.In this
way, a client definesthe requirementsandcharacteristicsof the appli­
cationto bebuilt. InsidetheCINEMA system,the requirementsspeci­
fied by clients are analysedand a running systemis transparentlyset
up.

The CINEMA systemmainly coversthreesystemservices:(1) The
configurationmanagement,(2) thesynchronizationservice,and(3) the
resourcemanagement[Roth94].

As of now, all communicationsystemsprovidingQoSsupportdo not
considersecurity in greaterdetail. While mostof themaregood vehi­
clesto apply solutionsthat securecommunication,suchan application
hasnot yet beendone.

3.2 Frameworks for SecureCommunication

Becauseof the increasedsignificancein providing securecommuni­
cations,advancedsystemsprovidesecurityfunctionality, sometimesin
an integratedfashion. They representthe traditional communication
systems,usually following a layeredapproach.ITU-T, ISO, the ATM
Forum,andthe IETF all aregoing their own way towardssecurecom­
municationsystems.The mostwidely spreadrepresentativeof a com­
municationsystemis the InternetProtocol Suite, which in its new
incarnation,version6 (IPV6) [RFC1883],definesa securityarchitec­
ture [RFC2401] andspecifiesrequiredsecurityfunctionality for IPV6
implementations.In the contextof ATM communicationsystems,a
completesecurity framework has recently been designed(see
Section3.2.1.1).Besidesthe communicationbasedsystems,thereare
transactionbasedsystemswith lower real-timeconstraints,but higher
demandson reliability, suchas usedin e-commerceapplications.
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Standardsrepresentedin the following Sectionscover the ATM fo­
rum, securityin theOSI context,andin the IETF context.Additionally,
mail andtransactionsecurityarebriefly touchedupon.Although these
systemsdo not fit into the contextof rniddlewareor securecommuni­
cation frameworks,observingtheir designand operationprinciples
neverthelessshowsalternateapproachesto communicationsecurity.

3.2.1.1 ATM Forum

Work is underway to assurethesecurityofthedataandcontrol plane
for ATM networks.No systemthat securescommunicationhasbeen
implementedyet. [Chuang96]hasdevelopedan architecturethat pro­
videsconfidentialityandintegrity, togetherwith solutionsfor synchro­
nising key changes,and correspondingcontrol functions. Key
managementissuesandrelatedextensionsof the ATM signallingpro­
tocol arebeingdiscussedin the ATM Forum.Additionally, issuessuch
asauthorisation,auditing,byzantinerobustness,andautomaticneigh­
bourdiscoveryare being treated.A currentoverviewof the ATM Fo­
rum SecurityWorking groupcanbe found in [Peyravian97].

3.2.1.2 Securityin the Internet

For severalreasons,the InternetProtocol suite (IP) is being rede­
signed.The four importantreasonsare (1) the enlargementof the ad­
dressspace(from 232 to 2128), (2) the possibility to differentiate
betweendifferent typesof serviceclasses,(3) supportfor multicastand
mobility, and, (4) the integrationof security serviceelements.At the
sametime, securityis alsoretrofittedin theexistingIPv4 protocol.The
IETF forum is pursuingthe goal to provide securenetworking infra­
structurein the IP security working group, namely with the standard
RFC2401(see[RFC2401]),and the actual mechanismsRFC1826­
RFC1829.First implementationsoffering this serviceexist, both under
IPv4 andIPv6. For more informationalsosee[Caronni96a].

The approachesbeingcurrentlypursuedon the network layerof the
InternetProtocol (lP) suite extendIP packetsby the new building
blocks 'AuthenticationHeaders'(AH) and 'EncapsulatingSecurity
Payload'(ESP)which areusedto authenticateandencryptpayloadand
headers.AH andESPare currentlybeing refinedandprototyped.The
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speedof widespreadadoptionof this new technologywill dependon
the"accompanyingmeasures"for thetransitionto IPv6 (suchaspublic
key managementandinfrastructureslike secureDNS), andon how fast
the usercommunitieswill actuallymigrateto IPv6.

3.2.1.3 OSIIRM

The most"global" standardrelating to secure communicationis the
"Security Architecture"partof the OpenSystemInterconnectionlRef­
erenceModel (OSIIRM) [IS07498.2].It definesthe possibleforms of
confidentialityservicesaredefined,asweil asotherserviceslike secure
accessmanagementand peerauthentication.The servicesoffered are
secureaccessmanagement,confidentially, integrity, and confirrnation
of receipt. Generally,securityservicesavailableat low levels of the
OSIIRM arereplicatedin the higher levels.This relatesto the distinc­
tion of infrastructuralinternal security services,critical accesspoints
where,for example,secureaccessmanagementandrelatedservicesare
performed,and on the end-to-endusersecurity level. Actually, even
more securityservicesresideon and abovethe applicationlayer, see
Section3.2.104 below for moreinformation.Becauseof thereplication
of services,only a limited amountof efficiency can be expectedfrom
this architecturalmodel.

3.2.104 TransactionBasedSecurity

Securityof this typeis mostlyapplicationlayerbased,becauseof rel­
evancefor only a few specificusagescenarios,suchaselectroniccom­
merce,or securemai!. Issuessuch as certificatedistribution and key
management,being c10selyrelatedto all securecommunicationsys­
tems,aretreatedunderSection3.4.Two well-known approachesto se­
euretransactionsystemswill beIistedto completethepictureof secure
communicationframeworks.
• Xo4OO, themail handling systemunder the OSI ReferenceModel

considerssecurityon the applicationlayer, asspecifiedin Annex B
of the Xo4OO recommendations[Xo4OO], and, in more detail, in
[Xo402]. The mechanismsthemselvesaredetailedin [Xo4ll] and
[Xo4I3]. The implementationof thesemechanismsis estimateda
complexmatterand is optional. For more information on Xo4OO,
alsosee[Plattner9I].
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• Some examplesof electronic commerceare the Electronic Data
Interchange(EDI) or, for securepaymentsystems,ANSI X12.58
"ElectronicDataInterchangeSecurityStructures"[X12.58], which
definesa securitystandardfor electronicdatainterchangein the
businessworld. A vastamountof standardisationwas undertaken
(e.g. EDIFACT [IS09735]) to definepossibletypesof transactions
and their format. BecauseEDI is concemedwith financial transac­
tions, security is of augmentedimportance.This standardis not
optimisedfor real-timebehaviourand specifically designedfor
specializedapplicationssuchas procuringairline tickets. Other
standardsfor electroniccommerceareemergingin standardsbod­
ies (suchas ISO 8730,SWIFT, andETEBAC5 [ETEBAC90]), and
in the contextof the Internet.

3.2.2 Projects and Implementations

The following projectsand resultingsoftwareare representativesof
the efforts going on at the momentto securenetwork infrastructures
andapplications.Partly, they relateto the above-mentionedstandards,
andpartly, they standon their own.

3.2.2.1 SSL(NetscapeInc.)

The securesocketlayer (SSL) [SSL96] providesa library of func­
tionality to provideapplicationcoupledsecurity.SSLrequiresthat the
applicationbe security-aware,handlespecialconditionsor errors,and
provide proof of authenticity(certificates)and keying material.The
primary goal of the SSLprotocol is to provideconfidentialityandreli­
ability betweentwo communicatingapplications.Theprotocol is com­
posedof two layers.At the lowestlevel, layeredon top of somereliable
transportprotocol (e.g., TCP), is the SSL recordprotocol. The SSL
recordprotocol is usedto encapsulatevarioushigher level protocols.
One suchencapsuJatedprotocol, the SSL handshakeprotocol, allows
the serveranddient to authenticateeachotherandto negotiatean en­
cryption algorithmandcryptographickeysbeforethe applicationpro­
tocol transmitsor receivesits first byte of data.Optional compression
oftransmitteddatais alsoavailable.Onceahandshakeis complete,the
two partieshavesharedsecretsthat are usedto encryptrecordsand
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computekeyedmessageauthenticationcodes(MAC) on their contents.
Oneadvantageof SSL is that it is applicationprotocol independent.A
higher-levelprotocolcanbe layeredon top of the SSL protocol trans­
parently.TheSSL protocolprovidesconnectionsecuritythathasthree
basicproperties:
1. Theconnectionis private.After an initial handshake,inc1uding,for

example,a Diffie-Hellman key exchange,symmetriccryptography,
for example,tripIe DES or RC4, is usedfor dataencryption.

2. The peer'sidentity can be authenticatedusing public key cryptog­
raphy (i.e. RSA).

3. Messagetransport inc1udes a messageintegrity check using a
securekeyedMAC.

SSLis a layeredprotoco!.At eachlayer,messagesmay includefields
for length,description,andcontent.An SSLsessionis statefu!.It is the
responsibilityof theSSLhandshakeprotocolto coordinatethestatesof
thec1ientandserver.An SSLsessionmay inc1udemultiple securecon­
nections;in addition,partiesmay havemultiple simultaneoussessions.

SSLmay beplacedbetweentheapplicationandtheoperatingsystem
in sucha way thattheapplicationneednot besecurityawareto haveits
transferreddatasecured,but the fuH functionality of SSL canonly be
exploitedif theapplicationis awareof and interactswith theSSLAPI.

3.2.2.2 InternetKey Exchange(lKE), formerly ISAKMP/Oakley
(Cisco,U. of Arizona, NSA)

In thepast,two differentapproachesin key managementin the Inter­
net are being pursued.The first one is driven by the IETF working
groupon IP security(lPSEC).This is IKE (formerly the InternetSecu­
rity and Key ManagementProtocol (lSAKMP) and Oakley).The sec­
ond one is an industry-basedstandard,initiated by Sun, termedSKIP.
Although they offer acommonsubsetof functionality, their fundamen­
tal approachesof solving the key managementproblemare vastly dif­
ferent.

IKE allows two authenticatedpartiesto agreeon secureand secret
keying material [RFC2409].The basic mechanismis the Diffie-HeH­
man key exchangealgorithm.This protocol supportsPerfectForward
Secrecy(seeSection2.3.5 and [Diffie90]) and key updates.The keys
aredistributedvia out-of-bandmechanisms.During aconnectionsetup
phase,a sharedsecretis negotiatedandauthenticatedby signingit with



Frameworksfor SeeureCommunication 81

the private part of the authenticationkey, and messagesof a crypto­
graphicprotocolgo backandforth until the actualcommunicationcan
start.Communicatingpartnershaveto know the initiator's public part
oftheauthenticationkey. Theyalsohaveto keepcontextthroughoutthe
lifetime of the securityassociationthat hasbeenestablishedthrough
the negotiationof the sharedsecret.This approachhas the advantage
that, if thesharedsecretis droppedon both sides(which happenswhen
thesecurityassociationis dissolved,e.g. everyfew hoursor days),no­
body will haveeasyaccessto thetransmitted(andpossiblyintercepted)
data,becausethe keys no longerexist. The drawbackis that it limits
onesecurityassociationto onesite. If the contextof the securityasso­
ciation is somehowlost, or part of the trafik shouldgo to a different
destination,a new associationneedsto be establishedwith that site.
Addressinggroups(e.g. via multicastdatagrams)is difficult.

lKE sternsfrom Oakley,which employedthe InternetSecurityAsso­
ciation and Key ManagementProtocol (ISAKMP). ISAKMP defines
the proceduresfor authenticatinga communicatingpeer,creationand
managementof Security Associationsand key generationtechniques
[RFC2408].It hasbeenimplernentedin the x-Kernel environment(see
Section3.1.2.2),in a loosefashion.

3.2.2.3 SKiP (SunMicrosystemsInc.)

The Simple Key Managementin the InternetProtocol (SKIP)
[Aziz96], [Caronni96b]relieson the fact that a public key boundto a
certificate(signed,for exarnple,by acertificateauthority,or by oneself
and other trustedentities using the Pretty Good Privacy (PGP) infra­
structure),is previouslyprovidedto the communicatingpeer.To com­
municate,two partiesjust needto combinethe previously retrieved
public key of the peerwith one'sown secretkey andcanthuscalculate
an implicit sharedsecret.No contextis neededduring the lifetime of
sucha security association(other than for efficiency reasons),thus
switchingfrorn onehost to another(as long asboth hold the samese­
cretkey) canbedoneeasily.Thedrawbackis thatpossessionof these­
cretkey revealsall pasttraffic from or to that side.This drawbackcan
be mitigatedeitherby changingthe certificatefrequently, or by em­
ploying an optional scherneto generatesharedsecrets'on the fly'­
thusproviding forward secrecy[Aziz96] asOakleydoes.After the im-



82 RelatedWork

plicit sharedsecrethasbeenestablished,in-bandcommunicationis
usedto transferalgorithmchoicesandbulk trafik keying material.

While SKIP is not beingpursuedby the IETF anymore,it hasfound
widespreaduse,and is on the vergeto becomea de-factostandard.

3.2.2.4 Multi Level Securityin the x-kernel (University of Arizona)

Two projectsconcernedwith the systemarchitectureof the x-kemel
are relevantto communicationsecurity.The first focuseson the prob­
lem ofdevelopingandimplementinghigh-qualitysecurityprotocolim­
plementationsfor Multi Level Security (MLS) operatingsystems
[Orman94].The seconddefinestools for building high-integrity inter­
networkarchitecturesbasedon authenticationtechniques[Kim95]. An
architectureis being developedthat supportshigh-performancenet­
working, secure systemdesignprinciples,and security specific en­
hancementsfor cryptographyi mplementationand policy
implementation.The researchchallengeis to showthat this canbe ex­
tendedto MLS systemsand continueto supportthe dual goalsof per­
formanceand protocol security without loss of quality in either.The
underpinningsfor MLS designprinciplesis addedto the principlesof
modularprotocol designand engineeringprotocolsfor high perform­
ancein modemnetworks.Oakley (seeSection3.2.2.2)was originally
developedfor this environment.

3.3 DedicatedSecureMultimedia Protocols

Multimedia protocolsare a further piece in this mosaicof related
work. They are emheddedin traditional or advancedcommunication
systems,and are designedespeciallyto processinglarge amountsof
continuousdatastreamsunderreal-timeconstraints.Protocolsof this
type with integratedsecurityfeaturesareyet to bedeployed.While se­
cure multimediaprotocolsexist, security is usually addedas an after­
thoughtand not at all integratedin the senseof QoS parametrisation.
An additional constraintfor multimediaprotocolsis the frequently
found requirementof adaptability in a mobile environment.More on
this can be found in [Alwan96]. Threeexceptionalprojects,trying to
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breakthebarrierbetweenQoS,securityandmultimediaprotocols,will
be highlightedin the following pages.

3.3.1 Video Communication-8ecurity and Quality Issues

[Keus95] considersthe linkage betweenQoS in video communica­
tions and information technology(IT) security.Video communication
is deemeda communicationservicewith the requirementfor a specific
attentionto QoS and securityaspects.In Keus' model, QoS includes
the notion of providing security,andsecurityhas adirect inAuenceon
the otherparametersof QoS.Topicsdiscussedare limited to availabil­
ity, integrity, andconfidentiality issuesin the view of video communi­
cations.Qualitativedefinitions of security are given and a linkage
betweenQoS andsecurityis substantiated.

3.3.2 MPEG Audio Encoding

MPEG-2Audio Layer I throughIII (see[MPEG2] and [Zeller]) de­
scribeanaudiocodecthatachievesvery goodcompressionratiosatdif­
ferent bandwidths(e.g. 1:96 for AM radio quality audio and I: 12 for
CD-quality), and allowing for partial encryptionof audio content
[Rump]. Although thecodeccannotyet beemployedin areal-timepro­
tocol owing to its excessiveCPDconsumptionon theencodingpart,the
featureof partial contentencryptionis noteworthy.It is providedfor
preview purposes,which allows the distributorof an audio archiveto
give out a preliminaryversionfor free, i.e., by broadcastingit andpay­
ing customerscan make useof the full quality versionby decoding
partsof the audiostream.

QoS considerationswhile doing partial encryptionare limited, nev­
erthelessthis is an examplefor a tight integrationof securityandtradi­
tional dataprocessing.

3.3.3 Video Encryption Methods for MPEG

In the contextof combiningMPEG compressionandstrongencryp­
tion, the authorsof [Kunkelmann97]haveidentified variousneedsfor
encryptionof real-timeMPEG video streams,and studiedthe impact
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of lirnited computingresources.The resultingperformancebottleneck
hasbeenexplored,and partial encryptionof imagecontentis given as
a solution for this problem.Scalability of encryptionis given by in­
creasingor reducingthe amountof (compressed)coefficientresulting
from thediscretecosinetransform(DCT) thatareencryptedandby ad­
ditional1y encryptinga selectedpartof thebitstream.

The evaluationof resuItsc1arifiesthe characteristicsandbenefitsof
partial encryption,and makesvisible the amountof recoverabledata,
in the contextof MPEG coding.No connectionof securityandQoS is
made,and only a rough estimateof requireddatacoverageto provide
'adequate'ecurity in theencryptionprocessis given.Seealsothenew
work in [Kunkelmann98].

3.4 Authentication and Trust Frameworks

In a securecommunicationframework,authenticityplaysan impor­
tant role. While peeranddataauthenticityis theultimategoal,all inter­
mediatecomponentsfrom the user to the authenticateddatastream
mustbe considered.The softwarecomponentsusedby the framework
mustbetrustworthy,e.g. theprotocoldesignermustbeableto ascertain
thathis protoco!sfulfils thesecurityspecification,andtherun-timesys­
tem must be trustworthy. A typical solution to this problemis formal
descriptionsof the protocolanda subsequentproof of correctness.An
exampleis found in [Wenbo94],where the designof securekey-ex­
changeprotoco!sis discussed.But afterdesigninga protocol,the integ­
rity of its implementation(or anyotherframeworkcomponent)mustbe
assuredduring the lifetime of the framework.Pioneeringwork on this
areais describedin Section3.4.2.4.Thecurrently pursuedapproaches
include the SecurityManager[Gong97] conceptin Java, andthe effi­
cient provision of authenticityand trustworthinessto componentsof
activenetworks.
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A communicationframeworknotonly hasto trust its components(or
be able to verify their correctness).The primary issueis to establish
trust in the identity of thecommunicationpeers.Currenttrust relation­
shipseitherwork in a hierarchicalmanner([X.509] for example),with
oneor morecertificationroots from which all participantsderivetheir
respectivetrust, or by using the modelof web of trust, as it was intro­
duced,for example,by PGP[pGP95],or, sometimes,usinga mixture
of the rigid hierarchiesandfreely interconnectingcertifications.A for­
mal definition of trust relationshipnetworksand the quantificationof
trustcanbefound in [Maurer96].Although theapproachgiven thereis
the mostformal and understandablesolution to dateto the expression
of trust, the calculationof trust valuesis very expensive.Additionally,
a meansof binding trust valuesto real-world authenticationprocesses
(suchaspassportverification) is not yet agreedupon.

3.4.2 PeerAuthentication

The expressionof trust into prospectivepeersis but the first stepin
establishinga secureconnectionto this peer.As a next step,the peer
needsto be authenticated,using oneof many possibleprotocolsthat
achievethis. For an overviewof authenticationin distributedsystems,
see[LiebI93]. [Maurer96]givesanextendedandsimplified fonnal def­
inition on thetheoryof authentieation,and[Maurer94] introdueesa in­
tuitive and eomprehensiblemethodto formally expressthe stateof
assoeiations.A seleetionof arehiteeturesthatdealwith theissueof peer
authentieationwill now beexplored.

3.4.2.1 PEM, PGPandVerisign

PrivaeyEnhaneedMail (PEM) [RFCI421] andPretty GoodPrivaey
(PGP) [PGP95]are two paekagesthat providemailseeurity.Verisign
provideseertifieatesto WWW serversandclients. Theyall useasym­
metrie eryptography(RSA or Diffie-Hellman based)to provide peer
authentication.Althougheleetroniemailandwebaeeessseemunrelat­
ed,participantsusethe samemeehanism(signedcertifieates)to insure
peersof their respeetiveidentities.PEM and Verisign ehooseto limit
themselvesto the useof traditional eertifieationhierarehies,PGPal-
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lows the establishmentof a web of trust andunlimited crosscertifica­
tion.

3.4.2.2 SeeureDNS

The Domain NameSystem(DNS) [RFCI033], [Albitz92] is a criti­
cal componentof the Internet.It is implementedasa distributeddata­
baseon aglobaI scale,providesthe translationof domainnamesto
Internetaddressesand also performsdiverseotherfunctions, e.g. the
mappingof mail addressesto mail handlingagents.Recently,anexten­
sion to the DNS thatallows for dataauthenticationthroughdigital sig­
naturesand key distribution has beenproposed[RFC2065].The
proposalexpectsthatin mostcasesasingleprivatekey (the"zonekey")
will generateall thesignaturerecordsfor a givenzone.Thezonewould
act as its own CA, its authoritycomingfrom its super-zone.The keys
additionallystoredin theDNS areaccompaniedby informationsuchas
for what to usethe key, anda signatureof the certifying authority.The
secureDNS allows cross-certificationbetweenzones,eliminating the
needfor a root key. Suchcross-certificationis impractical on a large
scale,but it doesallow for an organizationwith severaldomainsto set
up a secureDNS in the absenceof keys for the higher-leveldo­
mains.ThesecureD S extensionsare very new and time will tell
whetherthey succeedin providing a generalpublic key infrastructure
that doesmorethanaddsecurityto theD S database.

3.4.2.3 Kerberos

Kerberos[RFC151O],[Neuman94]is a systemoftrustedentities,of­
fering authenticationto single userson unsecuredworkstations.The
ystemrelieson initial authentication,wherethetrustedentity provides

user'sworkstationswith a credentialticket. This ticket may be usedto
requestservicesfrom servers.Linking togetherdifferent Kerberos­
realmsis possibleby crosscertification. Openproblemsare the limits
imposedon the infrastructure(eithera trustedcomputingbaseis em­
ployed,01' only oneusermaybeallowedto haveaccessto aworkstation
at a time) and the delegationof rights. The usability of the systemis
somewhatreducedbecauseall remotelyoperatingapplicationsmustbe
madeKerberos-aware;this drawbackis rakeninto accountin favourof
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a more seeureenvironment.Symmetrieeneryptionis the only meeha­
nism used.

3.4.2.4 The Digital DistributedSystemSeeurityArehiteeture

The descriptionof this architeeture[Gasser89]is a primer on map­
ping thesecurityof singletrustedsystemsto aclusterof thosesystems,
thatareconnectedby an insecurenetwork.Messagedigestsanddigital
signaturesarepresentedandtherelevanceof asymmetrieencryptionin
this conceptis highlighted.Topiescoveredinclude the bootstrapof a
seeurekemel in a system,the proof of a eorreetstart-upof the system
towardsits networkpeersand problemseoneemedwith identification
of usersand delegationsof their rights to applieationsrunning on the
system.Thesethoughtshavestrongly influencedDEC's VMS kemels
of today,andoverall relevaneeis rather towardsseeuresystems.

3.4.2.5 X.500

Within the OSI infrastrueture,thedireetoryserviceX.500 [X.500] is
an importantelement.A generalauthentieationframework for this
serviceis speeifiedin X.509 [X.509], togetherwith a eertifying hierar­
chy. Authorisationissuesarealsoeonsideredby theX.500 reeommen­
dations,principally in X.501, Annex F [X.501]. Most eomponentsare
only roughly sketchedout, anddetailsfor implementationpurposesof
many meehanismsareat the careof the implementors.The eertifieate
dataformat that hasbeendefinedby X.509 is cominginto widespread
useasavesseito ereateinterchangeableeertifieates.

3.4.2.6 DASS/SPX:Global AuthenticationUsing Public Key
Certificates

Distributed AuthenticationSecurity Service (DASS / SPX)
[Tard091] from DEC was plannedas a reference-implementationof
X.509 andoffersa servicefor mutualauthenticationof communieating
peersthrougha trustedentity. DASS usesX.509 syntaxfor certificates
andincludesits own certificatedistributionservice.Certificatesaswell
asenerypteduserkeysarestoredin thedatabase.

Credentials,similar to Kerberos,areusedto representan established
identity. Coneeptsfor hierarchicalcertificationareestablishedandre­
latedto themodelsrequestedin X.500. Credentialsarepractieallyrep-
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resentedby 384-bit RSA keys that are used to encryptkeys for
symmetriealgorithms,which areusedfor datatransmission.

3.4.2.7 EDIFACT

EDIFACT (seealsoSection Section3.2.1.4)is aninternationalstand­
ard [IS09735],proposedto allow for authenticationof participantsand
encryptionof datain theElectronicDataInterchange(EDI) context.It
is targetedat financial institutionsandtheir primarily transactionbased
communicationissues.It is very similar to ANSI [XI2.58], but alsoin­
cludesasymmetrieencryption,allowing for sender-nonrepudiation,ex­
plicit acknowledgementof receipt,andothersecurityenhancements.

3.5 Comparison and Evaluation

In theprecedingSections,relatedwork hasbeenexploredin termsof
Quality of Service,SecureCommunication,MultimediaProtocols,and
AuthenticationandTrust.This sectioncomparessomeof theseworks,
and evaluatesthe stateof the art. Traditional communicationframe­
works following the OSIIRM will bediscussedseparately.

3.5.1 QoSSystemsand SecureCommunication

For evaluationpurposes,systemsoffering QoSandseeurecomrnuni­
cationaretreatedjointly. Relevantcriteria for theevaluationareas fol­
lows:
1. Availability of QoS in general
2. Availability of different QoS levelsandmappingfunctions
3. Provisionof securityin general
4. Existenceof dynamicandconfigurablesecurity
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Table I gives a short overview and a comparisonof capabilities.
"Yes" meansthat the capability is providedby the systemin question,
"No" meansthat it isn't, and"N/A" standsfor systemswherethis cri­
terion is not applicablesincethebasicsfor it arenot provided.

Table 1: Comparisonof Systems

SystemName QoS
QoS

Security
Dynamic

Worka
Mapping Security

TipfTempo Yes No No N/A 1996
X-Kernel /OakJey Yes No Yes No Ongoing

Messenger Yes No No N/A 1994
Dyce Yes Yes No N/A 1994
Adaptive Yes Yes No N/A 1994
F-CSS Yes Yes No N/A 1995
DaCaPa Yes Yes No N/A 1995
CINEMA Yes No No N/A Ongoing

ATMForum Yes No Yes No Ongoing

OSI/RMo Yes Yes Yes No 1994
SSL No N/A Yes No Ongoing

SKlP No N/A Yes Yesc Ongoing

DaCaPo++o Yes Yes Yes Yes 1997

a. Indicatesif work is still beingdonein this project,or whenit hascometo
aconclusion.

b. Implementationsfulfilling the completeset of specificationsdo not yet
exist.

c. But not underapplicationcontrol.
d. This is the platform on which the prototypeof this thesis was imple­

mented.SeealsoSection6.1.

The gap betweensystemsproviding QoS andsystemsproviding se­
curity is very visible; currentsystemsand toolboxesfor providing se­
curity arenotconfigurable.Securityasintroducedin the x-kernel is not
usedin an integratedfashion,butasanadd-on.All systemsoffering se­
curity allow for a staticchoiceof servicesto be madeat the beginning
of a sessionor dependingon end-systemconfiguration.Selectedserv­
ices normally cannotbe changedduring the entire session.QoS sys-
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tems supportingconfigurableprotocols,such as the Messenger
Paradigm,Adaptive and F-CSSabovehavenot beenconcemedwith
securityissues.

3.5.2 Traditional Communication Frameworks

lntensework is in progressto implementsecurity mechanismsbe­
longing to the upperlayerof the OSI ReferenceModel. Thesemecha­
nismswill providesecurityto XAOOelectronicmail systems,or X.500
directory servicesand to a numberof otherOSI applicationservices.
Solutionsachievedin projectslike OSISEC,SECUDE,TORQUEME­
DA, and, finally, the PASSWORDproject includeseverythingneeded
for securecommunications.While more traditionally designedproto­
cols like theseareableto providesecurityquiteweil, they do it only as
a static concept,neitheraddressingQoS nor configurability issues.
None of the relevantprojects,however,addressesQoS for security
functionsnor the issueof configurablesecurity.

3.5.3 Multimedia Protocols

Securemultimediaprotocolsoffering configurablesecurity for real­
time andsoftware-onlyusearejust emerging.Most currentlyavailable
securedmultimediaprotocolssuchas thosefound in the MBone tools
achievetheir securityby postprocessingtheir datastreams.Although
lower layerssuch as IPv6 or ATM will offer securecommunication
(with Iimited configurability) and QoS considerations,they do not
solvethe problemof the computationalcostof encryptionandauthen­
tication for high-volumedatastreams.An additionalproblemfound in
securingmulticastmultimediaapplicationsis key managementanddis­
tribution to all participants.For more information and possiblesolu­
tions see[Caronni98].

3.5.4 Authentication and Trust

Authenticationand trust frameworksexist, and no basicallynew as­
pectsareto beaddedto the field ofknowledgein this areain thecontext
of this thesis.In contrastto the basicaspects,practical Web of Trust
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computationand componentauthenticationoffer spacefor improve­
ment.Oneareaof innovationspecifically lies in the methodhow trust
into a peeris determined.Currently, trus is usuallydoneusinga static
database.Dynamic calculationof trust estimatesand relationshipsat
run time arethinkable.
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Thereare twokindsoffool. Onesays,"This
is old, andthereforegood...
Andonesays, "This is new, and therefore
better."

- lohn Brunner, TheShockwave
Rider

4 Security asa Quality of Service

One of the goals in Section1.4 reads:"Security mechanismsare to
becomeapartof Quality of Service(QoS)parameters,which aregain­
ing importancein communicationsystems.Thusa methodhasto bede­
velopedthat allows the specificationof securityrequirementsas QoS
parameters.Adefinition of security parameterssupportinga wide
rangeof applicationsneedsto existandshouldallow forrnally specify­
ing securityneeds."

This sectionaddressesthat goal. After defining the term "Quality of
Service"and exploring its relation to security,the requiredproperties
of a communicationframeworkthat supportsecurityQoS aredefined.
Then,thenotionof securityasaQoSpropertyis followed from theuser
level down to the lowest level of the communicationarchitecture.At
the sametime, interrelationshipof QoSparameterson different layers
is shown.Laterin this section,securityQoSis quantified,andmapping
functionsaredefined.In a last step,to makecommunicationfeasible,
protocol configuration(seeSection4.2 for explanation)is explored,
andmonitoring issuesarebriefly mentioned.

The systempresentedhere has in part been implementedin
DaCaPo++1, which in tum builds on Da CaPo(for a shortoverview,

1. KWF/KTI Project 2984.1, funded by the Swiss Govemment,the Swiss
BankCooperationandXMJT.
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seeSection3.1.2.7in the relatedwork). The actualimplementationof
the extendedfunctionality presentedhereis discussedin Seetion6.

4.1 Definitionsof SecurityQoS

"Quality 0/Serviceis a descriptionofthebehaviour0/anend-to-end
communicationsystemarchitecturein terms0/qualitativeandquanti­
tativeparameters",seealsoSection3.1.

QoSparametersarethe meansby which a higherlayerspecifies
its QoS requirementsto a lower layer in the communicationsys­
tem. Theseparametersmay specify algorithms,rangesof values,or a
setof values.

Costsaredefinedastheresourceconsumptionnecessaryto satis­
fy given QoSrequirements.Any layer satisfyingrequirementsof an
upper layer will in turn requireservicein the form of resources,e.g.
availableePD time, memoryallocation,and, in the caseof communi­
cation,bandwidth.This costmay againbedescribedasa QoSrequire­
ment to a lower layer.

Oneexamplewould beto haveaQoSparameterrequiretheuseoftri­
pie DES in the communicationprotocol.The costresultingwhen this
requirementis fulfilled is theconsumptionof oneePD secondper (for
example)11 Mbit of processeddata.TheePD consumptionin turn can
be viewedasa resourcerequirementposedon the underlyinglayerand
canagajnbecommunicatedasa QoS parameter.

4.2 RequiredSystemProperties

Any communicationframeworkoffering an environmentthat sup­
portsQoS parametersin generaland securityQoS in particular,needs
an architecturethat providesseveraldistinct features.Thesefeatures
arekey elementsto providingdynamicsecurityQoS.They arepresent­
ed below, along with a shortexplanation.This also servesas a defini­
tion of terms,as they relateto thecommunicationframework.
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Protocols: Communicationsystemsoffering the transferof datafrom
oneparty to anotherexecutea communicationprotocol. A pro­
tocol implementsoneor morealgorithmsthat eachtakecareof
one specificfunction, for example,reliable transmission,com­
pression,or encryption.

Modules: A moduleis the instantiationof an algorithm within a pro­
tocol. Onealgorithm may be implementedin different ways
(thus resultingin different but from a protocol view equivalent
modules),dependinge.g. on availablehardwaresupport.Thus,
modulesare the building blocks of protocols.A protocol typi­
cally is composedof a setof modules,in which eachmodule
realizesa subsetof the protocols' functionality. The internal
behaviourof a module is influencedby one or more QoS
requirements,resultingin overall different protocol properties.
Although modulesoffer finer granularity,it is valid to compare
themwith layersin the OSI referencemodel.

Protocol Properties: QoS requirementsthat aresatisfiedby a certain
protocol causethis protocol to havedistinct properties.Each
modulein the protocol may provideor influencesomeof the
properties.A protocol property that matchesor exceedsa
requirementsatisfiesthe requirement,and makesthe protocol
acceptablefor use.

Protocol Configuration: The act of combiningavailablemodules
into a protocol, and having the modulesreact to given QoS
requirements,is the protocol configuration.The configuration
may eithertake pIaceoncewith the result storedin a database
for further use(a staticconfiguration),or it may takeplaceeach
time a communicationlink is requiredby an application(a
dynamicconfiguration).Adynamieconfigurationcan react
moref1exibly to the demandsof an application,a staticconfigu­
ration is lessconstrainedin termsof requiredsetuptime.

Protocol Calculation: When the communicationframeworkreceives
asetof QoSrequirements,it needsto maptheserequirementsto
a specificprotocol.The goal is usually to find the protocol that
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bestsatisfiesthe requirementsunderthe constraintof havinga
limited or minimal amountof computingandnetworkresources
available.The protocolcalculation(andthe protocolconfigura­
tion processin whosecontextthe calculationtakesplace)can
fail, if all protocolssatisfyingthe requirementsexceedavailable
resources.

Protocol Negotiation: Two partiescommunicatingin a framework
thatoffers a choiceof multiple protocolsneedto makesurethat
they areusing the sameprotocolon both sidesfor a given com­
municationlink. The protocol can eitherbe selectedfrom a
staticdatabaseon both sides,for exampleby having the sender
specify an index in the database.It also can be ca1culatedand
configuredby the sender,and the choicebe transferredto the
receiver(local configuration);or it can be calculatedby both
partiesanda global solutionbe found throughprotocolnegotia­
tion. The solution so found is a global optimum.

Reconfiguration: QoSrequirementsimposedon a particularprotocol
canchangeat run time or availableresourcescanchangeat run
time. The operationto changean active protocol 'on the fly',
without interruptingthe datatransfer,is called reconfiguration.
Anormal reconfigurationmay involve changingthe modulesin
a protocol, while a small reconfigurationis achievedwithout
changingmodules,but by changingthe internal behaviourof
modules(and thustheir properties)in dependenceon one or
moreof thechangedQoSrequirements.

Not all communicationframeworksusethesamearchitectureandare
designedto dealwith the issueof configurabilityandadherenceto QoS
requirements.A comprehensivediscussionof other approachesand
morebackgroundto theonepresentedherecanbefound in thedoctoral
thesiscoveringthedesignof Da CaPo[Plagemann96].
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4.3 The QoSModel
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In the QoS model usedhere,the uppermostlayerof communication
is representedby the user.The userinitiates a datastream(suchas a
videoandaudiostreamduringa videoconference).He hasto formulate
his requirementsto the next lower layer, meaningthe application,for
examplethe video conferencingtoo!. From an implementationstand­
point, the simplestway to allow the userto selectsecurityQoSis to let
hirn choosewruch algorithmsto employ, which datathesealgorithms
areto cover,andto selectthe propertiesof thekeying material,suchas
key changeintervals,and eventuallykey sizes.At the sametime, the
averageuseris not interestedin this amountof detail, and sometimes
only expertscan understandthe security implicationsof the chosen
protocolsandalgorithms.A solutionthatoffers suchfine-grainedcon­
trol over the protocol behaviour hindersthe worktlow more than it
helps, andis inherentlyunusable.Thefact that thedifferent functional
modulesof aprotocolinteractfurthercomplicatesmatters,for example
increasingthe frame rateof a video transmissionincreasesrequired
CPUpowerfar theencryption,andraisesthe frequencyof requiredkey
changes.

Similar problemshavebeenfacedfor othercommunicationmecha­
nisms.A commonexampleis thevideotransmission,in which theQoS
parameter'communicatedmegabitpersecond'is betterexpressedasa
function of 'VGA, TV, HDTV quaJity,motion smoothness,andimage
coarseness'or theaudiotransmissionin which 'megabitpersecond'is
derivedfrom the more intuitive QoS parameter'AM radio, telephone,
or CD quality'.Thetranslationfrom intuitively understandableQoSre­
quirementsto very basicrequirementsthatareusableby thecommuni­
cation systemcan be achievedfor security QoS. To achievethis, a
simple model of layers is defined, in which eachlayer holds QoS re­
quirementsof a differentabstractiondegree.Requirementscanthenbe
translatedfrom an upperto the lower layer,aswill beseenin morede­
tail in Section4.5.
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Figure 10 depicts the
layers used in the QoS
model.The userspecifies
user requirements(UR),
which causethe applica­
tion to specify so called
abstractapplication re­
quirements(AAR). These

•
_ Translation of requirements and

requirementsare termed feedback from service user to provlder
'abstract'becausethey do
not include knowledge Figure 10: Layersand Requirements

about the concretealgo-
rithms usedto fulfil a securityrequirement.The underlyingcommuni­
cationinfrastructurehandlesconcreteor low-Ievel requirements(LLR)
and demandsresourcesfrom the infrastructurevia infrastructurere­
quirements(IR). Demandsposedon theinfrastructurecaneitherbesat­
isfied, (if, for example,enoughCPU power and communication
bandwidthis available)or feedbackis passedupward,to indicatea po­
tential overconsumption.This resultsin a feedbackcycle.Theessence
of the schemeis the fact that the form andexpressionof QoSrequire­
mentschange,dependingon the layer in which they areobserved.The
boundariesbetweenlayersarenot strictly enforced,a usermay, for ex­
ample,issueLLRs if he wants.

4.4 Modelling Security Requirements

Beforebeingableto maptheserequirementsandresultingcostsfrom
one layer to the other, theserequirementsneedto be characterlzed.
Confidentiality and authenticityare very abstractQoS requirements,a
userstating 'I want my datato be private', gives the communication
systemno indication as to how much confidentiality the datarequire.
The usermay run into a conflict of interest,if the communicationsys­
tem satisfieshis demandby consumingall availableCPU resourcesto
securethe data,without having any time left to do other processing,
such as video compression.How, then, can the userexpressthe re­
quiredamountof confidentialityor authenticity?



Modelling SecurityRequirements 99

This will now be done.As a first step,the meansto define the value
of information is given, and then a way to expressan attacker'scapa­
bilities and the costof attacksis explored.In contrastto this, protocol
propertiesand their demandson the underlyinginfrastructurearegiv­
en. Finally, two modelson how to map userrequirementsto protocol
characteristicsareoutlined.

4.4.1 The Value of Information

j
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In our society,moneyasa regulariz­
ing conceptis appliedto nearlyevery­
thing. For the purposeof this
presentation,the value v of informa-
tion is expressedin monetaryunits.
Communicatingpeersmay be willing
to investmoneysuchthattheinforma­
tion they exchangestaysprivate.Thus
confidentiality of information gains
monetaryvalue. It is understoodthat
not all information can be expressed
in monetaryterms. Certain types re- /"'J--
lating to moral and ethical domains, /
personalprivacy, secretsof states,and L Value of

Information Time
othercannotbe expressedby simple'""',,,H �'�-�-�l�"�-�+�~

figures.But evenhere,anestimatecan b)

be given as to how long the informa­
tion needsto besecure,andwhatdam­
age its knowledgemight causein
monetaryterms.

An additional aspectthat has to be
kept in mind is the fact that the value
of information changesover time.
Thus a certainfact (i.e. one company

has decidedto buy another)may be Figure 11: Information
very valuableto outsiders,until the Value overTime
crucialeventtakesplaceandthe infor-
mationbecomespublic knowledge.Onecanthusdefinethevalueof in­
formation as a function of initial value and value decrease(or
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Figure 12:

increase1) over time, and expressthis in monetaryunits. v =f(Time,
Fact).Figure11 outlinesa few possiblefunctionsfor thevalueof infor­
mation over time. In examplea), the value startsout at somefixed
amount,andthenrapidly decreasesovertime. This matchesthescenar­
io describedabove.Exarnpleb) outlinesthecasein which information
hasno valuein thebeginning,maybebecauseit is impracticalto useor
its potential is unknown,but after time reachesa limit. As an illustra­
tion, considerthe secreton how to build miniature tactical nuclear
weapons.Casec) finally illustratesthe 'window of opportunity'where
informationhasvalueoveracertaintime, but is of negligiblevalueoth­
erwise.Therearemanypossiblefunctions,fO, andthecorrectonemust
be detenninedon a case-by-casebase.

For information that is sup­
posedto remainprivate,a reason­
able assumptionis that an
adversarywill only acquirethis
valued information, if he can do
soby spendinglessthantheinfor­
mation itself is worth. The invest­
ed amount of money also
influenceshow fast an attacker
gainsaccessto securedinforma­
tion, as illustrated in Figure 12.
Thedecreasingcurvein the figure
indicatestherelationof an attackerssuccessin time, setin relationto a
fixed investedamountof money.If, by choosinga securedprotocol that
is strongenough,the attackingcost for the enemyis high enough,he
will not try to gain accessto the informationby this route,becausehe
will very probablynot be ableto profit from it. This againassumesan
entirely financial motivation for theattacker.

Confidentialityandauthenticityareorthogonalconcepts.The degree
of confidentialityof somedataCanvary independentlyof its authentic­
ity. As shownin Section2.1, integrity is an integralpartof authenticity,
if malevolentattacksare to be considered.To assessthe value of data

1. Imagine the gain in prestigeand reputationschalars can make by deci­
pheringancientcryptograms,or the suddenlyincreasedvaJueof informa­
tion concemingthe pastand private life of today'spublic figures (i.e. Bill
Clinton) for joumalists.



Modelling SecurityRequirements 101

authentication,two qualitativelydifferent situationsmustbeexamined
separately:1) assessingtheadversariespotentialfinancialgainwhenan
attackeris ableto injecta fraudulentmessageinto aongoingsession(or
createa fraudulentsession)and 2) assessingthe value of exploiting
non-repudiableauthenticationto force a party to accepta statementit
neveractuallymade.

Using monetaryvalueasan indicatoron how strongtheconfidential­
ity and authenticityof information needsto be gives a sufficient level
of abstraction.It allows the userto specifyhis requirementsin a com­
prehensibleway, without beingbotheredwith algorithmdetails.

4.4.2 Enemy Properties

As mentionedabove,the goal is to protectvaluableinformation in a
way thattheattacker'scostis higherthatthevaluehegainsby succeed­
ing in breakingtheprotectionof the information.No attackerdriven by
financial motivation will invest a billion to get accessto information
worth a mere million. The attacker'scost dependson the type and
amountof resourcesthat he hasto invest to break the protection,and
on how long theseresourceshaveto beallocatedto the task.Necessary
enemycomputingpower is expressedas creq = f(Protocol-properties,
Time, Resources,Classof attack,Breakthrough-Probability).An ene­
my will neverhavethe costxreq associatedwith this computingpower
exceedvata time t, otherwisehewould haveinvestedmorein breakjng
the protectionthanthe information is worth in itself.

Resourcesin this contextare meantto be purely technical.More
mundanemeans,suchasend-systemeavesdropping[RusseIl91],or the
applicationof physicalforce, or evenhumaninteractionssuchasbrib­
ery, areof no furtherconcernin this work. Thetypical attackerwill try
to pursuehis goals without incurring the risk of detection.Neverthe­
less,the investmentan attackeris willing to makeinto technicalmeans
typically hasanupperbound,afterwhich heprobablywill resortto any
of the abovementionedalternatesolutions.

Dependingon the organisationalsizeof theenemy,variousforms of
technicalattacksarepossible(asoutlinedin Section2.3.4),anddiffer­
ent amountsof availableresourcescan be assumed.Resourcesan at­
tacker can invest are raw computing power, data storage,and
manpower,suchascryptanalysts,programmers,andmaintenanceper-
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sonneI.Dependingon theattackscenarioandtheattackersgoal,poten­
tial enemiesmay gatherdifferent typesof informationsto mounttheir
attacks.Theyrangefrom ciphertext-onlyup to chosenplaintextattacks.
Theenemiesalsohavedifferentbudgetsfor mountingtheir attacksand
different time-horizons.A possiblegroupingof enemiesin view of
availableresourcescould be
• Intelligenceof largecountries(i.e. NSA/KGB)
• Intelligenceof small nationsor large internationalcompanies
• Largecompanjesor universitiesandtheir campusinfrastructures
• Small companies
• Individuals

Moore's Law states:Componentdensity01integratedcircuits dou­
bles everyJ8 months.This law is still valid [Moore95J,[Schaller97]
and implies that the amountof computingpowerand storagethat can
beboughtfor acertainvalueincreasesexponentiallywith time. Evenif
this law will ceaseto bevalid anywherefrom theyear2014to 2050be­
causeof economicalor physical constraints(diminishing return for
technologyinvestment,processingspeedlimi tedby speedof light, and
circuitry size limited by particlesize), the progressstill to be expected
from the year1997until 2012indicatesan increaseon theorderof 210

in processingspeedandstoragedensity.This is oneof the factorsthat
mustbe takeninto accountwhenassessingtheattacker'sstrength.If an
attackeris in no hurry, he can simply collect the information, store it
until 2012,saveand investmoneyuntil then,and then mountan attack
that is morethan a thousandfoldtimes stronger.

Naturally, enemycapabilitiesdo not only dependon Moore's Law,
buton manyotherfactorstoo. For this reason,adatabasecontainingen­
emy'scapabilitiesmust be updatedregularly, coveringareassuchas
avajJablecomputingpower,costof attacks,andextrapo!atedgrowth of
computingpower. This database,which also containsalgorithm
strengthin view of advancesin cryptanalysis,can then be usedwhen
translatingURs to AARs and, finally, to LLRs.

The dependencyof availablecomputingpower on investmentof
money will now be exploredin more detillI. First, alreadyusedvaria­
bleswill be recapitulated,anda few new oneswill be introduced:
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v: Value of infonnationexpressedin monetaryunits. A function of
the infonnationandtime

t: Time, usually the future
y: Time in years-inthe past
x: Monetaryvalue,e.g. expensesof an attackerto buy infrastructure
creq: Enemy computingpower necessaryto break into some specific

protecteddata
xreq: Enemycostto breakinto somespecificprotecteddata
p: Probabilityfor breakthroughof an attack
co: Amount of computingpower/storagethat can be boughtfor one

monetaryunit today
z: Yearly maintenancecost,expressedasafraction of theequipment

valuex

Equivalenceof Maintenanceto
PastComputingPower

(l)

Co indicateshow muchcomputingpoweror storagecanbeboughtfor
onemonetaryunit (expressedin US$for thesakeof readability)today.
It can be thoughtof asonehundrethof a 250-MHz Pentium.Onecan
considerstorageto beequivalentof CPUpower,e.g. 2 gigabyteof disk
storageor 64 megabyteof RAM areequivalentto oneCPU.

Besidesthe usualeconomicdepreciation,thereis a time, y, whenthe
money that hasbeenassociatedwith the maintenanceof hardwareis
betterinvestedin buying new hardware.This time is reachedwhenthe
money investedin maintenancecan buy more computingpower than
the hardwarebeing maintainedprovides.More formally, applying
Moore's Law, this limit is reachedafter a spanof y years when
Equation(1) holds.

-2
3 Y

cozx = co' 2 . x

As canbeseen,thenumberofyearsonly dependson themaintenance
cost,andcanbeexpressedas y = -3/2· log2(z) .Theamountof mon­
ey an enemycan investdecreaseswith the yearsuntil a steadystateis
reached.Assurnethat an attackerspendsx a year on codebreaking
equipmentand hasdoneso for the pastYmax years.At the sametime,
he takesinto accounthis growing maintenancecostof a fraction zper
yearperownedequipmentvalue.Now, onecangive estimatesof ene­
my strength,expressedasc. If C reachescreq' thenbreakthroughis cer-
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tain for a given probabilityp. Table2 givesa quick overviewover the
first few yearsof enemyinvestmentsandmaintenancecosts.A general

Table2: EnemyComputingPower

L

Available
Maintenance Maintenance

Year Investment for current for all
Power

investment prevlous
investments

::2
0Y=Ymax 2 3 X ZX

co'

y-l
-2(y- I)

x(l-z) zx(1-z)
2
-3- ZX

co'

y-2
-2(y - 2)

x(1-2z+z2) zx(I-2z+l) zx(2-z)
2
-3-

co'

y-3
-2(y - 3)

x(I-3z+3l-z3) zx(1-3z+3z2-z3) zx(3-3z+z2)
2
-3-

co'

Yo Co
Dependson z, old maintenance

becomesnew hardware.

formula to computec from theseparametersis given in Equation(2)
below. This formula doesnot considerthe outphasingof old equip­
ment.

-2
Ymax 3 Y ( )

c = xCo L 2 (I - z) Ymax-Y (2) ComputingPower
Y=O

As anexample,assurneanattackerthathasa budgetx of 13* I09 US$
peryear,hasstartedhis operationin 1952,andspends0.5 percentof its
budgeton maintenance.This is a likely worst-caseattackerrepresent­
ing a possiblelargecountry intelligence.He discardsold hardwareaf­
ter 11 yearsof use,and the computingpoweravailableto hirn today
(autumn '98) correspondsto 33*109*co' Co can be assumedto be one
hundredthof a modemPentium.For the next few years,estimateden­
emy resourceincreasewould beof a factorof 1.58 peryear.Figure 13
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Figure 13: Growth of EnemyResoureesoverTime

illustratesthis growth proeess.The graphon the left handside repre­
sentsthestartingtime. Oneseesthat in thebeginning,the totally avail­
able eomputingpowergrows faster than the inereasein eomputing
powerthat is purehasedduring a single year. Due to ever inereasing
maintenaneeeosts,this slowsdown over the first few years.After (in
the example)11 years,total growth andoneyear'sgrowth beginto in­
ereaseat the samerate,sineeold hardwareis now beingdiseardedeve­
ry year.Theright-handgraphshowsthis morestablesituationup to the
present.

Thesenumbersdo not indieatehow muehof the infrastrueturesueh
an enemywould invest into a singleproblem,but assumptionseanbe
madetheretoo, dependingon the threatmodel.The exampleaboveil­
lustratesthe powerof a very resoureefulenemy.Nevertheless,evenan
individual attaekerwithout any finaneial supporthasaeeessto a large
amountof eomputingpower,at leastfor a limited time. In view of the
groupingpresentedabove,availableenemyresoureeseanbeestimated
asin Table3.

As a resultof this, the strengthof a protoeol(i.e. a simplebinarydata
transmissionprotoeolwith 32-bitCRC,sliding window, DESfor trafik
eneryptionand a MAC using MD5, and RSA to transfersession-key
material)is expressedastheamountof time anattaekerwith a well-de­
fined amountof eomputingandstorageresourees,c, needsto breakthe
algorithmwith a given probability,p. This alsodependson the type of
attaek.
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Table3: PossibleEnemyResources

Typeof enemy
Investment Attack time Peakcomputing

peryear horizon powertoday(c)

Largecountryintelli-
13 000 000 000 Up to 50years 33 * 109 * c

gence. 0

Small nationor large
200000000 Up to 20 years 510* 106 * c

internatl.company 0

largecompanies/
university/ campus 5000000 Up to 5 years 13*106 *c0

infrastructure

Small company 200000 Up to 3 years 510000 * Co

IndividuaJsa 10000 Up to 2 years 26000* Co

a. Values for low-budgeladversariesmuSl be adjusledfor zero-coslauacks.
SeeSeclion4.4.3.

Considerthefollowing example:How muchtime doesanattackerin­
vesting 10 000 monetaryunits, v, take to breakstandardDES with a
known-plaintextattack,in function of p? Assurnethe strengthof l/l 00
Pentiumfor Co and a linearcryptanalysisattack [Matsui94]. 243/p op­
erationsare required,and the operationspeed(as takenfrom practical
experiments)1 is 1050keys per secondperco' Theresultfor p= 1_10-15

rangesaround42 days. If insteadof a linearcryptanalysis,an exhaus­
tive key searchis used(255 operations)for the samep, the time is 152
days.This cost to breakDES is aboutequivalentof breaking430 bit
RSA. Thus, if the RSA key length is larger,DES becomesthe weakest
link.

As an interestingside noteconcemingusability and performanceof
this example:With DES on aSunUltra 1-170,theavailablethroughput
would be 29 megabitper CPU second,wherekey-exchangeand setup
times needto be added.Concretefigures aregiven in the systemeval­
uation,Section7.

I. For somevery down-to-earthinformationconcerningthe strenglhof DES
andolhercryptographicalgorithms,seehllp://www.dislributed.nel.Here
olherwiseidle computingpoweris collecledfor concertedatlacks.They
brokeDES keysseverallimesin a matterof hours.
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4.4.3 On the Minimal Costof Attacks

36 Monlhs18 Monlhs

60000'106

MKeys/sec

In early 1997, RSA DSI
Ine. launeheda eontestthat
had the goal of showingthe
strengthof differing key
lengths and algorithms
[RSA97]. Various parties
took on the taskof breaking
the known-plaintextehal- Start

lengesoffered. To get a
handholdon praetiealalgo- Figure 14: ProjeetedParticipationin

Zero-CostEffortsrithm strength,this issue
was investigatedfor 40- and 48-bit keys, for more information see
[Caronni97].Up to now, all challengesup to 56-key bit length have
beenbroken,using an ever increasingamountof computingpower
madeavailableby volunteersall overtheworld. Thecomputerresourc­
esusedwould otherwisehavebeenidle, and no monetaryinvestment
wasmadeto securethe resourcesin the first place.Currently,ongoing
approachesthat usebrute force to searchfor keys, such as ''http://
www.distributed.net.. indicate that the amountof globally available
free computingtime is still not exhausted,the currentlevel (asof June
1998) is 20 500 * 106 RC5-64keys per second.This representsmore
thanonefull MIPS-yearof eomputingpowerconsumedpersecond.A
projectionof participantsto this effort is depictedin Figure 14.

So, for all practicalpurposes,this setof attaekshaszerocost.An at­
tackerroutinelygoingaftervaluable,seeuredinformationeannotcount
onanetworkof voluntaryeomputingresourees.He hasto investmoney
to buy and maintainthe computingresourcesthat he needs.Or so one
rnight think. In fact, manycampusworkstationnetworksareaccessible
to the engagedoutsiderowing to a relaxedadmissionpolicy, or very
large seeurityholes.A single personcan, without substantialinvest­
ment,harnessthe computingpowerof severaleampusesto pursuehis
goalsfor a limited timeI. Sameholds true for the personalcomputing
resourcesof largecompanies,althoughoutsiderswill find it moredif-

I. Practicalexperienceshowsthat idle computingpowerof workstationscan
be usedfor a weekor two at a time, without questionsasked.
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ficult to usethesemachines.Sothereis aneffectiveamountof zerocost
attacksthat can be pursuedfor severalnights in a row, and that estab­
lishesa baseperformancefor attacks.Therearemoredeviousways to
launchinexpensiveattacks.If the encryptingengineis availableto the
attacker,hecanproducea few plaintext-ciphertextpairs.Subsequently
hecanstarta public contest,andclaim that thekey to befound is 'ran­
domly generated'. If oneof thecontestantsturnsin thekey, hewill get
theprize money,andtheattackergetsthekey, i.e. giving hirn accessto
interbankpaymenttrafflc.

4.4.4 Protocol and Aigorithm Properties

Communicationprotocolsthat secureexchangeddatafulfil certain
low level requirements(LLR) by performingfunetionsthat in turn re­
quire using infrastrueturalresourees.The different kinds of require­
mentson the two layers,LLR and infrastrueturalrequirements(IR),
and resultingprotoeol propertiesare now exploredin greaterdetail.
Observingalgorithm propertiesalone is not suffleient, dataseeurity
(i.e. eonfidentiality)that is observednot only dependson thealgorithm
employed,but also on the proeessingthat is doneon the databefore­
hand.Onesuehexampleis dataeompression.

The trend in the designof symmetrieencryptionand authentieation
algorithmsis everincreasingthroughputwhile the strengthof thealgo­
rithm is maintainedor even inereased.The eurrenteandidatesto the
AES (advaneedeneryptionstandard),as eomparedto the seleetion
processof the DES (dataencryptionstandard)of the seventiesgive a
good indicationof this. At the sametime, requiredthroughputalso in­
creases,owing to i.e. evergrowing demandson the quality of the data
streamsfor multimedia.Cryptographiealgorithmsalonedo not offer
suffieient flexibility, especiallywhen high data-volumeauthentieation
andencryptionarerequired.Additional control overdataprocessingis
required.Relatedprotocol propertiesarediscussedin greaterdetail in
Section5.1.

Evaluatinga protoeolfor securitypropertiesis donethe sameway as
with evaluatingtraditionalQoS.Eachprocessingmodulemodifies one
or moreseeuritypropertiesof the protocol,usuallyby increasingthem,
butpotentiallyalsoby deereasingthem,i.e. whenretransmissionis per­
formedbeforeeneryption.At the sametime, everyelementin the pro-
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toeol addsto the IR, resultingin resoureerequirementsthatneedto be
fulfilled for the protoeol to run. lnfrastrueturerequirements(or more
sueeinctlythe eostof a protoeol) indueedby seeurityare mostly the
sameasfor any otherprotoeolfunetionalityandconsistof
• lnereaseof output bandwidth, becauseof padding and blocking

factors.
• Consumptionof systemmemoryby the modulesin the protocols,

i.e. throughthe useof intermediatekey tables
• Consumptionof CPU cycles,where the total consumptionsimply

equalsthe sumof the dataprocessingcostsof each module
• Consumptionof random material for keying purposes.Certain

operatingsystemsoffer a limited amountof strongrandommate­
rial, which is eollectedfrom systembehaviourthat is mostly unpre­
dictableor hardto observefrom the outside.

Additionally, thedelayof transferreddatais inereased,anddelayvar­
iation may be added,becauseof bloek-wiseproeessingof data.Abso­
lute valuesfor cost (for example,in terms of bandwidthand CPU
consumption)dependon the propertiesof the datastreampassedto
protoeolmodules,suchas its input bandwidthor compressibility.Nat­
urally, they also dependon the LLRs, whieh, in turn, wherederived
from URs.

4.4.5 Translating Security Requirements- Protocol
Driven Model

The isolatedaspeetsof information value, enemyresources,attaek
�c�o�s�t�~ and protoeolpropertiesmustbe combinedinto a whole to allow
model1ingof the seeurityrequirementsandmappingtheURs to LLRs.
The modelpresentedhereexaminesonly a few discretestatesof those
aspects.This simplifies the translationprocess,but in turn offers the
useronly very erudechoices.This model is principally developedfor
purposesof illustration.

Although protocolsexist thatallow continuousscalingof the offered
degreeof security,they arefor now ignored.Instead,only afew fix and
predefinedprotocolsemployinga dedieatedeneryptionor authentiea­
tion algorithmareused.Theyrepresentfixed pointsin this model,upon
which everythingelseis based.Using a different protocol resultsin a
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differentdiscretepoint in thesca1eof security.Figure15depictsthede­
pendenciesof resu1tingproperties.

Enemy
strength

Type of attack

I
Selected protocol

/\
Strength

•Resources needed
to break protection

/\

Resource
consumption

Allowable value
of information

Time for which
information is secure

Figure 15: Dependencyof PropertiesI

The threeinput parametersare the selectedprotocol, the type of at­
tack againstwhich protectionis required,and the estimatedenemy
strength.Resourceconsumptionis a directconsequenceoftheselected
protocol, and the strengthof the selectedprotocol dependson the ex­
pectedkind of attack.The allowablevalueof information dependson
theamountof resourcestheenemyneedsto successfullyattackthepro­
tection, and, influencedby the actual enemystrength,the time for
which the information is secureis indicated.

Resourceconsumption(IR) of the protocol is measuredby trial runs
andcan then bemadeavailableon a per-platformdatabase.As an ex­
ample,considertheoneoutlinedin Table 10on page184,wheremeas­
urementson selectedcryptographicalgorithmswere performed.In
contrastto this, thestrengthof theprotectionandthetime for which se­
curedinformationis protecteddependon enemyproperties.Theresist­
anceof communicationprotocolsagainstattacks,their strength,cannot
be measuredautomatically.It is, rather,a pessirnisticestimate,depend­
ing greatlyon currentdevelopmentsof computingplatformsandcryp­
tanalyticefforts.Suchan estimatemustbereaffirmedperiodically,and
storedin a databasethat is accessibleto the communicationsystem.
Sucha databasecould be like the one in Table4 for protoco1strength
and like the one in Table3 on page106 for a selectionof enemy
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Table4: ExampleDatabaseof Properties

Formof
Core-

Parameters Attacker Attacker

Attack
Approach Aigorithm

(Key Size) CPDCosta
Memory

in Protocol Cost

Read known DES - 2JJ 0
TrafIk cipher- IDEA - 21Ll! 0

text or
RC4 64 2M,2000h 0known

plaintext RC5 12-16-32 2128 0

chosen DES - 24J 241

plaintext IDEA - 21Ll! 0

RC4 64 2M 0

RC5 12-16-32 2128 0

Imper- via sym- MD5 - 2M 2M

sona- metric SHA - 28U 28U

tion auth.

via asym- RSA 430bits rsacontest NFSb

metric DSA - 216U 0
auth.

a. This costmustbe multiplied by the amountof Co resourcesit takesfor one
trial operation.

b. The number field sieve requiresseveralgigabytesof memory. Trus is a
recentresult in aseriesof ongoingefforts. Seehttp://www.rsa.comfor
moreinformation.

strengths.'AttackerCPU Cost' and 'AttackerMemory Cost' together
definecreq.

As the authenticationandconfidentialitystrengthcorrespondonly to
a few discretepointseach,the usercan selectthemdirectly. In return,
hecan,for eachcategoryof enemy,receiveinformationabouthow long
his dataare supposedto stay securewith a given high probability.
Throughthe useof thesethreetables,the problemof mappingsecurity
QoS from onelayer onto the other is solved,at leastin the contextof
the discreteprotocol driven model. But additionalconsiderationswar­
rant the explorationof thecontinuousmodel.
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4.4.6 Translating Security Requirements- Value Driven
Model

The valuedriven model is continuous,sinceit takesinto accountthat
thereexistprotocolswherethedegreeof securityis fully scalable.Scal­
ability canbeachievedby havingthealgorithmitselfscale(andthereby
consume moreor fewer CPU cyc1es),and by having a protocol sur­
roundingthe algorithm that allows a differentiatedprocessingof data
(i.e. not all dataareencrypted).As a consequence,they do not offer a
convenientframe of referencefromwhich everythingelsecan be de­
rived easily.

Userrequirements,especiallythe valueof the information that is to
be protected,are the startingpoint for the continuousmodel.The user
definesthesedirectly. The full rangeof flexibility allowshirn to specify
the following properties,as they weredefinedin precedingsections:
• Value of informationover time - Given as a function over time, a

few examplesare
- if (l < 1 year) v := 105; elsev := 0; or, asanotherexample,
- if (l < 1 year) v := 106 / (l year- l); elsev := 0;

• Type of enemyattacks
- Encryption:Known ciphertext,known or chosenplaintext,
- Authentication:Impersonation1, repudiation

• Enemybudgetfor an attack
The budget(a function over time from somepoint in the pastanda
projection into the future) allows thesystemto derive the amount
of resourcesprobablyavailable.While the viability of an attack
only dependson the valueof informationvs. thebreakthroughcost,
enemybudgetdefinesthe time requiredto investresoureesup to an
amountdefinedby the breakthroughcost.This is relevantbecause
the informationvalue is alsoa function over time.

• Allowable breakthroughprobability
The probability for a known plaintextO-costattack to succeed
immediately(i.e. againstdatathat areprotectedwith IDEA encryp­
tion) may be very low (T 128), but it is not zero.This uncertainty
mustbe takeninto account,andthe usercanchoosethe upperlimit.
Typical figures may be 10-10 or lower.

1. via symmetrieor asymmetriea1goriLhm.
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To increasethe usability of the system,the rathercomplexspecifica­
tion of URs asoutlinedabovecanbe simplified considerablyby offer­
ing the userpreconfiguredscenariosor distinct classesof valuesfrom
which he canchoose.This would bethec1assesof enemiesasoutlined
in Section4.4.2, a few possibleinformation values,value functions,
and sometime horizons(such as 1 hour, 1 week, 1 year, 100 years,
near-oo). Altematively, the administratormay havepreparedcomplete
customizedscenariosfrom which theusermaypick theonethatmatch­
eshis situation.

Startingfrom theseURs, thegoal is now to selectthebestfitting pro­
tocol, that is, the oneoffering maximumsecuritystrength-orat least
a level high enoughto satisfytheuser-farminimal cost(lRs). For this
model to beapplicable,mappingfunctionsfrom UR to AAR, andfrom
AAR to LLR arerequired;tableswith distinctvaluesaloneareno long­
er sufficient. Additionally for eachprotocol configuration(as defined
by a setof LLRs), the expectedIRs mustbe calculated.The mapping
processwill beexploredin moredetail in Section4.5.Thedependency
of propertiesis outlined in Figure 16, and illustratedwith an example
in the following paragraph.

Type of attack Enemy budget

Selec' Sing'hJsreakthrough
functlons probability

Enemy cost depending 'Jalue of information
on attack duration over time

\ I
Data ---.

properties Allowable protocols

•Resource
consumption

Figure 16: Dependencyof Properties11
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Strengthfunctionsdependon the type of attack.Taking DES as an
example,a known ciphertextattack(whereonecan distinguishvalid
keysfrom invalid keysby knowing at leastsomepropertiesof the un­
derlying plaintext)hasthe strengthof about255*k, wherek is the cost
of onetrial decryptionandplausibilitrcheckin termsof c. In the case
of a known plaintext attack, with 24 plaintextsavailable,the cost is
that of a linearcryptanalysisattack,or, when lessthan that amountof
plaintextis available,the costof a known ciphertextattack.As the ex­
ampleshows,the strengthalsodependson datapropertiessuchastraf­
fic volumeperkey, andin thecaseof authentication,on thekey change
per time interval.

For a particularstrengthfunction and otherparameters,the enemy
costfor anattackcanbecalculated.It is expressedasthecostto achieve
a breakthroughwith a given high probability beforea certaindeadline
is reached.By comparingthis to the actual valueof information over
time, thoseprotocolsthatcostthe enemymorethan the information is
worth canbe selected.

Finally thoseallowableprotocolscanbesortedin accordanceto their
resourceconsumption,and the mosteconornicalcan bechosen.If the
IR for all allowableprotocolscan be fulfilled, the information cannot
besecuredproperly,unlessotherprotocolproperties(suchasthecom­
pressionfactor or imagesizein a video stream)arechanged.

4.5 Layering and Mapping of Security QoS

After the introductionof thecontinuousmodelfor thehandlingof se­
curity QoS, it is now time to expandon the layering and mappingis­
sues. An integratedpicture of the QoS framework and the
communicationbetweenthe different layersalong with the resulting
possiblefeedbackpath from the infrastructureto the useris presented,
exploring the different mappingprocessesand requiredfunctions in
moredetail. Forpurposesof illustration, the situationof a securevideo
conferencewill be takenasan example.This scenario,alreadyusedin
the introductorySection1.3, featuresAdam, Bob, andEve.

Adaminitiatesthevideoconferenceto exchangedatarequiringacer­
tain degreeof confidentiality, thus multimediaprotocolsin question
haveto securethetransmittedinformation.All threeparticipantsarein-
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terconnectedoveran insecurenetwork,andal1 threeparticipantscom­
municatewith each other on an equal base.No sessionchair or
authoritativesourceof information exists.The identity of the three
communicatingpartieshasbeenestablishedby authenticatingeach
peerto every other, i.e. by using one of the authenticationprotocols.
Each communicationchannel(video, audio, and a low-bandwidth
channelfor arbitrarydata) is seeured.The focus hereis placedon the
video channel,becauseit hashighestvolume and timing constraints,
but without an in-depthexplorationon how partial encryptionandau­
thenticationof dataare achieved.Section5.2 containsdetailson this
andan evaluationwhensuchpartial processingpaysoff.

Figure 17 illustratesthe relevantcommunicationmodulesin more
detail.Thecomponentsthatareinvolvedin videocompression,encryp­
tion and authenticationareon one side,and thosefor decompression,
decryptionand verification are on the other side. The encryptionand
authenticationmoduleshave intimate knowledgeof the dataformat
producedby the videocodec,thusthe modulesmay not beregardedas
independentlayers.For completenesssake,an errorcorrectionmecha­
nism is also provided,namelya forward error correction(FEC) mod­
ule. The modules thatconstitutea protocol areembeddedin the run­
time environmentof the communicationframework, which includes
thenecessaryuserinterfacesandaccessto devicedrivers.

Theproduceris, in this example,a devicewhereaccessto raw video
input on a per-framebaseis possible.Imagecompression,encryption
and authenticationmodulesoperateon the data, which are final1y
passedto a modulegeneratingforward errorcorrection(FEe)packets.
On the receivingside, the processis inverted: After verification of au­
thenticity, wheneverappropriate,the decompressionof framesis com­
pleted.Final1y, they are passedon to the consumer,usually a display
driver. Shouldauthenticationconsistentlyfail, an optionexistsfor rais­
ing an alertvia theuserinterfaceof thecommunicationframework(see
Section4.7 on Monitoring below).

This protocol represents(togetherwith its pertinentparameters)the
resultof a configurationprocessthat in itself resultsfrom a QoS spec­
ification of the user.Figure 18 outlineshow datagiven by the userare
mappedthrough the different layers,resulting in suitableinput to the
configurationprocess.A feedbackcycle is invokedwheneverthe URs
cannotbesatisfiedby theavailableresources.
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Figure17: End-SystemComponents

The componentsof the mapping processhave alreadybeenex­
plained,with a few exceptions.Theaudio/videopropertiesin the figure
representall other (non-security)QoS requirements,which are also
passeddown from the userlevel, and influenceprotocol configuration
and costs.The systempolicies that influencethe mappingfrom AAR
to LLR introducethe minimal requirementsthat the administratorhas
selected,for example,to enforcecompany-widerequirements.The
simplestresolutionof costconflicts is accomplishedby identifying the
conflict on the communicationlayer, and passingan indication up to
the user.The usercan then reconsiderhis requirementsandi.e. reduce
bandwidth.Cost,as usual,representsIRs.

4.5.1 Specificationof URs

As outlined in Section4.4.6,the userspecifiessecurityQoSrequire­
mentsin termsofthevalueoftheinformationto beprotectedovertime,
the strongestform of attackthat is plausible,enemybudgetfor the at­
tack,anda breakthroughprobability.Table5 givesonepossibleconfig­
urationfor theseparameters.
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Predefined Scenarios, or AAR or LLR

Confidential ity

User Requirements

Authenticity
symm. / asymm.

AudioNideo
Properties

Threat Model (Attacker profiles, Resources)
Security Requirements (Value over Time, Probability)

Required Protocol Strength

Cost
Conflicts

Abstract Application Requirements

Set of usable protocols, depending on datastream type and req.

Authenticity
symm. / asymm.

Configuration

Low-Level Requirements

Confidentiality

System Policies

Available Resources

Selection of protocol with maximal functionality and minimal cost

Figure 18: FeedbackandTranslationCycle
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Table5: ExampleFor UserRequirements

Parameter Value

Valueof informationeonfidentiality if (t<1 month) 1'000'000;else0;

Valueof symmetrieauthentieity 0; (Not requested)

Valueof asymmetrieauthentieity 0; (Not requested)

Type of attaek known plaintext

Enemybudget
largeeompany(seeTable3 on
page106)

BreakthroughProbability 10-1:> (Predefined)

Theseare not the only QoS parametersthat he needsto specify for
establishinga video conference.Additionally, he needsto indicatethe
requiredquality of the video, audio,anddatastream.This inc1udesthe
requirementof a smoothand medium-sizecolour video imagewith
minimal colourdistortionandartifacts,andwith CD quality monaural
audio.

Insteadof directly defining informationvalue,theusercanbeoffered
the choicefrom oneof severalalreadyestablishedconfigurations.The
configurationprofile outlinedherewould be named'Discussionof In­
vention for PatentApplication', in contrastto e.g. 'PersonalDiscus­
sion', 'AuthentieDataTransfer',or 'Binding ContractualNegotiations
with Clients'.

The usercan also specify maximal costsand give preferencesas to
which requirementsshouldbereducedif thecostlimits cannotbemet.
As the infrastructurerequirementsrelatedto userrequirementsare in
fact interconnectedlike a spider'sweb, this form of userinterfaceal­
lows the userto havea goodgraspof how eachrequirementinfluences
the systemasa whole.

4.5.2 Mapping URs to AARs

For mappinguserrequirementsto abstractapplicationrequirements,
all preconfiguredconfigurationsand the like areresolved,so that only
sizeable,albeit abstract,requirementsremain.Then,by evaluatingin­
formation valueover time, the costof computingpower,and the stor­
ageavailableto the enemyover time, dependingon a certain type of
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attack,the requiredminimal strength,creq, of an encryptionor authen­
tication protocol is calculated.The sumof all costsfor an attaekerup
to a certaintime, t, hasto be madeto be higherthanthe value, v, of the
informationat thatpoint in time.

Taking theexampleof confidentialitywith abovedefinedparameters,
thesolutionto this problemis easilyfound: Theenemyhasexaetlyone
month to breakthe protection,and the resoureesthat he can bring to
bearon the problemare 13*106*co' (or the equivalentof 13'000200­
MHz Pentiums).As explainedin Seetion4.4.2,this valuefor C increas­
esby the factor of 1.58peryear.The valueof the information, v, setat
onemillion monetaryunits doesnot comeinto play sincevalueof the
hardwareinvestedby theenemyfor onemonthdoesnot exceedthe in­
formation value.

Before further mappingtakesplace,securitypolicies as definedby
the systemadministratorhaveto be eonsidered,any requirementsnot
yet satisfiedare takeninto eonsideration.In this case,they can,for ex­
ample,requiremandatorysymmetriecontentauthenticationsuchthat
informationauthentieitycanbegrantedfor ten minutesagainstanyen­
emy investinglessthan 10'000monetaryunits in this attack.By this,
the administratormight e.g. want to protectthe network infrastructure
of thecompanyagainstsessionhijacking andthe like. This resultsin a
creq for symmetrieauthenticationof 26 OOO*co'

Remaining(non-securityrelated)requirementscan translateas a
minimum of 15 framespersecond(FPS)for theconferencevideo, of­
fering 1/2 PAL imagesize, tentativelywith no compression.Audio is
speeifiedasneedingto haveone-channelCD quality, with no compres­
sion required.

4.5.3 Mapping of AARs to LLRs

Low-Ievel requirementsspecifyconcreteprotocolsandtheirrun-time
parameters.Thus,when mappingabstractapplication requirementsto
LLRs, aconfigurationprocessstartsbeinginvolved.This configuration
is studiedin more detail in Section4.6. Every time the mappingof
AAR to LLR takesplace,Co hasa different value,asenemyresources
increasesteadilywith time. At thesametime, however,the list of avail­
able seeureprotocolsalso changes,offering accessto stronger(and
faster)authenticationandencryptionmodules.
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In thevideoconferencescenario,theprotocoldatabasecontainssim­
ple andcomplexprotocolsthatmakeuseof thefollowing algorithms:
• For confidentiality RC4, RC5, DES, IDEA, tripIe DES, and tripIe

IDEA;
• For authenticitykeyedMD5, keyedSHA andRSA;
• For key exchangeRSA,

all with their respectivemeasured(architecture-andimplementation­
dependant)processingcostandestimateof strengths.RC4andRC5 of­
fer variablekey length,RC5 offersa variablenumberof rounds,andthe
key length for all otheralgorithmsmay be arbitrarily shortened.This
amountof freedom,andtheadditionalfreedomgivenby protocolswith
partial datacoveragemakepure table lookup insufficient, mapping
functionsareneeded.On theonehandstrengthof IDEA againstknown
plaintextattacksis a constant,at leastuntil betterforms of attacksthan
brute-forcekey testingarefound. The associatedbreakthroughproba­
bility dependsexponentiallyon the numberof key bits used.The
strengthof RC5 on the otherhanddependson the numberof rounds
andconfiguredword-size,both in a non-linearfashion.

Every protocol in the database,offering eitherencryptionor authen­
tication or both whosemodulescan introducemore than creq security
areselectedfor furtherprocessing.Theselectedprotocolmustalsosat­
isfy all non-securityrequirementsas weIl. After finding theseproto­
cols,theparametersareestablishedsuchthatcreq is ascloseaspossible
to the requiredprofile. The setof theseparameters,securityand non­
security,constitutethe LLR.

As an option the selectionprocesscan,while trying out the possible
configurations,keepa mapof which AARs areassociatedto the LLRs
that werejust derived.This information can be usedlater, when it is
necessaryto reduceIRs becausetoo high demandswereplacedon the
infrastructure.If it is necessaryto reducethem,a list of AARs (if avail­
able), sortedby priority, can be consultedto determinewhich AAR
shouldbe reducedby what relativeamount.This allows an automatic
feedbackcycle wherethesystemcanfind a solutionwithout havingthe
needto interactwith the user.
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Protocolsoffering security functionalityeachcover one or more
LLRs. TheLLRs arevery specificandconsistof
• Protocolname,containedmodules
• Protocolstrength(alsodependingon LLRs below)
• ProtocolIRs (alsodependingon LLRs below)
• Algorithm internalparameters,comprisedof

- Block encryptionalgorithmword size
- Numberof roundsfor iterativealgorithms
- Outputtruncationfor hashes
- Partialdatacoverage(moreon this in Section5)
- Otheralgorithm-specificparameters

• Key length,e.g. rangingfrom 40 bits to infinity
• Key changeintervalsin termsof time andtraffic
• Signatureintervalsfor non-repudiation

Protocolsconsuming1essresourcestendto offer lesssecurity;this al­
lows a naturalselectionof theoptimalprotocolto takeplaceduring the
configurationprocess.The systemcan eitherbe configuredsuchthat
maximum security (in term of resourceconsumption)is achieved,or
suchthat userrequirementsarejust met, and resourceconsumption
staysminimal. The first approachis goodfor single-userworkstations;
the secondfor stationswhereas many as possibleindependentdata
streamsareoriginating,i.e. a multimediadataserver.

All the protocolswhoseresultingcostsexceedavailableresources
andotherwiseimposedlimits arenotconsidered.If required,thefound
leastexpensiveprotocol is scaledup suchthatthecostscanjustbecov­
ered,giving as muchsecurityaspossihlefor the smallestrelativecost.
If thetotal of thecostof all protocolelementsexceedstheavailablere­
sources(or for what the useris readyto pay, for example,in termsof
communicationbandwidth),theLLRs may first besearchedfor abetter
fitting solution,and, if nonecanbe found, the problemis passedup to
the application,and finally to the userlevel, requestinghirn to change
his requirements.

To calculatethe cost (seefurther below), the expectedtraffic behav­
iour suchasinput volumepersecondfor thecryptoalgorithmsmustbe
known. It canusuallybecalculatedfrom theremainingprotocolprop­
ertiesandLLRs. As aresult,theprocessingcost(seeSection4.4.4)can
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begiven asa function. Although the translationof abstractapplication
requirementsto low-Ievel requirementsis straightforward,it is not nec­
essarilyunique.If oneassurneminimizing cost,the resultvery proba­
bly is a uniquesolution. If it is not, onecanbe pickedat random.The
inverseprocessis not assimple.Given a setof costlimits, severalpro­
tocolsmay offer the requiredamountof security.

4.6 Configuration of SecureProtocols

Thelowerpartof the mappingprocess,andtheconfigurationprocess
in particularareperformedduringthesetupof thecommunicationlink.
This impliesthatonly a limited amountof time is availablein which the
configurationcan takeplace.A goodsolutionto creatingoptimal pro­
tocol configurationsfrom a setof requirementsin a short time exists,
andis describedin [Plagemann96]and[Gotti94a].During theconfigu­
ration process,it is importantto notethat in termsof security,morere­
strictive, or strongerrequirementsalwaysoverrulethe weakerones.

As an example,the issuesconcemingLLRs and costsareexplored
for thepurposeof estabLishinga secureaudio transmission.Two possi­
ble groups of protocols, satisfying the requirementsas given in
Section4.5 (eD quality audio, meaning16 bit peM sampieswith a
44.1-kHzsamplingrate)arepresented,oneoffering datacompression,
encryptionand authentication,the otheronly offering encryptionand
authentication.Figure19 showstheir modules.Thecompleteformulas
for calculatingthe costsof the security mechanismsare given in
Section7. Dependingon availablebandwidth,andspareepuresourc­
es,one, both or noneof the two protocolsCan be used.If both canbe
used,thebetterchoicewould betheonewith compression1, becauseof
the increasedsecurity.

Key change,setupandothernon-essentialtimeshavebeenincluded
far the symmetricalgorithms.The configurationprocessmay lead to
different results,dependingon the user- or system-imposedlimits,
composedof the threefactorsof allowablebandwidth,epuconsump­
tion, andtolerableamountof delay.To compensatefor delay variation,

I. The proposedG.721 compressionschemeis nOllossless,bUllhe result of
thecompressionstill hasCD quality properties.
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Figure19: Audio ProtocolModules

thereceivingendsystemneedsto introduceadditionaldelayandcorre­
spondingbuffer space.For this audioapplication,theadditionalbuffer
spaceamountsto a few kilobits, which doesnot imposea problem.In
the caseof a video transmission,the relevanceof delay variation,and
the requiredadditionalbuffer spaceto compensatefor it, might bedif­
ferent.

Foragivensetof parameters,thecostsof aprotocolareadditive.The
resultingsecurity is only additive for orthogonalmechanisms;other­
wise,it dependson all involvedelements,neverbeingmoresecurethan
the elementsthemselves.

4.7 Monitoring of SecureProtocols

Becausea securedprotocoldoesnot changeits propertiesduring run
time and offers deterministicbehaviour(guaranteedQoS behaviour),
one might ask why monitoring of a running protocol might be neces­
sary.Thereasonfor this is thateventhedeterministicprotocol is affect­
edby outsideinfluences,suchasnetworkbehaviourandespeciallythe
possibleactionsof communicatingpeersandpotentialenemies
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In the caseof joining communicationpeers,the systemhasto assure
that this operationis authorized,and that possibleprotocol reconfigu­
rations issuedby peersstill satisfy local and global security require­
ments.

Additionally, the monitor may observeauthenticationfailures and
detectattackson the receivingside and notify upperlayers if certain
thresholds,indicatingpotentialattacks,arecrossed.

4.8 Summary

As a resultof theprecedingsections,securityasa Quality of Service
parametersis now well-defined.It hasbeenshownhow confidentiality
and authenticityare quantified,by establishinga relationshipto the
monetaryvalueof datathat is to beprotected.Two modelsfor thetrans­
lation of securityQoS havebeendefined: (1) the protocol driven dis­
creteand (2) the value driven continuousmodel. The mappingand
translationof SecurityQoS from the userlevel down to the commum­
cation infrastructure,wherethe QoS are usedto selectedprotocol and
algorithm properties,has beenfollowed. Additionally, attackcosts
havebeenevaluated,andthezero-costattackhasbeenpresented.Zero­
costattacksput a lower boundaryon the amountof resourcesagainst
which one must configurea protocol to offer any degreeof security.
Protocolconfigurationhasbeenbut into context,and the necessityfor
run-time monitoring hasbeenmadevisible. It is importantto note the
differencebetweenoperationsperformedduring a setuptime, and op­
erationsperformedat runtime.While protocolandalgorithmstrengths,
operatingcosts(if not measuredat runtime),andenemybehaviourare
takeninto consideration,theconfigurationof protoco(sthatdependon
the actualuserdemandstakesplaceat run-time.

In the next section,dedicatedmultimediaprotocolsare examined.
They areoneof the operativecoresof a securecommumcationsystem
andreceivetranslatedLLRs to control their operations.



W1Jatweda not understand,we da not
possess.

-FrederickP. Brooks, TheMythical Man­
Month. astranslatedfrom Goethe

5 SecureMultimedia Protocols

Consideringsecurityas a Quality of Service,as hasbeendone in
Section4, is but onepart in a securecommunicationframework.The
provision of adequatelyefficient securecommunicationprotocolsis
crucial. This will be the main focus of the currentsection.Here, the
needfor protocolswith a configurableamountof securitywill beclar­
ified.

Thedemonstrationscenario,a full-f1edgedvideoconferenceasintro­
ducedin Section1.3,alreadysufficesto indicatethepropertiesof trans­
mitted datathat arecoveredunderthe term multimedia.Eachof these
typesof dataareexploredseparately,and the impactof making them
secureis outlined.Specialfocus is placedon the functionsthata dedi­
catedvideoencryptionandauthenticationprotocolcanperform.

Finally, theexampleof a securevideoprotocolwill bemadeconcrete
in the contextof WaveVideo [Fankhauser98a],an innovative video
compressionand transmissionschemethat is targetedat the wireless
environment.

5.1 The Idea Behind DedicatedProtocols

The main distinction betweena genericand a dedicatedprotoc01is
thefact thata dedicatedprotocolknowsaboutthe internalstructureof
the datathat it is supposedto transfer,while the genericprotocoldoes
not. TheInternetfile transferprotocol(FTP) is anexampleof ageneric

125



126 SeeureMultimedia Protoco1s

protocol, while the Internetpoint-to-pointprotocol (PPP)is dedicated
to the transportof IP packets,being able to do intelligent operations
(e.g. IP headercompression)in thePPPpayload.

The gain in using a dedicatedprotocol lies in reducingbandwidth,
CPUor otherscarceresources,tradingthemoff againstincreasedsoft­
warecomplexityandhighersystemmaintenancecosts.Every time the
dataformat in the upperlayerschanges,dedicatedprotocolsmust be
changedaccordingly,to be able to take maximumadvantageof their
dedication.They representa stepback from the layeredprotocol de­
sign, for the samereasonsthat lead to the introductionof application
layer framing andintegratedlayerprocessing.

In the contextof this work, dedicatedprotocolsaresupposedto pro­
vide strong securityfor the datathey transfer,while at the sametime
operatingwithin someuser-,application-,andadministrator-specified
limitations which canbequite severe,suchas
• Minimal CPU consumption
• Minimal bandwidth increaseby headersand authenticationmate­

rial
• Toleranceof sizeablepacket losseswithout losing performance

(for unreliabledatastreams)
• Modularity and replacability of the software componentsand

crypto algorithms

Even if the structureof transmitteddatais not fully known, random
partial operationscanbe performedon the datastream,anddatacom­
pressibilitycanbeexploitedto savebandwidthandencryptionlauthen­
tication processingtime.

5.2 Multimedia Data Types

Multimediadatatransmissionscanbecharacterizedbriefly as
• The reliable transferof generalpurposedata,without timing con­

straints(e.g. slidesand documents,input to sharedwhiteboards,
transactions,text messages,e-mail, etc.).

• The unreliabletransferof small volumesof generalpurposedata,
suchas mouse-pointer.positionsover shareddocuments,timing
information,stockexchangeratesetc.
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• The real-time unreliable transferof archivedor interactiveaudio
streams.

• The real-timeunreliabletransferof video streams(again,playback
or live).

Although video andaudiocanbe transferredreliably, this is usually
notdonein live real-timetransmissionsto which this thesislimits itself.
Reliabletransmissionsareavoidedin real-timescenariosowing to in­
creasedbuffering requirements,andthe latencythat needsto be intro­
ducedto compensatefor data retransmissionin the caseof lossy
transfer.For live datastreams,synchronouspresentationto the recipi­
ent is also an issuethat is not further consideredhere, but see
[Class98a]and[Class98b]for more information.

Thedatatypesoutlinedin theabovebulletedlist offer differenttreat­
ment possibilitiesby dedicatedprotocols.The following subsections
will elaborateon them, and on the measuresneededto provide them
with confidentialityandauthenticityefficiently.

5.2.1 General PurposeData

In view of the characterisationof dedicatedprotocolsgiven in
Section5.1, a dedicatedprotocol for generalpurposedatais a contra­
diction in terms.Becauseof theunknownnatureof thetransferreddata,
no dedicatedtreatmentis possible.Partial or reducedsecurityopera­
tionsperformedwithoutknowledgeaboutthesemanticsof thedataare
nonsense.

In the conferencingscenario,two subtypesof generalpurposedata
canbe distinguished.Firstly, thereis a trickle of information (suchas
pointermovementson apresenteddocument,or the list of active par­
ticipants)thatmustbetransferredin real-time,andsecondly,somebulk
datatransferswithout timing restrictionsmay occur.For small-volume
transfers,no protocol for a specific type of datais neededto perform
authenticationandencryptionoperations.The classicalmethods,e.g.

layeredprotocols,or opaquetransportlayer processing,aresufficient.
The bandwidthgainedor CPDcyclessavedwould be minimal, if any.
It is possibleto vary the strengthof protectionby the choiceof algo­
rithms, but again,for low-volumedatatransfers,this is not relevant.
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If high-volumetransfersareto besecured(thosemay includegraph­
ics or slidesthataretransferredto theparticipantsin theeonferenee),it
maybeinterestingto introducea known structurein thedatastreamar­
tifieially and,then,exploit this to deployadedicatedprotoeol.Namely,
if thedatastreamcanbecompressedsignificantly,timecanbesavedby
applyingcompression,andthenperforming(maybeonly partial or re­
dueed)seeurityoperationson it. A very usefulandlow-costinstrument
to testfor the compressibilityof a datastrearnon the fty canbe found
in [Maurern]. Here, the goal is to balancethe additionalePDeon­
sumptionfor compressionagainstthe necessaryencryptionor authen­
tication operations.It is reasonableto balanceeompression(for
exarnple,runlength-eneoding(RLE), or adaptive Lempel-Zivcompres­
sion as usedin UNIX compress)costsagainstencryptionproeessing
eosts.Dependingon encryptioncost,compressionmaysaveprocessing
time. As soonas the datacan be compressed,applyinga compression
operationto them beforeencryptionincreasesprovidedsecurity.This
is dueto thereduceddatavolumethat is transmittedandbecauseinher­
entredundancies(which would beexploitablefor cryptanalysis)arere­
movedby the eompression.

eompressinggeneralpurposedatagenerallypaysoff only if band­
width andsecuritygainsareconsidered.But asthis additionalprocess­
ing canbeeostly(comparableto thecostfor eneryption),environments
with fully usedePDresoureesrnight haveto reeonsider.Assuminga
compressionratio e, a partial eoveragefactorf, a cost lc ePDseeonds
per megabytefor eompression,and le ePDseeondsper megabyteon
encryption,the following inequality must be satisfiedto makeeom­
pressionbeforeeneryptionworthwhile: tc �~ I/I - Je) . Savingsow­
ing to reducedauthenticationcosts(if any), areadditive.

The partial eoveragefaetor identifies the reductionof eneryptionor
authenticationoperationsowing to partial coverageof the compressed
datastream,e.g. only encryptionof thedictionaryandeverysecond32­
bit string would leadto a faetorof 0.5, approximately.For generalpur­
posedata,theePDeostof compressionaloneis higherthananeneryp­
tion of the uncompresseddata stream.Partial coverageand related
securityconstraintswill beanalysedbelowfor audio,andin greaterde­
tail for video in Section5.3.
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Audio datacan be transferredin a multitudeof formats,resultingin
differentbandwidthandCPD processingrequirements.A few formats
areenumeratedbelow:
• Pulsecodemodulated(PCM) raw audio
• 11-law andA-Iaw audio(ISDN format G.7l1)
• ADPCM (adaptivePCM, e.g. G.721,G.723)
• GSM 06.10RPE-LTP(Regular-PulseExcitation Long-Term Pre­

dictor)[Mouly98]
• D.S. DoD LPC-I0 (Linearpredictivecoder)
• MPEG 2, Audio Layer I-III streams

Datavolumeof audiotransmissions,in view of theconferencingsce­
nario,canrangefrom 192kilobytespersecondI down to lessthan300
bytespersecond2 perspeaker,with a similar spanin perceivedquality.
Dependingon availablesamplingmechanismsandtransmissionchan­
nels, compressingaudio streamsmay be inevitable, thus openingthe
door to partial processing.Partialprocessing,aswith compressedgen­
eral purposedataabove,indicatesthat theencryptionor authentication
operationis notperformedon all data,butonly acertainsubsetof them.
Exceptin the caseof extremelycostly compressionmechanisms(e.g.
MPEG),full encryptionandauthenticationfor at leastoneaudiostream
arefeasiblein termsof spareCPDresources.

Table6 showsrelative compressioncostsand bandwidthreduction
for a few typical audio compressionalgorithms.The additional col­
umnsprovide information aboutthe numberof sampiesthat arecom­
pressedin oneoperation(indicatingthe introducedlatency)andabout
the reductionin quality causedby the compression,expressedas the
correlationcoefficient,measuredon 16- bit linearPCM encodedaudio.

For a classof algorithms, correlationdoesnot give any indicationof
quality reduction.In thecaseof LPC-lO andMPEG,psychoacousticor
modellingcompressionalgorithmsareemployed.For decompression,
audiois resynthesizedfrom transmittedfrequencyinformationor filter
andgeneratorinformation controlling an acousticsystemthat is used

I. DAT quality (2 channel16 bit PCM at 48000Hz samplingrate)
2. This is LPC-IO, providing low quality, but still intelligible. Ratesof I to

1.5 kilobyte persecondaremorecommon.
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Table6: Audio CompressionCosts

Audio Compression Bandwidth SampIesper Correlation
Type Mode Costa

Reductionb Operation CoefficientC

None - I: 1 I 1.00000

Ad G.721 21.25 1:4 1 0.86816e

MPEG L3-2t 15.67 1:25 1152 0.99287

MPEGL3-2.5g 20.20 1:176 1152 0.97194

None - 1:1 1 1.00000

Bh G.721 40.97 1:2 I 0.99889

GSM 10.50 1:5 160 0.97947

LPC-I01 6.22 1:26 180 0.82819

a. CPU-Seeper MByte on a SpareUltra 1/170. For soundAI B, one MByte
correspondsto 5.8/128seeondsof audioplaying time.

b. As funetion of the original (A or B) audio sampie.(Compressed: Uncom­
pressed)

e. Coeffieientsshadedin grey werederivedfrom 3-D speetralintensitydata.
d. CD quality musie: 2 ehannels,44.1 kHz, 16 bit PCM, 12393276sampies

(4' 41"). Souree:Madonna- You'11 see.
e. When downsamplingto 16 kHz and then doing a eorrelation,the result is

0.9135.Correlationis evenbetterat lower frequeneies.This is because
G.721 is designedfor 8 kHz (voice telephonyehannel)eompression.

f. Eneoderdownsampledto 22 kHz stereo, true eompressionrate is I: 12.
High quality.

g. Eneoderdownsampledto 11 kHz mono, true eompressionis I :22. AM
radio quality.

h. Phonequality voiee: I ehannel,8000 Hz, 8 bitll-Iaw, 2399938sampIes(5'
00"). Souree:Male voieereadingAn ovef1liewoverGSM[Seourias97].

i. Voice quality is low, anificial sounding,but understandable.

to modelcompressedsound.Theoutputbearsno similarity to the input
in termsof PCM waveforms,it is alsoout of phase.As a consequence,
correlationalwaysyields a va]ueeloseto zero.To counterthis, another
avenuefor comparingaudio sampIesthat werecompressedwith those
a]gorithmswaschosen.Usinga Fouriertransform (FFT, HanningWin­
dow, 1024supportingpoints,50 percentdatawindow overlap, 16 kHz
sampling),audiois transformedfrom PCM to 3-D spectralintensityda­
ta, andthosetransformeddatasetsarethencorrelated.This correlation
value is given in Table6 andTable7, whereappropriate.
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Audio Costa Comparedb RecoveredC
Compression

'TYpe 1/2 1/2 1/4 1/8 1/2 1/4 1/8

None 0.3136 N 0.362 U 0.614 U 0.781 G 0.955° V 0.978 V 0.989

G.721 (adpem) 0.7840 N 0.225 N 0.311 U 0.442 U 0.529c U 0.630 U 0.738f

A MPEG 3-2 0.0125 NIA -]ntegrity testsin thebinary-onlydistributionof the

MPEG 3-2.5 0.0018 decoderforbid testswith partially eneryptedstreams.
lnstead,considerthe resultsin [Rump96).

None 0.3136 XO.124 N 0.252 U 0.393 N 0.347& U 0.633h G 0.817

G.721 (adpem) 0.1568 X 0.177 X 0.325 N 0.417 N 0.211i U O.44IJ U 0.601
B

U 0.256kGSM 0.0627 X 0.039 N 0.094 N 0.162 X 0.000 N 0.050

LPC-IO 0.0121 X 0.295 N 0.530 U 0.672 X 0.396 U 0.734 U 0.836

a. To obtain the cost for 1/1, 1/4 and 1/8 encryption,multiply by the appro­
priate factor. The figure is givenasCPU-secondsperMegabyteof original
sounddatafor a Sun Ultra 1/170. Encryptioncan be performedbit-wise,
byte-wise,block-wise,in regularintervals,or in pseudo-randomintervals.
Here, IDEA (ECB) was usedon (e.g. altemating)64-bit blocks at a time,
regularintervals.

b. V is very good, G is good, U is understandable,N is very noisy with
understandableparts,X appearsas purenoise.Numbersindicatecorrela­
tion values,shadedvalueswerecalculatedon spectraldata.

c. The meansof recoveryof the audio streamare naive, but already fairly
effective-withoutactually attemptingto decrypt the encryptedpartsof
the audiostream.

d. All recoveriesin this row were done by repeatingthe last unencrypted
block.

e. Replacementwith previousblock, downsamplingto 16 kHz, FFf, yields
0.702

f. Replacementwith zeroblock chosen.
g. The signal is recoveredby disregardingevery secondblock, dowl!sam­

pling to 4000Hz. Betterrecoveryvia spectralanalysisor predictioncanbe
imagined,but is unnecessarybecausethe result is alreadybarely under­
standable.

h. Recoveryby repeatingthe last clearblock insteadof the encryptedblock.
The result is understandable.

i. For recovery,the spectralrepresentationof the audio (with the encrypted
blocksreplacedby previousblocks)hasbeenput througha low-passfilter,
and intensity hasbeenscaledas to enhancevoice components.The result
hasbeenput throughan iFFf. Correlationcoefficientafter this is 0.426

j. By filtering andscaJingspectralintensity, voice quality canbe raisedsig­
nificantly abovethe level of pure 'block' recovery.The correlationcoeffi­
cient far comparisonin the frequencydomain,after thoseoperations,is
0.541.Without this, the resultwould be 'N' insteadof 'U'.
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k. Recoveryby substitutionof encrypteddata with zero-coefficientsin the
decompressor,and filtering out resultinghigh-frequencynoiseyields a
very intelligible signal.

As anexperimentfor partialencryption,everysecond,third, or fourth
block hasbeenencrypted,andtheresultingcostshavebeencalculated.
In a nextstep,thewaveformresultingfrom decompressionwithout pri­
or decryptionby an illegitimate recipient is comparedto the original
(i.e., compressedanddecompressedwith no intermediateencryption).
As a lastoperation,the resultof a smartenemyrecoveringasmuchin­
formation aspossibleis given asa comparisonto the original sampie.
Theresultsof this experimentaregiven in Table7. Resultsfor recovery
after full encryption(1/1) areby definition purenoise-norecoveryof
the audio is possiblein this casewithout reversingthe encryption.

The plot in Figure20 givesan exampleof errorrecoveryin adaptive
coding(G.721), wherea 32-sampleerror (128 bit) startingat position
10200in acompressedvoicewaveform(vocal 'a') is sufficiently recov­
eredwithin the next ten sampies.As a consequence,a fine-grained1:3
encryptionis deemedsufficient to protectdatacompressedthis way.

40000,------,----,-----r---r-------,r----,----r-------,--------,

30000

;" �v�.�-�;�;�~�a�-�'�.�:�-�~ '\,.'J • <;.ij"a.
Compressed AudlO Srgnal - •

Cor'lOpted A,dKl �S�~�1�"�I�I�.�1

20000

·20000

1050010'5010'001035010300
Time

102501020010150

.30000 '--__-'----__�-�-�"�-�_�~�-�-�-�J�.�.�. __---"'--__-'----__--"-__---J...__---"

10100

Figure20: Recoveryof SamplingErrors in G.721

Theseaudio-basedexamplesshouldmakec1earthat partial encryp­
tion withoutconsideringtheunderlyingdataformat is moot. In thecase
of G.721,theencryptionof everyfourth nibble1is sufficientto disallow
audiorecoverycompletely(correlation0.222,with thesubjectivequal­
ity rated 'nearly pure noise').Working blockwise insteadyields too

I. Onenibbleequalshalf a byte,or foUT bits.
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manycontiguousundisturbedsampies,which allow the errorrecovery
mechanismin G.721 to compensatefor loss.Figure21 illustratesthis,
showingthe spectralimagesof undisturbedaudiodata,blockwise(64­
bit blocks) 1:3 encryptionandnibble-wise(4 bit) 1:3 encryption.

a) b) c) a) original 'spectral finger­

print'

b) block-wise encrypted

c) nibble-wise encrypted

''To remove the long-term

predictable signal from its

output, ..."

Figure21: SpectralRepresentationof Different PartialEncryption
Schemes(G.721)

While a certain likelinessbetweenthe spectrogramsof the original
and the blockwiseencryptedpersists,none is readily visible in the
spectrograrnof nibble-wiseencrypteddata.

In thecaseofGSM,50bits ofthe264bits composingaframearecru­
cial for reconstructingthe audio signal [Scourias97].Encryptingonly
thoseyields a unrecoverable,highly distortedsignal,with 1:4 encryp­
tion ratio. When consideringpartial encryption,oneshouldbe careful
to observetheminimumsizeof encryptedblocks.If, asin theaboveex­
arnples,a predictoris involved in thecodec,and,if thesizeof encrypt­
ed chunksis small enough,an attackermight chooseto simply guess
the decryptedvalueof onechunkuntil he finds a dataset that follows
earlierpredictionandcausesthe next chunk to be closeto the current
prediction. Consequently,encryptedchunksmust either be large
enoughso that brute-forceguessingis out of the questionor frequent
enoughso that predictiveor othercodec-inherentbehaviourcannotbe
exploitedfor datarecovery.

Partial encryptionand authenticationmay eitherbe performedafter
compressionis complete,aslong ascareis takento observeandexploit
propertiesof the compressorandthestoreddataformat. It may alsobe
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integratedinto thecodec,whenon-the-flyoperationsandanevenmore
intimateknowledgeof the codingprocessaredesired.

Now, theprincipalquestionremainsto beanswered.Whatis theben­
efit of partial encryptionof audiodata,whenthe costfor completeen­
cryption is so small?Imaginean environmentin which a SunUltra 11
170 connectedto a Tl with 1.5 Mbit servesas a 'play-on-demand'
soundserver.If uncompressedCD audio-datawere served,one cus­
tomer'sdemandcould barelybe satisfied.Clearly, datamustbe com­
pressed,becauseof the limitations in bandwidthandstoragecapacity.
Efficient on-the-ftyor real-timecompressionof high-qualityaudiodata
is not yet available,goodencoderstakefrom two to five times(seethe
dataabove)the soundplaying time. While computingpowerwill rise
in the future, it will not soonsatisfy the computationalneedto com­
press25 datastreamssimultaneously,the amountof traffic a Tl link
can theoreticallycarry. This is not a seriousproblemfor storedaudio,
becausedatacanbe processedoff-line for transmissionin compressed
format.

Encryptionandauthenticationareanothermatter.They mustbedone
on demand,becausekeying materialneedsto changeeverytime. With
25 simultaneousdatastreams,they usemore than the availableCPU
powerif full encryptionandauthenticationareperformedtogetherwith
disk va, running of 25 network protocols,accesscontrol, and other
overhead.In theabovehardwareconfiguration,encryptionuses65%of
the systemalone.With partial (e.g., 1:5) processing,this problem is
solved.

For the conferencingscenario,no direct needfor partial encryption
of audio data is visible. By using e.g. GSM compression,9% of the
CPU needsto be allocatedto compressionor decompressiontasksfor
eachsimultaneousspeaker,(27% for a three-wayconference).Onead­
ditional percentis necessaryfor full encryptionor decryptionperchan­
nel. lf, however,an expensivevideo compressionalgorithmis running
in softwareon themachineatthesametime, theability to gaineventwo
or threeadditionalpercentof computingpowerfrom partialencryption
of audiodatais beneficial,becauseit allowsbettercompressionof vid­
eo,andthusresultsin a higherpicturequality.
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As with audio data,video datacan be transmittedin a multitude of
formats, with different quality settings,imagesizesand frame rates,
and vastly different compressionschemes.The two traditional analog
formatsNTSCI andPAL2, if digitized without compression,requirea
bandwidthof about124Mbit/s. HDTV asa contrast,evenwhile using
betterimagequality, requireslessthan19 MbitJs includingaudioinfor­
mation, thanksto MPEG-2compression.

In the more computer-relatedconferencingand video-broadcasting
scenarios,the volumeof a pure video transmissioncan rangefrom 20
kbitJs as a very low-quality (small image,slow rate, high quality loss
throughcompression)minimum up to 155 MbitJs for a television-like
uncompressed24-bit-per-pixelvideo connection.

Currently usedandavailablevideo compressionschemesareon the
onesideMJPEG,MPEG-l and-2, CellA, Wavelet-basedcompression
methodse.g. as proposedfor MPEG-4, and on the otherside H.261,
CellB andWaveVideo. While the formerarefor high-qualityencoding
with muchhigherencodingthandecodingcosts,wherecompressionis
performedoff-line and the targetis video archival and movie distribu­
tion (e.g., DVD), thelatteraretargetedtowardsymmetricenvironments
suchasconferences,whereoperationsmustbe performedin real-time
andsometimeswith limited computingresources.

With video streams,bettercompressionalways implies consuming
moreepu power,for exampleby allowing for moresophisticatedmo­
tion analysisof subsequentframes.The situationstill is asymmetric,
with theencoderusingsomewhatmoreepu than thedecoder,but it is
not asextremeas with off-line encodingalgorithms,wherethe differ­
enceis on the order of magnitudes.In this environment,savingeven
smallamountsof computingpowerby perforrningpartialencryptionor
authenticationis alwaysbeneficial to user-perceivedQuality of Serv­
Ice.

In a seriousteleconferencingenvironment,as in the scenarioem­
ployed throughoutthis work, the per-senderbandwidthconsumption
lies at about300 to 600kbitJs,with frameratesof 10 to 15 imagesper

I. 640*480 pixel, 29.97 fps, YUV 1:2:2 encoded,with 8 bits per colour
channel.

2. 768*576pixel, 25 fps, YUV 1:2:2encoded,with 8 bits perchannel.
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secondandQCIF imagesize.On currentmass-marketplatforms,these
settingsconsumeaB availablecomputingpower.Seethe relatedwork
sectionin [Fankhauser98b].

Partialencryptionandauthentication,asexemplifiedabovefor audio
streamsmust take the underlyingdataformat into consideration.By
justblindly securingapartof the video stream,theachievedprotection
is mostlyunsatisfactory.Thiseitherleadsto theintroductionof security
mechanismsioto thecodecproper,or, by dissolvingthe layeringprin­
ciple that is usuallyfavoured,to anencryptionenginethat is intimately
awareof the dataformat. This coincideswith performancegainsthat
areavailableby doing integratedlayer processing(lLP). While modu­
larity is reduced,makingit slightly moredifficult to replacealgorithms
shouldthey becomeobsolete,this drawbackcanbe mitigatedby good
interfacedesign.As an interestingside effect, additional usecan be
found for the closely integratedmechanisms.In the next part of the
document,suchusesareexplored:first for confidentiality,andthenfor
authentication.

5.3 Properties of a DedicatedSecureVideo
Protocol

Here, the different propertiesand usesof partial encryptionandau­
thenticationas imaginableby the useof a securedvideo protocol are
explored.In thenext section,thesepropertiesarethenappliedto areal
video compressionschemeandassociatedtransferprotocol.

5.3.1 Confidentiality

Confidentialityin this contextamountsto encryptingpartof thecom­
pressedvideo stream,or in inftuencingits compressionsuchthat only
thegroupof intendedreceiverscanunderstandthecontentof the trans­
ferred video images.Illegitimate receiverscannotdo this, or can only
do soat a high costin termsof time andCPU powerspenton theprob­
lem. As the CPU consumptionof the codecis high, only a small per­
centageof it canbe usedfor encryption;simply encryptingthe whole
video streamdoesnot work satisfactorilywithout additionalhardware
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support,becausethe resultingframe rate or imagequality is substan­
tially decreased.

Besidestheobviousgoalofencryptingthevideostreamfor confiden­
tiality purposes,the following additionalgoalsmay beserved:
• DeliberatelyReducedContentQuality

This can be usedto supportschemessuchas pay-per-viewwith
free preview and to enforcecopyrightsagainstpassivelistenersor
watchers.The imagecontentis discernibleevento unauthorized
viewers,but the quality availableto them is greatly reduced.Qual­
ity canbe reducedby a varying degreeover time, makingthe cap­
tured contentworthlessfor commercialand piratepurposes.This
approachallows it to act as an incentivefor obtaining the high­
quality data.

• Partial (or complete)Obscuration(time/spaceaxis)
While the reducedcontentquality simply reducesperceivedimage
quality, this methodblocks viewing of weil definedareasin a
video, or of framesin a certaintime range.Assumingthe transmis­
sion of a video conference,confidentiality is not alwaysneeded.
Certain intervalsmay exist in which securitycan be switchedoff
or, evenbetter,only certainareasof the imageneedto be secured.
As an example,only the lips of the speakingindividual (to prevent
lip-reading)or just the individual that is speakingcanbe obscured,
but not the background.This limitation in the time/spaceaxis can
alsobe usedto provideanonymity.

• Obscurationwith Varying Strengths
Mechanismsusedto obscure,or reducethe quality, may vary from
communicationto communication,dependingon the threatmodel.
Dependingon the expectationsof CPD resourcesavailableto an
enemy,a strongeror weaker(and thus moreor lessCPD intense)
algorithmcanbe usedto securedata.

• Obscurationwith Varying Intensity
When dataare compressed,content-independent,but not algo­
rithm-independent,partial processingcanbe usedto encryptthose
partsof the datastreamthat arecrucial to the decompressionproc­
ess.This is similar to the ideapresentedin Section5.2.2, where
compressedaudiowasprotectedthis way.
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Whena videodatastreamis transferredor archived,notonly maythe
contentsbe encrypted,but they mayaisobe authenticated.As seenin
sectionSeetion2.1, different typesof authenticationfunctionsmay be
provided.

Symmetrieauthenticationcanonly beusedby communicatingpeers.
It allows the receiverto verify data integrity and authenticitywithout
giving hirn theability to proveto third partiesthatthesendergenerated
the datastream.This is becausethe key usedto authenticatedata is
symmetrie,sharedby senderandreceiver.Thereceiverhirnself, there­
fore, can falsify any datahe wantsto claim the senderproduced.

Asymmetrieauthenticityallows for sendernon-repudiation.In this
case,the receivercanactuallyprovethat theauthenticated datastream
emanatesfrom the sender(or anybodyholding the private key of the
sender).Becausethis modeof authenticationrelieson public-keyoper­
ations,it is computationallymoreexpensivethan symmetrieauthenti­
cation (by a factor of 300 to 500 per authenticated dataset). This
implies that only a few datasetsmay thusbeauthenticated,or signed,
by the sender.

A third way of authenticationpreventsrepudiationby the receiver,
becausethereceiverconfirmsthedatahereceived.Thusthesendercan
laterprovethat the receiverhadknowledgeof the transferredcontents.
The receivercannotlater deny receivingthe authenticatedpart of the
video. To be fair, an additionalthird party is needed[Schneier96],or a
morecomplexcryptographicprotocolneedsto be involved [Garay99].
Becausethis approachrequiresat leasta channelfrom the receiverto
the sender,it is not consideredhere.

Dependingon the authenticationschemeand coding details of the
datacompressor,multiple schemescanbeenvisionedthatprovidepar­
tial proofof authenticity.For generality'ssake,we makeheresomeas­
sumptionsthat will be justified in Section5.4. Assurnethat the video
streamis separatedin frames,that someof theseframesbearfull con­
tent, andothersonly partial or compensatingcontent.Furtherassurne
thata distinct frameis separatedin multiple segments,eachcontaining
a different part of the image,maybeat different resolutions.Having
madetheseassumptions,severalwaysof partial content authentication
arepossible:
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• Randomframeauthentication
Not every videoframe is authenticated,but only a randomJypicked
subset.If an attackerwantsto changethe video stream,he hasto
replacethe unauthenticatedframesin a way suchthat theseframes
would fit in without causingdisturbingartefacts.Eitherboth types
of framesmay be treatedthis way, or only the framescarrying full
contentinformation.

• Randomsegmentauthentication
Becauseframesarecomposedof segments,the sendercan authen­
ticatea randomJychosensubsetof the segmentsonly. Additionally,
assumingthat differentsegmentsare of differing importance,
authenticationcanfavour thosecarryingmoresignificantdata.

• Authenticationbasedon space/timeaxis
Dependingon userrequirements,only certainareasin the frames,
or only framesproducedduring certain time spansmay need
authentication.This canbeusedto only authenticateframesor seg­
mentsthat fit spacialor temporalrequirements

• Content-sensitiveauthentication
As a lastpossibility, videoframescanbeexaminedto decidewhere
changesCe.g., facial movements)occur, and only thosepartsbe
authenticated.This only is necessaryif the imagecompression
itself doesnot excludeunchangedimagelocationsfrom transmis­
SIOn.

To providefor sendernon-repudiation,the sendercancollect all the
hashesof segmentsor framesthathehascreatedfor symmetricauthen­
tication andsendthemto the receiverin a reliableway, togetherwith a
signatureof the hashof thesehashes,additional contentdescription,
and time-stampinformation.The receivercan verify this by checking
if the right hasheshavebeenusedfor the oneshe actually received­
implicitly trusting the senderon the missingones-andcan verify the
signatureby againcomputingthe hashof hashesand performingthe
appropriate publickey operation.For discretionaryreceivernon-repu­
diation, the peerwill sign the hashof hasheshe actually received,and
return thesedatato the sender.



140 SecureMultimediaProtocols

5.4 An Application: SecureWaveVideo

WaveVideo is an advancedvideo coding schemebasedon Wavelet
transformations[Antonini92] and an error resistantdata transfer
scheme.It was partly fundedby the EuropeanresearchprojeetACTS
AC085 (WAND). WaveVideois expectedto be usedin applicationsin
wirelesseonferencingand video transmissionover high bandwidth
links asprovidedby ATM. WaveVideoandits designprinciplesarefur­
therdescribedin [Fankhauser98a]and [Fankhauser98b].It offers very
strongsupportfor scalableimagequality andhasbeenspecifieallyde­
signedto be usedover ATMIAAL5 in a wirelessnetwork with signifi­
cant,burstypacketlosses.CPUeostof thecodeclimits its performance
to 12 framespersecondon a 200-MHz Pentiumwith MMX, the result
is a high-quality video datastreamof 1/4 PAL resolutionwith a band­
width eonsumptionof approximately450 kbit/s.

Unlike coexistingapproaehesfor video eoding,suchas Cell-B and
MPEG-II, WaveVideois availablein sourceand is still malleable.An
availabletestingplatform [Wood97] is usedto incorporateconfidenti­
ality and (symmetrie) authenticationmechanismsinto WaveVideo.It
will now beexploredhow confidentialityandauthenticationcanbe in­
tegratedinto the codec.As a first step, the designarchitectureof
WaveVideo will beoutlined,andthennecessarysecurityrelevantinput
parametersand functional modificationswill be outlined. As a next
step,someexampleprocessingis performed,and the accompanying
measurementsare evaluatedto yield security strengthestimatesand
proeessingeosts.

5.4.1 WaveVideo: The Inner Workings

TheWaveVideoarchiteeture1 is illustratedin Figure22, which shows
thebuilding blockson theencodinganddecodingside.Formoreinfor­
mation on the functionality of the components,refer to
[Fankhauser98b].

Video framesthatarefed into theeneoderarefirst mappedto theap­
propriateeolourmodel if necessary,andtheeachchannelis put through

1. This figure is takenfrom [Fankhauser98blwith permissionof theauthors.
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Figure22: WaveVideo Architecture

a wavelettransformation.This separatesthe picture into different fre­
quencysubbands,which can later be quantizedandcompressedinde­
pendently.Directly after the transformation,the result is comparedto
theresultof the lasttransformation.If differencesaresmall,a so-called
deltaframeis generated(by transferringnot the whole frame,but only
the differencesto the previousframe). After quantizingthe result,de­
pendingon the user-definedquality factor, the transformedframe is
compressedusingrunlengthencoding.The compressedoutput is seg­
mented,headersare introduced,someforward errorcontral redundan­
cy maybeintroduced,andthedateis thentransmittedoverthenetwork,
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whereall operationson the frameare invertedto reconstructthe origi­
nal video image.

Encryptionandauthenticationfacilities asdescribedin Section5.3.1
andSection5.3.2matchon correspondingmechanismsto be fitted into
the WaveVideocodecvery weil. Thesefacilities andthe necessaryin­
put parametersor QoS LLRs aredescribedin the next seetions.

5.4.2 Input Parameters

Forencryption,thebasicparameterscoverthekeying materialthat is
to beusedandtheactualsymmetriealgorithmsthatareto beemployed
to protectthe data.Thedegreeof quality reduction,to supportthe 're­
ducedcontentquality' mode,for theoverall videostreammustalsode­
fined by the application.This can be expressedas a percentageof the
recoverabledataor the signal-to-noiseratio of the recoveredimages.
For real confidentiality, zero contentrecoveryshouldbe an allowable
setting,and,in the 'reducedquality' mode,thesendershou1dbeableto
performparametrisationon a continuousscale.

Theamountof obscurationof the imagein thespaceandtimedomain
is definedby the following setof parameters.Theareaof coverage(or
in thiscase,ratherthevolumeof coverage)is givenfor thewholetrans­
missionat the startor for a setof framesin advance,or an a1gorithmis
selectedthatcanplaceobscuredareaseitherrandornlyor purposefully.
Wherecoverageis requested,the 'intensity' of the obscurationdefines
the lastconfidentia1ityrelatedparameter.It dependson theactualeom­
pressionscheme(herea RLZ or DLRZ run 1engtheneoder)anddenotes
theamountof elearinformationthatmaypassthrough,while still keep­
ing the quality level of the obseuredareabe10wthe thresho1ddefined
above.

For authentieationpurposes,againkeying material and algorithms
(hashing,symmetrieauthentication,and, if requested,asymmetrieau­
thentieation)arethebasicsetof parameters.Themodeof operationcan
also be chosen(andchangedat run time) and includessymmetrieau­
thentieation,asymmetric(sendernon-repudiation),and finally discre­
tionary receiver non-repudiation.An instantly obviousadvantageof
mergingauthentieationmechanismswith thecodecandframing partof
theprotocol is theresilienceof theauthentieationagainstpartial packet
10ssduring transmission.



An Application: SecureWaveVideo 143

Additionally, the volumeof coverage(in the spaceand time dimen­
sions)canbedefined,andthe amountof coveragetherein(on the level
offrames,segments,anddatawithin segments)canbeselected.Again,
areasmayeitherbechosenrandomly,or by usingacontentsensitiveal­
gorithm.This may not be necessarywhenthe algorithmis supposedto
detectchangingareas,and protectonly those,becausethe codecitself
alreadyeliminatesotherareas.

Notethatall theseparametersmaybechangedon the f1y, aJIowingthe
senderto investmoreor fewer resourceson encryptionandauthentica­
tion dependingon the content.It is not expectedthat a usermodify
theseparametersdirectly, the mechanismof QoS translationas pro­
posedin Section4 is supposedto comeinto play.

5.4.3 Functional Blocks

The WaveVideo implementationconsistsof different functional
blocks.To addsecurity,theseblocksmustbeexpandedanda few new
blocksadded.The blocksin questionare.
• CodecInitialisation

The initialisation block receivesQoS requirementsfrom the caller,
andconfiguresthecodecaccordingto them.
For security,this block mustacceptand processthe security-rele­
vant input parameters,asoutlined above,andc1earall caches,key
storesetc. To allow for reconfiguration,this, or a similar, routine
mustbecallableduring run-time, to allow settingthe new parame­
ters,suchascontentcoverageor obscurationstrength.

• Framelnitialisation
Originally, this block claims necessarybuffers, initializes the
WaveletTransform,andsetsup frame-dependantvariables.
In the contextof security, this routine also setsup per-frame
authenticationbuffers,necessarykeysfor the encryptionand sym­
metrie authenticationof frames(seealsoSection5.4.4),andcon­
text information.

• FrameHeaderTransform
This new building block encryptsthe frame headerandaddsspace
for authenticationdataif necessary.Additionally, it prefixesthe
encryptedframe headerwith its own information, making the
choiceof keysandalgorithmsvisible to the receiver.
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• DC Transfonn
In the original WaveVideoarchitecture,the low frequencycompo­
nentsof the transformedimageare transmittedmultiple times,
becausethey arecrucial to the quality of the reconstructedimage.
Thus, the DC is cachedon the sendingside.
Now, thesedatamustbeencryptedbeforecachingtakesplaceand,
if necessary,fed into the authenticationbuffer for later calculation
of the overall hashvalue for this frame, if authenticationof seg­
mentshasnot beenchosen.

• ContentDetector
The contentdetectoris user-controlled.It holdsdataof the user's
choicefor partial obscurationand, if requested,automatically
detectthe areasthat areto beprotected.Dependingon theenviron­
ment, this detectionprocessmight be moreexpansivethan blindly
encryptingeverything-thiscontent-dependantdecisionmustbe
madeat runtime.

• RLE Word-Translate
This new building block is integratedinto the heartof the existing
codec.It is part of the run-Iengthencoderand receivesits output.
For eachoutput, it also receivesthe coordinatesof the correspond­
ing input sampIeand, with help of the contentdetector,decides
whetherthis RLE output word shouldbe encrypted.The idea is
that not everybyteoutputby the RLE mustbeencryptedto achieve
completeobscurationof the original datastream.It is sufficient to
hide the fact whethera run, or a literal is beingoutput.During this
process,dataarenot paddedor otherwiseexpanded.

• RLE Transfonn(Authentication)
Input to the RLE Transformis the frameas it would be segmented,
andthe transfonnperfonnsthe authenticationon it.

• SegmentHeaderTransform
For eachsegment,its position-relevantdataand layer information
areencrypted,andnecessarycryptographically-relatedinformation
is insertedinto the header.

• SegmentCache
Encryptingthe segmentheadersdoesnot suffice to preventa dedi­
catedattackerfrom reconstructingthe headerssimply by observing
the order in which segmentsare sentout. Consequently,segments
mustbecachedandtheir orderjumbledbeforetransmission.While
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the decoderitself is able to handlesegmentscoming in random
order, the useof streamciphersmight leadto problems.To remedy
this problem,the streamcipheroffset of a segmentis storedin its
header,albeit in encryptedform: for exampleby usingaper-frame
IV and then block-encryptingthe exclusive-orof the segmentoff­
set and the IV. This cacheintroducesa fixed delay into the trans­
mission,but after this delay hasbeenestablished,correctpacing
behaviourfor thejumb1edsegmentscanbe maintained.

• Monitor
This componentis activeon the receivingsideof thecodeconly. It
verifies authenticationdataand observeswhetherthe datastream
conformsto users'securityrequirements,e.g. whetherauthentica­
tion in fact takesplace in specifiedintervals.Otherwisethe user
would not detectwhen an attackerthrows away all authenticated
framesand replacesthe whole datastream.The monitor can react
to damagedor distorteddataby eitherwarningtheuser,or by start­
ing to throw awaydata,thusenforcingthe rules.

By realisingabovecomponents,all confidentialityandauthentication
functionality as outlined in Section5.3.1 and Section5.3.2 can be
achieved.

5.4.4 Additional Components

If reliabletwo-waycommunicationexists,encryptionkeyscanbeex­
changedvia this channel,otherwisemasterkeyshaveto bedistributed
out of band,andsessionkeysmustbe transferredin dataheaders.The
existingdataformatof WaveVideo is extendedby an additionalheader
carryingcryptographicinformation,suchasper-framekeys,algorithm
selectors,andeventuallysymmetricor asymmetricauthenticationval­
ues.For authenticationpurposes,absolutetime stampsmustbe includ­
ed.

If streamciphersareto be usedovera unreliableconnection,special
keying strategiesmust be used,to counterthe reuseof keys, and to
compensatefor synchronisationlosses.Eitherrekeyingis doneperiod­
ically, or offset information is storedin the headersto allow for resyn­
chronisation.
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5.5 Example Processingand Interfaces

For illustration purposes,two of the featuresenumeratedin
Section5.3.1 havebeenimplementedin an experimentalprototype.
Theseare 'DeliberatelyReducedContentQuality' and 'Obscuration
with Varying Intensity'.In thefirst case,segmentheadersareencrypted
using the IDEA block cipher, and in the secondcasethe actual data
streamis partially encryptedusingtheRC4streamcipher.Althoughthe
experimentalprototypeis far from complete,i.e. it doesnot perform
segmentcachingand jumbling, and doesnot include authentication
mechanisms,it allows to give illustrative results,as presentedin
Section5.6

Thanksto themodulardesignof WaveVideo, insertingtheadditional
crypto-relatedfunctionality is straightforward.Below is a list of inter­
facesnecessaryto introducethe completespectrumof securityfunc­
tionality. Only a small subsethas actually been implemented,the
relevantprocedurenamesaremarkedin bold print.

5.5.1 SendingSideCrypto API

crypt *crypt_s_init(
const uchar e_key[16],
enc-par *e-par,
const uchar a_key[16],
auth-par * a-par

) ;

This function can only be called once (or after s_term has been
called),andsetskeysandparameters.It mustbecalledbeforethe first
frame is processedby the codec.Returnsa contextwhich is usedto
hold crypto-relevantstatefor this codec-instance,or NULL on error.

void crypt_s_term(
crypt *context

) ;

Deallocatesall crypto-relevantdatastructures.If segmentsarein the
jumbler-cache,they are *lost*. The passedcontextis freed. After this
hasbeencalled,no crypto function except init works.
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crypt *context,
enc-par *e-par,
auth-par *a-par
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) ;

Canbecalledto setnew algorithmsor ratesto be used.Returns°on
success.Shouldbeimmediatelyfollowed by s_newframe,otherwiseall
pracessedsegmentsuntil thenmight be unparseableby the receiver.

void crypt_s_newframe(
crypt *context,
uint timestamp

) ;

Must be calledeachtime a new frame is pushedinto the codec,e.g.
immediatelybeforethe wavelet-transformis done.This updatesframe
andsegmentheaderinfo, andgeneratesper-framekeys, if needed.The
timestamp,if not°and if authenticationis enabled,is assumedto be
thecurrenttime on thesendingsystem,andis insertedasauthenticated
information into the crypto headerthat will be senttogetherwith the
frameheader.

void crypt_s_newseg(
crypt *context,
int segtype,
int pixeloffset

) ;

Eachtime the RLE-Coderstartsto compressa run of bytesthat will
later go in a new/differentsegmentor multi segment,call s_newseg.
WhenDC datagoesthroughthe coder,segtypeshouldbe zero,other­
wise it shouldindicatethe filter-level appliedto the data.e.g. 6 for the
highest-frequencysegments.Pixeloffsetis the valuethat goesinto the
multisegmentheader.

void crypt_s_byte_trans(
crypt *context,
uchar *byte,
int iscrucial

) ;

The codercalls byte_transfor eachword it processes.If iscrucial is
0, this indicatesthat the passedbyte is not contral information for the
coderon the receivingside,but only data.If set to 1, it indicatesthat
thebyteis crucial for parsingthecompressedbytestream,andthusthe
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bytemay beprocesseddifferently, if so wished.Apointerto thebyteis
passed,andthe byte modified in place.

void crypt_s_auth(
crypt *context,
uchar *seg_start,
int seglen

) ;

After the datafor a specific segmenthasbeencoded,call s_authto
calculateappropriateauthenticatinginformation. This information is
storedin thecontext,no othersegmentshouldbeauthenticatedbefore
s_cheadhasbeencalled for this segment.

void crypt_s_framehead(
crypt *context,
frame_header_datatype*fh

) ;

Modifies (encrypts)a frameheaderin place.We will haveto seeifthe
headeractuallygrows becauseof padding!

void crypt_s_seghead(
crypt *context,
segment_header_datatype*sh

) ;

Modifies asegmentheaderin place.This doesnot yetaddanycrypto­
headerinformation.

int crypt_s_chead(
crypt *context,
int isframe,
uchar *head-pos

) ;

Finishesup thecryptoheaderfor a segmentthat is to besent.isframe
mustb setto 1 if thecorrespondingsegmentsholdsa frameheader.(In
thatcaseadditionalcrypto info will be transmitted)Returnsthe length
of the generatedcrypto header,and its position in head_pos.If the
length is 0, no crypto headeris needed.

segment_datatype*crypt_s_segmix(
crypt *context,
int isframe,
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segment_datatype *segment

149

) ;

Cachesand jumblessegments.May be passeda segmentpointer
which is then addedto the cache,or may be passedNULL. Returnsa
randomsegment,or NULL, if thereareno segmentsstored.If it returns
-1, it doeshavesomesegments,but is not yet ready to passthem on.
Calling s_segmixwith NULL will force all segmentsout.

5.5.2 ReceivingSide Crypto API

crypt *crypt_r_init(
const uchar e_key[16],
const uchar a_key[16]

) ;

Initialisationfor receivingside.Sees_init. Receivesno parametersas
theseare transmittedin the datastream,or calculatedimplicitly. Re­
turnsa contextor NULL on error.

void crypt_r_term(
crypt *context

) ;

Terminatescryptoas for sendingside.

void crypt_r_monitor(
crypt *context,
enc-par *e_trans,
auth-par *a_trans,
auth-par *observed,
uint last_timestamp

) ;

Returnstransmittedandobservedinformationto thecaller.All values
thatcouldnot be updatedsincethe lastcall aresetto -1.

int crypt_r_chead(
crypt *context,
uchar *head-pos

) ;

Receivesthe crypto-headerof an incomingsegment,if that onecar­
riesone.Call this beforedoinganythingelsewith thesegment.Returns
the lengthof the header.Returns0 if theheaderis corrupt.This setsup
all the per-frameandper-segmentcontexts,if available.
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int crypt_r_seghead(
crypt *context,
segment_header_datatype*sh

) ;

Decryptsa segmentheader.Returns0 if the headeris corrupt.

int crypt_r_frarnehead(
crypt *context,
frarne_header_datatype*sh

) ;

Decryptsa frameheader.Returns0 if the headeris corrupt.

int crypt_r_validate(
crypt *context,
uchar *seg_start,
int seglen

) ;

Checksthe authenticityof data(and headers,if available),returns0
if the datadoesnot passthe test.

void crypt_r_byte_trans(
crypt *context,
uchar *byte,
int iscrucial

) ;

Inversefunction of s_byte_trans.

5.5.3 WaveVideo API Support

Thecryptosubsystemin theWaveVideo codecneedsaccessto the in­
ternal datastructures(segmentand frame format, and tagginglayout)
of thecodecitself, sinceit actson distinctfields within thosedatastruc­
tures.Additionally, the crypto subsystemneedsaccessto two routines
of the main codec:
• Freeingof a segmentin the mixer on the sendingside,and
• Logging of relevant events, with e.g. severity and a character

string, which shouldbe loggedore madevisible to the user.This is
for exampleusedto notify the useraboutauthenticationfailures.
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5.6 Measurementsand Evaluation
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The two implementedfunctionalities interactwith the WaveVideo
codecin distinct andorthogonalways.For this reason,the two will be
treatedseparately.When deliberatelyreducingcontentquality, only
somesegmentheadersare affected,and for obscurationwith varying
intensity,only theactualsegmentpayloadis partiallyencrypted.Ifboth
wereto beemployedat the sametime, the costwould simply be addi­
tive. In bothcasestheprocessingis partial,meaningthatnot the whole
datastreamneedsto beoperatedupon,but only a few selectedareasare
modified.

5.6.1 ReducedContent Quality in WaveVideo

Reducingcontentquality hasthepurposeof supportingschemessuch
as pay-per-viewwith free preview. The imagecontentis discernible
evento unauthorizedviewers,but thequality availableto themis great­
ly reduced.Quality canbereducedby a varyingdegreeovertime, mak­
ing thecapturedcontentworthlessfor commercialandpiratepurposes.
This approachactsasan incentivefor obtainingthe high-qualitydata.

In WaveVideothis is doneby encryptinga randomset of segment
headersfor eachframe. Although this kind of securitycan be broken
by computationallyexpensivecorrelationof segmentsand their reor­
dering-infact by guessingthe actual segmentheaders-thiskind of
protectionneverthelessactsa astrongdeterrentto the majority of the
viewers.

Figure23 representssomeof the effectsasthey canoccurin a video
that is thusprotected.Someframesof thereferencevideoclip "Akiyo"
depictedin the figure illustratethe lossof colourcodingandthe lossof
sharpnessto varyingdegrees.Theseeffectsaretheconsequenceof lost
segmentsfor unauthorizedviewers,and occur to a varying amount
throughoutthe entirevideo. The increasein processingcostneededto
do this is minimal. Typically 50%-80%of thesegmentsneedto bepro­
tected,andtheprotectionis doneby encodingthenumberingandposi­
tioning information within the segment.The addedoverhead
correspondsto threeblock encryptionsper segment,for about 10-50
segmentsperframe,ande.g. 25 framespersecond.Theresulting3750
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Figure23: ReducedContentQuality

block encryptionsper secondrequire (on an 170MHz SpareUltra/I)
lessthan0.1% of the availableCPU power.

5.6.2 Obscuration with Varying Intensity in WaveVideo

Whendataarecompressed,content-independent,but not algorithm­
independent,partialprocessingcanbeusedto encryptthosepartsofthe
datastreamthat arecrucial to the decompressionprocess.By integrat­
ing a byteencryptionprocessin into theheartof theexistingcodec,the
outputof therun-Iengthencoderis thusmodified.Theresultis illustrat­
ed in Figure24, wherea 10% partial encryptionof the RLE control in­
formation was performed.
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Figure24: Obscurationby PartialEncryption

As caneasilybeseen,automatiedecodingyieldsno usabledataatall.
The control information originally indicateswhethera run, or literal
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datais being output.This information is lost afterencryption,andbe­
causeexactly the samedatais usedfor synchronisationof the decom­
pression,it is hard to decidewhen the next, possiblyclear, control
informationoccurs.During thepartial encryptionprocess,dataarenot
paddedor otherwiseexpanded.

Processingcostis higherthanwith themethodusedfor reducingcon­
tentquality, andup to 30%of theresultingWaveVideo streamneedsto
be processed.The implied CPUoverhead(again,for a 170MHzSparc
Ultra/l) for a 25 fps video canbe setat about0.05 to 0.1 CPU-secper
sec,correspondingto about5 to 10%of theavailablecomputationpow­
er. Full protectionwould require threeto four times that amountof
CPU, or about40% in the worstcase.

5.7 Summary

The provision of adequatelyefficient securecommunicationproto­
cols is the focus of this section.The needfor protocolswith a config­
urableamountof security was madec1earfor different datatypes, in
particularaudio, video, andgeneral-purposedata.Eachof thesetypes
of datahasbeenexploredseparately,and the impactof making them
securewasoutlined.A specialfocuswasplacedon thefunctionsthata
dedicatedvideo encryptionand authenticationprotocol can perform.
Finally, a concreteexampleof a securevideo protocol wasdeveloped
andevaluatedin the contextof WaveVideo

Different usagescenariosand advantagesof partial securityopera­
tions on datawereshown,and the propertiesof dataso protectedwas
explored.
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UndjetztmüssenFischean die Butter!

- Dr. BurkhardStiller

6 Da CaPo++:
Realisationof aSeeure
Communieation Framework

As hasbeenseenin Section3.5, noneof the existingcommunication
frameworksconsidersQuality of Service(QoS) anddynamicsecurity
in an integratedfashion. Communicationframeworksconsideringis­
suesrelatedto trust andauthenticitydo not considerQoS issues.And
neitherone possessesdedicatedsecuremultimediaprotocols.Here, a
communicationframeworkwhich links togetherall theseissueswill be
proposed,thus fulfilling the goalsstatedin Section1.4. By providing
protocolswhich offer dynamicsecurity,anda modelto specifysecurity
asa QoS parameter,significantcontributionsare made.After describ­
ing Da CaPo++,of which this work is part,asystemarchitectureis pro­
posed.In this architecture,securitycomponentsare integrated,the
basicpropertiesof thesecomponentswill be described.This also fur­
therdetailsthe coarsearchitecturepresentedin Section2.5, wherethe
placementof securityfunctionality wasdiscussed.

Thearchitectureto bedescribedhasbeenimplementedaspartof the
DaCaPo++project,which builds upon the original Da CaPowork. In
thecourseof the Da CaPo++project,fundedby industrialpartnersand
theKTI, theDa CaPoplatformwasstabilizedandextendedby security,
multicasting,a genericapplicationprogramminginterface,and an
overlyingapplicationframeworkwith multimediaCSCWtools1. More
informationabouttheseaspectsof theDa CaPo++projectcanbefound
in [Stiller99] and [Stiller98].
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In short, securingDaCaPocommunicationsis achievedby defining
protocolsthatincludeencryptingandauthenticatingmodules.Depend­
ing on the securityrequirementsthat theapplicationspecifies,thecon­
figuration processwill employ thesemodules,taking into account
securitythat lower level transportinfrastructurernight provide.A static
key and certificatedatabaseallows for the application-independent
storageandrecoveryof public keysandrelatedinformation.Theactual
controlof securityin Da CaPois doneby theSecurityManager,which
consistsof severalbuilding blocks.Thussecurityfunctionality is inter­
twined with nearlyall building blocksof the architecture.

6.1 SystemArchitecture

In sectionSection2.5, the different propertiesof application layer
processingandcoresystemcoupledprocessingof datathat is to bese­
curedwerediscussed.Theconclusiondrawnwasthatapplicationlayer
processingoffers much more flexibility in termsof processingtrans­
ferreddata,while coresystemcoupledprocessingallows a morerelia­
ble environment,andgives the administratorthe capability to enforce
the useof certainminimal securityrequirements.The systemarchitec­
ture to be proposedcombinesthesetwo properties,avoiding the draw­
backsand grantingthe benefitsof each.This is achievedby allowing
the applicationto specifically se1ectthe requiredcommunicationpro­
tocol, and fine tune it at run time via a controlling interface,always
maintainingsecurity requirementsas outlined by the administrator.
Figure25 representssuchan infrastructure,focusingon thesecurityas­
pectsof thecommunicationframework.

The following sectionsexplore the componentsin this architecture
anduserinteractionwith it.

1. The Da CaPo++projecl proposalwas originaledby Prof. Dr. Plaltnerand
me. Dr. Stiller subsequenllymanagedlhe project. Additional participanls
al the ETH were Daniel Bauer,ChristinaClass,ChristianConradand
Marcel Waldvogel. By designingand eXlending the remainderof
Da CaPo++(e.g. Appliealions,APls, Multicast, Coresupport,and Syn­
chronisation),they madelhis work on securityfeasiblein the first place.
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6.1.1 Usersand Applications-SetupPhase

As a first step,the userof the securecommunicationframeworkcan
performa login procedureusinga dedicatedtool. This allows the iden­
tification and authenticationof the user,and implicitly of all applica­
tions that the userwill access.The dedicatedtool will provide an
interfacefrom the frameworkto the uservia a directchannel.Any ap­
plication the usersstarts,andwhich tries to accessthe frameworkwill
haveto authenticateitself first, andits integrity will becheckedby the
framework.As anextstep,theframeworkinformstheuserandasksfor
confirmation. If confirmation is given, the applicationcan thenact on
the user'sbehalf,usinghis identity.

Altematively, userauthenticationcan be donethrough the applica­
tion, without the requirementof a specialuserinterface.Suchbehav­
iour is notencouraged,asit leadsto a multitudeof 'logins' for theuser.
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6.1.2 Communication Layer-Properties

Securingcommunicationsis achievedby defining protocolsthat in­
cludeencryption andauthenticationmodules.Dependingon applica­
tion specifiedsecurity requirements,the appropriateprotocol is
instantiated,taking into accountsecurity that might be providedby
lower-level transportinfrastructure.A static key and certificatedata­
baseallowsfor application-independentstorageandrecoveryof public
keys and related information. The actual control of security in the
framework is doneby the Security Manager,consistingof several
building blocks,whosefunctionality will now bedescribed.

6.1.3 Associationsand Identities-Assuring Authenticity

Beforeemployinga securecommunicationsystem,participantshave
to be securelyidentified and their output mustbe attributableto them
in a reliable fashion. This assumptionignoresissueslike frequently
changingidentitiesanddesiresfor anonymity,but is only relevantif au­
thenticationis required.In an extremescenario,all trustedpartiesthat
areinvolvedhaveto be mutually authenticated.Thesepartiesconsistof
the end-systemson which communicationtakesplace,usersinvolved
in the communication,and applicationsactually producingand con­
sumingthe data.

In the model employedby the communicationsystemthesethree
identitiesareorderedhierarchically.If no userauthenticitycanbe pro­
vided, applicationauthenticity,and failing that, machineauthenticity
will beprovided.The instancesparticipatingin thecommunicationcan
expresstheir minimal requirements,and are notified upon connection
establishmentwith whom they areactuallycommunicating.

Beforea communicationcanactuallyprogress,usersandJorapplica­
tions involvedarerequiredto delegatetheir identitiesto thecoresystem
in the communicationlayer, so that the corecan authenticatedataon
their behalf,andprovetheir identity to thepeer.This mainly consistsin
giving asecretto theSecurityManagerwith which identitiescanbeau­
thenticated.The given secretneednot be the secretthat wasoriginal1y
employedto proveidentities,andbe usableby the subsystemonly far
a limited time spanor for a limited amountof authentications.Thetyp­
ical case(andthe oneprovided)will, nevertheless,bea full delegation.
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Theassociationblock in theSecurityManagerverifies identities,and
noteswhich protocolsare associatedwith which applicationsand us­
ers, communicatingthis information to otherend-systems,if needed
andallowable.The userinterfacethatdirectly connectsto thecommu­
nicationlayer(which wasusedfor userauthenticationin thefirst place,
if not donevia individual applications)canbe usedto force modifica­
tions in theseassociations,e.g., if a userwants to force an immediate
dissociationfram an applicationwhich turnedbyzantine.Note that the
userinterfaceis an applicationlike any other,which just holds special
knowledgeof the internal workings of the communicationsubsystem
and communicateswith the security managerthrough the standard
API.

6.1.4 Attribute Translation-Specifying and Translating
Security Requirements

To expressprivacy and authenticationrequirements,applications
haveto passtheserequirementsto thecommunicationlayer, usually in
theform of QoSparametersor attributes.Theseattributesarehierarchi­
cally orderedin a genericsenseand consisteither of discretevalues
from a setof possibilitiesor specifya rangeof acceptablevalues.The
theoreticaldefinition of the securityrequirementsfor theconfiguration
of secureprotocolswasgiven in Section4.4. For now, it is sufficientto
concentrateon the fact thattheycanspana wide range,andto allow for
a transparentand algorithm independenthandling in the application,
the conceptof requirementtranslationwill be introduced.An applica­
tion specifyingonly abstractapplicationrequirements(AAR) will ac­
cept defaults that the translationmechanismconcludesas being
correspondinglow-Ievel requirements(LLR). An applicationstill spec­
ify as many detailedparametersas wanted,but thuscreatea setof re­
quirementswhich the systemcan not fulfi!. In this case,no
communicationwill be established.The resultsof suchthe translation
dependon availablealgorithmsandmachinepowerandon the stateof
theart in cryptology.Ifthe translationprocessis keptup to dateandthe
applicationusesgenericsecurityrequirements,it will continueto use
adequatecryptographicmechanismsnot only at the time of creation,
but alsoin the future.
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Theattributetranslationblock is logically apartof theSecurityMan­
ger, but actually residesin the modulesof the securedprotocol. The
modulesreceivethe AAR by way of the API, togetherwith non-secu­
rity relatedattributes.As attributesare not parsedby the API, but
passedon transparently,no extensionthereofis neededfor new at­
tributes.

6.1.5 Protocol Management-Reconfigurationand Keying

A protocol that hasbeenconfiguredfor securedatatransmissionin­
cludesmodulesperformingcryptographicoperations.Thesebeof sym­
metrienature,e.g.,DES,IDEA, RC4for encryption,andMDS or SHA
for authenticationsupport,or asymmetrie,e.g.,RSA, DH or EI Gamal.
Additionally to trafik encryptionand authentication,the protocol al­
lows for key exchangeif rekeyingis an issueandallowsfor the receipt
and processingof tokensproviding sender-and receiver-nonrepudia­
tion functionality.

The SecurityManagerprovidesaccessto the databasecontaining
public and private keys,as the generationof authenticatedkeying ma­
terial hasbeendelegatedto thecommunicationlayer, and providesthe
runningprotocol with appropriatekeying material.Key changesin the
running protocol can automaticallytake place, the protoco] manage­
mentblock of the SecurityManagerinitiateskey changesin the com­
municationmodulesif askedby thesecurityassuranceblock. Theonly
way for an applicationto changethe propertiesof aseeureprotocol is
to initiate areconfiguration.Two typesof reconfigurationarepossible.
For one,an applicationthat wantsto changebasicQoSpropertiesof a
protocol can initiate a reconfiguration,as e.g. describedin
[Plagemann96].On the otherhand,the applicationcan requesta small
reconfiguration,which is mucheasierdone,if the changeis supported
by the modulesalreadyinstantiated,e.g.,whenthe applicationchooses
to simply switch off dataencryption.
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Theconfigurationprocessprovidessecureprotocols,if working cor­
rectly andreceivingrequirementsfrom the applicationthat do request
this. Thesecurityassuranceblock of theSecurityManageris supposed
to verify thecompliancewith requirements,by checkingprecalculated
andcertified moduleproperties,the integrity of theemployedmodules
themselves,and the validity (in termsof securityrequirements)of the
createdprotocol.Thesameholdsif an unilateralreconfigurationdown­
gradesa communicationprotocol. The communicatingpeerswill be
notified of the reconfigurationthat took placeand when instantiating
thenew modulegraph,haveto decideif they acceptthis change.If they
cannotacceptthechangeunderthecurrentrequirements,theywill have
to notify the applicationto changethe requirementsor to refusethe
change.

At runtime, the securityassuranceblock monitorsthe usageof key­
ing material,and keepstrack on how much data,and for how long a
traffic key hasbeenin use.A specialeventwill beissuedto theprotocol
managementblock whenthis happens,and is sentto the applicationif
rekeyingis necessary.This is anotheraspectof runtimesecurityassur­
ance.

6.1.7 Keys and Certificates

As mentionedabove,public key valuesanduseror applicationiden­
tities arestoredin a global key andcertificatedatabase,whereapplica­
tion identitiesconsistof arbitrary (but structured)strings identifying
them,anduseridentitiesconsistof astringcontainingRFC 822E-mail
addresses,bankaccountnumbers,or anyotherkind of mutually accept­
ed identifying information. Machinesare identified by the addresson
which they are reachablein the transportinfrastructurethat is usedto
establishtheconnection.Additionally thecertificatedatabasealsocon­
tain certificatesof modulesand their properties.It is accessedby the
Security Managerto provide keying material to its variousbuilding
blocks.In thecasethatprivatekeysarestoredin this database,they are
encryptedby a user-or application-suppliedpassphraseprior to stor­
age.This protectsagainsttheabuseof keysstoredin thatdatabase.
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6.2 Fundamental Assumptions

To limit thecomplexityof this project,anda1lowfor a reasonablere­
sult, severe!imitations havebeentakeninto account.Theresultof the
implementationis not a completesecurityframeworkfor applications.
Only somefacetsof it, closely relatedto communicationissues,are
covered.The following pointselaborateon the particularaxiomsthat
havebeendefinedfor Da CaPo++:
I. Hardware(ComputerandFirmware)

The availablehardwareis assumedto be fundamentallysecure.No
possibility exists to detector correctthe non-fulfilment of this
requirement.It is as incontrollableasaTEMPESTattack,or a bug
in the keyboardthatbroadcastskeystrokes.Thecritical aspectcon­
cerninghardwareis the fact that verifying computationsareTUn on
it, contraryto the 'passive'operationsof a network.Thereexistsno
instancethatcandetector control a maliciouslymisbehavinghard­
ware.

2. Network
All transmissionsof data(or programs)arealwaysassumedto be
insecure(seebelow for exceptions).To counterthis insecurity is
the ultimategoal of the currentproject.The attacksagainstwhich
the communicationhas to be protectedare man in the middle,
replayof data,recoveryof encryptionand long-termkeys,andthe
!ike. Attacks leadingto denialof servicearenot controllablein this
environment,as the underlying communicationinfrastructure
definesthe communicationpaths.Transmissionsthat haveto occur
in a securemodeare: Public keysof participants(or the public key
of a certifying authority), certificatesfor the operatingsystemand
the Da CaPocore, and addressesof trustworthy or certifying
instances.This informationhasto be verified by out-of-bandcom­
munication.

3. OperatingSystem(Kernei) andBaseAlgorithms
Similarly to the underlyinghardware,the operatingsystemhasto
be availablein untamperedform (loadedfreshly from a CD just
takenout of the safe).On the sameCD, routinesfor the verification
of certificatesshouldbe available.Again the sameargumentas
aboveholds true: Theseare the meanswhich allow the verification
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of correctness(integrity andauthenticity).This excludesthe possi­
bility that they verify themselvesor eachother, if trust is not there
in thebeginning.

4. DaCaPocoresystem
Thecoresystemhasto be available,as it is the meansfor commu­
nication.The 'correctness'of the coresystemcanbe verified using
a certificate,by using aforementionedcrypto-routines.When the
certificateverifies correctly, this only provesthat the coresystem
hasnot beentamperedwith in the meantime.Therestill rnight be
an error in the software,or a backdoor,which hasbeenintegrated
beforethe certificatehasbeen produced.This also retlectsthe
amountof trust, thata userof a packagehasto investinto thecerti­
fying authorityof it. Someof the questionsa usershouldask him­
self are: Can the certifying authority protectits own privatekey?
Canthe authoritybe trusted?If not, anybodycanfake a certificate,
or the authority can issuea certificatewithout knowing that the
softwareis bogus.Or it could evenissuea certificatefor software
that it knowsto bebogus-forreasonsof its own.

5. Da CaPoModulesandApplications
The argumentsof point 4 are valid. Componentsthat aredirectly
usedor run by the coresystem,canhavetheir certificatevalidated
by Da CaPoitself.

6. CertificatesandKey Data
Certainkey information (privatekey of the machine,is possible
certified by the usersof the machinewithout giving the users
accessto it) hasto be availableat runtime.The usercan verify the
correctnessby checkinghis own certificateon the signature,and
usinga challenge-responseprotocol.The sameholds true for cer­
tificates of applications.They can be 'insured'either by the
machinekey or someuserkeys.

7. User
Theuserhasto be ableto accesshis own privatekey. This key can
be storedon the machineitself (possiblyencrypted)or on an exter­
nal devicesuchasa chipcard.Extemalhardware(suchasSecure­
Token or AuthentiBox) allows for the key to be indirectly
accessibleonly, andlirniting the window of opportunityfor attack­
ers.
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6.3 Framework Components

Four different areasarecovered.First, usershaveto identify them­
selvesto the Da CaPocore, and haveto prove their identity. Second,
applicationsthat want to useDa CaPoin a securefashion haveto be
identifiedandauthenticatedby DaCaPo.Anotherimportantareais the
machine-machineauthenticationthatallows two Da CaPoendsystems
to communicatein an authenticatedandseeuremannerevenif no 'se­
curity-aware'applicationor end-useris available.Finally, the fourth
areacoversthe actual encryptionand authenticationof datathat is
transmittedoveran unprotectednetwork infrastructure.

Thesecondandthird areaactuallycanbecoalescedif userauthenti­
cation is donethrough the application.Suchbehaviouris not encour­
agedbecauseit leadsto the necessityof a multitudeof 'logins' for the
user.The four areasshowdifferentbehaviourdependingon whethera
delegationof therespectiveidentity to theDa CaPosystemtakesplace.
For thesakeof simplicity, this is assumedto bethecasethroughoutthe
following presentation.

Introducingsecurityhasan impacton nearlyall partsof theDa CaPo
core system.This sectionidentifies the parts that will be createdor
modified, and statescoarseassumptionson datastructuresand points
of interaction.Theelementsare

API
• QoS Parameters
• C-Modules
• Protocols
• Key Database
• SecurityManager

Additionally, theconnectionmanagercanbechangedto usea proto­
col that insuresprivacy.How this is donehasto beevaluatedaftermod­
ules, protocols,and partsof the security manager(and the existing
connectionmanager)haveconsolidated.Thesechangesmainly result
in theconnectionmanagerusinga different(secure)modulegraph.Fu­
turetransportlayermodules(T-modules)containthe intelligenceneed­
ed to understandthe existenceof sucha securenetwork service,and
will thusoptimizethe protocolconfiguredby thecoresystem.
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The API will transparentlyforward applicationrequirementswhich
an applicationlayermodule(A-module)cantranslateinto QoSparam­
eters.SeeSection6.3.2.1 for a list of ARs. Additionally, the API han­
dies the identificationlauthenticationissuesand providesfor a way to
forward eventsto the application.A transparent'control channel'will
be available,throughwhich the userinterfaceor otherspecializedap­
plicationscancommunicatewith the securitymanager,e.g., to access
the key managerfor thepurposeof generating,storing,retrieving,cer­
tifying keysandcertificates.

TheupperAPI hasto processandforward the following information
upon establishmentof a controlling connectionbetweencore and ap­
plication: local username,processID, global username,global appli­
cation identifier, userkey ID and passphrase.This is passedon to the
security manager(associationblock) by the lower API and verified
there(seeSection6.4.2for details).Afterwardsthe lower API receives
a c1earanceor denial from the securitymanagerand actsaccordingly.
Becausesecureprotocolsand keys can be definedand changedusing
the generic(re-)configurationmechanisms,no addition to the API is
needed.

For end-to-endauthenticationwith non-repudiation,the API offers
two setsof functions, which allow this extendedsecurity protocol to
perform using slightly different semantics.When a flow is createdor
reconfiguredto usea receiver-non-repudiationprotocol,a proofof re­
ceipt will be generatedfor eachreceivedmessage.Below the API, a
messagebelirnited by arbitrarybounds,definedby STARTISTOP pairs
in thecontrol f1ow. Fortheapplicationlevel, theconceptof a 'message'
hasto be introduced,or, alternatively,synchronousend-to-endauthen­
ticationandreturnreceiptrequestscanbe initiatedby oneof the peers.
Althoughcontinuousmediahasno fixed boundaries,theycanbeadded
artificially by the application,e.g., by requestinga return-receiptafter
eachframe,or eachsecond.
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The following threec1assesof QoS parameters(alsonamedapplica­
tion requirements)exist:
• AbstractApplication Requirements

Theseare algorithm independentname-valuepairs that define
abstractproperties.They arequantitativeor qualitativein nature
andare mainly usedby the attributetranslationto derive the low­
level requirements.

• Lower Layer(lowlevel) Requirements
LLRs indicateconcretealgorithms,andspecifyparameterspertain­
ing to them.They areeitherderivedfrom the abstractAR through
the attributetranslationprocess,or directly specifiedby the appli­
cation.

• PeerAuthenticationRequirements
Thesespecify what minimal authenticationis to be achievedwith
the peerside, such that a connectioncan be establishedsuccess­
fully. Theactualidentity of the peersidehasstill to bepassedup to
the application,such that admissioncontrol with application­
dependantauthorisationcanbe performed.

6.3.2.1 AbstractApplication Requirements(AAR)

Theserequirementspertain to threedifferent c)asses.They describe
the (a)gorithm independent)propertiesto be usedfor encryptionpur­
poses,for dataauthentication,or they provide accessto per-protocol
keying materialand policy. The aJgorithm-independentrepresentation
of encryptionis a name-valuepair thatexpressesa quantitativeamount
of securityto beachieved:

attribute abstractprivacy = (NONE, 0.1, 0.5,
1. . 100, max.)

This security is expressedby assessingthe strengthof an algorithm
to be usedas currently known, and estimatingthe amountof yearsit
would takean enemyto breakthis particulartransaction,assuminghe
investsonemillion dollarsperyearandtakesthe bestpossible non-in­
vasiveapproachat breakingit. It is obvious that this assessmentde­
pendson rapidly changingdata, and the correspondingtranslation
tablesin thecoresystemwill haveto beadaptedregularly,to takenew-
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Iy discoveredweaknessesof algorithmsandpricedevelopmentof com­
ponentsinto account.

At the sametime, the encryptionprotocol can be optirnizedfor the
type of datato be transmitted.Theseare implicit preconditionswhich
areevaluatedby the protocolconfigurationprocessitself. The various
preconditionsare

preeonditionsset of values = (JPEG, MPEG, H.261,
CellB, ULaw, G.721, Wavelet, error-free, ordered,
none)

This allowsthedeploymentof encryptionalgorithmsthatareadapted
to a specific kind of data, taking advantageof intimate knowledgeof
the inherentsemanticsto achievea costreductionfor theencryptionor
authenticationprocess.Thecurrently supportedpreconditionsare 'or­
dered' and 'none',as no special protocolshavebeendesignedup to
now. Dependingon abovepreconditionsdifferent modesof partial en­
cryptionJauthenticationarepossible:

attribute partial proeessing= spaeialaxis, time
axis, embeddedeontrol data only, varianeemode

Here,varianceindicatesthatonly areaswith 'significantcontent'are
to be encrypted,e.g. areasin am image where 'somethinghappens'.
For authenticationpurposesonly, additional AARs exist. The first set
definesthe behaviourof the protocol in respectto the non-repudiation
lssues:

attribute authentieationtype = none, symmetrie,
asymmetrie, reeeiver-nonrepudiation

Where 'asymmetrie'is a synonymfor sender-nonrepudiationmode.
The actual signaturefrom the sending side or proof of receiptare
passedon to the respectiveapplicationsvia the eventmechanism.(see
Section6.4.4).

Again only for authentication,thefollowing optirnizingattributesex­
ist, dependingon the valid preconditionsetof values:

attributespartial authentieation= per frame, per
n frames, Nth frame only

They imposeasenseof 'transaction'ontotheunderlyingdatastream.
attributes set of values = delay inerease,CPU eon­
sumption inerease, throughput, bloeking faetor
(delay jitter)

Above namesrepresentapplication-settableattributesthat usually
define lirniting valuesto be usedby the whole protocol.Naturally, the
cryptographicalpart of the protocol intluencesthesevalues,and is at



168 Da CaPo++:Realisationof aSeeure

the sametime eonstrietedby the applieationrequirementsfixing re­
sourceconsumption.

Keying material (e.g. the sharedsecretprovidedto the sendingand
receivingside)is providedby theprotocolcontrol block of thesecurity
manager.Becausean applicationcanspecifywhich public key is to be
usedfor this particularprotocol,this resultsin applicationrequirements
thatactually transmitdatato the peerside:

attribute keying name = public key 10
Currently, the per-applicationkeysareusedto setup a sharedsecret

betweenthecommunicatingparties.
attribute keying control= kisses, rekeying inter­
val, rekey volume

Finally, theseattributedefinetheactualbehaviourconcemingchange
of sessionkeys.

6.3.2.2 Lower-LevelRequirements(LLR)

As the nameimplies, theserequirementsspecify or dependon very
concretealgorithmspecificbehaviour.ApplicationsaccessingtheLLR
caninfluencethebehaviourofthecoresystemconcemingsecurityvery
directly at therisk of not beingalwaysup-to-dateon theactualstrength
of analgorithm.Themultitudeof availableconcretevaluesis described
and analyzedin the works of Pius Rütimann,Urs Hengartner,and C.
Huter (see[Rütimann95], [Huter95], and [Hengartner96]).They are
representedin tabledform in Section6.3.3.

6.3.2.3 PeerAuthenticationRequirements(PAR)

While theapplicationrequirementsconcemingthedatatransferin it­
self are specifiedby the receivingand the sendingside, PARs do not
currently exist. The data transferpropertiesare actually checkedon
runtime,andcomparedto theapplicationrequirements.As soonasthe
specifiedlimits aresurpassed,themonitoris assumedto produceanap­
propriateevent.

They are realizedin the applicationitself, respectivelyin the upper
APT. Beforeacceptingancommunicationpeer,its authenticationmeth­
od (andidentity) is passedup from the coresystemto the application.
The applicationcan thendecideif the authenticationmethodthat was
usedis sufficient,or if the accessis deniedbecauseend-to-endauthen­
tication hasnot beenadequateto its requirements.
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The providedcommunicationlayer modules(C-modules)for intro­
ducingsecurityinto the datatransferare
• ECB: Providesfor DES, IDEA and RC5 in electroniccodebook

mode
• CBC: Samein cipherblock chainingmode
• CBC_ORDER: Same,but dependson orderedand )oss)essdata

transfer
• RC4: Streamcipherencryptionmodule
• MD: ProvidesMD4 andMD5 messagedigestalgorithms
• DS: Providesasymmetrie(RSA) and symmetrieMAC (message

authenticationcode)for the signatureof a message
• DH: ProvidesDiffie-Hellman for establishmentof a sharedsecret

at run time (ephemeraltraffic keys), is usedby the othercrypto
modules.

They behavelike normal Da CaPomodules,althoughthey usead­
vancedfeatureslike intra-modulecommunication,with oneexception.
For the purposeof internal rekeying,and userdriven (not application
driven) security control, they havean additional interfacedirectly
linked with theprotocolcontrol block of thesecuritymanager,andan­
nouncethemselvesto theassociationblock on initialisation.

Thefollowing Table8 describestheirattributes,which aresettableas
lower-layerrequirements:

Table8: Module Parameters

Modulename Parameter Values �D�~�f�a�u�]�t

"des"
ECB "CipherType"

"des3"
"idea"

CBC "idea"
CBC_Order "rc5-r/b"a

"KeyChangelnterval" - "100"
"RC4_KeyLen" - 16

StreamCipher
"KeyChangelnterval" "100"-
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Table8: Module Parameters

Modulename Parameter Values Default

"MDType"
"md4'"

"md5"
"md5"

MessageDigest "MAC"
"yes"

"no"
"no"

"KeyChangelnterval" - "IOD"
Key Agreement "dh_bitstringlength" "[new] size"o -

DSType"
"rc4"

"rsa"
"rsa"

Digital Signature
"Signlnterval" - "10"

"RC4_KeyLen" - "16"

a. r: Numberof munds(0, 1, ..., 255);
b: Numberof bytesin the secretkey (0, 1, ..., 255)

b. new: Difiie-Hellman sharedsecretis calculatedanew;
si ze: Numberof bytesforthe sharedsecret

6.3.4 Protocols

Theprovidedprotocolsare(with more A-modules):
• Encryption(protocol function: Privacy)

Otherpossible protocolsarestructuredalong the sameIines as the
onebelow, which representsa test protocol for the simpleencryp­
tion-only module,settinga packetgeneratorin top of it, and plac­
ing it over a UDP T-module. By adding this or other required
protocol functions to any given protocol, video, audioor generic
datatransferprotocolscanbeconvertedto employsecurity.

db_RegisterGraph (&(DbGraph) {"DummyCryptoService", 4,

(DbNode (4)) {

(DbNode) {"pfDummy", NULL, "mcSingleDummyPacket" ,1,O} ,

(DbNode) {"pfPrivacy", NULL, "mcCBC", 2, O},

(DbNode) {"pfKeyAgreement" , NULL, "mcDH" , 3, O},

(DbNode) {"pfTransport" , NULL, "mcUdpSocket", 0, O},

}) ;

• Authentication(protocol function: Auth)
db_RegisterGraph (&(DbGraph) {"AudioService", 5,

(DbNode (5)) {



FrameworkComponents 171

(DbNode) {"pfAudio", NULL, "meAudio", I, O},

(DbNode) {"pfAuth", NULL, "meMO", 2, O},
(DbNode) {"pfAsymAuth", NULL, "meDS" , 3, O},

(DbNode) {"pfKeyAgreement" , NULL, "meDH" , 4, O},
(DbNode) {"pfTransport" , NULL, "meUdpSoeket", 0, O},

},

} ) ;

• EncryptionandAuthentication
db_RegisterGraph (&(DbGraph) {"VideoServiee", 6,

(DbNode [6)) {

(DbNode) {"pfVideo", NULL, "meVideo" , I, O},

(DbNode) {"pfAuth", NULL, "meMO", 2, O},

(DbNode) {"pfAsymAuth", NULL, "meDS" , 3, O},
(DbNode) {"pfPrivaey", NULL, "meCBC_order" , 4, O},

(DbNode) {"pfKeyAgreernent" , NULL, "meDH" , 5, O},
(DbNode) {"pfTransport" , NULL, "meATM", 0, O},

}) ;

• Encryptionandfull non-repudiation(senderandreceiver)
Equalsthe above,but demandscommunicationof the receivedand
signeddigestvaluesbackto the sender,anda communicationwith
the applicationon both sides.

6.3.5 Key Database

For now, a standalonekey databasehas beenimplemented.Some
work to interfacethe key databasewithin the GMS (Group Manage­
mentSystem)hasbeendone[Wilde97]. The key databasewithin the
GSM interfacesdirectly with theSecurityManager,respectivelyits key
managementblock, to providefor p:.Jblickeysuponrequest,andother­
wise keep them in persistentstorage.This componentis invisible for
therestof theDa CaPo++coresystemalthoughit will beaccessibleby
the applicationlayer througha transparentchannelin upperand lower
API, if and when accessto the databasewill be providedto the appli­
cation.Theoverall featuresandbehaviourof thekey databasearevery
similar to PGP.Theplanneddatastructurethathasbeenembeddedinto
the GMS databaseis

Certifieate ::= --snaec isPdu:"TRUE" -- SET {

certificateName [0] GrnsObjectName,

certificAttributes [1] CertificateAttributes,
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certificRelations [2] CertificateRelations

SET {
CertificateType,

NameType,
SEQUENCE {

UTCTime,
UTCTime },
IA5String,
BIT STRING,
BIT STRING

CertificateAttributes ::=

certificateType [0]
nameType [1 ]
validity [2]

notbefore [0]
notafter [1]

name [3]
data [4]
signatures [5]

}

CertificateType ::=

PGP [0]

X509 [1]
NIS [2]
other [3]

CHOICE {
NULL,
NULL,
NULL,
IA5String

NameType
RFC822
E164
IPv4
other

CHOICE
[0]
[1]

[2]

[3]

NULL,
NULL,
NULL,
IA5String

}

CertificateRelations::= SET {
owner [0] GmsRelationName

}

It representsmainly a containerfor VarlOUS typesof certificaes, 0

that the currently usedPGPlike datastructureswill easily be in:egra­
ble.

6.3.6 Security Manager

The conceptsbehind the Security Managerhave beendiscussedin
Section6.2. The functionality can be separatedinto the foll wing
building blocks:
• Association
• Attribute translation
• Protocolcontrol consistingof

- Module rekeying
- Eventpropagation
- Reconfiguration
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- Key management
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The securitymanageris implementedas a part of the Da CaPocore
systemthatownsits own thread,which eventuallybedelegatedto low­
er API. Theuserinterface(connectingthroughthe transparentchannel
in theAPI) can induceactionslike rekeying,switchingsecurityfor one
particulargraph on or off, generallycontrolling behaviourof owned
protocols,and will provide for userauthenticationfunctionality. The
goal is anexperimentalandprototypicalaccessto thecore,to allow for
debuggingandtesting.

6.3.6.1 AssociationBlock

As soonasan applicationestablishesaconnectionwith the Da CaPo
coreandsetsup somesecuref1ows, thesecuritymanagerneedsto know
which f10w is ownedby which application,andfor which userthe ap­
plicationis running.Flow- andsessionspecificinformationis collected
by the lower API, which passeson a handleto this informationandad­
ditional authenticatingdatato the associationblock. The association
block verifies authenticityof the provided information, and allows or
deniesaccess.In thecaseeventsaregenerated,keyingmaterialis miss­
ing or otheractionsarerequired,the controllingowneris retrievedvia
theassociationblock,andthemessageforwardedvia the lowerAPI (cf
Section6.4.2).

During connectionsetup,the applicationsendsinformation (via the
upperandlower API) to the securitymanager,which allows for a reli­
ableidentificationof theapplicationin questionandtheuserassociated
with it. For theexactcontentof eachfield, seeSection6.4.2.Now fol­
lows abriefdescriptionof the informationthat is passedon
• UserID

This representstheuserthatcontrolstheapplication.If theapplica­
tion is a 'daemon',or the userwantsto stay unknown,no userID
needsto be present,in that casethe applicationassumesan anony­
mousidentity, which is only associatedwith the machineon which
it actuallyruns.

• UserPublic Key ID
If the userwantsto authenticatehimself to the remotesystemand
havethe sessionkeys that the senderusesencryptedin a user
dependantkey, he providesthe 'name'of his key. This corresponds



174 Da CaPo++:Realisationof aSecure

to a PGPusemame,or an actualPGPkey ID. If no public key (and
correspondingprivatekey) is provided,the core systemcan only
claim to the peersystemthat the useris indeedwho he claims to
be. Only if the asymmetrickeying material is available,then can
the systemprovethe usersidentity to the otherside.For the public
key to be usable,it hasto be boundto the UserID with a signature
that the useron the peersystemcantrust.

• UserQueryID
The far simplest(and probably mostreliable) methodto decide
whetheran applicationclaiming to act on a certainuser'sbehalf
consistsin askingthe userfor confirrnation.This canbe doneif a
path existsfrom the userto the Da CaPocore systemthat is not
controlledby the application,and wherethe usercan confirm his
intentionsto the system.A query usually containsall application
relateddata(seebelow) the claimedidentity, arbitrary information,
as providedby the application,and additional information that
makesthe query unique.The responseof the useris forwardedto
the lower API, causingit to allow (or deny) accessto the Da CaPo
core systemunder the claimedidentity. The useralso specifies
which actionsthe applicationperform e.g. reconfigurationof
anotherapplication,or switchingthe securityon or off. This is use­
ful for applicationssuchas a genericsessiondirectory or GUA
managementapplication.

• UserPrivateKey (Passphrase)
An othermethodfor the userto provehis identity is to providethe
privatekey (which matchesabovementionedpublic key) to thecore
system.Altematively, only the passphrase,a key to the 'superenci­
phered'private key in the core systemkey database,can be pro­
vided. This methodof identificationassurnesthat the usertruststhe
correctnessof the application,and is thus assumedto be weaker
thanthe above'UserQuery ID'.

• Application ID
To identify which applicationis trying to establisha connection,
they haveto be providedwith uniquenames.Thosenamesmustbe
genericenoughto allow a quick identification of the application,
and at the sametime must provide for a way to differentiate
betweenversionsof theapplications,andtheoperatingsystemthey
arecurrentlyrunningon (cf Section6.4.2.)
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• Application Certificate
This structurecontainschecksumsfor variousinstances(different
versionsandoperatingsystems)of applications,togetherwith sig­
naturesbinding the name(s)of the applicationsto the signature(s).
After successfulverification of the signature(assumingthat the
signeris a trustworthyparty, and his public key is known to the
Da CaPocore systemin question),the checksumcanbe compared
with an actualone,that hasbeenderivedfrom the runningapplica­
tion.

6.3.6.2 Attribute TranslationBlock

Attribute translationis only conceptuallypartof the securitymanag­
er. It is realizedasa setof functions integratedinto the A-modulesof
all security-awareprotocolsandneedsto understandall applicationre­
quirementspertainingto the securitymechanisms,and which haveto
be mappedto QoSparametersin this particularprotocol.

6.3.6.3 ProtocolControl Block

As thenamesay,theprotocolcontrolblock handlesall securityrelat­
ed issuesthatinftuencecommunicationbehaviour.It is theswitchboard
thatreceivesrequestsfrom thecryptographicalmodulesfor newkeying
material,eventuallythenretrieveskey IDs from the associationblock,
andgivesnew keying materialto the modules.

As the securitypartof Da CaPoallows for a 'smalI' reconfiguration
(e.g.,changeof keys,switchingsecurityon/off), this is donein thepro­
tocol control block. If a changein the statusis required,protocolcon­
trol stopsthe lift, accessesthe involved securityC-modulesvia their
announcedinterface,andchangestheir behaviour.They communicate
thechangeto their receivingpeersusingintra-modulecommunication.
The peersforward the eventto the remoteprotocol control block, and
on thesendingsidethe lift is restarted.

This alsoleadto thegenerationof anevent,if, e.g., theactualkey has
expired.Otherpossibleevents(generatedby the protocol itself, or the
protocolcontrol block) aredescribedin sectionSection6.4.4.
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6.3.6.4 Key ManagerBlock

This is the accesspoint to the key database.It providesfar fetching
keysandcertificatesfrom the database,generatesrandom(ephemeral)
keying material (for the employedmethod,seeRFC1750),and pro­
vides it to the C-modules.Although the key managerblock currently
providesonly functionality to the Da CaPocoresystem,it is visible to
the applicationvia the upperAPI and providesa limited key manage­
ment functionality. (Retrieval of keys and certificates,storageof new
keys,checkof signatures,etc.) At a later point in time it will usethe
GUA, andthekey databasewill disappear.

6.3.7 Run-Time Security Assurance

Run-timesecurityassurancemay beprovidedat a laterpoint in time.
It interfaceswith the moduleinstantiationpartof Da CaPo++,to verify
the correctness(authenticity)of modules.Additionally, instantiatedin
the monitoring part of Da CaPo++,it interactswith the modulegraph
to checkif theactuallyachievedsecurityconformsto the local applica­
tion requirements.

6.4 Specificationof Interfaces

The following paragraphselaborateon the extentto which the secu­
rity componentsare visible to 'therestof the world' andhow they can
be accessed.After describingthe datastructuresand proceduresused
betweenlower API andsecuritymanager,the eventsissuedor filtered
by theprotocolcontrol block are listed.

6.4.1 Application-upper API

The applicationsseessomeelementsof security through the upper
API:
• Authenticationandautharisationuponconnectionestablishment
• Accesscontrol for remoteconnections
• Protocolsandattributes
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• Changeof protocolbehaviourat run time
- Reconfiguration
- Key change
- Securityon/off
- Terminateapplication

• Key Management(Da CaPodatabase)
• Authentication/acknowledgment(andreceipt)of runningtrafik
• Events

6.4.2 Security Manager-Iower API
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The securitymanagerunderstandsthe following datastructures,as
providedby the API:
• ConnectionSetupData, providedby the upperAPI upon connec­

tion establishment.
struct auth_data

process_id;
user_id;
application-id;
application_certificate;
user-public_key_id;
user-private_key-passphrase;
user-private_key;
query_string;

} ;

The processID is filled in as a hint by the upperAPI. A userID
consists of a simplified RFC822 address string
<USER@MAIL.DOMAIN>, or oneof a setof those.The applica­
tion ID consistsof astringwith separatedfields, e.g. <name=
netscape_navigator;version = 2.0b; platform = sun4m;os =
sunos5.4;author=foo@bar>.The userpublic key 10 consistsof
eitheran RFC822stylePGPkey ID, or the64 low orderbits of the
public value.The privatekey correspondsto a (binary or ASCII)
representationof a PGPkey.

The securitymanagerprovidesthe following accesspoints to the
API:

void *register_application(void*api_handle, struct
auth_data*);
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This function is calleduponfirst connectof applicationto Da CaPo.
Validatesandstoresinformation,returnNULL on failure, a handleon
success.

void hash_buffer(u_char*buffer, int len, u_char
result[16] ) ;

Allows the lower API to generatea unique 'cookie' for eachregis­
teredapplication,usedfor secureidentification of local upperAPI
communicationpartners.

void unregister_application(void*handle);

An applicationhasleft theDa CaPosystem,thecorrespondingsecu­
rity relevantinformation is destroyed.

int secmgr_request(u_char*buffer, int len);
An applicationhasconnectedto the lower API, andsenta security

managerspecificrequest,which is passedon transparently.

The lower API needsto allow theSecurityManagerthe follwing op­
erations:

flow *find_application_flows(void*api_handle);
Allows the securitymanagerto find out, which f10ws an application

holds.Gives (indirect) accessto the dacapocoreprotocolsan applica­
tion holds.

api_handle*find_application_by-protocol(protocol
*foo) ;

This functionsteils the securitymanagerto which applicationa par­
ticular dacapocoreprotocolpartains.

int destroy_application(void*api_handle);

Immediatly abortsall communicationfrom and to this application,
sendsan 'securityabort' eventto the application,andthen effectively
forgetsits existence.
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6.4.3 Security Manager-ConnectionManager
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Theconnectionmanagerof theDa CaPocoresystemis impactedby
the fact that thereis securityin the systemin two different ways.First,
the connectionmanageritself must employ a cryptographical1yen­
hancedprotocolto talk to communicationpeers.This protocolneedsto
provideauthentieandprivatedatatransfer,but it itself doesnotdepend
on the authenticityof the participants.

6.4.4 Security-RelatedEvents

Eventsare generatedby different sourceswithin the Da CaPocore
system,and ultimately passedup to the upperAPI or the application.
Themonitoringcomponentof thecoresystemcomparestheactualper­
formanceof a systemagainstthe applicationrequirements.The proto­
col control block issues eventsin the caseof problemswith keying
material,andpasseson messagesfrom theconnectionmanager.Herea
list of the possibleevents,andtheir semanties:
• RekeyRequest/Confirm

Requestis issuedif the keying materialis providedby the applica­
tion at a laterpoint in time. Theconfirmationis sentalwayswhena
rekeyingoccurs,but be safely ignoredby the application.

• RemoteReconfiguration
Theremotepeer(or the creatorin the caseof a multicastf1ow) in i­
tiatedareconfiguration,which completedsuccessfully.As therunt­
ime securityassuranceprovidesfor a control of sufficient security,
this shouldneverleadto fatal conditions.

• Retum-ReceiptRequest/Confirm
Before actually delivering a return-receiptto the remote
Da CaPo++system,the applicationin chargeof the particularf10w
will be askedwhetherit wishesto give a confirmation.If yes,
Return-ReceiptConfirm deIivers the proof-of receiptto the appli­
cationoriginatingthedata.

• FailedAuthentication
This is issuedif receiveddataarenot authentie

• Key Expired
The certificatein the Da CaPo++key databaseexpired,andcom­
municationhasbeenstopped,pendingannouncementof a newkey.
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• SecurityReconfiguration
This is analogousto 'remotereconfiguration',but is issuedwhen
an user(or anotherapplicationthat holds sufficient permissions)
issuesa 'smalI' reconfigurationfor the securitypropertiesof a pro­
tocol, e.g. the changeof keying materialor the enabling/disabling
of the processingby the securityprotocolmodules.

• PeerConnectRequest
Containsthe identity of the peerthat connected,to be usedfor
admissioncontrol by theapplication.

• Local Abort
The securitymanagerinstructedDa CaPo++to drop this applica­
tion. This is done through the additional user interfaceor by
another(controlling) application.

• AuthenticationTag
Usedfor receiver-nonrepudiationif no sender-nonrepudiationis
needed.The applicationcan then store the tagsprovidedby the
sendingpeersystem,to laterprovethe occurrenceof this transmis­
sion. At the sametime the applicationis responsibleto storethe
datathat is so validated.

6.5 Summary

In thecourseof the Da CaPo++researchproject,thecorefunctional­
ity for a securecommunicationsystemhasbeenimplemented.This in­
cludesauthenticationand trust handling, and an elaborateset of
protocolssupportingcryptographicoperations(IDEA, 3DES, RCS,
RC4, RSA, DH, MDS, and others).The resulting performanceand
functionality hasbeenevaluated,seeSection7 for results.
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The conceptof configurablesecurity,as presentedand implemented
in the precedingsections,needsto beevaluated.Theevaluationshows
how the building blocks insertedinto Da CaPo++perform, and how
theyprovide,togetherwith theDa CaPo++run-timeenvironment,scal­
able,and,aboveall, practicalsecurity.This is donein threeparts:The
first part providesa comprehensiveanalysis,illuminating specific
pointsof interestin the system.Thesecondpartconsistsof an in-depth
analysisof thesendingandreceivingrun-timeenvironmentandthese­
curity modules.The third part shortly discussesthe behaviourof to
sampieapplicationsprotectedby theprovidedmechanisms,andshows
the viability of the approach.A summaryconcludesthe systemevalu­
ation.

7.1 ComprehensiveAnalysis

The behaviourof an encryptingand authenticatingprotocol for ge­
neric datatransmissionswill be conciselyilIustrated in the following
subsections.First, thefocusresideson thebehaviourandresomcecon­
sumptionof the actualsecuritymodules,thenthe view is broadenedto
encompassthe whole protocol on the receivingand the sendingside,
andfinally, performanceprovidedto end-to-endapplicationdatatrans­
fers is given. As a resultof this analysis,algorithmcostfunctions(de­
pendingon actual low-Ievel requirements)can be derived. Those
functions are necessaryto makeautomaticrequirementtranslations
work, asdescribedin Section4.4.4andfollowing.

181
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7.1.1 Security Modules
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For the evaluationof the securityperformance,1000packets,each
1000byteslong, weresentusingtheTCPT-moduleoverEthernetcon­
nectingtwo SunUltraSPARCs170Eassenderandreceiver.Every 100
packetssent, a key changefor the symmetriealgorithm took place,
while an RSA operationincluding their encryptionanddecryptionwas
performedevery 500 packets.The userCPU consumptionof the au­
thenticationmoduleMessageDigestMD5 andthe encryptionmodule
DES CBC are studiedin detail, further mechanismfigures are given
summarily.An ideal systemis assumed,eventualnetworkcongestions
or multitaskingoverheadwould reducethe observedperformance.

An overview of all
Koy Change

numbersis depicted RCS-12-16

in Figure26. Specifi-
cally, within theMD5 KoyChango

IOEA

module the calcula-
ti on of the MD5
checksum accounts �K�~�~�~�~�e
for 97.6%of the CPU
usage.2.1% of the
time was usedfor ex­
tracting keys, the rest
is accountedby mod- Figure26: Comparisonof SecurityModules
ule specificoverhead.
The per-packetCPU usagefor lOO packetswithout a key changeis
0.086ms. This correspondsto a theoreticalthroughputof 92 Mbit/s.

To perform the encryptionand certification of transmittedsession
keys and to signal requiredcontral datato the Lift, 30.65ms per key
changeare required,wherethe certification takes93.48%of the time
and the encryptionof the sessionkey with a peer'spublic key takes
6.47%.This behaviourshowsthat operationsusing a public RSA key
are much cheaperthan operationsusing a private RSA key which is
causedby the differencein time consumedby the modularexponenti­
ation algorithm,dependingon the numberof I-bits in theexponent.

Concerningthe encryptionmodule, the encryptionof 999 packets,
each1000byteslong, with DES in CBC modetakes199.71ms. This
includestenDES key changes,0.73 mseach,andtwo refills ofthepool
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of sessionkeysholdingfive keysat a time. This takes1.08msperrefill.
TheperpacketCPUusagewithoutkey changesamountsto 186.94ms.
This resultsin 0.187msperpacketor in a theoreticalthroughputof the
purely software-basedDES implementationof 42 MBit/s.

7.1.2 Security Protocols

Different securityprotocolsencryptingplain datahavebeenevaluat­
ed by sending]0 MByte of data in 10,000packets.Keys havebeen
changedevery ] OOth packetand an asymmetrieencryptionoperation
(RSA) hasbeenperformedevery 500 packets.Table9 showsthe real
overall (application-to-application)throughputvalues that can be
achievedusing securityin Da CaPo++.Thesevaluesincluderuntime,
operatingsystem,application,API andA-moduleoverhead,astheyare
calculatedfrom elapsedtimes.Normally multimediadatacommunica­
tion in Da CaPo++would run even moreefficiently, becausedataare
transferredfrom the middlewaredirectly to output devicesand vice
versa.Evenwhencomingfrom theapplication,throughputis sufficient
for multimediadataapplications,e.g.,five encryptedCD-qualityaudio
streamsmay be transmittedfrom a SUN workstationusing RC5 with
12roundsand128bit keysin conjunctionwith keyedMD5 authentiea­
tion.

Table9: AchievedThroughputof SecurityProtocols

SecurityProtocol Throughput

DESIMD5 5.87MbitJs

IDEA/MD5 4.19MbitJs

RC5-12-16IMD5 8.30MbitJs

To providefor the translationof abstractapplication requirementsto
low-Ievel requirementsin theDa CaPo++middleware,a way to predict
resourceconsumptionas a function of employedsecurityalgorithms
needsto befound. The solution is a formula that canbe fed by imple­
mentationand platform-dependentfigures, resultingin the numberof
CPU secondsrequiredfor theencryptionor authenticationof a certain
amountof data-includingkey changeand internal processingover­
head.For simplificationpurposes,thecalculatedresourceconsumption
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representsthe maximumof the coston the sendingand the receiving
side.

Equation(3) below deterrninesrequiredCPU secondsper Mbit of
processeddata.1t indicatesthe numberof packetsthatarecontainedin
a Mbit, Pcost representsthe systeminherentper-packetprotocol
processingcost (e.g., 0.015ms for the measurementenvironment),
ACOSl indicatesthe per-megabitmoduleinherentoverhead,p standsfor
the numberof RSA key encryptionsdoneper Mbit (not equal to the
numberofkey changes,asseveralkeyscanbegroupedtogetherfor one
RSA operation),K determinesthe numberof keys thataregroupedto­
gether,and Kb definesfor the numberof bytesin onesinglekey. RSA­
COSl standsfor the cost of a single RSA operation(approximately.
3.6 msperByte). KCOSl andRCOSl representthecostfor changingthekey
of an algorithm,andthecostfor gatheringthe randommaterialusedto
form the key (about1.3 ms perkey).

�C�P�U�[�~�i�l�J = nPCOSI + A COSI + PlClCbRSAcOSI+ lCK cOSI + lCR cOS1

(3) ProcessingCosts

Applying anexampleto this formulashowsthattheresultdependson
thenumberof packetspermegabit,thenumberof key changes,andthe
key encryptionandexchangesper megabit.Assumingpacketsthatare
1000byteslong, key changesperformedevery100 kilobytes,andRSA
operationsperformedevery five key changes,the following algorithm­
dependentcostresults:

C = 125·0.000015+ A
COSI

+ 0.25 . 1.25· lC
b

. 0.0036+
1.25· K

COS1
+ 1.25·0.0013

To combinerequiredcosts for authenticationand encryption,both
CPUsecondsperMbit valuesmustbesummarized.Table 10represents
cost valuesand achievablerniddlewarethroughputsas derivedfor the
measurementplatform of Da CaPo++.

Table10: Aigorithm CostsandThroughput

Algorilhma MD5 MD4 DES 3DES IDEA RC5-12-16

ACOSl 0.0108 0.00734 0.0234 0.0701 0.0380 0.0129

Kb 16 16 8 16 16 16

Kcosl 0 0 0.0007 0.0022 0.0002 0.0001
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Table 10: Algorithm CostsandThroughput
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Algorithma MD5 MD4 DES 3DES IDEA RC5-12-16

CPU [slMbit] 0.029 0.025 0.035 0.091 0.056 0.031

Mbitls 35 40 29 11 18 32

a. ot lhat MD4 hasbeenbroken,andthat DES mustbe consideredinse-
eureagainstZero-eostattaeks.

7.1.3 End-to-EndBehaviour

To getan overviewof the systemperformancein view of end-to-end
behaviour,a file transferapplicationwas emulated.10000packets
holding 1000ByteeachweresentusingtheTCPT-moduleoverEther­
net. Key changesfor the symmetricaigorithm occurredevery 100
packets,while an RSA operationincludingencrypt/decrypttook place
every500packets.Table II belowdeliverssometypical figures in sec­
onds.Dependingon network and systemload, thesevaluescan in­
creaseconsiderably(+400%), but the given va]uesrepresenta good
rangeif the environmentis favourable.The 'User' and 'Sys' colurnns
representcorrespondingCPUtimeconsumed,while 'Elapsed'givesan
overall time estimatefor the datatransfer.

Table 11: SecurityEnd-to-EndMeasurements(in seconds)

SendingSide ReceivingSide

Application Core Core Application

User Sys Elapsed User Sys User Sys User Sys Elapsed

Dataencryptedwith DESandauthenticatedby MD5

0.32 0.42 24.43 13.15 1.72 14.52 1.57 0.48 0.43 24.61

0.34 0.41 25.34 12.86 1.66 14.31 1.65 0.50 0.45 25.33

0.33 0.35 24.97 13.25 1.78 14.42 1.64 0.44 0.44 24.37

Dataencryptedwith IDEA andauthenticatedby MD5

0.39 0.40 33.06 19.04 1.72 22.67 2.02 0.43 0.47 33.18

0.28 0.38 31.93 19.10 1.77 22.44 1.71 0.49 0.40 32.02

0.40 0.38 33.05 18.53 1.87 22.71 1.86 0.45 0.39 32.81

Dataencryptedwith Re5(12 rounds,128bit key),authenticatedby MDS
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Table 11: SecurityEnd-to-EndMeasurements(in seconds)

0.31 0.37 26.10 9.33 1.49 13.05 2.08 0.43 0.33 26.36

0.48 0.31 26.16 9.60 1.51 13.08 1.89 0.50 0.39 25.95

0.25 0.43 26.51 9.25 1.84 12.88 1.92 0.46 0.63 26.70

No security

0.34 0.37 10.79 1.46 1.27 1.28 1.83 0.46 0.35 10.80

0.30 0.28 10.27 1.55 1.29 1.19 1.93 0.59 0.47 9.94

0.43 0.40 10.64 1.80 1.26 1.31 2.19 0.45 0.37 10.68

Consideringthe performancedifferencefrom secureto insecure
mode(with authenticationand encryptionadded,the 10 Mbytes that
areto betransferredtake25 to 30 secondsinsteadof about10 econds),
ajudicioususeof encryptionandauthenticationmakessense.SeamJess
switchingfrom onealgorithmto another(or to no securityat al1) during
thedatatransferis possibleandtheadditionalincurredoverheaddueto
the switchingis ion the orderof a few mj(]isecondsperswitching.

7.2 Detailed Analysis

In the following subsectioncertainsystemandprotocolelementsare
analysedin closerdetail.Thegoal hereis to showwhereexactlysystem
resourcesareconsumed,and why. To this purpose,variouscall graphs
(with indicationasto wherelargearnountsofCPUwereconsumed)are
depicted,allowing a study of the systemat initialisation- and at run­
time.

For the measurements,the Da CaPo++core was compiled in opti­
mized mode, and all tests were done on an otherwiseidle Sun
UltraSPARC170E workstation running Solaris 2.5.1. The detailed
analysiswas madeby using the 'Quantify' tool. Quantify instruments
theobjectcodeandrecordsthenumberof callsto procedures,andgives
elapsedtimesor CPUconsumptionsfor basicblocks.Da CaPo++built
for this purposesampleddatafor eachthreadseparatelyand indicated
UserCPU consumption1.
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7.2.1 SendingSide
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Figure27 includesan overview of involved proceduresas given in
theform of a call-graph.Relevantproceduresareprefixedby 'md_' for
messageauthenticationand 'cbc_' for encryptionrespectively.

During senderinitialization the functions observedarecalled upon
instantiationandinitialization of themodulegraphfor thesendingside
of the protocol.This happensbeforethe applicationcanusethe proto­
col. An additionalinitialization overheadis thefirst exchangeof keying
information,beforea datapacketcanbe sentto the peer.For involved
andrelevantfunctionsseeFigure28.

Theinitialization functionsarecalledonly once.Themostexpensive
functions in terms of elapsedtime are sm_GetPublicKey and
sm_GetSecretKey,becausethey contain lookups to an external(file)
database,and inducecontextswitches.Table 12 includesthe measure­
ments,given in milliseconds.

Table 12: SenderInitialization Measurements

Sampies Min Avg Median Max Variance

90 137 151 ISO 312 3769

If verification of key signatureauthenticitywereenabled,a constant
overhead(anddelay)of 170 ms for initialization mustbeadded.

Theregistrationwith thesecuritymanagerin sm_Registercanbene­
glected.If moduleintegrity wereto bechecked,anotherapproximately
85 ms mustbe added.

Theoverall crypto-initializationUserCPU Usageis 33.06ms on av­
erage.Thls figure is composedof searchingthedatabasefor thepublic
and secretkey both for an encryptionand an authenticationmodule.
Acquiring the secretkey anddecryptingit-by theuser-providedpass­
phrase-takesabout25 ms, acquiringthe public key takesabout6 ms.
The initialization overheadand ePD consumptionis negligible, and
thusno furtherdetailsaregiven.

1. Actual compile-optionsof the system:'DEBUG_LEVEL=6OPTIMIZA­
TION=6 MINUS_G=-gCC="quantifygcc'" andruntimeoptionswereset
to 'QUANTIFYOPTIONS= "-measure-timed-calls= user-windows= no
-save-thread-dala=stack,composite-max_threads=40 -thread_safe_locks
= no'"
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The senderprocessingis composedof 3 parts:

• Bul -dataauthentication

• Bulk-dataencryption

• Out-of-bandcommunicationof encryptedandsignedkeys.

The first and the secondpart vary dependingon the employedalgo­
rithm. The third part is constant,the changeinducedby different ses­
sionkey sizes,e.g.,8 vs. 16 Byte of sessionkey dataperkey change,is
negligible.The graphof dependenciesis depictedin Figure29.
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7.2.2 Authentication

As seen in the overview of
Figure27 andFigure30, timeand
CPU consumptionto transmit
largeblocksof datahas ahigh var­
iance. Reasonsfor this are the
multitaskingenvironmentand the
variablenetworkbandwidththat is
availableduring an experiment.
For this reason,an ideal system
will beassumedsubsequently,and
only userepuconsumptionwill
befurther investigated.

MessageDigest epuUsage:
md_requ3alcchangesMAe ses­
sion keys if neededandcalculates
MD5. Thecalculationof theMD5
checksumsaccountsfar 97.6%of
the epu usageof this function.
2.1 % of the time was used in
md_get_keys_sender.The ob­
serveddataset included 999 data
packets,1000Byte each,2 (RSA­
based)key-changestook place.
The per-packetepuusagewith­
out key changeis (88.47-1.93)/
999=0.086ms. This corresponds
to a theoretical throughputof
92 Mbit/s.

md_get_keys_sendertakes
0.965ms per key generation,this
time is consumedby hashingthe
pool with randomdata to extract
new session keys in
sm_MakeRandomKey.

Figure28: SenderInitialiutionmd_indi_calchas no significant
contributionto the epuconsumption(0.04/997)ms.
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md_cntlOutis usedto signalOOB trafik to the lift andperformsthe
encryptionand certification of transmittedsessionkeys. This takes
30.65ms per key change,wherethe certification takes93.48%of the
time in RSAPrivateEncrypt.Theencryptionof the sessionkey with the
peerspublic key takes6.47%.This showsimpressivelythatoperations
usingthepublickey aremuchcheaperthanoperationsusingtheprivate
key. The modularexponentiationwith the valuee=3or 17, which is the
typical RSA public exponent,usesmuch lesstime than the exponenti­
ation with the largeprivatevalued. Modularmultiplication (modmult­
)speeddependson the numberof bits setin the exponent.

After the sessionkeys havebeenpostprocessedin cntlOut, they are
transrnittedto the peervia the reliable out of banddata link provided
by theconnectionmanager.The actualtransmissiontime from cntlOut
to CntlIn of thepeervarieswildly, dueto unconstrainedtaskandthread
switching. md_exit_calc,md_stopare responsiblefor unregistering
and removingof keying materialandarenot relevant.

7.2.3 Encryption

cbc_requ_encryptbehaveslike md_requ_calc.DES CBC for 999
packetswith 1000Byte eachtakes 199.71 ms. This includes10 DES
key changes,costing0.73 mseach,andtwo refmsof thepool of session
keys holding 5 keys at a time. This took 1.08 ms per refill. Additional
time requirementsas comparedto md_geckeyssenderare explained
by the largerdatablock that hasto beextractedfrom the randompool.
16 Byte havebeenusedfor md_geckeys_senderand5*8=40 Byte for
cbc_get_keys_sender.PerpacketCPU usagewithout key changesis at
186.94ms.This resultsin 0.187msperpacketor a theoreticalthrough­
put of 42 MBit/s.

For other algorithms, see the security C-modulesummaryin
Section7.2.5

7.2.4 ReceivingSide

ReceiverinitiaLization andprocessingtimesshouldbe algorithrnical­
ly identical to thoseof the sendingside. However, the overview
Figure27 andFigure30 tell adifferentstory, indicatingthat thereceiv-



DetailedAnalysis 193

ing sideusessubstantiallymoreCPUpower.Thereceiverinitialization
is independentfrom the senderinitialization and happensin parallel.
Time andCPU requirementsareequalto the sendingside.

CPU consumptionof the crypto routinesis the sameon the sending
and receivingside.The largedifferencein processingtime is found in
the receiving application module, where the library function
mutex_unlockO,usedfor synchronizationwith thecallbackfunction of
the application,consumes98% of the additionalCPU requirements,
e.g.,259 ms for a testrun with 1000packets.

7.2.5 Overview of Measurementfor Every C-module

This sectionpresentsnumbersfor processingtimes(in ms) for all al­
gorithmsimplementedin separateC-modules.Table 13 depictsMD5;
Table 14 inc1udesMD4, Table 15 showsDES,Table 16 presentsIDEA,
andTable 17 coversRe5with 12 roundsand128 bit keys.A graphical
comparisonof thesevaluesis shownin Figure26.

Table 13: MD5 Measurements

Operation Sender[ms] Receiver[ms]

M05 RNG acquire 0.965 N/A

M05 alg. key change N/A IA

M05 RSA operations 30.15 56.73

M05 per 1000Byte packet 0.086 0.086

Overheadperpacket 0.00020 0.00032

Table 14: MD4 Measurements

Operation Sender[ms] Receiver[ms]

M04 RNG acquire 0.965 N/A

M04 algorithmkey change N/A N/A

M04 RSA operations 30.16 56.745

M04 per 1000Byte packet 0.059 0.059

Overheadperpacket 0.00066 0.00034
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Table 15: DES Measurements

195

Operation Sender[ms] Receiver[ms]

DES RNG acquire 1.13 N/A

DES algorithmkey change 0.0073 0.073

DES RSA operations 29.175 28.86

DES per 1000Byte packet 0.187 0.187

Overheadperpacket 0.00990 0.00840

Table 16: IDEA Measurements

Operation Sender[ms] Receiver[ms]

IDEA RNG acquire 1.30 N/A

IDEA algorithmkey change 0.003 0.018

IDEA RSA operations 30.16 56.745

IDEA per 1000Byte packet 0.304 0.292

Overheadperpacket 0.01143 0.00987

Table17: RC5-12-16Measurements

Operation Sender[ms] Receiver[ms]

RC5 RNG acquire 1.195 N/A

RC5 algorithmkey change 0.01 0.01

RC5 RSA operations 30.15 56.73

RC5 per 1000Byte packet 0.103 0.114

Overheadperpacket 0.01364 0.01212

Randomsessionkey materialis providedby parallelrunningthreads,
no direct influenceto the communicationbehaviouris observable.As­
sumingthatkey encryption,transmission,anddecryptiontakesplacein
parallelto the actualbulk dataprocessing,additionallatencyis not in­
troducedby this. Thecostofthesealgorithmsis expressedasCPU-sec­
onds per Megabit (CPU-s/Mbit). For simplification purposes,the
calculatedcostrepresentsthe maximumof thecoston the sendingand
thereceivingside.For theresultingequationandan examplecomputa­
tion, seeEquation(3) above.
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7.2.6 ConnectionManager and Security Manager

Two specific end-to-endissuescomprisethe ConnectionManager
andtheSecurityManagerof Da CaPo++.The first onebeinginvolved
in the setup andtear-downof communicationprotocolsandthe provi­
sion of communicationservicesonly, requiresa closeinvestigationof
its performancefor differentnetworksanddifferentscenarios.Thesec­
ond is required,if securecommunicationshaveto be supported,there­
fore, its functionality hasto be evaluatedseparately.The involvement
for multicastscenarioswith theSecurityManagerhasto bediscussed.

TheSecurityManagerhasbeendesignedandimplementedsuchthat
unidirectionalcommunicationfrom the creatorto all participantsin a
multicastcaseis weil possible,as long as theseparticipantsuseall the
samekey information.Communicationfrom theparticipantsto thecre­
ator is possibleonly, if Da CaPo++parametersare setsuchthat a key
change,which may be precomputed,is issuedfor eachpacketsent.

7.3 SecureMessagingand SecureAudio

Two application scenarioshave beendevelopedto demonstrate
Da CaPo++security facilities integratedinto the middleware.Secure
messagingprovidesa secureddatacommunicationbetweenpartici­
pants.Thesecuredataprotocolsconsistsof aT-module,a dataA-mod­
ule, and possibly different C-modulesfor data encryptionand
authentication.Both dataencryptionas weil as authenticationcan be
switchedon andtumedoff duringdatatransfer.Trafik encryptionkeys
are exchangeddependingon elapsedtime and amountof datatrans­
ferredsincethe lastkey change.Basedon theexperiencesof the secure
messagingdemonstratorit is concludedthat a flexible, securemessag­
ing tool allowing for the dynamicadaptationof the providedsecurity
level canbeeasily implementedwith the Da CaPo++middleware.

To demonstratethe integrationof security in multimediaapplica­
tions,andto outlinetheattainableperformance,audiosenderandaudio
receivercomponentsof a multimediaserverbasedon Da CaPo++have
beenenhancedwith encryptionby usingsecureaudioprotocolsinstead
ofnativeones.Thus,high quality audio(e.g., CD quality) is encrypted,
transmitted,decrypted,andreceivedin real-time.In addition,it is pos-
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sible within thegiven implementationto switchon andturn offthedata
encryptionmoduleduring datatransmission.Figure31 illustratesthe
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Figure31: SomeSecurityModuleCombinationMeasurements

additionalresourceconsumptionintroducedby securingthetransferred
datain the SenderCore, computedasCPD secondsper ca. sixty sec­
ondsof transferredCD-quality uncompressedaudio.

7.4 Summary

The security functionality that hasbeenintegratedinta Da CaPo++
interoperatesseamlesslywith the remainingcommunicationsystem.
This is shownby its efficient operationand minimal overhead (other
thanpure andunavoidableencryptionandauthenticationcosts),asex­
aminedabove.On-the-fly configurationand control by application
componentsis feasibleandallows the supportfar dedicatedmulti-me­
dia protocols.

Securityfunctionality is madeavailableto usersof Da CaPo++in the
sameway asthey would requeste.g. for a reliabletransferof messages.
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This is doneby synthesizingsecurity into additional (low-levEl) QoS
attributes.Propertiesof secureprotocolsare thus as change:! e as
thoseof insecureprotocols,providedthat both partiesagreeon such
changes.

Whenobservingthe processingpowerusedfor thehandlingof 1igh­
volume datastreams,the claim for necessityof partial proces!i[g,as
exploredin Section5 is further substantiated.



The White Rabbitput on his spectac1es.
"MJeresha11I begin,pleaseyourMajesty?"
heasked.
"Begin at the beginning.", the King said,
verygravely. "andgo on ti11youcometo the
end: thenstop...

- Lewis Carroll, AlkesAdventures
in Wonderland

8 Conclusions

In the precedingsections,differentelementsof a frameworkfor pro­
viding dynamic security in communicationsystemshave beenex­
plored.Securityhasbeenintegratedinto existingQoSdefinitions,and
the role of qualitativeand quantitativesecurity-relatedpropertieshas
beenexplored.After analysingthe necessaryconstraintsfor the place­
mentof securityon different levelsof an end-system,the communica­
tion layer hasbeenchosen,and the relevantsubsetof an architecture
hasbeenpresented.Coreelementsof this architecturewereimplement­
ed in the project Da CaPo++and carefully evaluated.Their usability
wasdemonstrated.It hasbeenmadeclearthatapplicationsthatarede­
signedto be security-awarecan take more advantage,by specifying
their securityneedsto thecommunicationinfrastructure,which induc­
es optimal behaviour,as if the securitymechanismsthemselveswere
placedunderthecontrol of the applicationlayer.

In a next step,the propertiesof multimediadatastreamshavebeen
explored,and a motivation for the designof dedicatedprotocolshas
beengiven.Theseprotocolscanbemadefully configurable,thusinter­
working with thepreviouslyestablishedQoSmodel,andallow for par­
tial operationsto rninirnize the necessaryamountof computations.At
the sametime, they still offer a maximalamountof security,thussatis-

199
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fying userrequirementsunderthe constraintof limited bandwidthand
CPU resources.Onesuchprotocol was implementedandevaluatedin
thecontextof theWaveVideo framework.

8.1 Further Considerations

Experiencehasshownthatwhile all goals(seeSection8.2) havebeen
attained,someof themarenot necessarilyof greatsignificancefor fu­
ture communicationsystems.In particular,the conceptof fine-grained
run-time configurationand reconfigurationof communicationproto­
cols is not of practical significance.In the real world, a Iimited setof
c1assesof userrequirementssufficesto covermost,if not a1l, usagesce­
narios.This conclusionis only valid if thecommunicationlink in itself
is stable.Underthe perspectiveof wirelesscommunication,wherelink
quality maychangesarbitrarily overtime, the reconfigurationof proto­
cols at run time suddenlymakesa lot of sense.

Additionally, in view of the evergrowing computationalresources,
the conceptof partial encryptionandauthenticationoperationsmay be
consideredquestionablein the long term, at least from the security­
viewpoint. Over the next severalyears,excesscomputingpower will
allow for high-quality compressionandcompletecoverageof the data
stream,without experiencingthe bottleneckof limited CPU resources.

evertheless,until then, partial coverageallows saving a significant
amountof CPU power, that can be usedto increaseuser-perceived
quality. It alsocanbeexpectedthat thedemandsof future compression
algorithmson CPUresourceswill grow fasterthanavailableresources,
suchthatoptimizing operationsandeconomizingCPU cycleswill stay
beneficial for some time. This is especiallytrue for the hand-heldde­
vices that haveemergedover the last few years,and wherecomputing

. .
powerIS apreclOusresource.
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8.2 Validation of Goals
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At the beginningof this thesis,the following threegoals were de­
clared:
1. A method has to be developedthat allows the specification of

requirementsfor e.g. confidentiality and authenticityas QoS
parameters.Adefinition of securityparameterssupportinga wide
rangeof applicationsmustbe developed,andshouldformally spec­
ify securityrequirements.
- QoS parameterson the user level representthe value of the

information that is to be protected.A wide rangeof possible
threatscenarioscanbecoveredthis way.

- The meansto translateuser level requirementsto lower level
requirementsareprovided.

- User-and low-level requirementsarecomplementedby the cor­
respondingoperatingcost (infrastructureresourceconsump­
tion) functions.

- Generic and specializedmultimedia protocols were provided
with configurablesecurityfunctionality.

2. Security mechanismsin the communicationsystemmust be sup­
plementedby meansto expresstrust and authenticityof users,
communicationpeersand systemcomponents.Additionally, key­
ing materialmustbeoffered.
- The Da CaPo++systemruntime environmentprovides a key

materialdatabaseandcollectsrandomdatafor thegenerationof
keys.

- Provisionsweretakento protectsystemcomponents(communi­
cationmodules)againsttampering,to allow differentan flexible
userauthenticationmechanisms,and to insurecorrectnessof
the dataflow at run time.

- Trust in peerscan be defined by using efficient web-of-trust
computations.Thesetie in nicely with the PGPlike key-man­
agementinfrastructureof the implementedprototype.

3. To show the usability and efficiency of above mentionedmecha­
nismsandalgorithms,an innovativecommunicationsystemis pro­
vided with them, thusallowing the evaluationof the conceptsin a
working testbedwith prototypicalapplications.
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- Da CaPo++containsmostof abovefeatures,and their u bility
andefficiency wereexaminedduring an in-depthevaluationof
the systemwith somesampIeapplications.

- Independently,the WaveVideo communicationand compres­
sion protocol wasextendedwith securityfunctionality to dem­
onstratethe scalableconfigurationof securityparametersin the
communicationenvironment.

All goalshavebeenreached.

8.3 Further ResearchAreas

While the work donehereprovidesall the necessaryfundamentsfor
securityQoS,dedicatedprotocols,and relatedauthenticationmecha­
nisms,muchstill remainsto bedone.

In theareaof requirementtranslationsandprotocolconfiguration,the
selectionprocessmay, while trying out the possibleconfigurations,
keepa mapof which AARs areassociatedto the LLRs that werejust
derived.This information canbe usedlater, when it is necessaryto re­
duceIRs becausetoo high demandswereplacedon the infrastructure.
This would improvethe proposedfeedbackcycle.

During theuseof a configuredprotocol,transportmediaor link prop­
ertiesmay changedrastically (for examplein the caseof mobile com­
puting or in a wirelessenvironment),or bandwidthpricesmay change
in dynamic allocation scenarios.It may be beneficial to detectthese
changeswith a monitor, and to induceappropriateprotocol reconfigu­
rations.Sucha monitorcanalsobe usedfor attackandintrusiondetec­
tion-technologieswheremuch work remainsto bedone.

While a dedicatedprotocol was provided for WaveVideo,the same
needsto bedonefor differentdatatypes(e.g. MPEGdatastreams),and
onemuststudyhow partial processingfunctionality canbedonethere.
Also protocolsfor multipoint (multicast)applicationswarrant further
studies,togetherwith the assurancethat communicateddatareally is
beingsecuredthe way theuserrequestedit. This caneitherinvolve for­
mal studiesof theprotocolandtheconfigurationprocess,or an empiric
examinationof particularinstantiatedsecureprotocols.
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Furthennore,an approachis neededto coveran entiresecurityarchi­
tecture,includedanddirectly integratedwithin the communicationar­
chitectureandtheend-systemarchitectureasweIl. Theresultwould be
a globally securesystem,providing a transparentlysecuredcommuni­
cation,storageandcomputingenvironment.

In the areaof key exchange,peerauthenticationand trust manage­
ment,manythingsremainto bedone.Key managementfor multiparty
communicationsis certainly a hot spot, togetherwith more modular
peerauthenticationprotocols.Thoroughevaluationof web-of-trustus­
age,real-world applicationpossibilities,and a moreseamlessintegra­
tion rnight be of interest.This could include betterheuristicsupport,
whereswitching betweenthe fonnally correctand the heuristic (fast)
calculatingapproachis done,while taking into accountthe introduced
marginof error.
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