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Abstract

Multi-device environments provide opportunities for creating new types of cross-device ap-
plications that can make effective use of available interaction resources. However, the devel-
opment of such applications poses many challenges concerning the ways in which both the
data and the user interface are distributed and synchronised. In particular, the lack of sophist-
icated development tools makes it dif�cult to experiment with new solutions and issues in the
implementation hard to investigate. In this thesis, we present XDSession— a framework for
cross-device application development based on a new concept of cross-device sessions that
aims to simplify both the design and evaluation of cross-device applications. Along with the
framework, we propose new tool support speci�cally designed for cross-device development.
First, the session controller aims to support design and testing of interactions between devices
at run-time. Second, the session inspector is a tool more oriented towards the inspection and
analysis of multi-device/multi-user applications with support for deterministic record/replay
of cross-device sessions. The utility of XDSession is showcased by two example applications
that evaluate different aspects of the framework and sketch the range of possible cross-device
scenarios.
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1
Introduction

In 2007 the number of devices connected to the internet started to exceed the number of
living people [5]. By2020this number is estimated to be50 billion, 6:58 times the number
of predicted population. According to a research conducted by Zhang et al. [21], the growth
of the internet seems obeying the famous Moore's Law, researchers found that the internet
network doubles every5:32years.

Ubiquity of the internet, the increased security, and an increased usability of mobile
devices have contributed to the emergence of new environments involving different types of
devices. Nowadays we have devices of all kinds, ranging from the computer on our desk
to the smartphone in our pocket [10], and more frequently devices are used in groups, such
as tabletops or shared screens. In addition tasks may be accomplished using more than a
single device [4]. In this regard researches have proposed various methods to migrate from
one device to another [1, 6]. Other researches in the area of distributed user interfaces
(DUIs) aimed at combining the use of various devices with the support of tools and frame-
works [13, 11] so that multiple devices can be used in parallel to access the same applications
or parts of it. Another aspect to consider is the sharing of information across multiple
devices, where there are still many aspects that need to be taken into consideration [18].

Such extensive ecosystem results in having profound differences in both hardware and
software for each type of device, therefore developers need to acquire several programming
skills. Some of the solutions proposed have been built for a �xed environment, thus solving
particular instances of the general problem [8], while others use more general systems that
require however different programming models [7, 9, 13].

A particular issue observed by Nebeling et al. [15] is that due to the �exibility re-
quired by the cross-device applications, testing and experimentation with various designs
via prototypes is crucial. In particular, current solutions lack support for inspecting and
debugging cross-device applications [11, 12].

1



2 1.1. MOTIVATION GOALS

1.1 Motivation Goals

This thesis aims at the realization of a framework for building cross-device applications by
supporting both the migration of the application state and the management of data sharing
between devices. We realize our framework by implementing the concept ofcross-device
sessionsdescribed in [15]. In a nutshell, sessions are created and managed by one or multiple
users and joined by one or multiple devices. All interactions with the data of an application
are recorded as meta data and communicated through sessions.

The second main goal is aimed at investigating the problems of testing and debugging
of cross-device applications created with the framework. We propose ways to address some
of these problems based on two tools for supporting developers in testing and debugging. Fi-
nally, we evaluate the framework by augmenting two existing applications with cross-device
concepts, thus illustrating both usefulness and effectiveness of XDSession, while supporting
the development process with our tools.

1.2 Thesis Contribution

In this thesis we present XDSession, a framework for building cross-device applications
with tools that support data sharing management and assist in testing and debugging. The
framework is realized using a client/server architecture and provides developers with a set of
APIs that facilitate the distribution and synchronization in real time of application state in
multi-device contexts.

The main contributions of this thesis are:

• We describe the implementation and the design ofXDSession—a framework employ-
ing the concept of cross-device sessions.

• TheSession Controller—an integrated tool for managing and controlling both sessions
and users. It is designed to test the interactions between devices at run-time and can be
used by both developers and end-users.

• The Session Inspector—an integrated tool for inspecting data and sessions with the
support to monitor interactions between devices. It also offers support for deterministic
record/replay [3], a technique used to record the user's behaviour, and then replay it in
a deterministic and automatic manner, without interactions from the user.

• We present two XDSession applications to showcase the utility of the framework. The
two applications differ in terms of the complexity of the data structures and suppor-
ted interactions between devices. The �rst application is a TODO list based on a very
simple data structure and basic cross-device interactions. It is intended to show the
essential features of the framework. The second is a sketch application that has a more
complex data structure and requires real-time interactions between devices. The devel-
opment of these applications contributes two test cases for the framework and, at the
same time, enabled the evaluation of the proposed tools for testing and development.
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1.3 Structure of the Thesis

The thesis is organized in the following way. Chapter 2 gives an overview of current solutions
and methods in multi-device development, furthermore it gives an in-depth illustration of the
concept of cross-device session through the use of practical scenarios.
In Chapter 3 we �rst present with more details the concept of cross-device session used in our
framework, then we illustrate the tools realized for supporting the development and explain
how to use our framework. In Chapter 4 we describe the implementation and discuss the
technical aspects of both framework and tools.
In Chapter 5 we present two different cross-device applications realized during the course
of the thesis to show the functionality of the framework and support of the tools. Finally,
Chapter 6 gives concluding remarks and an outline of future improvements.
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2
Background

This chapter provides background information about frameworks and tools of various kinds
that support the development of cross-device applications. In the �rst part we discuss solu-
tions for building cross-device application, afterwards we discuss common approaches used
for testing and debugging in that context. Finally we explain in detail concepts and mechan-
isms of cross-device sessions, bringing scenarios to illustrate possible uses.

2.1 Cross•Device Applications

The concept of cross-device application involves different aspects, such as Distributed User
Interface (DUIs), where user interfaces are distributed across multiple devices at a given
time. Another aspect includes migratory UIs, that allow to switch device and still access
the application with some level of continuity: in this case it is expected that parts of the
original UI maintain the original state. Patern�o and Santoro [17] have de�ned a set of criteria
to evaluate the various aspects and capabilities of a cross-device application. For instance,
sharinganddistribution are aspects involving interaction between devices that are taken in
consideration.

Pierce and Nichols [18] proposed a service-oriented architecture that enables the cre-
ation of message-based applications. The system allows developers to build interactions
between devices of the same user. In addition it enables data sharing between devices of
the same user. Interaction between users is not taken into consideration. Nevertheless,
we believe that the event-based architecture is a possible direction to follow for sharing
information in the context of multi-devices. In XDSession we follow a similar approach.

Jetter et al. [9] introduced theZoomable Object-Oriented Information Landscape(ZOIL), a
framework supporting the design of DUI interactions. The system is based on the concept
of “semantic zooming”, which states that increasing the size of an object on the screen, the
more information about the content is revealed, thus adaptation is implicitly based on the

5



6 2.2. TESTING AND DEBUGGING

screen size. In XDSession we have introduced a system that adapt the UI based on the device
type. We consider logic and UI are two aspects that must be maintained separated.

Frosini et al. [6] propose a system calledDistribution Managercomposed of a client-
side library for the development of distributed user interfaces (DUIs), and a tool for
managing the distribution dynamically at run-time. The distribution is organized by a
pre-speci�ed set of devices, making optional the presence of a central server. Since we take
into account the sharing of data, for reasons relating data persistence and data availability we
have decided to centralize our system with a server.

Shared Substance[7] addresses the problem of developing in a multi-surface environ-
ments suggesting a data-oriented approach. It gives the ability to share the user content,
system elements and inputs of the various devices. In a similar way cross-device sessions are
also data-oriented.

PhoneGap1 is a framework that successfully uni�es the development for various mo-
bile platforms, thus removing the effort to write and deploy multiple times. It is essentially
a wrapper for the native browser, whereby languages are HTML5, JavaScript, and CSS3.
In addition, PhoneGap APIs allows to access external resources of the browser such as
the �le system (with some limitations), the camera, and accelerometer. This framework
successfully eliminates the cloning process necessary to deploy the application on different
mobile systems. However, not all applications can be realized using web technologies such
as video games for the latest generation smartphones. Although the development phase has
been largely simpli�ed, cross-device interactions and application migration are aspects not
taken into consideration.

Josh�re2 is a framework for designing browser-based cross-device applications. It
mainly focuses on the development of a single application that can easily run on a wide range
of devices. As in the case for PhoneGap it relaxes the deployment process, while keeping
in consideration possible interactions between devices. This framework stands out for his
�exibility and adaptation to the various cases, nevertheless application migration seems an
aspect that has not been taken into consideration.

2.2 Testing and Debugging

In this section we present a set of tools commonly used to support testing and debugging. In
addition, we seek to understand any limitations in the context of cross-device applications.

In [16, 15] has been pointed out how tools supporting testing in cross-device applica-
tions could contribute to improve the design. In general the proposed tools focus on
single-device applications rather than on cross-device platforms. Some solutions are device
speci�c, while others seem to give some �exibility to work in a multi-device context, such

1PhoneGaphttp://phonegap.com
2Josh�re Frameworkhttp://framework.joshfire.com

http://phonegap.com
http://framework.joshfire.com
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as remote testing or simulation of the device. In this thesis we propose a set of tools to test
cross-device applications based on cross-device sessions. The most common approaches for
testing and debugging involve emulators of various kinds and browser developer tools such
as�rebug3 or theChrome developer tools4 that helps in catching errors and to analyse the
content of a web application. Similar tools offer a wide choice to fully analyse the problems
that may arise in the web context. Although such tools appear very complete, they do not
take into account problems that arise from the development in multi-device environments.

Figure 2.1: Replaying Tetris with Mugshot[14]

Figure 2.1 shows Mugshot, a tool for capturing events from a JavaScript program.
Mugshot provides deterministic record/replay [3] of a web application, making it possible to
reproduce and analyse speci�c behaviours. The authors identi�ed a number of advantages in
the use of this technique, such as failure analysis, performance evaluation, and even usability
analysis of a GUI.

Timelapse [2] is a similar tool that allows developers to record and replay interactive
behaviours in web applications. It is possible to browse, visualize, and seek within the
recorded program, while using common debugging approaches such as as breakpoints
or reading the logger. In XDSession we explore a similar technique better oriented to
multi-device environments.

3Firebughttp://getfirebug.com
4Chrome's developer toolshttps://developers.google.com/chrome-developer-tools/

http://getfirebug.com
https://developers.google.com/chrome-developer-tools/
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Figure 2.2: PhoneGap Emulator

ThePhoneGap Emulator5 shown in Figure 2.2 is a plugin for Google Chrome that integrates
a browser-based emulator for devices. The tool provides the emulation of PhoneGap's core
APIs and it can be easily used along with the Chrome Developer's Tools for debugging UI
and application logic. This emulator does not allow to reproduce errors occurred on remote
devices, but rather simulate them in a similar environment.

Weinre6 is a remote debugger for mobile web applications. The interface is very sim-
ilar to the Chrome's developer tools, in fact it provides a JavaScript console, a system
pro�ler, and a DOM inspector. Although this can be a very effective method for remote
inspection, it is still oriented to single-device applications.

2.3 Cross•Device Sessions

The concept of cross-device sessions elaborated in Nebeling et al. [15] provides the found-
ation for this thesis. Cross-device sessions can be considered as containers, where the same
data can be allocated in more than one session. The ultimate aim is to add a level of indirec-
tion between device and data, making them loosely coupled and facilitate the realization of
interactions.

5PhoneGap Emulatorhttp://emulate.phonegap.com/
6Weinrehttp://people.apache.org/ ˜ pmuellr/weinre/docs/latest/

http://emulate.phonegap.com/
http://people.apache.org/~pmuellr/weinre/docs/latest/
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To interact with data contained in the session, we have de�ned three basic operations
(�gure 2.3). Data can be created (�gure 2.3a), edited, or deleted (�gure 2.3c). Each of these
operations affect the session involved. To understand the role of sessions in the context of

(a) Create Data (b) Edit Data

(c) Delete Data

Figure 2.3: Basic operations in session controller

multi-devices we must emphasize that any device can participate to any session. Each session
contains data and metadata. Data may contain any kind of information, while metadata
contains how and by whom the data was manipulated. In addition data can be shared with
other sessions. Data changes are propagated through sessions to which they belong.

Figure 2.4: Cross-Device Session Example

For instance, �gure 2.4 shows two sessions sharing data. Devices1 and 2 are parti-
cipating in session A, while devices3 and4 are in session B. Changes made to the shared
data are sent to all devices involved, while changes to data in a single session are sent only to
participating devices.
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In addition to the functions illustrated in �gure 2.3, developers can de�ne custom
events to send data to the devices of a session. The authors also mentioned the idea of private
session, but due to a lack of time we decided to not implement a system for the access
control.

2.3.1 Scenarios

To better address the concept of cross-device session we propose three scenarios, which we
believe can provide a better understanding of the concept and suggest ideas for developing
cross-device applications. The �rst two scenarios take place in a living room with a smart
TV ready for remote control and mirroring. The last one is located in a meeting room that
enables collaboration with various devices. For each scenario we �rst describe the context in
detail and the type of devices involved, by explaining in a conceptual manner how interactions
between devices can be realized with the use of cross-device sessions.

Living Room Scenario

This scenario takes place in a living room where the user is able to interact with a TV using
a variety of devices. We have identi�ed two main cases. In the �rst one the user wants to use
mobile devices as remote controls, while in the second the user wants to take advantage of
the TV's greater surface using screen mirroring.

Figure 2.5: Mobile as remote control

Bob wants to create a system for the living room that allows him to interact with the TV
and with his new stereo system. He wants on his smartphone a simple but effective system
to control the TV, in addition he wants the smartphone to be able to play a playlist with
his favourite songs. Then, he would like to use his tablet to choose movies more easily by
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reading reviews and possibly watching trailers. Finally, touch devices are uncomfortable to
manage playlists; therefore, he prefers to do this task with his laptop.

Figure 2.5 shows the interaction of each device with the TV in the living room. Each
device is synchronized with the TV via a separated session. This fact allows Bob to send
events for remote control only to the television and avoid to propagate them to all devices.
Playlists are shared with all devices as shown in the diagram in the top left of the �gure 2.5,
in this way changes are sent to all devices.

Figure 2.6: Mirroring

Figure 2.6 shows a second scenario that takes place in the living room. Here we consider
another possibility that involves the TV of a living room: device mirroring. Charlie is an
electronic engineer and he does part of his work from home. His latest project concerns the
development of a smart home using sensors. The boss has assigned him the task to draw
a diagram of the architecture that will be implemented. Instead of using a whiteboard or
a desktop computer for practical reasons he decided to use the larger screen of the TV in
combination with his tablet.

At �rst Charlie accesses with his tablet the application to draw diagrams and creates a
session. At this point he synchronizes the TV on the same session. The application is able
to recognize and properly renders the UI for each device. The tools for drawing are on
the tablet, while the TV shows only the diagram. Once Charlie is done with this job, he
can migrate the work on his laptop, export it into a standard format, and then send it to his
superiors.

Meeting Room Scenario

Figure 2.7 shows a scenario located in a meeting room. In this context, it brings together
a research team to decide new marketing strategies. The example involves a presenter, an
audience of three people and a listener remotely connected through a screen with a video
camera. The presenter handles the set of slides with a smartphone, while the audience takes
notes relevant to the discussion that takes place at the end. Once �nished the presentation,
colleagues can exchange their notes. Before the meeting the presenter syncs his smartphone
with the session containing the presentation. In the same way the screen and participants
are connected to the session containing the presentation. An additional session to save notes
at edge of each slide is created for each participant. Once the presentation is �nished notes
can be merged and projected onto the screen of the presentation and discussed by the whole
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Figure 2.7: Meeting Room Scenario

group. In this way even the users remotely connected can actively participate in the �nal
discussion by interacting through his own session.

Figure 2.8: Presentation Screen during the discussion

Figure 2.8 shows the state of the presentation screen during the discussion. The presenter
has joined the sessions of the audience that contains the annotations made during the
presentation. Just before starting the discussion phase, the presenter can duplicate each of
the sessions in order to study the contribution of each member. During the discussion all
annotations are shown over each slide, notes can be grouped all together or selected by
user. Colours help to identify and engage authors into the discussion. On completion of the
reunion, everyone can migrate the presentation and the discussion on any other device for
later study.



3
XDSession

XDSession is a framework designed to support development and testing of cross-device
applications. It is based on the concept of cross-device session [15] already introduced in
previous chapters.

In the �rst part of the chapter we show how to build cross-device applications with
XDSession. Then we present the tools we have built for supporting testing and debugging
using XDSession.The Session Controllerenables users to manage devices and sessions in an
easy way. Additionally it allows to simulate different types of devices.The Session Inspector
provides a logging system and introduces a method for reproducing events of a session.

Figure 3.1: Components of XDSession

XDSession has an infrastructure composed of a back-end and a front-end as shown in
�gure 3.1. The modular architecture is built in such a way that components can be used
individually or in conjunction. The back-end provides low-level APIs to build and manage
cross-device session and it keeps track of devices, users, and data evolution. It is also in
charge of distributing and keeping up to date information on each device. The UI is delivered

13
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as HTML and CSS using a web server. In order to make our implementation accessible
from any platform, the front-end has been implemented using web technologies. Developers,
therefore, require only knowledge on how to build web applications, i.e. JavaScript, HTML5,
and CSS3.

3.1 Developing Cross•Device Applications in XDSession

Writing cross-device applications using XDSession is convenient. Both persistence and
synchronization are carried by the server while the developer can focus on the logic of the
application itself. Developers who only want to build cross-device applications do not have
to know the mechanisms of the server, while extending existing functions requires more
insights about the system.

In this section we show how to develop cross-device applications in XDSession by
presenting a basic template supported by our framework.

Figure 3.2: Components of a cross-device applications

Applications are written in HTML5 and JavaScript. Developers can therefore write web
applications using our framework as dependency. Figure 3.2 shows the elements that are
involved in the development. The front-end of XDSession is based on AngularJS1 for the
architecture and Socket.IO2 for the communication.

1http://angularjs.org
2http://socket.io

http://angularjs.org
http://socket.io
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1 // some other dependencies
// angularjs, socket.io

<script src="XDSession.js"></script>
<script>

// Objects for communicating and get system information
6 var sessionConnector =

angular.element( $('body')).injector().get('sessionConnector');
var deviceStorage =

angular.element( $('body')).injector().get('deviceStorage');
var modelContainer =

angular.element( $('body')).injector().get('modelContainer');
</script>

</head>

Listing 3.1: Objects for communicating and get system information

Listing 3.1 shows the starting point of a cross-device applications in XDSession. There are
three main objects that are used to write cross-device applications: the sessionConnector, the
deviceStorage and the modelContainer. They allow both communication with other devices
and access to system information, such as name of the device, user ID,. . .

The sessionConnectoris an object used to interact with sessions, such as writing data
in a session or modify the data itself. Additionally it allows to access information stored on
the server. All available functions are described in detail in appendix A.

ThedeviceStoragecontains all the information of the current device, such as the device id or
the device name. Data is saved inside the browser and can be accessed any time, even when
the device is disconnected from the server.

The modelContainerallows to access information of the elements in the system, such
as devices, users, and sessions. Modi�cations to elements are updated automatically by the
system, so that developers have access to the latest information.

// [writingSessions]: where the data is written
// debugData (optional): descriptor of the data
sessionConnector.createData([writingSessions], data, function (response) {

var id = response.data;
5 var hasError = response.hasError; // is there an error?

var message = response.message; // message from the server
}, "someDebugValue");
// Destination: members of the session(s) at create data
sessionConnector.addEventListener("createData", function (response) {

10 // dataID and created data
var id = response.data.uuid;
var data = response.data.data;
// sessionID: list of the IDs of the sessions involved
var sessionID = response.sessionID;

15 // userID: ID of the user who does the action
var userID = response.user;
// deviceID: ID of the device that performed the action
var deviceID = response.device;

});

Listing 3.2: Write data in session
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Listing 3.2 shows how to write and receive data from sessions. The callback is a function
that is called once performed the action, it returns a response containing a message from the
server. The response contains the reference of the created data or whether an error occurred.
The last parameter is a descriptor of the data involved that can be used for debugging.

Data created from other devices is received in real time from the listener function as
shown in the example. The object received contains the created data and its reference. In
addition it contains user, device and sessions responsible of the action.

1 // Edit an existing data object and send
// it to the device members of the session.
// debugData (optional): descriptor of the data
// dataID: ID of the data to be removed
// data: the new data

6 sessionConnector.editData(dataID, data, function (response) {
var hasError = response.hasError;
var message = response.message;

}, "someDebugData for edit");

11 // Destination: members of the session(s) at edit data
sessionConnector.addEventListener("editData", function (response) {

var dataObject = response.data; // this the data object
var data = dataObject.data; // this is the actual data
var id = dataObject.uuid; // is the id of the data

16 });

Listing 3.3: Modify data in session

Listing 3.3 shows how to modify existing data. A reference and the new data are passed to
a function, which is then sent to the server. Devices connected to a session containing the
interested data are noti�ed by the listener, which receives the new data accompanied by the
elements (user, device, and sessions) involved in the manipulation.

// Remove a data object from the session.
// dataID: ID of the data to remove
sessionConnector.deleteData(dataID, function (response) {

4 var hasError = response.hasError;
var message = response.message;

});

// Destination: members of the session(s) at delete data
9 sessionConnector.addEventListener("deleteData", dataID, function

(response) {
var dataID = response.data; // this the data object

});

Listing 3.4: SessionConnector extraction

Deletion of data works in a similar manner as shown in listing 3.4. Data is removed by
passing the reference to a function and devices are then noti�ed of the operation.
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// Broadcast to myEvent a data object in sessions of device.
sessionConnector.broadcastData("myEvent", myData);

4 // Receive the event
sessionConnector.addBroadcastDataListener("myEvent", function (response){

// broadcast data
var myData = response.data;
// sessionID: list of the IDs of the sessions involved

9 var sessionID = response.sessionID;
// userID: ID of the user who does the action
var userID = response.user;
// deviceID: ID of the device that performed the action
var deviceID = response.device;

14 // user event name
var event = response.event;

});

Listing 3.5: Delete data from session

Developers can de�ne custom events in order to send data between devices, unlike previous
operations this operation is not stored in the system. Listing 3.5 shows an example where
developers can send an object called a “myData” along to the “myEvent' event. The object
is then sent to devices that participate in the same session of the current device. It is then
received in the listener for “myEvent”. This feature is designed to stream data or to support
the creation of interactions in DUIs, where data and actions do not need be saved.

Figure 3.3: Hierarchical selection of the UI

Developers can create speci�c views for each device or for one of the existing types
of devices (i.e. tablet, desktop, and mobile). Views are managed by the UI distribution
component in a hierarchical way as shown in �gure 3.3. At �rst the system checks whether
the view for the device name exists, otherwise it checks if it exists for the corresponding
type, �nally if none of these checks succeeds, it delivers the default one. Figure 3.3 shows
the case whenindex.html is requested from the client. Developers can build multiple views
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by extending the name of the HTML �le with the name of the device or with the targeted type.

In this section we only described the basic approach on how to write cross-device ap-
plications by interacting with existing sessions, however the sessionConnector provides more
functions to manage sessions, such as creation or deletion.

3.2 Session Controller

The session controller is a tool that enables creation and testing of interactions between
devices.

<body ng-app="XDSession">
<session-controller></session-controller>

</body>

Listing 3.6: Integration of the session controller

It can be integrated in the body of the HTML code of any application created with XDSession
as shown in listing 3.7. Thanks to this tool it is possible to manage at run-time users, sessions,
and device properties. The idea, in fact, is to allow developers to test possible interactions at
run-time. Furthermore, the tool can be easily hidden so that the use of the main application is
not disturbed.

3.2.1 User menu

Figure 3.4 shows the menu to create and manage users of a device.

Figure 3.4: User menu
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1. create: As the name explain, this allows to create a user. A pop-up menu appears and
it is possible to insert the name. Each created user is automatically selected by the
current device and set as current user.

2. select: Devices can be owned and interacted with by multiple users. A list shows all
users in the system. Here it is possible to specify which users are allowed to interact
with a device.

3. current : This option speci�es which users are interacting with the same device in col-
laboration. At the moment this functionality can not be fully explored because current
browsers offer limited support for interaction with multiple users. Therefore only a
current user at a time can be selected. This feature might �nd possible uses in the
future.

4. edit: This allows to change the name of the user. The updated name is then sent to all
devices.

5. remove: It is possible to remove the user from the system. This modi�cation will affect
all devices, and the user is removed from the selection of all devices.

3.2.2 Session menu

Figure 3.5 shows the menu for creating and managing sessions in XDSession.

Figure 3.5: Session Menu

6. Create: Sessions can be created only with a selected user. It creates a new session and
the device is then selected as participant.
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7. Select

A device can join multiple sessions. The device receives the whole or the missing part
of the data belonging to the selected session as shown in the example.

When a device leaves a session, data of the session is removed from the device. Shared
data is implicitly considered by the system.

8. Current : The current session is where the device is writing data. It is possible to select
multiple writing sessions at once.

9. Edit : Edit allows the renaming of a session. Data is not affected. Renaming a session
requires a user to be selected.

10. Remove: This removes the session. First, the session is deselected from all the devices;
then, data that is not shared is removed. Sessions can be only removed if the device has
a selected user.

11. Fork

A fork is a dependent copy of a session. A new session is created maintaining the same
references to the data. A session can be only forked if the device has a selected user.
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12. Duplicate

A duplicate is an independent copy of a session. A new session is created with duplic-
ated data. A session can be only duplicated if the device has a selected user.

3.2.3 Device Menu

In the upper part of the tool it is possible to see the device name, the color, and an icon
representing the device type. The color is randomly assigned upon the �rst connection, while
the name assigned corresponds to the device category (e.g.: Android tablet, iPhone, . . . ). In
our framework we distinguish three different types of devices, which are smartphone, tablet,
and desktop computer.

Figure 3.6: Device menu

The framework is able to automatically identify and assign the device type. However,
these properties can also be changed, allowing to simulate a different device type. Figure 3.6
shows the menu that allows to manage the properties of the device.
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13. Edit : Change the name of the device. If it exists, the UI is updated to the UI speci�c
for the device.

14. Type: Allows to simulate a different device type: desktop (a.), tablet (b.), or mobile
(c.). The UI is updated following the procedure explained earlier in �gure 3.3.

15. Color: At each device is assigned a color randomly. This allows to choose the color
using a palette.

Thanks toedit andtype it is possible to force different views. This feature allows emulating
UIs of other devices (type or speci�c).

At reconnection data is recovered and sessions are joined. Thereset function in the
settings menu allows to delete the device from the server, this operation results �rst in the
disconnection of the device and then in a connection as new and clean device. A noti�cation
in the top right of the screen tells whether operations made with the session controller are
allowed or not. Noti�cations can be disabled in the settings menu.

The session controller is a tool designed to test different scenarios involving cross-
device sessions. We believe that the session controller can be used as prototyping tool for a
rapid creation of device interactions, thus simplifying the process of designing interactions.

3.3 Session Inspector

The session inspector is a tool oriented to test and inspect data and devices in XDSession.

<body ng-app="XDSession">
2 <session-inspector></session-inspector>

</body>

Listing 3.7: Integration of the session controller

Similarly to the session controller, it can be integrated in the body of the HTML code of any
application created with XDSession by adding the tag shown in listing 3.7. Figure 3.7 shows

Figure 3.7: Session Inspector

the appearance of the tool, the tool is composed of tabs, where each tab offers a different
function to the developer. It can be combined with the session controller in order to check,
for example, whether the scenario was created correctly.



CHAPTER 3. XDSESSION 23

3.3.1 Overview

Figure 3.8 shows the state of the cross-device applications in terms of the user, device, and
session concept. Data modi�cation is visualized as packages navigating the graph.

Figure 3.8: Overview

Usually data is created by a user and sent to other users via a device. The graph can
be zoomed and panned and with a double click it is possible to inspect the single element.
The goal of this tool is to help understanding whether the scenario realized with the session
controller re�ects the expectations, as well as monitor data �ows.

3.3.2 Logger

Figure 3.9 shows the logger, here it is possible to read all past events and view the new ones
in real time. Each event generated by a device is automatically added to the logs. This aims

Figure 3.9: Logger
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at helping developers to understand whether an action is or is not executed by the server. A
double click on a log entry enables the debug mode and jumps to the respective event on the
time line.

Figure 3.10: Settings of the session inspector

Logs can be �ltered with the settings of the session inspector shown in �gure 3.10.

3.3.3 Timeline

The timeline, shown in �gure 3.11, is a tool that allows to reproduce the events of the session
data, thus creation, editing, and deletion of data. The view shows all the events placed along
a timeline.

Figure 3.11: Timeline
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It offers a simple VCR-like interface that allows deterministic record/replay [3], a concept
that implies the possibility of reproducing the actions that took place at a certain time, without
alter the course of the events. To replay the events it is necessary to access to the debug mode.
This action synchronizes the device's with the system's time, which is then shared between
all devices. Sessions that are replayed in debug mode are independent from the sessions of the
device. The user can combine and test sessions on the �y. Sessions for the debug mode are
selected in the con�gurations of the session inspector shown in �gure 3.10. Sessions for the
debug mode can be selected both inside and outside the debug mode. Figure 3.12 illustrates
the debug mode, where two devices are replaying different sessions but both synchronized at
the same time stamp, which we have de�ned as the system time.

Figure 3.12: Debug mode and system time

Events can then be replayed by changing the system log time, either by using the VCR-like
interface or by selecting a speci�c event.

1. Debug Mode On/Off: Enable and disable the debug mode.

2. Jump to the First Event: While in debug mode, this makes the system jump directly
to the �rst event, at the creation of the system.

3. Previous Event: In respect to the current event, this changes the system's time to the
previous event.

4. Play and Pause: It allows to reproduce step by step the events from the current to the
last one. The interval for this operation can be set in the settings of the tool (�gure 3.10).

5. Next Event: This moves the system's time to the next event in respect to the current.
If this is the last event, then nothing happens.

6. Jump to Last Event: It moves the system's time to the last event made in the system.

7. Eagle View: It allows to group all the events in the system in a single screen.

This approach, i.e. moving the system's time, allows direct testing on the current device
as well as affecting other devices remotely. In particular, changes on the system's time are
propagated to all the connected devices, therefore providing remote testing capabilities.
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3.3.4 Users, Devices, and Sessions

In the session inspector it is possible to explore users, devices, and sessions. The three views
are connected one with the other: the �rst shows the users and their devices; the second
shows the devices and sessions to which they are connected; the third shows the sessions and
their content.

Figure 3.13: User explorer

Figure 3.13 shows the list of users on the left and the related devices on the right.
The selected user is highlighted with a blue color, while connected devices are shown in
green, and not connected in red.

Figure 3.14: Device explorer

Figure 3.14 shows the list of devices on the left and the list of selected sessions on
the right. The inspected device is highlighted in blue.
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Figure 3.15: Session explorer

Figure 3.15 shows the list of sessions. In each session it is possible to see both active
and deleted data, where deleted data is marked in red. In addition it is possible to see
with which session the data is shared. Finally, for each data, it is possible to see all the
manipulations that have been made. Each manipulation includes an action, the user, and the
device that carried out that action as well as the descriptor of the data, which may show its
modi�cation.

The session inspector is a tool that offers many features that range from the logger to
the ability to replay entire sessions of other devices. Each tool tries to offer different points
of view in order to analyse interactions and events that exist between devices, putting the
spotlight on the analysis of cross-device sessions.
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4
Implementation

XDSession is a framework involving various technologies. The front end is developed using
web technologies, so that applications can run on any platform with a browser. While the
back end is written entirely in Java, making server and client loosely coupled, and allowing
to extend the implementation to any platform. For the communication we have used web-
sockets, since they allow pushing the data to connected devices.
In this chapter we illustrate the implementation in details and the technologies used in XD-
Session.

4.1 Architecture

As described by Patern�o and Santoro [17], the possible architectures to build a multi-device
systems are distinguished betweenclient/serverandpeer-to-peer. In the �rst case data dis-
tribution is organized by a single unit, in the latter data is generally distributed by the device
directly involved. Existing solutions have shown the possibility to build multi-device system
with both architectures [12, 7], based on the requirements we have decided to design XDSes-
sion using the client/server architecture. It often happens that in a multi-device environment
devices are not constantly active or connected, therefore having a server always running guar-
antees data availability, as well as simpli�ed data persistence and distribution. For most of
the operations, the session inspector requires each operation to be stored, making simpler and
more reliable the solution of a unique storage system. Finally, in order to respond to requests
from the browser we need a web server, thus making �nal our decision about the architecture.

29
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Figure 4.1: Client/Server architecture

Figure 4.1 gives an overview of all components involved. In the server it is possible to dis-
tinguish between two main modules, the �rst is in charge of storing and distributing the data,
while the second handles requests from the browser. The two modules are running on differ-
ent threads and communicate with the client using different ports. In the case where browser
based devices are not involved, the second module may be easily disabled. Data and events
are delivered via websockets1, a technology �rst introduced in HTML5. Websockets provide
full-duplex communication channels over a single tcp connection. Communication is asyn-
chronous, and data is pushed directly to each client making possible to develop any real-time
application. Clients and server exchange JSON objects, which on the server side are imple-
mented in POJO (Plain Old Java Object) form and then automatically serialized to the clients
in JSON. The broadcastResponse is an object transmitted to clients to notify modi�cations
or transmit the data. The static HTML content is sent by a jetty web server2, following the
procedure in �gure 3.3.

4.2 Model

In XDSession there are many actors involved that need to be considered. In this section
we present our model, that demonstrated to work for any multi-user/multi-device scenario.
Figure 4.2 shows the model implemented on the server side and used by the client. For
building our model we have identi�ed the following entities:User, Device, Session, Data,
and LogEvent.

A user has a name and it may have devices. Respectively a device may have users
(bidirectional relationship) and it may participate in sessions. It is composed of a name, a
color to help the identi�cation, a type (tablet, mobile, or desktop) and a system describing the
device (e.g.: android phone, iphone, . . . ). Furthermore it has a �eld for the connection status

1http:\www.websocket.com
2http://www.eclipse.org/jetty/

http:\www.websocket.com
http://www.eclipse.org/jetty/
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Figure 4.2: Data Model

and an identi�er of the current connection, the socketID, which changes at every connection.
Devices participate in sessions, which may contain data. Data contains the data itself in
string format, the time of creation, the time when it was last modi�ed, and eventually the
deletion time. Furthermore data can be shared between sessions.

A LogEvent may have an object model (user, device, or session) and object models
may have LogEvents (i.e.: one-to-many aggregation relationship). All manipulations are
stored as LogEvents, which contain aneventcorresponding to the name of the function, the
devicethat performed the action, theobject that was manipulated and thedata describing
how the object has been modi�ed. In addition we have reserved a speci�c �eld, for storing
the data descriptor, that can be simple text instead of a whole JSON. Finally, it contains the
messagegenerated from the server and a boolean that indicates whether there was anerror.

Each object model is provided with a reference ID (uuid) and a boolean that denotes
if it has been deleted or not.
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4.3 Communication

Figure 4.3 shows the general concept used for data distribution in XDSession. Essentially, a
client sends some data using a special event name, the object is received and elaborated by
the server. The server then, forwards the data to others client and sends back a response to
the client.

Figure 4.3: Sender and receivers

1. The client sends a request in JSON format for a speci�c event.

2. The server receives the request, elaborates it and then transmits the response to the
clients in the same session of the sender. As shown in �gure 4.3, in order to receive
the data, clients have to implement the event listener (EL) where it is delivered a JSON
object, containing information and data.

3. At this point the server sends back to the sender a JSON object containing the response.
This feature is useful to check whether an operation is allowed or not and read the
message from the server.

4.4 Server

The back-end is divided in two main parts. The �rst is in charge to distribute the data, while
the second is a webserver that delivers static contents to browser based devices. Since our
client is written using web technologies, we need both modules. Both parts are written in Java
1:7. In this section we �rst describe the data distribution component, it follows description of
the UI distribution component.
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4.4.1 Data Distribution Component

The communication is realized using an instance of the Netty3 server, which is an asyn-
chronous event-driven framework designed for client/server communication, that provides
an easy way to build a message oriented middleware. In order to support cross-browser
communication we have decided to use the Socket.IO library that primarily supports
WebSockets, and if necessary it falls back on other methods (Adobe Flash Sockets, JSONP
protocol and AJAX long polling) maintaining push capabilities. Since Netty does not offers
direct Socket.IO supports we used an extension module that provides Socket.IO capabilities4

to the server. All the data sent over the network is in JSON5 format and is automatically
serialized and deserialized by the framework in Java objects. In many cases we used the
Gson6 library that allows a more speci�c serialization of java objects and in our case to avoid
circular dependencies present in the models.
We have de�ned three different objects that are used as containers for transmitting data:
Request, ResponseandBroadcastResponsedescribed in appendix A.

Figure 4.4: Modular structure of the Data Distribution Component

Figure 4.4 depicts all the main component involving the management of the data.

The Receiver manages incoming requests from clients. It then passes the request to a
controller, which handles it and return a Response object. At this point the Receiver sends
back the Response to the client. In addition this component is also in charge to log all the
information on the server. It uses a facade pattern to hide controllers from clients.

3http://netty.io
4https://github.com/mrniko/netty-socketio
5http://www.json.org
6https://code.google.com/p/google-gson/
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DeviceController is in charge to handle all modi�cations that involve devices. It
keeps track of the connected devices and it allows to modify the device properties.

The UserController allows the management of all the users offering CRUD (create,
read, update, and delete) functions. In addition it provides the logic to select and deselect a
user from a device.

SessionController allows to manage and create sessions. Furthermore it provides ad-
ditional features that can be performed on a session, such as join, leave, duplication, and fork
operations.

DataController is in charge to manage all data modi�cations that happen inside a
session. In addition it allows to broadcast a custom event with a data object to devices of a
session.

The DebugController contains the functions required by the session inspector. In
particular for the timeline, it contains the system time and it distributes data at each step. To
guarantee the right timing order at each step the whole data in the device is �rst removed
completely, and then the requested data is sent in the correct order.

A limitation of the rooms implementation in the Socket.IO module for the Netty server,
is that rooms do not allow single client exclusion in a practical way. Therefore we have
implemented theSocketHandlerfor managing associations between sockets and sessions.

The StorageManager is an interface that describe the operations required to store and
retrieve the model. In our framework we have decided to use db4o7 for the persistence.

4.4.2 Persistence

XDSession comes with an integrated persistence system, this means that developers do not
have to de�ne complex model, neither program the server. It just works!
In our implementation we use db4o, an object oriented database available in Java. Since our
model is already described by objects, it �ts particularly well, and it does not require any ad-
ditional description. In XDSession theDB4OManageris an instance of the StorageManager,
an interface describing functions to store the model. Developers who want to change the
storage system have to implement the functions described in the StorageManager interface.

To improve the performance of the queries we use thetransparent activation, a func-
tionality offered by db4o to access only information effectively used. Our model already
implements the necessary functions for the activation. Activation is then performed silently
by controllers at each use of each object.

7http://www.db4o.com
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4.4.3 UI Distribution Server

The second component of the server is involved to distribute static content, which in our
case is the UI requested from the browser. Here a Jetty web server serves the HTTP requests
incoming from browsers. Figure 4.5 shows the components of the UI distributions server.

Figure 4.5: Modular structure of the UI distribution server component

The mechanism introduced in �gure 3.3 allows to create custom views based on device type
or name. The server is able to identify the device type using the User-Agent in the request, in
XDSession this operation is supported by MobileESP8, a library able to identify system and
type of a device. The server can be forced to emulate view of other devices. Here the client
sends request to the web server with cookies containing the device name or type that is to
be simulated. This mechanism only works with HTML �les. In the case where the speci�c
view does not exist, the view with the default name is then sent. It follows the description of
each module.

TheJettyContainer module embeds the Jetty web server inside the XDSession server.

DeviceResourceHandlerhandles the incoming requests. Cookies have the priority
over device detection. It also checks whether the relative �le exists.

Then it uses theDetectDeviceTypemodule to identify the device type. It just contains the
MobileESP module.

4.5 Client

The client is implemented with web technologies. It includes the API necessary for building
cross-device applications and it contains the tools for supporting testing and debugging in
XDSession. It is written in typescript9 for the logic part, and HTML5 for the static content.
Typescript is a strict superset of JavaScript, that adds class-based object oriented program-

8http://blog.mobileesp.com
9http://www.typescriptlang.org
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ming paradigm and it compiles directly to JavaScript. Thanks to the type support, we have
experienced that typescript helps to prevent errors and facilitate the debugging part. Further-
more we have seen that keeping the logic parts separated in different objects can improve
the understanding. For the compilation of the typescript code we used grunt-ts10 which is a
plugin for grunt11. Grunt is a tool that allows automatic compilation of the client code.

4.5.1 Structure

The implementation of our client is located in the “framework” folder, the “app” folder
contains the implementation of the client of XDSession, including both API and tools.
The “vendor” folder contains all the dependencies plus the type de�nition required for the
compilation of the typescript code. Some of the types de�nition are taken from a public
repository12, while others were de�ned during the development of XDSession. It follows the
description of the external components used to build the client.

bfseries AngularJS13 is a client side framework supporting MVW (Model, View, Whatever).
The main idea in AngularJS is the separation of Model, View and a “Whatever” part that
provides logic operations. A nice feature presents in AngularJS is the re�ection of model
changes in the view. AngularJS allows the creations of reusable HTML elements called
directives, this feature �ts particularly well our needs to create components easy to integrate.
Socket.IO is supported in AngularJS with an extra module14 containing a provider that
extends socket.io communication to AngularJS.

In order to build a nice UI for the tools, we have used templates provided by Twitter
Bootstrap15, a framework that provides many UI components ready for the use. Additionally
some of the icons used are taken from the Font Awesome16 collection.

Furthermore, we rely on various JavaScript libraries:

SugarJS17: A library that provides additional support to native objects such as strings
and arrays.

Chap Links Library 18: It provides various components for data visualization. It is
used in the session inspector for the graph in the overview and the timeline shown in
�gure 3.8 and 3.11.

jQuery19: The jQuery offers many functions to manipulate the DOM. It used both in
combination of plugins and for interacting with the DOM.

10https://www.npmjs.org/package/grunt-ts
11http://gruntjs.com
12https://github.com/borisyankov/DefinitelyTyped
13http://angularjs.org
14https://github.com/btford/angular-socket-io
15http://getbootstrap.com
16http://fortawesome.github.io/Font-Awesome/
17http://sugarjs.com
18http://almende.github.io/chap-links-library/
19http://jquery.com
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jQuery Cookie20: A jQuery plugin that allows to easily manage cookies on the client
side. It is used to to force the DeviceResourceHandler to a particular view.

Simple color picker21: A jQuery plugin that gives a simple color picker used in the
session controller.

Alertify 22: A library based on bootstrap for better browser dialogs and custom noti-
�cations. It is used by the session controller for both noti�cations and dialogs.

4.5.2 Services

The main functions of the client are implemented as angularJS services, that are objects
accessible from every part of the application. Figure 4.6 shows the relations between services.

Figure 4.6: Core of the client

DeviceStorageis in charge to save information and settings of the current device in
the local storage of the browser. In particular it saves the ID of the current device, IDs of
the users and IDs of the sessions selected. Furthermore it stores settings of both the session
controller and the session inspector.

20https://github.com/carhartl/jquery-cookie
21https://github.com/tkrotoff/jquery-simplecolorpicker
22http://fabien-d.github.io/alertify.js/
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DeviceDetectoris the client side implementation of MobileESP. It is able to detect current
device type and system.

SessionConnectorcontains the APIs for communicating with the server. It uses the
DeviceStorage to save and to maintain current device information. In addition it uses the
DeviceDetector to send to the server the initial information about the device. It communicates
with the server using the SocketProvider.

ModelContainer contains information of users, sessions and devices present in the
system. Details can be accessed by reference. It uses the SessionConnector to load and keep
up to date the content.

LogContainer it is used by the timeline and by the logger in the session inspector,
this service contains all the logs produced in the system.

4.5.3 Tools

The Session Controller, the Session Inspector, and Session Cursors are de�ned as AngularJS
directives. The session inspector is composed of nested directives. Figure 4.7 shows all the
directives that have been implemented plus the controllers used for extending the logic part
of the directives. Each directive is composed by an HTML �le, containing the static view,
and by a typescript �le containing the logic part.

Figure 4.7: Directives and Controllers

SessionController contains logic and view of the session controller. The advanced
logic part is implemented inside a controller, which relies on the sessionConnector for
communicating with the server. It implements all the features offered by the tool.
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SessionCursor is the directive that show cursors users and touch inputs. The logic
part is in the link function while cursors are shown in an overlay over all the views.

ConsoleMain is the main directive of the session inspector, it contains the structure
of the tool.

ConsoleNetwork contains the graph shown in �gure 3.8, it basically re�ects the con-
tent of the ModelContainer, while updates are propagated by the SessionConnector.

ConsoleLoggervisualizes the entries contained in the LogContainer.ConsoleTimelineis
composed by a directive and a controller. The UI logic is contained in the link function,
while the controller contains more advanced functions required in the debug mode.

ConsoleUser, ConsoleDeviceand ConsoleSessionare the directives that provide the
visualization to explore users, devices, and sessions as shown in �gures 3.13, 3.14 and 3.15.

ConsoleCon�g contains the con�guration view for the session inspector. It uses the
DeviceStroage to make the settings persistent.
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5
Applications

During the development of XDSession we have implemented two different prototypes of
cross-device applications based on existing applications. The applications are proof-of-
concept realized to show the utility of the framework. The prototypes' implementation has
guided the entire development of the framework by highlighting the requirements and acting
at the same time as test cases for the APIs of XDSession.

The �rst prototype is a TODO list application, where users can create a list of tasks.
Tasks can then be checked and removed once completed. The second prototype is a drawing
application, that allows the user to draw different shapes on a canvas. It uses a more complex
data structure, and it has more interactions with the device.

5.1 TodoMVC

5.1.1 Description

A TODO list is a simple application commonly used to showcase the usage of a framework.
Our �rst prototype is based on TodoMVC1, a demonstration application created to help de-
velopers in the choice of various client-side web frameworks (e.g.: AngularJS, Backbone.js,
KnockoutJS, . . . ). Implementations are based on different frameworks, but offer the same
views and functionality.

1http://todomvc.com
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Figure 5.1: Original TodoMVC

Figure 5.1 shows features offered in TodoMVC.

1. A user cancreatea TODO item, which is then added to the list. The localStorage of
HTML5 saves the data in the browser.

2. An existing item can then beeditedby double clicking on it. If the TODO is left empty
it is removed.

3. Once done, an item can bechecked as completeby clicking on the “check” icon. In
addition it is possible to check all the items by clicking on the arrow at the beginning
of the table.

4. All completed items can be removed with theclear button.

The application is not designed to work in a multi-user and multi-device environment. The
data is only saved in the local browser and cannot migrate to other devices.

5.1.2 Cross•Device TodoMVC

Our prototype is based on the jQuery2 version, which is written using HTML5 and JavaScript.
With this prototype we want to showcase a basic example on how a single-device application
can be easily transformed in an application to work in a multi-device environment. In order
to do that, we have replaced the application code in charge for managing the data locally with
XDSession APIs following the approach described in section 3.1. Figure 5.2 shows the same
interface together with the extended features. The interface looks exactly the same, while
data manipulation is now combined with our system.

2http://todomvc.com/architecture-examples/jquery/
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Figure 5.2: Extended functionality with XDSession

1. A TODO item can be created as part of one or multiple sessions. Devices that are
members of the same session will receive the TODO item in the list. The data is no
longer stored inside the HTML5 localStorage, but it is saved in our server and it is
restored in case of disconnection.

2. Users can modify existing items and modi�cations are then synchronized between all
devices automatically.

3. It is possible to check a TODO item, this item is then checked in all devices.

4. Deleted TODOs are removed from all devices, independently from the session.

5. Completed items can be removed, this operation affect only completed items of the
visualized list. Completed items of other lists are not removed.

6. Cursor and touch inputs from other devices that participates in the same session are
visualized. This may help to track activities from other devices.

Possible Use Cases

The TodoMVC prototype can be used in combination of the session controller presented in
section 3.2 to test possible interactions between devices. In addition, the session inspector
may help to check if the interactions have been created in the correct way. The session
inspector can be used to ensure that data has been created in the correct place or that it can
be accessed by a certain device.
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In this section we present possible uses of the prototypes in combination with our
tools. Depending on the number of sessions and devices involved, there are different possible
uses. Here we try to give examples of uses in a multi-device context.

Collaboration Collaboration can be realized using one session shared between devices.
Users can then create their list in collaboration with other users. For example this can be
made with co-located users engaging a discussion. Here the session controller can be used
to realize the described scenario: Bob may create a session, which others might then join.
While the scenario can be created at run-time with the support of the session controller, the
session inspector may be useful to verify the content of a session using the explorer illustrated
in �gure 3.13, �gure 3.14 and �gure 3.15.

Todos migration A list can be migrated simply by using the same session (or combination
of sessions) on another device, producing the same list that is synchronized with the system.
Here the Session Controller can be used to simulate the migration by joining a session on
another device.
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Combination of multiple lists Lists can be combined by joining different sessions, while
shared data is displayed only once. Furthermore, data is aggregated in order of creation time,
therefore all aggregated lists will have the same order. Each new item is added in the last
position, following the behaviour of the original application. Similarly, leaving a session
involves the removal of the list contained.

The prototype works equally on all devices with browser capabilities, and synchroniz-
ation is managed by the server. However the system is not limited to a single list reproduced
on multiple devices, but it is possible to combine multiple list.

We have shown different uses of TodoMVC in a multi-device environment involving
the use of both the Session Controller and the Session Inspector. The tools can be used by
developers to test different possible uses, or, as demonstrated, by end-users to create the
scenario at run-time. Each of the described feature might be realized at design time using
XDSession APIs, even in that case the process would be supported by the presented tools.

5.2 Literally Canvas

5.2.1 Description

To realise our sketchpad application we have used literally canvas3, an extensible widget
for browser that provides drawing capabilities. It is written in CoffeeScript4, which is then
compiled in JavaScript in order to work with browsers. It is provided with APIs that allow to
extend the existing features.

3http://literallycanvas.com
4http://coffeescript.org
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Figure 5.3: Original LiterallyCanvas

Figure 5.3 shows the original application together with the provided features.

1. The HTML5 canvas is used for drawing and rendering 2D shapes on the web page.
Drawings are not saved, and if the browser is refreshed data is lost.

2. In literally canvas there 4 different shape tools. Each tool can be customized with a
series of possible con�gurations (i.e.: colors and size,. . . ).

(a) The pencil tool allows to create any shape. It can be customized with different
colors and sizes using tools3 and4.

(b) The rubber can be used to clean the canvas. Size of the tool can be set using tool
3.

(c) The line tool allows to draw straight lines, where sizes and color are con�gured
with 3 and4.

(d) This tool allows to draw rectangles. The size of the border is regulated with tool
3, while border and inner color can be adjusted with the color picker at4.

(e) The text tool allows to insert custom text in the canvas. Text can then be dragged
inside the canvas, color can then be changed using3.

3. The pan tool allows to move the canvas in all direction, making its sizes not limited to
the screen size.
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4. The eye dropper tool gives the possibility to pick colors from any part of the canvas
and use it as primary color.

5. A color picker that allows to change the color of the background.

6. The user can undo and redo actions made using the arrows buttons.

7. The clear button remove all the shapes from the canvas, leaving the same background
color.

5.2.2 Cross•Device LiterallyCanvas

We have decided to build a cross-device drawing application to better investigate capabilities
of XDSession, mainly because it has more complex data structures and it requires real
time operations. A similar application named Gambit was developed by Sangiorgi and
Vanderdonckt [20]. The tool includes an interface for creating drawings and sharing them
on a larger screen, where they can be visualized in group. The remote control of the system
can then be assigned to any device. Our prototype shows how applications such as Literally
Canvas can be transformed into cross-device applications, and we achieve functionality
similar to Gambit [20]. However, our prototype does not allow to change settings remotely
nor to view multiple drawings at once on separated screen. While these features could
be added, they would require additional cross-device logic that was out of scope for our
proof-of-concept.

In order to realize the application we only had to extend a small part of the CoffeScript
code so that IDs could be added to shapes. Then, the integration of our framework has been
realized using the existing APIs of literally canvas.

It follows the description of the extended features.

1. The canvas is now shared between participants of the same sessions. The system is
now implemented so that it is possible to view the collaboration of other users in real
time.

2. Shapes are now created inside sessions, creation is therefore sent to devices that shares
the same session.

3. Undo and redo operation affect only shapes of the current device. In this way it is
possible to not interfere with the drawing of other users.

4. Similarly to undo/redo, the clear action only affects shapes of the current device.

Possible Use Cases

Literally canvas is now enabled to work in different scenarios involving multiple users and
multiple devices. The Session Controller can be used to check whether the realization of
such scenarios is possible or not, while the Session Inspector can then be helpful to assess
inconsistencies.
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Collaboration Users work in collaboration by sharing the same session. In the example,
Bob and Alice work on the same drawing by sharing a session. The creation of the shapes
is displayed in real time by participants of the same session. Here the Session Controller
might be used to realize collaboration between multiple devices at run time, while the Session
Inspector may be used to check that data is shared correctly with the support of the Session
Explorer presented in 3.3.4.

Drawings migration Drawings may then be migrated to other devices by reusing the same
session. Here the Session Controller might be used to test migration by joining the same
session from multiple device.
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Multiple overlays A canvas might be considered as a collection of layers, or levels, one on
top of the other. In this case, a session may represent a layer of the canvas. A user may then
create a drawing as a composition of different layers as shown in the example. The Session
Controller may be used to experiment combinations of different layers by joining different
sessions.

Device mirroring Mirroring is possible by sharing a common session, while interact-
ing only with one device. A similar example scenario has been presented in section 2.3.1.
Testing a mirroring scenario would be supported by the Session Controller. For example by
selecting a common session between two devices and interacting only with one of them.

Added persistence Persistence is included in XDSession, something that Literally
canvas was missing at beginning. Drawings are saved in the system at creation time.
Reconnecting the device reloads the saved drawings from the session.

We have demonstrated that Literally Canvas can be used in scenarios that may pose
various challenges, such as data synchronization between different devices or data migration
to other devices. The Session Controller allows to create and test different scenarios.
Collaboration and application migration are introduced in the same way for TodoMVC. In
Literally Canvas we have used cross-device sessions as different overlays, extending the
basic functionality providing at the beginning. Moreover overlays can be shared, reused and
modi�ed by multiple users, suggesting a method that would enable collaboration.
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6
Conclusion

In this thesis, we have presented XDSession—a new framework for developing cross-device
applications with integrated support for testing and debugging. The framework implements
the concept of cross-device sessions introduced in [15] and exploits it for the new tool
support integrated into XDSession, namely the Session Controller and the Session Inspector.

In the context of this thesis, cross-device sessions are considered as data containers
used by multiple devices whose purpose is to decouple devices and data by adding a level of
indirection. Possible uses are data sharing between multiple devices, and data migration by
reusing sessions. Finally, problems of data synchronization are solved, thus guaranteeing a
consistent state in all devices.

The XDSession platform provides support for creating and managing cross-device ses-
sions for data distribution, without requiring to program the back-end. The use of a central
system allowed us to �nd solutions to the problems arising from scenarios involving
collaboration and data migration. In XDSession operations and interactions with data are
initiated by clients and supported by the server that is in charge to handle requests and
distribute data.

To help the development of cross-device applications based on our platform, we have
built tools to support both testing and design. The Session Controller is a tool that facilitates
both developers and end-users in the development of scenarios involving cross-device
session. The tool is aimed at supporting the design of interactions between devices at
run-time. Once tested, interactions can be implemented using the APIs provided with the
client. The second tool, Session Inspector, is more oriented to the inspection and analysis of
the system, allowing the exploration and monitoring elements of the system. With this tool
we have proposed a method for deterministic record/replay [3] using cross-device sessions.
Finally, we have produced two examples of cross-device applications with XDSession
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involving different type of data. The goal of the applications is to showcase the utility of the
framework and the implemented tools.

6.1 Discussion

To evaluate the capabilities of our framework, we use the dimensions of an existing logical
framework for multi-device applications [17], which has been previously explored by
Pongelli [19] with the goal of analysing cross-device mahsups.

Multi-Device Dimensions XDSession
Distribution Static
Migration Multiple sessions
Granularity Entire UI
Trigger Mixed
Timing Mixed
Modalities Multi-modality
Generation Design-time
Adaptation Transforming
Architecture Client/Server

Table 6.1: Analysis with logical framework

Table 6.1 shows a summary of the analysis which is carried out on the basis of applications
presented in Chapter 5 and by considering features offered in XDSession.

XDSession is based onclient/serverarchitecture, where all sessions are saved on the
server. Data is immediately distributed to all connected clients, while the deferring time is
implicitly included: it is possible to launch the application on a different device and gather
previously captured work, thus timing ismixed.

Sessions are considered as migrable parts of the system, where each device can parti-
cipate, makingmigrationstraightforward to realize. Actions can betriggeredboth by using
client-side API (i.e.: automatic) or with user inputs. Actions can be programmed at design
time to betriggered automatically, nevertheless in our example applications actions were
carried out by the user.

Interactions modalities are realized using cross-device sessions, that allow to commu-
nicate with each device in the system. Modalities are therefore highly �exible and
communication is possible within any combination of devices, thus making the system
multi-modal.

The view adaptation system in XDSession allows to create HTML pages speci�cally
for the type or for the particular device in a basic way, thustransformingthe application
UI depending on the device in use. More sophisticated solutions in this context have been
explored in [16, 19]. However the UIgranularity is limited to device, making the UI a
monolithic item hard to move and dif�cult to share only parts of it. Despite XDSession
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allows to simulate other devices UIs, this feature is considered for testing and debugging
rather then for �nal uses, therefore we do not have considered that user interface elements
can vary their allocation at run-time, thus making thedistributionstatic.

We have discussed capabilities of XDSession using the logical framework presented
in [17]. In general data distribution and interactions between devices appears �exible, thanks
to the support of cross-device sessions, moreover APIs offer to developers wide possibilities
in the creation and combination of interactions. For UI adaptation we have integrated a
rudimentary system that gives some �exibility to developers. In the future, cross-device
sessions should include also UI, rather than just data and events.

6.2 Limitations and Future Improvements

We can conclude that the use of cross-device sessions allowed us to create a system to test
and experiment in a more dynamic way and with more �exibility the complex relationships
that can be found in a multi-device environment. The immediate next step in this research
is to use XDSession in student projects and future research. For example, it is planned to
investigate the capabilities of XDSession and conduct more detailed evaluations by involving
student developers and asking them to implement cross-device applications as part of the
Information Systems Lab2014.

During the development we were able to identify possible extensions of the framework.

• Session Inspector and Session Controller are tools embedded directly in the web page.
A better integration with current development tools should be planned, in order to
combine and exploit existing features, such as emulation described in chapter 2.

• Deterministic record/replay presented in the Session Inspector should be explored fur-
ther and provides better granularity for the events.

• UI adaption should be included in a deeper way by using more sophisticated meth-
ods. In XDSession we have implemented a simple, but working method to specify
the user interface, however as the analysis with Patern�o and Santoro [17] framework
has highlighted, more granularity and more �exibility at UI level could be provided to
developers.

• At the current stage the framework is limited to web applications while native applica-
tion could bene�t from better performance as well as exploit the characteristics of the
devices, such as position sensors, camera, . . . XDSession is implemented in a modu-
lar way, so that each component may be reused. A possibility could be to reuse the
data distribution component and develop native APIs for different platforms, for this
purpose documentation in appendix A must be followed.

• The session cursor widget provides an increased awareness of the user activity, how-
ever features similar to those present in TogetherJS1 for user collaboration are missing,
such as video chatting, text writing in real time, . . . The APIs in XDSession provide at

1https://togetherjs.com



54 6.2. LIMITATIONS AND FUTURE IMPROVEMENTS

each request/response the information about user and device, who triggered the action.
These data should be used to support the building of such widgets.

• Cross-device sessions involve especially data in JSON format, which allows to realize
most of the applications. However �le management is missing. Future work should
include the extension to more types of data. WebSockets can still be used for data
communication, but a proper system for handling �les in combination with cross-device
session should be added.

We can conclude that the use of cross-device sessions allowed us to create a system to test
and experiment in a more dynamic way and with more �exibility the complex relationships
that can be found in a multi-device environment.
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A
Framework API

For eacheventaccepted from the server, we describe the mandatory parameters for the re-
quest. The response always include thehasErrorboolean and themessagefrom the server.
In some cases the broadcast response is sent tocreateDataor deleteDataevent, in order to
control the data inside the device.

A.1 Data structure

It follows a detailed documentation of the API used to communicate between server and
client. For each function we describe both the content of the request and of the response. This
documentation aims to describe how the APIs work, while the client side implementation
hide how the request is built each time. Developers that want to extend the APIs on other
platform must provide the same parameters for the request.

By default arequestcan have the following parameters:

1. event: the event corresponding to the function name. Used to identify the action.

2. deviceID: the unique ID of the device, generated by the system and retrieved at the �rst
connection.

3. userID: the ID of the user who commits the request.

4. dataID: the ID of the data that is being manipulated.

5. data: the real data itself, normally a JSON in a string.

6. debugData: a �eld reserved for describing the content of the data in human readable
way.

7. sessionID: an array �eld containing the ID of the sessions, in which the action is ex-
ecuted.
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A responsecan contains the following �elds:

1. hasError : a boolean indicating if the response has generated an error.

2. message: the message from the server.

3. data: the data from the server, usually the ID of the object created or something that is
requested.

4. listData: an alternative �eld for data when a list is requested. This �eld is used to avoid
space constraint.

And abroadcastResponseis structured in the following way:

1. event: the event that as generate the current response (e.g.: a createData event can be
created by a joinSession event).

2. device: the ID of the device that has triggered the action.

3. user: the user ID of the user that has triggered the action.

4. sessionID: an array containing the IDs of the sessions involved.

5. data: the data that was generated by the action.

A.2 API description

connectDevice: Sends the initial information about the system, such as device name, device
type and device system. It creates a device in the system and propagate the information to all
devices.

• Request
event: connectDevice (type: String)
data: device name, type and system (type: JSON array of String)

• Response
data: device object in JSON (type: JSON)

• BroadcastResponse
Destination: global
data: device object in JSON (type: JSON)

editDeviceType: Change the device type of the current device to one of the allowed device
type (i.e.: desktop, mobile or tablet).

• Request
event: editDeviceType (type: String)
deviceID: current device ID
data: new device type (type: one string MOBILE, DESKTOP or TABLET)

• Response
data: the new device type



APPENDIX A. FRAMEWORK API 61

• BroadcastResponse
Destination: global
event: editDeviceType
device: ID of the device that performed the action
data: the new device type

editDeviceSystem: Change the device system of the current device. There are no constraints
about the name of the system.

• Request
event: editDeviceSystem (type: String)
deviceID: current device ID
data: new device system name.

• Response
data: new device system name.

• BroadcastResponse
Destination: global
event: editDeviceSystem
device: ID of the device that performed the action
data: new device system name.

editDeviceName: Change the name of the current device.

• Request
event: editDeviceName
deviceID: current device ID
data: new device name (type: String)

• Response
data: new device name (type: String)

• BroadcastResponse
Destination: global
event: editDeviceName
device: ID of the device that performed the action
data: new device name (type: String)

editDeviceColor: Change the color of the current device. Only color in the server list al-
lowed.

• Request
event: editDeviceColor
deviceID: current device ID
data: one of the allowed color (type: String)

• Response
data: new device color (type: String)
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• BroadcastResponse
Destination: global
event: editDeviceColor
device: ID of the device that performed the action
data: new device color (type: String)

getDeviceID: Get the ID of the current device.

• Request
event: getDeviceID (type: String)

• Response
data: ID of the current device (type: String)

reconnectDevice: Reconnect the current device using a previous existing device ID. Device
is marked has reconnected and it receives back the data.

• Request
event: reconnectDevice
data: device ID (type: String)

• Response
data: device object in JSON (type: JSON)

• BroadcastResponse
Destination: global
event: reconnectDevice (type: String)
device: ID of the device that performed the action (type: String)
data: ID of the reconnected device (type: String)

• BroadcastResponse
Destination: currentDevice at createData
event: reconnectDevice
device: ID of the device that performed the action
data: restored data (type: JSON)

createUser: Create a new user, the user is automatically selected by the current device.

• Request
event: createUser
deviceID: current device ID
data: new user name (type: String)

• Response
data: ID of the created user (type: String)

• BroadcastResponse
Destination: global
event: createUser
device: ID of the device that performed the action
data: created user (type: JSON)
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editUserName: Change the name of an existing user.

• Request
event: editUserName (type: String)
deviceID: current device ID
dataID: ID of the user to change (type: String)
data: new user name (type: String)

• BroadcastResponse
Destination: global
event: editUserName
device: ID of the device that performed the action
data: new user name (type: String)
user: ID of the user that has changed the name

removeUser: Remove the user from the system. User is deselected and removed from all
devices.

• Request
event: removeUser (type: String)
deviceID: current device ID
data: ID of the user to remove (type: String)

• Response
data: ID of the removed user (including the generated ID)

• BroadcastResponse
Destination: global
event: removeUser
device: ID of the device that performed the action
data: ID of the removed user (type: String)

selectUser: Select the user in the current device.

• Request
event: selectUser (type: String)
deviceID: ID of the device selecting the user
data: ID of the user to select (type: String)

• BroadcastResponse
Destination: global
event: selectUser
device: ID of the device that performed the action
data: ID of the selected user (type: String)
user: ID of the selected user

deselectUser: The user is unselected from the current device.

• Request
event: connectDevice (type: String)
deviceID: ID of the device unselecting the user
data: ID of the user to unselect (type: String)
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• BroadcastResponse
Destination: global
event: deselectUser
device: ID of the device that performed the action
data: ID of the unselected user
user: ID of the unselected user

createSession: Create a new empty session. The device that create the session is automatic-
ally joined.

• Request
event: createSession (type: String)
deviceID: ID of the device that performed the action
userID: ID of the user who does the action
data: the name of the session (type: String)

• Response
data: the ID of the created session (type: String)

• BroadcastResponse
Destination: global
event: createSession
device: ID of the device that performed the action
user: ID of the user who created the session
data: created session (type: JSON)

getAllUsers: Return the list of all users. A user consists in a ID (uuid) and the username.

• Request
event: getAllUsers (type: String)
device: ID of the device that performed the action

• Response
data: list containing the (type: Array of JSONs);

joinSession: Join a device into a session. The data of the session is then delivered to the
device.

• Request
event: joinSession (type: String)
deviceID: ID of the device that performed the action
data: session ID (type: String)

• BroadcastResponse
Destination: global
event: joinSession
device: ID of the device that performed the action
data: ID of the joined session

• BroadcastResponse
Destination: current device at create data
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event: joinSession
device: ID of the device that performed the action
data: session data (type: JSON)

leaveSession: Join a device into a session. The data of the session is then delivered to the
device.

• Request
event: joinSession (type: String)
deviceID: ID of the device that performed the action
data: session ID (type: String)

• BroadcastResponse
Destination: global
event: leaveSession
device: ID of the device that performed the action
data: ID of the session left

• BroadcastResponse
Destination: current device at delete data
event: leaveSession
device: ID of the device that performed the action
data: data IDs to be removed (type: Array of JSON)

removeSession: Delete the session from all the system. Devices leave the session and data
that is not shared is deleted.

• Request
event: removeSession
deviceID: ID of the device that performed the action
userID: ID of the user who does the action
data: ID of the session to be removed (type: String);

• BroadcastResponse
Destination: global
event: removeSession
device: ID of the device that performed the action
user: ID of the user who does the action
data: ID of the removed session

• BroadcastResponse
Destination: devices that are in the removed session at remove data
event: removeSession
device: ID of the device that performed the action
user: ID of the user who does the action
data: data IDs to be removed (type: Array of JSON)

editSessionName: Change the name of a session.
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• Request
event: editSessionName (type: String)
deviceID: ID of the device that performed the action
userID: ID of the user who does the action
dataID: ID of the session to edit
data: new session name (type: JSON array of string in a string)

• Response
data: ID of the edited session

• BroadcastResponse
Destination: global
event: editSessionName
device: ID of the device that performed the action
user: ID of the user who does the action
data: session object (type: JSON)

getAllSessions: Returns a list with all sessions object in the system.

• Request
event: getAllSessions (type: String)
device: ID of the device that performed the action

• Response
data: list of all sessions object (type: Array of JSON)

duplicateSession: Duplicate an entire sessions and create new instances of the data con-
tained.

• Request
event: duplicateSession
deviceID: ID of the device that performed the action
userID: ID of the user who does the action
dataID: ID of the session to duplicate
data: name of duplicated session (type: String)

• Response
data: ID of the created session (type: String)

• BroadcastResponse
Destination: global
event: duplicateSession
device: ID of the device that performed the action
user: ID of the user who does the action
data: device object in JSON (type: JSON)

• BroadcastResponse
Destination: current device at create data
event: duplicateSession
device: ID of the device that performed the action
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user: ID of the user who does the action
data: duplicated data (type: JSON)

forkSession: Create a new session with the same references of the source session.

• Request
event: forkSession
deviceID: ID of the device that performed the action
userID: ID of the user who does the action
dataID: ID of the session to fork
data: name of the created session session (type: String)

• Response
data: ID of the created session (type: String)

• BroadcastResponse
Destination: global
event: forkSession
device: ID of the device that performed the action
user: ID of the user who does the action
data: device object in JSON (type: JSON)

createData: Write inside a session any type of object. Data is saved inside the system and
sent to the device members of the session.

• Request
event: createData
deviceID: ID of the device that performed the action
userID: ID of the user who does the action
sessionID: list of the IDs of the sessions involved
data: data object (type: any)
debugData (optional): descriptor of the data

• Response
data: generated ID of the data (type: String)

• BroadcastResponse
Destination: members of the session(s) at create data
deviceID: ID of the device that performed the action
userID: ID of the user who does the action
sessionID: list of the IDs of the sessions involved
data: created data object (type: JSON)

editData: Edit an existing data object and send it to the device members of the session.

• Request
event: editData
deviceID: ID of the device that performed the action
userID: ID of the user who does the action
dataID: ID of the modi�ed data
data: data object (type: any)
debugData (optional): descriptor of the data
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• BroadcastResponse
Destination: members of the session(s) at edit data
deviceID: ID of the device that performed the action
userID: ID of the user who does the action
sessionID: session(s) in which data has been modi�ed
data: modi�ed data object (type: JSON)

deleteData: Remove a data object from the session.

• Request
event: deleteData
userID: ID of the user who does the action
deviceID: ID of the device that performed the action
data: ID of the data to remove

• BroadcastResponse
Destination: members of the session(s) at delete data
deviceID: ID of the device that performed the action
userID: ID of the user who does the action
sessionID: session(s) in which data has been modi�ed
data: ID of the deleted object (type: String)

addDataToSession: Add existing data to an existing session. Data must exist and session
must not already contain the data. Data is not copied, it creates a reference in another session.

• Request
event: addDataToSession
userID: ID of the user who does the action
deviceID: ID of the device that performed the action
dataID: ID of the data to add
sessionID: ID of the session involved (type: Array of String, Max length: 1)

• Response
data: data ID (type: String)

• BroadcastResponse
Destination: members of the session at create data
deviceID: ID of the device that performed the action
userID: ID of the user who does the action
sessionID: session in which data has been added
data: ID of the deleted object (type: String)

copyDataToSession: Copy existing data in an existing session. A new instance of data with
the same content is created.

• Request
event: copyDataToSession
userID: ID of the user who does the action
deviceID: ID of the device that performed the action
dataID: ID of the data to add
sessionID: ID of the session involved (type: Array of String, Max length: 1)
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• Response
data: ID of the created data

• BroadcastResponse
Destination: members of the session at create data
deviceID: ID of the device that performed the action
userID: ID of the user who does the action
sessionID: session in which data has been added
data: created data object (type: JSON)

getSessionData: Returns the whole data content of a session.

• Request
event: getSessionData (type: String)
deviceID: ID of the device that performed the action
data: ID of the session

• Response
data: array containing data objects (type: Array of JSON)

getDataLogs: Returns the logs of a data object. It contains all the executed manipulation.

• Request
event: connectDevice (type: String)
deviceID: ID of the device that performed the action
data: ID of the data;

• Response
data: array containing data objects (type: Array of JSON)

broadcastData: Broadcast to a user de�ned event a data object in a session.

• Request
event: any (type: String)
deviceID: ID of the device that performed the action
sessionID: ID of the sessions involved
data: any

• BroadcastResponse
event: any (type: String)
deviceID: ID of the device that performed the action
sessionID: ID of the sessions involved
data: any

getAllDevices: Returns a list containing all object devices.

• Request
event: getAllDevices
deviceID: ID of the device that performed the action

• Response
data: device object in JSON (type: Array of JSON)



70 A.2. API DESCRIPTION

enableDebugDevice: Enable this device to a debug mode mode, device is synchronized with
device debug time. All data is removed and debug data is loaded. While in this mode it is not
possible to use the other functions, except for disableDebugDevice, gotoLog, joinDebugSes-
sion and leaveDebugSession. The other device are no longer allowed to communicate with
the device.

• Request
event: enableDebugDevice
deviceID: ID of the device that enters the debug mode
sessionID: sessions of the debug mode

• Response
data: ID of the log (i.e.: current system time)

• BroadcastResponse
Destination: current device at delete data
event: enableDebugDevice
device: ID of the device that enters the debug mode
data: IDs of data to be removed (type: Array of JSON)

• BroadcastResponse
Destination: current device at create data
event: enableDebugDevice
device: ID of the device that enters the debug mode
data: data object at the current time (type: JSON)

disableDebugDevice: Disable the debug mode and the actual device data is restored. Other
devices can now communicate with the device.

• Request
event: disableDebugDevice
deviceID: ID of the device that exits the debug mode

• BroadcastResponse
Destination: current device at delete data
event: disableDebugDevice
device: ID of the device that exits the debug mode
data: IDs of data to be removed (type: Array of JSON)

• BroadcastResponse
Destination: current device at create data
event: disableDebugDevice
deviceID: ID of the device that exits the debug mode
data: data objects (type: JSON)

gotoLog: Move the current system time for the debug time to a different log.

• Request
event: gotoLog (type: String)
deviceID: ID of the device that performed the action
data: log ID
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• BroadcastResponse
Destination: all devices in debug mode
event: gotoLog
deviceID: ID of the device that performed the action
data: IDs of data to be removed (type: Array of JSON)

• BroadcastResponse
Destination: all devices in debug mode
event: gotoLog
deviceID: ID of the device that performed the action
data: data objects (type: JSON)

joinDebugSession: Join a session to inspect while in the debug mode. It returns all the data
of the session at the system time.

• Request
event: joinDebugSession (type: String)
deviceID: ID of the device that performed the action
data: session ID to join

• BroadcastResponse
Destination: current device at create data
event: joinDebugSession
deviceID: ID of the device that performed the action
data: data objects (type: JSON)

leaveDebugSession: Sends the initial information about the system, such as device name,
device type and device system. It creates a device in the system and propagate the information
to all devices.

• Request
event: connectDevice (type: String)
deviceID: ID of the device that performed the action
data: session ID to leave

• Response
data: device object (type: JSON)

• BroadcastResponse
data: device object in (type: JSON)

getAllLogs: Returns all the logs created in the system.

• Request
event: getAllLogs
deviceID: ID of the device that performed the action

• Response
data: Array of log objects (type: Array of JSON)
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