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Abstract
Improvements in main memory storage density are primarily driven by technology node scal-
ing, which causes DRAM cell size and cell-to-cell distance to reduce significantly. Unfortu-
nately, technology scaling negatively impacts the reliability of DRAM chips by exacerbating
DRAM read disturbance, i.e., accessing a row of DRAM cells can cause bitflips in data stored
in other physically nearby DRAM rows. DRAM read disturbance 1) can be reliably exploited
to break memory isolation, a fundamental principle of security and privacy in memory sub-
systems, and 2) existing defenses against DRAM read disturbance are either ineffective or
prohibitively expensive. Therefore, it is critical to mitigate DRAM read disturbance efficiently
to ensure robust (reliable, secure, and safe) execution in future DRAM-based systems. We de-
fine two research problems to address this challenge. First, protecting DRAM-based systems
becomes increasingly more expensive over generations as technology node scaling exacer-
bates the vulnerability of DRAM chips to DRAM read disturbance. Second, many previously
proposed DRAM read disturbance solutions are limited to systems that can obtain proprietary
DRAM circuit design information about the physical layout of DRAM rows.

This dissertation tackles these two problems in three sets of works. First, we build a detailed
understanding of DRAM read disturbance by rigorously characterizing the read disturbance
vulnerability of off-the-shelf modern DRAM chips under varying properties of 1) temperature,
2) memory access patterns, 3) spatial features of victim DRAM cells, and 4) voltage. Our novel
observations demystify the large impact of these four properties on DRAM read disturbance
and explain their implications on future DRAM read disturbance-based attacks and solutions.
Second, we propose newmemory controller-based mechanisms that mitigate read disturbance
bitflips efficiently and scalably by leveraging insights into DRAM chip internals and memory
controllers. Our mechanisms significantly reduce the performance overhead of maintenance
operations that mitigate DRAM read disturbance by leveraging 1) subarray-level parallelism
and 2) variation in read disturbance across DRAM rows in off-the-shelf DRAM chips. Third, we
propose a novel solution that does not require proprietary knowledge of DRAM chip internals
to mitigate DRAM read disturbance efficiently and scalably. Our solution selectively throttles
unsafe memory accesses that might cause read disturbance bitflips.

We demonstrate that it is possible to mitigate DRAM read disturbance efficiently and scal-
ably with worsening DRAM read disturbance vulnerability over generations by 1) building a
detailed understanding of DRAM read disturbance, 2) leveraging insights intoDRAMchips and
memory controllers, and 3) devising novel solutions that do not require proprietary knowledge
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of DRAM chip internals. We believe our experimental results and architecture-level solutions
will enable and inspire future works targeting better reliability, performance, fairness, and
energy efficiency in DRAM-based systems while DRAM-based memory systems continue to
scale to higher density and become more vulnerable to read disturbance. We hope and ex-
pect that future works will explore avenues on how to leverage the insights and solutions we
provide in this dissertation to enable such advancements in DRAM-based systems.
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Zusammenfassung

Verbesserungen in der Hauptspeicher-Speicherdichte werden hauptsächlich durch die
Skalierung der Technologieknoten vorangetrieben, was dazu führt, dass die DRAM-Zellgröße
und der Abstand zwischen den Zellen erheblich reduziert werden. Leider beeinträchtigt die
Technologieskalierung die Zuverlässigkeit von DRAM-Chips negativ, indem sie die DRAM-
Lesestörung verschärft, d.h. das Zugreifen auf eine Reihe von DRAM-Zellen kann Bitflips in
Daten verursachen, die in anderen physisch nahegelegenen DRAM-Reihen gespeichert sind.
DRAM-Lesestörungen können 1) zuverlässig ausgenutzt werden, um die Speicherisolation zu
durchbrechen, ein fundamentales Prinzip der Sicherheit und Privatsphäre in Speichersubsys-
temen, und 2) bestehende Abwehrmaßnahmen gegen DRAM-Lesestörungen sind entweder
ineffektiv oder prohibitively teuer. Daher ist es entscheidend, DRAM-Lesestörungen effizient
zu mindern, um eine robuste (zuverlässige, sichere und sichere) Ausführung in zukünftigen
DRAM-basierten Systemen zu gewährleisten. Wir definieren zwei Forschungsprobleme, um
diese Herausforderung anzugehen. Erstens wird der Schutz von DRAM-basierten Systemen
im Laufe der Generationen zunehmend teurer, da die Skalierung der Technologieknoten die
Anfälligkeit von DRAM-Chips für DRAM-Lesestörungen verschärft. Zweitens sind viele der
bisher vorgeschlagenen Lösungen für DRAM-Lesestörungen auf Systeme beschränkt, die pro-
prietäre Informationen über das physische Layout der DRAM-Reihen erhalten können.

Diese Dissertation befasst sich mit diesen beiden Problemen in drei Arbeiten. Erstens
entwickeln wir ein detailliertes Verständnis von DRAM-Lesestörungen, indem wir die An-
fälligkeit handelsüblicher moderner DRAM-Chips für Lesestörungen unter verschiedenen
Eigenschaften rigoros charakterisieren: 1) Temperatur, 2) Speicherzugriffsmuster, 3) räum-
liche Merkmale der Opfer-DRAM-Zellen und 4) Spannung. Unsere neuartigen Beobachtun-
gen entmystifizieren den großen Einfluss dieser vier Eigenschaften auf DRAM-Lesestörungen
und erklären ihre Auswirkungen auf zukünftige DRAM-Lesestörungs-basierte Angriffe und
Lösungen. Zweitens schlagen wir neue speichercontroller-basierte Mechanismen vor, die
Lesestörungs-Bitflips effizient und skalierbar mindern, indem sie Erkenntnisse über die inter-
nen Strukturen von DRAM-Chips und Speichercontrollern nutzen. Unsere Mechanismen re-
duzieren die Leistungsüberhänge von Wartungsoperationen, die DRAM-Lesestörungen min-
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dern, erheblich, indem sie 1) Subarray-Level-Parallelismus und 2) Variation in der Lesestörung
über DRAM-Reihen in handelsüblichen DRAM-Chips nutzen. Drittens schlagen wir eine
neuartige Lösung vor, die kein proprietäres Wissen über die internen Strukturen von DRAM-
Chips erfordert, umDRAM-Lesestörungen effizient und skalierbar zumindern. Unsere Lösung
drosselt selektiv unsichere Speicherzugriffe, die Lesestörungs-Bitflips verursachen könnten.

Wir demonstrieren, dass es möglich ist, DRAM-Lesestörungen effizient und skalierbar
zu mindern, trotz der zunehmenden Anfälligkeit für DRAM-Lesestörungen über Generatio-
nen hinweg, indem wir 1) ein detailliertes Verständnis von DRAM-Lesestörungen entwick-
eln und Erkenntnisse über DRAM-Chips und Speichercontroller nutzen und 2) neuartige Lö-
sungen entwickeln, die kein proprietäres Wissen über die internen Strukturen von DRAM-
Chips erfordern.Wir glauben, dass unsere experimentellen Ergebnisse und Architektur-Level-
Lösungen zukünftige Arbeiten ermöglichen und inspirieren werden, die auf bessere Zuver-
lässigkeit, Leistung, Fairness und Energieeffizienz in DRAM-basierten Systemen abzielen,
während DRAM-basierte Speichersysteme weiterhin zu höherer Dichte skalieren und anfäl-
liger für Lesestörungen werden. Wir hoffen und erwarten, dass zukünftige Arbeiten erkun-
den werden, wie die Erkenntnisse und Lösungen, die wir in dieser Dissertation bereitstellen,
genutzt werden können, um Fortschritte in DRAM-basierten Systemen zu ermöglichen.
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Chapter 1

Introduction

Dynamic random access memory (DRAM), �rst introduced in the late 1960s [14�17], has

served as the de-facto standard main memory technology across a broad range of comput-

ing systems for decades. This is primarily due to its unique design point in the trade-o� space

of capacity, access latency, and cost-per-bit (e.g., DRAM's cost-per-bit is greatly lower than

SRAM, which is used for on-chip caches, and DRAM has a much lower access latency com-

pared to NAND Flash [18�22], which is used for solid-state drive storage).

With the advancements in manufacturing technology, DRAM chip manufacturers con-

tinue to reduce cost-per-bit across DRAM generations by shrinking DRAM cells and cell-to-

cell distances [23�30]. As an artifact of increased density, modern DRAM chips are suscep-

tible to a widespread phenomenon, calledDRAM read disturbance: accessing (reading) a row

of DRAM cells (i.e., a DRAM row) degrades the data integrity of other physically close but

unaccessedDRAM rows [9, 13, 27, 28, 30�93]. Many prior works [9, 27, 28, 31, 33�47, 49�55,

57, 58, 60, 61, 64, 68�72, 74�82, 84, 85, 88, 90�109] exploit DRAM read disturbance to reliably

break a fundamental building block of system robustness, i.e.,memory isolationacross di�er-

ent locations where data is shared: accessing a memory address shouldnot have unintended

side-e�ects on data stored on other addresses [110].RowHammer[9] and RowPress[111]

are two prime examples of the DRAM read disturbance phenomenon where a DRAM row

(i.e., victim row) can experience bit�ips when a nearby DRAM row (i.e., aggressor row) is

1) repeatedly opened (i.e., hammered) or 2) kept open for a long period (i.e., pressed), re-

spectively. Many prior works demonstrate attacks on a wide range of systems that exploit

DRAM read disturbance to escalate privilege, leak private data, and manipulate critical appli-

cations [9, 27, 28, 31, 33�47, 49�55, 57, 58, 60, 61, 64, 68�72, 74�82, 84, 85, 88, 90�109]. Therefore,

it is critical to mitigate DRAM read disturbance to ensure robust operation of DRAM-based

systems in terms of reliability, security, and safety.

1
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1.1 Problem Definition

In this dissertation, we tackle two major problems that critically a�ect DRAM-based comput-

ing systems.

First, protecting DRAM-based systems becomes increasingly more expensive over genera-

tions as technology node scaling exacerbates the vulnerability of DRAM chips to DRAM read

disturbance. Prior works [9,13,27,28,30,42,47,111,112] experimentally demonstrate that DRAM

chips from newer generations, including chips that are marketed as RowHammer-safe [47,51],

are signi�cantly more susceptible to read disturbance. For example, chips manufactured in

2018-2020 can experience bit�ips as a result of the RowHammer e�ect (i.e., RowHammer bit-

�ips) at an order of magnitude fewer hammers than chips manufactured in 2012-2013 [13]. As

read disturbance in DRAM chips worsens, ensuring robust (i.e., reliable, secure, and safe) op-

eration becomes more expensive in terms of performance overhead, energy consumption, and

hardware complexity [13,27,28,30,51,112,113]. This is because exacerbated DRAM read distur-

bance leads to bit�ips at fewer hammers, and preventing these bit�ips requires state-of-the-art

DRAM read disturbance solutions to act more aggressively. As these solutions become more

aggressive, they consume a larger 1) hardware area to detect aggressor rows, which increases

hardware cost, and/or 2) memory bandwidth and energy to perform necessary maintenance

operations to prevent bit�ips (i.e., preventive actions) more often, e.g., refreshing potential

victim rows more frequently, which increases performance and energy overheads of DRAM

read disturbance solutions.

Second, many previously proposed DRAM read disturbance solutions [8,9,47,51,113�145]

are limited to systems that can obtain proprietary DRAM circuit design information about

the physical layout of DRAM rows. These solutions must identifyall potential victim rows

based on the aggressor row's address. However, DRAM communication protocols [146�159]

obfuscate the physical layout of DRAM rows by allowing DRAM chips to internally trans-

late memory-controller-visible row addresses to physical row addresses, and DRAM manu-

facturers classify this information highly proprietary [9, 33, 42, 76, 160�172]. As a result, read

disturbance solutions are limited to systems that can 1) obtain proprietary DRAM circuit de-

sign information on in-DRAM row address mapping or 2) modify the internals of and/or the

interfaces to DRAM chips.
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1.2 Our Goal

Our goal is twofold: 1) build a detailed understanding of DRAM read disturbance, and 2) miti-

gate DRAM read disturbance e�ciently and scalably without requiring proprietary knowledge

of DRAM chip internals by leveraging our detailed understanding.

1.3 Thesis Statement

The following thesis statement encompasses our approach:

We can mitigate DRAM read disturbance e�ciently and scalably by 1) building a detailed

understanding of DRAM read disturbance, 2) leveraging insights into modern DRAM chips

and memory controllers, and 3) devising novel solutions that do not require proprietary

knowledge of DRAM chip internals.

1.4 Our Approach

We build a detailed understanding of DRAM read disturbance by testing real o�-the-shelf

DRAM chips under various environmental conditions and testing parameters. By leveraging

the insights we obtained via these real chip experiments, we develop new architecture-level

methods that advance the state-of-the-art in DRAM read disturbance mitigation.

1.4.1 Building a Detailed Understanding of DRAM Read Disturbance

We present an experimental characterization using 272 real o�-the-shelf DRAM chips that im-

plement various chip densities and die revisions from four major DRAM manufacturers. Our

characterization study demonstrates how the RowHammer e�ects vary with four fundamen-

tal properties: 1) DRAM chip temperature, 2) memory access pattern, 3) victim DRAM cell's

physical location, and 4) voltage. We highlight that a RowHammer bit�ip is more likely to oc-

cur 1) in a bounded temperature range, speci�c to each DRAM cell (e.g., 5.4% of the vulnerable

DRAM cells exhibit errors in a range from70� C to 90� C), 2) if the aggressor row is active

for longer time (e.g., RowHammer vulnerability increases by 36% if an aggressor row stays

active for 15 column accesses when it is activated), 3) in certain physical regions of the DRAM

module under attack (e.g., 5% of the rows are2� more vulnerable than the remaining 95% of

the rows), and 4) when the aggressor row is activated by using a higher voltage (e.g., lower-

ing voltage decreases the RowHammer bit error rate by up to 66.9% with an average of 15.2%

across all tested chips without signi�cantly a�ecting reliable DRAM operation). Our study

has important practical implications on future RowHammer attacks and defenses, which we
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describe and analyze. Our observations and analyses on DRAM read disturbance's sensitivity

to temperature, memory access patterns, and victim cell's physical location are published at

MICRO 2021 [63] and wordline voltage's e�ect on DRAM reliability and read disturbance at

DSN 2022 [86].1 Our �ndings on temperature's and memory access patterns' e�ects on DRAM

read disturbance already led to the �rst practical attack that can spy on DRAM temperature,

SpyHammer [64], and the discovery of a new read disturbance phenomenon, RowPress [111],

respectively. SpyHammer [64] exploits RowHammer's temperature sensitivity and wields a

DRAM cell's vulnerable temperature range as a measurement tool to measure a DRAM chip's

temperature. RowPress [111] is a new DRAM read disturbance phenomenon where keeping a

DRAM row open for a long time induces bit�ips in physically adjacent rows. RowPress [111]

can induce bit�ips on real systems by forcing the memory controller to keep a DRAM row

open by accessing di�erent columns in the row at signi�cantly lower hammer counts than

RowHammer attacks (even with one row activation in extreme cases).

1.4.2 Leveraging Insights into Modern DRAM Chips and Memory

Controllers

Spatial Variation-Aware Read Disturbance Solutions

We tackle the challenge of scalability with worsening DRAM read disturbance that existing

DRAM read disturbance solutions face. To this end, our goal is to reduce their performance

overheads by leveraging the spatial variation in read disturbance across di�erent memory loca-

tions in real DRAM chips. To do so, we 1) present the �rst rigorous real DRAM chip character-

ization study of spatial variation of read disturbance and 2) propose Svärd, a new mechanism

that dynamically adapts the existing solutions to behave more or less aggressively based on

the read disturbance vulnerability of a potential victim row. Our experimental characterization

on 144 real DDR4 DRAM chips representing 11 chip densities and die revisions demonstrates

a large variation in DRAM read disturbance vulnerability across di�erent memory locations.

For example, compared to the part of the memory with the least read disturbance vulnera-

bility, the most vulnerable part experiences 1) up to2� the number of bit�ips and 2) bit�ips

at an order of magnitude fewer accesses. We showcase that Svärd leverages this variation to

reduce the overheads of �ve state-of-the-art read disturbance solutions, and thus signi�cantly

increases system performance (by1”23� , 2”65� , 1”03� , 1”57� , and2”76� , for AQUA [6], Block-

Hammer [7], Hydra [8], PARA [9], and RRS [10], respectively, on average across 120 mul-

1The author of this thesis is one of the two co-�rst authors with equal contribution in the MICRO 2021
paper [63] and the sole �rst author of the DSN 2022 paper [86].
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tiprogrammed memory-intensive workloads). Our observations and mechanism design are

published at HPCA 2024 [173].2

Leveraging Subarray-Level Parallelism in O�-the-Shelf DRAM Chips

As DRAM chip density increases with technology node scaling, DRAM refresh operations are

performed more frequently because: 1) the number of DRAM rows in a chip increases; and

2) DRAM cells need additional refresh operations to mitigate bit failures caused by DRAM

read disturbance. Thus, it is critical to enable refresh operations at low performance overhead.

To this end, we �rst propose a new operation, hidden row activation (HiRA), that refreshes a

DRAM row concurrently with refreshing or accessing another row in the same DRAM bank

in o�-the-shelf DRAM chips by violating two timing constraints. HiRA HiRA does so by lever-

aging the subarray-level parallelism withnomodi�cations to o�-the-shelf DRAM chips unlike

prior works [174�179]. To do so, it leverages the new observation that two rows in the same

DRAM bank can be activated without data loss if the rows are connected to di�erent charge

restoration circuitry. We experimentally demonstrate on 56 real o�-the-shelf DRAM chips that

HiRA can reliably parallelize a DRAM row's refresh operation with refresh or access of any of

the 32% of the rows within the same bank. By doing so, HiRA reduces the time spent for refresh

operations by51”4 %. Second, we propose a memory controller-based mechanism, HiRA mem-

ory controller (HiRA-MC), that schedules and performs HiRA operations. HiRA-MC modi�es

the memory request scheduler (in the memory controller) to perform HiRA when a refresh op-

eration can be performed concurrently with a memory access or another refresh. Our system-

level evaluations show that, compared to the baseline that doesnot leverage subarray-level

parallelism, HiRA-MC increases system performance by12”6 %and 3”73� as it reduces the

performance degradation due to periodic refreshes and refreshes for DRAM read disturbance

mitigation (i.e., preventive refreshes), respectively, for future DRAM chips with increased den-

sity and DRAM read disturbance vulnerability. Our observations and mechanism design are

published at MICRO 2022 [139].3

1.4.3 Preventing RowHammer Bitflips without Proprietary Knowl-

edge of DRAM Chip Internals

We tackle two challenges that DRAM read disturbance solutions face: scalability with wors-

ening DRAM read disturbance vulnerability and compatibility with o�-the-shelf DRAM chips

without the proprietary knowledge of DRAM rows' physical layout. We show that it is pos-

2The author of this thesis is the �rst author of the HPCA 2024 paper [173].
3The author of this thesis is the �rst author of the MICRO 2022 paper [139].
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sible to e�ciently and scalably prevent RowHammer bit�ips without knowledge of or mod-

i�cation to DRAM internals. To this end, we introduce BlockHammer, a low-cost, e�ective,

and easy-to-adopt RowHammer mitigation mechanism that prevents all RowHammer bit�ips

while overcoming the two key challenges. BlockHammer selectively throttles memory ac-

cesses that could otherwise potentially cause RowHammer bit�ips. The key idea of BlockHam-

mer is to 1) track row activation rates using area-e�cient Bloom �lters, and 2) use the tracking

data to ensure that no row is ever activated rapidly enough to induce RowHammer bit�ips. By

guaranteeing that no DRAM row ever experiences an activation rate that can cause RowHam-

mer bit�ips (i.e., RowHammer-unsafe activation rate), BlockHammer 1) makes it impossible

for a RowHammer bit�ip to occur and 2) greatly reduces a RowHammer attack's impact on

the performance of other concurrently running threads that wouldnot cause RowHammer

bit�ips (i.e., benign applications). BlockHammer introduces a new metric called RowHam-

mer likelihood index (RHLI), which enables the memory controller (and optionally the system

software) to distinguish a thread performing a RowHammer attack from a benign thread. Our

evaluations across a comprehensive range of 280 workloads show that, compared to the best

of six state-of-the-art RowHammer mitigation mechanisms (all of which require knowledge

of or modi�cation to DRAM internals), BlockHammer provides 1) competitive performance

and energy when the system is not under a RowHammer attack and 2) signi�cantly better

performance and energy when the system is under a RowHammer attack. We open-source

BlockHammer [180] and also implement as part of Ramulator 2.0, a cycle-level memory sim-

ulator [181,182]. BlockHammer is published at HPCA 2021 [7].4

1.5 Contributions

This dissertation makes the following contributions:

1. We build a detailed understanding of how RowHammer vulnerability changes with four

fundamental properties: 1) DRAM chip temperature, 2) memory access pattern, 3) victim

DRAM cell's physical location, and 4) voltage. To our knowledge, our study, encompass-

ing detailed experimental characterization and statistical analyses [63, 86, 173], is the

�rst to rigorously study DRAM read disturbance under these four properties. In doing

so, we 1) test over hundreds of real DRAM chips, 2) introduce new statistical analyses

to explain how DRAM read disturbance changes with these four properties, and 3) the

implications of our �ndings on future DRAM read disturbance attacks and defenses.

4The author of this thesis is the �rst author of the HPCA 2021 paper [7].
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(a) We present the �rst rigorous experimental study that examines temperature's ef-

fects on RowHammer bit�ips in modern DRAM chips. Our results demonstrate that

a DRAM cell experiences bit�ips in a speci�c and bounded range of temperature,

and the RowHammer vulnerability tends to worsen as temperature increases.

(b) We experimentally demonstrate how DRAM read disturbance changes with the ac-

tive time of the aggressor rows. Our results show that as the aggressor row remains

activated longer (e.g., by 5� ), 1) more DRAM cells (6.9� on average) experience

RowHammer bit�ips at a given hammer count and 2) a DRAM row experiences

RowHammer bit�ips at a smaller hammer count (by 36% on average), compared to

the memory access pattern where the aggressor row is opened and closed as fre-

quently as possible. This �nding has ignited a thorough examination by researchers

to investigate its underlying causes, ultimately leading to the revelation of a new

DRAM read disturbance phenomenon, denoted asRowPress[111].

(c) We investigate the variation of DRAM read disturbance vulnerability across rows

in a DRAM module and show a signi�cant and irregular variation in DRAM read

disturbance vulnerability across rows: in the part of memory with the worst read

disturbance vulnerability, 1) up to2� the number of bit�ips can occur and 2) bit-

�ips can occur at an order of magnitude fewer accesses, compared to the memory

locations with the least vulnerability to read disturbance.

(d) We present the �rst experimental study of voltage's e�ect on DRAM read distur-

bance, access latency, charge restoration, and data retention time. Our experiments

on real DRAM chips show that when a DRAM module is operated at a reduced

wordline voltage (+%%), 1) an attacker8) needs to hammer a row in the module more

times (by 7.4%/85.8%) to induce a bit�ip, and88) can cause fewer (15.2%/66.9%) read

disturbance bit�ips in the module (on average / at maximum across all tested mod-

ules); and 2) DRAM access latency, charge restoration process, and data retention

time are slightly worsened, but8) most (208 out of 272) DRAM chips still reliably

operate, but the erroneous chips reliably operate using increased row activation

latency, simple error correcting codes, or doubling the refresh rateonly for 16”4 %

of the rows.

(e) Based on our new observations on DRAM read disturbance's sensitivities to tem-

perature, aggressor row's active time, and a victim DRAM cell's physical location

in the DRAM chip, we describe and analyze three future RowHammer attack and

six future RowHammer defense improvements.
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2. We leverage our insights into modern DRAM chips and controllers in two aspects.

(a) We leverage the spatial variation of DRAM read disturbance across DRAM rows to

reduce the performance overheads of existing DRAM read disturbance solutions.

i. We proposeSvärd[173], a new mechanism that dynamically adapts the ag-

gressiveness of an existing read disturbance solution to the vulnerability level

of the potential victim row.

ii. We showcase Svärd's integration with �ve di�erent state-of-the-art read dis-

turbance solutions. Our results show that Svärd reduces the performance over-

head of these �ve state-of-the-art solutions, leading to large system perfor-

mance bene�ts.

(b) We leverage the subarray-level parallelism in o�-the-shelf DRAM chips. We ex-

perimentally demonstrate that 1) real o�-the-shelf DRAM chips can refresh a

DRAM row concurrently with refreshing or activating another row within the

same DRAM bank using subarray-level parallelism [174�179] and 2) doing so is

bene�cial to reduce the performance overhead of bothperiodicrefresh operations

(required for reliable DRAM operation) andpreventiverefresh operations (required

for preventing DRAM read disturbance bit�ips).

i. We show that parallelizing a refresh operation with other refresh or access

operations within a bank is possible in o�-the-shelf DRAM chips by issuing

a carefully-engineered sequence of row activation and precharge commands,

which we callHiRA[139].

ii. We experimentally demonstrate on 56 real DDR4 DRAM chips that HiRA 1) re-

duces the latency of refreshing two rows back-to-back by51”4 %, and 2) reliably

parallelizes a DRAM row's refresh operation with refresh or activation of any

of the 32% of the rows in the same bank.

iii. We design a memory controller-based mechanism called HiRA-MC to perform

HiRA operations. We show that HiRA-MC signi�cantly improves system per-

formance by12”6 %and3”73� as it reduces the performance degradation due

to periodic refreshes and preventive refreshes, respectively.

3. We show that it is possible to prevent DRAM read disturbance bit�ips e�ciently and

scalably withnoknowledge of or modi�cations to DRAM chips.

(a) We introduce the �rst mechanism that e�ciently and scalably prevents RowHam-

mer bit�ips without the knowledge of or modi�cations to DRAM internals. Our
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mechanism, BlockHammer [7], provides competitive performance and energy with

existing RowHammer mitigation mechanisms when the system isnot under a

RowHammer attack, andsigni�cantly better performance and energy than existing

mechanisms when the systemis under a RowHammer attack.

(b) We show that we can greatly reduce the performance degradation and energy

wastage a RowHammer attack in�icts on other concurrently running threads that

would not cause read disturbance bit�ips by accurately identifying the RowHam-

mer attack thread and reducing its memory bandwidth usage. We introduce a new

metric called theRowHammer likelihood index, which enables the memory con-

troller to distinguish a RowHammer attack from a benign thread.

(c) We enable proactive throttling of memory accesses as a practical DRAM read dis-

turbance solution. To do so, we employ a variant of counting Bloom �lters that

1) avoids the area and energy overheads of per-DRAM-row counters used by prior

proactive throttling mechanisms, and 2) never fails to detect a RowHammer attack.

1.6 Outline

This dissertation is organized into nine chapters.

Chapter 2 gives relevant background information about DRAM organization, operation,

timing constraints, DRAM read disturbance phenomenon, DRAM read disturbance mitiga-

tions, and in-DRAM row address mapping.

Chapter 3 provides an overview of the related prior work.

Chapters 4 and 5 build a detailed understanding of RowHammer vulnerability. Chapter 4

presents 1) our experimental study of DRAM read disturbance in real DRAM chips under vary-

ing temperatures, memory access patterns, and victim cell locations and 2) the implications

of our �ndings on future RowHammer attacks and defenses [63]. Chapter 5 presents our ex-

perimental characterization study on the e�ect of voltage scaling on DRAM read disturbance,

access latency, charge restoration, and data retention time [86].

Chapters 6 and 7 shows that it is possible to enable e�cient and scalable read disturbance

mitigation by leveraging two insights into modern DRAM chips and memory controllers: the

spatial variation of DRAM read disturbance across DRAM rows (Chapter 6) and subarray-level

parallelism in o�-the-shelf DRAM chips (Chapter 7). Chapter 6 presents a more detailed inves-

tigation of the spatial variation in DRAM read disturbance across DRAM rows and introduces

spatial variation aware read disturbance solutions (Svärd), a new mechanism that leverages

the spatial variation in read disturbance vulnerability across DRAM rows to reduce the per-
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formance overhead of existing DRAM read disturbance solutions [173]. Chapter 7 introduces

1) HiRA, a new DRAM operation that enables leveraging subarray-level parallelism to reduce

the performance overhead of periodic and read disturbance preventive refresh operations, and

2) HiRA-MC, a memory controller-based mechanism that dynamically schedules HiRA oper-

ations from within the memory controller [139].

Chapter 8 shows that it is possible to prevent DRAM read disturbance bit�ips e�ciently

and scalably withnoproprietary knowledge of or modi�cations to DRAM chips. To this end,

Chapter 8 introduces BlockHammer, a new DRAM read disturbance mitigation mechanism

that selectively throttles unsafe memory accesses that might otherwise have led to read dis-

turbance bit�ips [7].

Chapter 9 provides a summary of this dissertation as well as future research directions and

concluding remarks.



Chapter 2

Background

This chapter provides an overview of the background material necessary to understand

our discussions, analyses, and contributions. Ÿ2.1 reviews DRAM organization. Ÿ2.2 explains

DRAM operation and timing constraints. Ÿ2.3 provides background material about DRAM read

disturbance. Ÿ2.4 brie�y summarizes the existing DRAM read disturbance solutions and two

outstanding key challenges for those solutions. Ÿ2.6 provides a brief background on the DRAM

voltage control and its relevance to both DRAM operation and read disturbance.

2.1 DRAM Organization

Fig. 2.1 shows the organization of DRAM-based memory systems. A memory channel con-

nects the processor (CPU) to a set of DRAM chips, calledDRAM rank. Chips in a DRAM rank

operate in lock-step. Each chip has multiple DRAM banks, each consisting of multiple DRAM

cell arrays (calledsubarrays) and their local I/O circuitry. Within a subarray, DRAM cells are

organized as a two-dimensional array of DRAM rows and columns. A DRAM cell stores one

bit of data in the form of electrical charge in a capacitor, which can be accessed through an

access transistor. A wire called wordline drives the gate of all DRAM cells' access transistors

in a DRAM row. A wire calledbitline connects all DRAM cells in a DRAM column to a com-

mon di�erential sense ampli�er. Therefore, when a wordline is asserted, each DRAM cell in

the DRAM row is connected to its corresponding sense ampli�er. The set of sense ampli�ers

in a subarray is calledthe row bu�er, where the data of an activated DRAM row is bu�ered to

serve a column access.

11
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Figure 2.1: DRAM organization.

2.2 DRAM Operation and Timing Constraints

The memory controller serves memory access requests by issuing DRAM commands, e.g., row

activation (��) ), bank precharge (%'� ), data read ('� ), data write (, ' ), and refresh ('�� )

while respecting certain timing parameters to guarantee correct operation [146�159]. To read

or write data, the memory controller �rst needs to activate the corresponding row. To do

so, it issues an��) command alongside the bank address and row address corresponding to

the memory request's address. When a row is activated, its data is copied to and temporarily

stored at the row bu�er. The latency from the start of a row activation until the data is reliably

readable/writable in the row bu�er is called therow activation latency (C'�� ). During the row

activation process, a DRAM cell loses its charge, and thus, its initial charge needs to be restored

(via a process calledcharge restoration). The latency from the start of a row activation until the

completion of the DRAM cell's charge restoration is calledthe minimum time that a row should

stay open after being activated (C'�( ). The memory controller can read/write data from/to the

row bu�er using '� /, ' commands. The changes are propagated to the DRAM cells in the

open row. Subsequent accesses to the same row can be served quickly from the row bu�er

(i.e., called arow hit) without issuing another��) to the same row. The latency of performing

a read/write operation is called column access latency (C�! )/column write latency (C�, ! ). To

access another row in an already activated DRAM bank, the memory controller must issue a

%'� command to close the opened row and prepare the bank for a new activation. When the

%'� command is issued, the DRAM chip de-asserts the active row's wordline and precharges

the bitlines. The relevant timing parameter is theprecharge latency (C'%).

A DRAM cell is inherently leaky and thus loses its stored electrical charge over time. To

maintain data integrity, a DRAM cell is periodically refreshed with a time interval called the

refresh window (C'��, ), which is typically64 ms(32 ms) at normal operating temperature up

to 85� C (above85� C up to 95� C) [146�159]. To timely refresh all cells, the memory controller

periodically issues a refresh ('�� ) command with an interval called therefresh interval (C'�� � ),

typically 7”8µs (3”9µs) at normal (extended) operating temperature range [146�159]. When
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a rank-/bank-level refresh command is issued, the DRAM chip internally refreshes several

DRAM rows, during which the whole rank/bank is busy for a time window, called therefresh

latency (C'�� ).

2.3 DRAM Read Disturbance

Read disturbance is the phenomenon that reading data from a memory or storage device causes

physical disturbance (e.g., voltage deviation, electron injection, electron trapping) on another

piece of data that isnotaccessed but physically located nearby the accessed data. Two prime ex-

amples of read disturbance in modern DRAM chips are RowHammer [9], and RowPress [111],

where repeatedly accessing (hammering) or keeping active (pressing) a DRAM row induces

bit�ips in physically nearby DRAM rows, respectively. In RowHammer and RowPress termi-

nology, the row that is hammered or pressed is called theaggressorrow, and the row that

experiences bit�ips is called thevictim row. For read disturbance bit�ips to occur, 1) an ag-

gressor row needs to be activated more than a certain threshold value, de�ned as the mini-

mum hammer count value at which the �rst bit error is observed (HC�rst ) [13] and/or 2) the

time that an aggressor row stays active, i.e., aggressor row's on-time (C�66$= ) [111] need to be

large-enough [4,9,13,27,28,30,63,67,83,86,87,89,111,112,183�192]. To avoid read disturbance

bit�ips, systems take preventive actions, e.g., they refresh victim rows [8,9,47,51,113�145], se-

lectively throttle accesses to aggressor rows [7,193], and physically isolate potential aggressor

and victim rows [6,10,37,82,133,194�196,196�199]. These solutions aim to perform preventive

actions before the cumulative e�ect of an aggressor row'sactivation countandon timecauses

read disturbance bit�ips.

2.4 DRAM Read Disturbance Mitigation

Given the severity of DRAM read disturbance, various mitigation methods have been pro-

posed, which we classify into four high-level approaches:8) increased refresh rate, which re-

freshesall rows more frequently to reduce the probability of a successful bit�ip [9, 129];

88) physical isolation, which physically separates sensitive data from any potential attacker's

memory space (e.g., by adding bu�er rows between sensitive data regions and other data) [6,

10, 37, 82, 133, 194�196, 196�199];888) reactive refresh, which observes row activations and re-

freshes the potential victim rows as a reaction to rapid row activations [8, 9, 47, 51, 113�145];

and8E) proactive throttling, which limits row activation rates [7,193] to RowHammer-safe lev-

els. Unfortunately, each of these four approaches faces at least one of two major challenges

towards e�ectively mitigating RowHammer.
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Challenge 1: E�cient Scaling as RowHammer Worsens. As DRAM chips become more

vulnerable to RowHammer (i.e., RowHammer bit�ips can occur at signi�cantly lower row ac-

tivation counts than before), mitigation mechanisms need to act more aggressively. Ascalable

mechanism should exhibit acceptable performance, energy, and area overheads as its design

is recon�gured for more vulnerable DRAM chips. Unfortunately, as chips become more vul-

nerable to RowHammer, most state-of-the-art mechanisms of all four approaches either can-

not easily adapt because they are based on �xed design points, or their performance, energy,

and/or area overheads become increasingly signi�cant.8) Increasing the refresh rate further in

order to prevent all RowHammer bit�ips is prohibitively expensive, even for existing DRAM

chips [13], due to the large number of rows that must be refreshed within a refresh window.

88) Physical isolation mechanisms must provide greater isolation (i.e., increase the physical

distance) between sensitive data and a potential attacker's memory space as DRAM chips be-

come denser and more vulnerable to RowHammer. This is because denser chip designs bring

circuit elements closer together, which increases the number of rows across which the ham-

mering of an aggressor row can induce RowHammer bit�ips [9,13,27,57,87,200,201]. Providing

greater isolation (e.g., increasing the number of bu�er rows between sensitive data and an at-

tacker's memory space) both wastes increasing amounts of memory capacity and reduces the

fraction of physical memory that can be protected from RowHammer attacks.888) Reactive re-

fresh mechanisms need to increase the rate at which they refresh potential victim rows. Prior

work [13] shows that state-of-the-art reactive refresh RowHammer mitigation mechanisms

lead to prohibitively large performance overheads with increasing RowHammer vulnerability.

8E) Previously proposed proactive throttling approaches must throttle activations at a more

aggressive rate to counteract the increased RowHammer vulnerability. This requires either

throttling benign applications' row activations or tracking per-row activation rates for the en-

tire refresh window, incurring prohibitively-expensive performance or area overheads even

for existing DRAM chips [9,112].

Challenge 2: Compatibility with Commodity DRAM Chips. Both physical isolation (88)

and reactive refresh (888) mechanisms require the ability to either 1) identifyall potential vic-

tim rowsthat can be a�ected by hammering a given row or 2) modify the DRAM chip such

that either the potential victim rows are internally isolated within the DRAM chip or the

RowHammer mitigation mechanism can accurately issue reactive refreshes to all potential

victim rows. Identifying all potential victim rows requires knowing the mapping schemes

that the DRAM chip uses to internally translate memory-controller-visible row addresses to

physical row addresses. Unfortunately, DRAM vendors consider their in-DRAM row address

mapping schemes to be highlyproprietaryand do not reveal any details in publicly-available

documentation, as these details contain insights into the chip design and manufacturing qual-
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ity [9, 33, 42, 76, 160�172] (discussed in Section 2.5). As a result, both physical isolation and

reactive refresh are limited to systems that can 1) obtain such proprietary information on in-

DRAM row address mapping or 2) modify DRAM chips internally.

2.5 In-DRAM Row Address Mapping

DRAM vendors often use DRAM-internal mapping schemes to internally translate memory-

controller-visible row addresses to physical row addresses [9, 33, 42, 76, 160�172] for two rea-

sons: (1) to optimize their chip design for density, performance, and power constraints; and

(2) to improve factory yield by mapping the addresses of faulty rows to more reliable spare

rows (i.e., post-manufacturing row repair). Therefore, row mapping schemes can vary with

(1) chip design variation across di�erent vendors, DRAM models, and generations and (2)

manufacturing process variation across di�erent chips of the same design. State-of-the-art

RowHammer mitigation mechanisms must account for both sources of variation in order to

be able to accurately identify all potential victim rows that are physically nearby an aggressor

row. Unfortunately, DRAM vendors consider their in-DRAM row address mapping schemes to

be highly proprietary and ensure not to reveal mapping details in any public documentation

because exposing the row address mapping scheme can reveal insights into the chip design

and factory yield [9,33,42,76,160�172].

2.6 DRAM Voltage

Modern DRAM chips (e.g., DDR4 [12], DDR5 [153], GDDR5 [202], GDDR5X [155],

GDDR6 [154], HBM2 [157], and HBM3 [156] standard compliant ones) use two separate volt-

age rails: 1) supply voltage (+�� ), which is used to operate the core DRAM array and periph-

eral circuitry (e.g., the sense ampli�ers, row/column decoders, precharge and I/O logic), and

2) wordline voltage (+%%), which is exclusively used to assert a wordline during a DRAM row

activation.+%%is generally signi�cantly higher (e.g., 2.5V [159, 174, 203, 203]) than+�� (e.g.,

1.25�1.5V [159,174,203,203]) in order to ensure 1) full activation of all access transistors of a

row when the wordline is asserted and 2) low leakage when the wordline is de-asserted.+%%

is internally generated from+�� in older DRAM chips (e.g., DDR3 [204]). However, newer

DRAM chips (e.g., DDR4 onwards [12,153�156,202]) exposeboth+�� and+%%rails to external

pins, allowing to drive them with di�erent voltage sources.1

1+%%is not exposed to external pins in LPDDRX DRAM chips [205�207].
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2.6.1 Wordline Voltage's Impact on DRAM Read Disturbance

As explained in Ÿ2.3, a larger+%%exacerbates both electron injection / di�usion / drift and ca-

pacitive crosstalk mechanisms. Therefore, we hypothesize that the RowHammer vulnerability

of a DRAM chip increases as+%%increases. Unfortunately,noprior work tests this hypothesis

and quanti�es the e�ect of+%%on real DRAM chips' RowHammer vulnerability.

2.6.2 Wordline Voltage's Impact on DRAM Operations

An access transistor turns on (o�) when its gate voltage is higher (lower) than a threshold.

An access transistor's gate is connected to a wordline (Fig. 2.1) and driven by+%%(ground)

when the row is activated (precharged).2 Between+%%and ground, a larger access transistor

gate voltage forms a stronger channel between the bitline and the capacitor. A strong channel

allows fast DRAM row activation and full charge restoration. Based on these properties, we

hypothesize that alarger+%%providessmallerrow activation latency and increased data re-

tention time, leading to more reliable DRAM operation.3 Unfortunately, there isnoprior work

that tests this hypothesis and quanti�es+%%'s e�ect on real DRAM chips' reliable operation

(i.e., row activation and charge restoration characteristics).

2To increase DRAM cell retention time, modern DRAM chips may apply a negative voltage to the word-
line [208, 209] when the wordline is not asserted. Doing so reduces the leakage current and this improves data
retention.

3Increasing/decreasing+%%doesnot a�ect the reliability of '� /, ' and %'� operations since the DRAM
circuit components involved in these operations are powered usingonly+�� .



Chapter 3

Related Work

Many prior works study DRAM read disturbance, develop DRAM read disturbance exploits

to mount system-level attacks, and propose solutions to DRAM read disturbance. This chap-

ter provides an overview of closely related works and provides a brief background of read

disturbance in other memory technologies.

3.1 Detailed Understanding of DRAM Read Disturbance

Our DRAM read disturbance characterization study (Chapters 4 and 5) is the �rst work that

rigorously analyzes how RowHammer vulnerability changes with four fundamental proper-

ties: 1) DRAM chip temperature, 2) aggressor row active time, 3) victim DRAM cell's physical

location, and 4) voltage used for activating DRAM rows. We divide prior work on building a

detailed understanding of DRAM read disturbance into two categories: 1) characterization of

real DRAM chips, and 2) circuit-level simulation-based studies. Three works [27,28,30] provide

an overview of the RowHammer literature, and project the e�ect of increased RowHammer

vulnerability in future DRAM chips and memory systems.

3.1.1 Major DRAM Read Disturbance Characterization Works

Six major works [9, 13, 111, 183�185] extensively characterize DRAM read disturbance using

real DRAM chips.

The �rst work [9], published in 2014, 1) investigates the vulnerability of 129 commod-

ity DDR3 DRAM modules to various RowHammer attack models, 2) demonstrates for the

�rst time that RowHammer is a real problem for commodity DRAM chips, 3) characterizes

RowHammer's sensitivity to refresh rate and activation rate in terms of the fraction of DRAM

cells in a DRAM row that experience a bit�ip, referred to as bit error rate (��' ), HC�rst , and

17
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the physical distance between aggressor and victim rows, and 4) examines various potential

solutions and proposes a new low-cost mitigation mechanism.

The second work [13], published in 2020, conducts comprehensive scaling experiments

on a wide range of 1580 DDR3, DDR4, and LPDDR4 commodity DRAM chips from di�erent

DRAM generations and technology nodes, clearly demonstrating that DRAM read disturbance

has become an even more serious problem over DRAM generations. Even though these two

works rigorously characterize various aspects of DRAM read disturbance in real DRAM chips,

they do not analyze the e�ects of temperature, aggressor row active time, and victim DRAM

cell's physical location on the RowHammer vulnerability. Our work complements and furthers

the analyses of these two papers [9,13] by 1) rigorously analyzing how these three properties

a�ect the RowHammer vulnerability, and 2) providing new insights into crafting more e�ective

and e�cient RowHammer attacks and defenses.

Third, building on our insights into RowHammer's sensitivity to memory access pat-

terns [63], Luo et al. [111] are the �rst to experimentally demonstrate and analyze RowPress, a

new read disturbance phenomenon, in 164 real DDR4 DRAM chips. They show that RowPress

is di�erent from RowHammer, since it 1) a�ects a di�erent set of DRAM cells from RowHam-

mer and 2) behaves di�erently from RowHammer as temperature and access pattern change.

This work is a successor of our analysis.

Fourth, Olgun et al. [185] test one HBM2 DRAM chip's RowHammer vulnerability and

data retention characteristics on a subset of DRAM rows in a DRAM bank with a focus on

the spatial variation of RowHammer vulnerability across rows and HBM channels and the

characteristics of on-die target row refresh mechanisms.

Fifth, Olgun et al. [183] extend their analysis by testing six HBM2 DRAM chips for

RowHammer and RowPress. This extended paper presents the �rst analysis on the hammer

count to induce up to 10 bit�ips in a DRAM row and more rigorously delves into the analyses

of spatial variation in read disturbance and the characteristics of on-die target row refresh

mechanisms.

Sixth, Luo et al. [184] present a comprehensive study of the read disturbance e�ect of a

combined RowHammer and RowPress access pattern in 84 DDR4 DRAM chips. The analysis

shows that time to bit�ip can be reduced signi�cantly by combining RowHammer and Row-

Press access patterns.

Our work, in contrast, 1)rigorouslyanalyzes the e�ects of all four properties by testing a

signi�cantly large set of 272 DRAM chips, and 2) provides insights into resulting RowHammer

attack and defense improvements.
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3.1.2 Simulation-based Studies

Prior works [73, 83, 87, 186, 188�191, 210�213] attempt to explain the error mechanisms that

cause DRAM read disturbance bit�ips through circuit-level simulations of capacitive-coupling

and charge-trapping mechanisms, without testing real DRAM chips. These works, some of

which we discuss in Ÿ4.3.3 and Ÿ4.4.3, are complementary to our experimental study on real

DRAM chips.

3.1.3 Other Experimental Studies of Memory Devices

Many prior works conduct experimental error-characterization studies using real memory

devices to understand the error mechanisms involved. This section reviews these works.

Other DRAM Read Disturbance Characterization Works

Three other works [65,67,214] presentpreliminaryexperimental data from only three [67,214]

or �ve [65] DDR3 DRAM chips to build models that explain how the RowHammer vulnerability

of DRAM cells varies with the three properties we analyze. Unfortunately, the experimental

data provided by these works is limited due to 1) their extremely small sample set of DRAM

cells, rows, and chips and 2) the lack of analysis of system-level implications.

Other DRAM Chip Characterization Works

Many other works perform their own experimental studies of real DRAM chips that focus on

various areas of interest, including data-retention [2, 165, 167, 215�233], access latency [2, 22,

234�244], on-DRAM-die error mitigation and correction schemes [47,51,170,245�248], power

consumption [249, 250], voltage [250�252], and the e�ects of issuing non-standard command

sequences [253�258]. Two works [259, 260] propose methodologies to reverse-engineer the

organization of DRAM cells via 1) performing tests of read disturbance, data retention, and in-

DRAM row copy (also known as RowClone [178]) [259] and 2) scanning electron microscopy

with focused ion beam [260]. Other studies [261�270] examine failures observed in large-scale

systems. All these studies are complementary to our work.

Studies of Other Memory Devices

Signi�cant work has examined other memory technologies, including SRAM (e.g., [271�273]),

NAND �ash memories (e.g., [266, 274�296]), hard disks (e.g., [297�301]) and emerging mem-

ories such as phase-change memory (e.g. [302,303]). These works are also complementary to

the experimental studies that we perform.
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3.2 DRAM Read Disturbance Solutions

Many prior works propose hardware-based [6�10, 30, 37, 47, 51, 73, 82, 107, 108, 113�143, 186,

193�196, 196, 198, 199, 211, 212, 304�328] and software-based [37, 82, 128, 137, 197, 198, 308]

techniques to mitigate DRAM read disturbance, including various approaches, e.g., 1) re-

freshing potential victim rows [8,9,47,51,113�145]; 2) selectively throttling memory accesses

that might cause bit�ips [7, 193]; 3) physically isolating an aggressor row from sensitive data

[6,10,37,82,133,194�196,196�199]; 4) employing integrity check schemes to detect and correct

read disturbance bit�ips [307,309,310,314,318,322,326,329], and 5) enhancing DRAM circuitry

to mitigate RowHammer e�ects [73,186,199,211,212,306,311,313,317,320,321,328,330]. Each

approach has di�erent trade-o�s in terms of performance impact, energy overhead, hardware

complexity, and security guarantees. Among these works, we evaluate the most relevant state-

of-the-art solutions in Sections 6.5, 7.7, and 8.4�8.7. and 8.6. The rest of this section explains

1) in-DRAM reactive refresh-based solutions, 2) solutions that focus on fundamentally improv-

ing the reliability of DRAM chips, 3) other uses of memory access throttling, and 4) reducing

the performance overhead of DRAM refresh.

3.2.1 Improving the Reliability of DRAM Chips

Several prior works implement architecture- and device-level improvements that make DRAM

chips stronger against read disturbance.

Architecture-level improvements [132, 134, 199, 327, 328, 331]. CROW [199] maps po-

tential victim rows into dedicatedcopy rowsand mitigates RowHammer bit�ips by serving

requests from copy rows. Gomez et al. [328] placedummy cellsin DRAM rows that are

engineered to be more susceptible to RowHammer than regular cells, and monitor dummy

cell charge levels to detect a RowHammer attack. Panopticon [327] implements an activa-

tion counter for each DRAM row within a small DRAM array in the DRAM chip to detect

RowHammer attacks and performs preventive refresh operations using the time slack that

might be available within the latency of a periodic refresh ('�� ) command (C'�� ). Silver Bul-

let [132, 134] implements a set of activation counters, each of which is mapped to a set of

consecutive DRAM rows, i.e., a subbank. When a counter's value reaches a threshold value,

Silver Bullet refreshesall potential victim rows in the subbank and the subbank's close prox-

imity. DDR5 introduces Refresh Management (RFM) [153] to provide the DRAM chip with

time to perform its countermeasures. Refresh Management advises the memory controller to

issue a DRAM command called RFM periodically with the number of activations the bank re-

ceives. This feature supports the in-DRAM read disturbance mitigation mechanisms but can

lead to large performance overheads [332]. Self-Managing DRAM (SMD) [333] is a DRAM ar-
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chitecture that eases the adoption of new in-DRAM maintenance mechanisms, including read

disturbance mitigation mechanisms withnomodi�cation to the DRAM communication proto-

cols except a one-time addition of a signal called ACT-NACK. ACT-NACK is a signal that the

DRAM chip sends to the memory controller to deny, i.e., not acknowledge (NACK), the most

recent row activation command. Self-Managing DRAM uses the ACT-NACK signal to partially

block memory to perform in-DRAM maintenance mechanisms. Per-Row Activation Counting

(PRAC) [321, 331], introduced into the DDR5 DRAM standards in April 2024, is an in-DRAM

read disturbance mitigation framework that 1) implements the activation count of each DRAM

row within the row to accurately track row activation counts and 2) introduces a new alert

back-o� signal to allow the DRAM chip to request time from the memory controller to pre-

ventively refresh potential victim rows. DDR5 documentation doesnot include a concrete im-

plementation for a PRAC-based read disturbance mitigation mechanism. Two concurrent aca-

demic works [332,334] propose concrete implementations of PRAC-based mitigations. Among

these works, Canpolat et al. [332] open-source their PRAC implementation [335] and identify

PRAC's two outstanding research problems and potential solutions: 1) non-negligible perfor-

mance overheads and 2) exploitability for memory performance attacks [332]. PRiDE [336]

and MINT [337] are on-DRAM-die probabilistic read disturbance mitigation mechanisms that

implement variations of probabilistic row activation [9] with respect to the challenges and

the limitations of DDR5 communication protocol [153, 331]. ImPress [338] extends existing

counter-based read disturbance mitigation mechanisms to address RowPress, by accounting

for a DRAM row's open time as a new row activation. These works can be combined with our

works 1) HiRA [139], to reduce the overall time spent for periodic and RowHammer/RowPress-

preventive DRAM refresh operations and 2) Svärd [173], to reduce the number of preventive

refreshes by leveraging the variation of read disturbance across DRAM rows.

Device-level improvements [73,186,211,212,313,320,330].[320] Three other works pro-

pose manufacturing process enhancements or implantation of additional dopants in transis-

tors to reduce wordline crosstalk. Ryu et al. [73] propose an annealing process that reduces the

traps in a DRAM array, thereby reducing wordline cross-talk. Han et al., [313] propose to im-

plement the DRAM cell's access transistor using a vertical pillar transistor (VPT), which has

VPT has a longer physical gate and higher density, compared to the current saddle FinFET.

The authors conduct TCAD simulations and show that using VPT signi�cantly reduces the

DRAM cell's RowHammer vulnerability. Yang et al., [186, 211] propose improvements to the

doping pro�le methodology that lead to a signi�cantly higher resolution in the doping pro�le

and implant phosphorus (P) between wordlines for better isolation between rows, reducing

RowHammer vulnerability. Gautam et al., [212,330] introduce metal nanoparticles and metal

nanowires at the interface of gate metal and gate oxide of the DRAM cell's access transistor.
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Park et al., [320] analyze and propose using partial isolation type buried channel array transis-

tor. The proposed transistor signi�cantly reduces the DRAM cell's RowHammer vulnerability

due to its shallow drain-body junction.

Although these methods reduce the e�ects of DRAM read disturbance, they 1)cannotbe ap-

plied to already-deployed commodity DRAM chips and 2) can be high cost due to the required

extensive modi�cations to the DRAM chip design and manufacturing process. In contrast, our

works [7,139,173] propose solutions that donot require changes to the DRAM circuitry.

3.2.2 Proprietary In-DRAM Solutions

A subset of DRAM standards (e.g., [11,12]) support a mode calledtarget row refresh (TRR), al-

lowing DRAM manufacturers to implement DRAM read disturbance mitigation mechanisms

without disclosing their proprietary design. Recent works [43,47,51,54,57,111,200,201] demon-

strate that existing proprietary implementations of TRR are not su�cient to prevent DRAM

read disturbance bit�ips: many-sided RowHammer attacks reliably induce and exploit bit�ips

in state-of-the-art DRAM chips that already implement TRR. PRAC [331,332,334] already re-

places TRR starting from the DDR5 speci�cation in April 2024 [331]. Ÿ3.2.1 discusses PRAC.

3.2.3 Other Uses of Memory Access Thro�ling

Prior quality-of-service- and fairness-oriented works propose selectively throttling main

memory accesses to provide latency guarantees and/or improve fairness across applications

(e.g., [339�362]). These mechanisms arenot designed to prevent DRAM read disturbance and

thus donot interfere with the memory accesses of a RowHammer attack when there isnocon-

tention between memory accesses. In contrast, our throttling-based mechanism, BlockHam-

mer, prevents RowHammer bit�ips based on DRAM row activation counts. As such, Block-

Hammer is complementary to these mechanisms and can work together with them.

3.2.4 Reducing the Performance Overhead of DRAM Refresh

We cluster prior works that tackle the performance overhead of DRAM refresh into �ve cat-

egories. All of these works can be combined with our works Svärd (Chapter 6) and HiRA

(Chapter 7) as they tackle the same problem from di�erent aspects.

Eliminating unnecessary refreshes (e.g., [167,168,221,224,225,227,228,233,363�380]).

Various prior works eliminate unnecessary refresh operations by leveraging the heterogene-

ity in the retention time of DRAM cells to reduce the rate at which some or all DRAM rows

are refreshed. Our work di�ers from these works in two key aspects. First, most of these
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works rely on identifying cells or rows with worst-case retention times, which is a di�cult

problem [165, 228, 233, 363, 381, 382]. In contrast, our work on reducing the time spent for re-

fresh operations, HiRA, uses a relatively simple and well-understood one-time experiment to

1) identify HiRA's coverage and 2) verify that HiRA reliably works, presented in Ÿ7.2.2 and

Ÿ7.2.3, respectively. Second, these works focus on reducing the performance overhead of peri-

odic refreshes, butnot the increasingly worsening performance overhead of preventive refresh

operations of RowHammer defenses [7,8,13,51,63,113,132]. In contrast, Svärd eliminates un-

necessary preventive refresh operations, and HiRA reduces the time spent on both periodic

and preventive refresh operations.

Circuit-level modi�cations to reduce the performance impact of refresh operations

(e.g., [199, 383�390]). These works develop DRAM-based techniques that 1) reduce the la-

tency of a refresh operation [199,383], 2) 3) reduce the rate at which some or all DRAM rows

are refreshed [384�387], and 3) implement a new refresh command that can be interrupted to

quickly perform main memory accesses [388]. As opposed to HiRA, these techniques 1) are

not compatible with existing DRAM chips as they require modi�cations to DRAM circuitry,

and 2)cannothide DRAM access latency in the presence of refresh operations.

Memory access scheduling techniques to reduce the performance impact of refresh

operations (e.g., [175, 391�395]). Several works propose issuing'�� commands during

DRAM idle time(where no memory access requests are scheduled) to reduce the performance

impact of refresh operations. Most of these works leverage the �exibility of delaying a'��

command for multiple refresh intervals (e.g., for70”2µsin DDR4 [12]). In contrast, HiRA over-

laps the latency of a refresh operation with other refreshes or memory accesses and thus can

reduce the performance impact of refresh operationswithout relying on DRAM idle time and

Svärd eliminates unnecessary preventive refresh operations based on the DRAM chip's read

disturbance vulnerability pro�le.

Modi�cations to the DRAM architecture to leverage subarray-level parallelism

(e.g., [174�179]). Several works partially overlap the latency of refresh operations or memory

accesses via modi�cations to the DRAM architecture. The HiRA operation builds on the basic

ideas of subarray-level parallelism introduced in [174] and refresh-access parallelization intro-

duced in [175,177]. However, unlike our work on leveraging subarray-level parallelism, HiRA,

these works require modi�cations to DRAM chip design, and thus they arenot compatible

with o�-the-shelf DRAM chips. In contrast, HiRA uses existing activate (��) ) and precharge

(%'� ) commands, and we demonstrate that it works on real o�-the-shelf DRAM chips.

Reducing the latency of major DRAM operations (e.g., [169, 235�237, 239, 252, 396�

404]). Many works develop techniques thatreducethe latency of major DRAM operations

(e.g.,��) , %'� , read ('� ), write (, ' )) by leveraging 1) temporal locality in workload access
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patterns [396�400], 2) the guardbands in manufacturer-recommended DRAM timing parame-

ters [169,236,237,239,252,401,403,404], and 3) variation in DRAM latency due to temperature

dependence [235, 237, 239]. These latency reduction techniques can improve system perfor-

mance by alleviating the performance impact of refresh operations (e.g., a refresh can be per-

formed faster with a reduced charge restoration latency). These techniques can be combined

with HiRA to further alleviate the performance impact of refresh operations, as HiRAoverlaps

the latency of refreshing a DRAM row with the latency of refreshing or activating another

row in the same bank.

3.3 RowHammer A�acks

Many previously proposed RowHammer attacks [9, 27, 28, 31, 33�47, 49�55, 57, 58, 60, 61, 64,

68�72, 74�82, 84, 85, 88, 90�109] identify the rows at the desired vulnerability level (e.g., tem-

plating) to increase the attack's success probability. This step fundamentally di�ers from our

characterization because it is enough for an attacker to identify a few rows at the desired vul-

nerability level. In contrast, as a defense-oriented work, we identify the vulnerability level of

all DRAM rows in a DRAM bank to con�gure read disturbance solutions correctly without

compromising their security guarantees. Therefore, our experimental observations present a

signi�cantly more detailed chip-level characterization compared to related attacks.

3.4 Read Disturbance in Other Memory Technologies

Although this dissertation focuses on DRAM read disturbance, the disturbance phenomenon

doesnot exclusively happen on DRAM chips. On the contrary, other scaled memory and stor-

age technologies, including SRAM [405�407], �ash [275, 282, 283, 289, 408�417] and hard disk

drives [418�420], exhibit such disturbance problems. Similarly, phase-change memory [421�

430], STT-MRAM [56,431,432], and resistive memory (RRAM/ReRAM/memristors) [104,433�

435] are likely to exhibit read disturbance-related robustness issues [20, 27, 30, 417, 436]. Al-

though the circuit-level error mechanisms are di�erent in di�erent technologies, the high level

root cause of the problem,cell-to-cell interference, i.e., that the memory cells are too close to

each other, is a fundamental issue that appears and will appear in any technology that scales

down to small enough technology nodes. Thus, we expect such problems to continue as we

scale other memory technologies, including emerging ones, to higher densities [27, 30]. We

hope and expect that our experimental insights into DRAM read disturbance and architecture-

level solutions that mitigate read disturbance e�ciently will inspire future research on under-

standing and solving disturbance problem in other memory technologies.



Chapter 4

A Deeper Look into RowHammer

4.1 Motivation and Goal

To enable RowHammer-safe operation in future DRAM-based computing systems in an e�ec-

tive and e�cient way, it is critical to rigorously gain detailed insights into the RowHammer

vulnerability and its sensitivities to varying attack properties. Unfortunately, despite the ex-

isting research e�orts expended towards understanding RowHammer [4, 9, 13, 27, 28, 30, 32,

40, 47, 48, 56, 59, 62, 64�67, 73, 83, 87, 89, 111, 112, 185�192, 210�214, 437, 438], scienti�c litera-

ture lacks rigorous experimental observations on how the RowHammer vulnerability varies

with three fundamental properties: 1) DRAM chip temperature, 2) aggressor row active time,

and 3) victim DRAM cell's physical location. This lack of understanding raises very practical

and important concerns as to how the e�ects of these three fundamental properties can be

exploited to improve both RowHammer attacks and defense mechanisms.

Our goal in this chapter is to rigorously evaluate and understand how the RowHammer

vulnerability of a real DRAM chip at the circuit level changes with 1) temperature, 2) aggres-

sor row active time, and 3) victim DRAM cell's physical location in the DRAM chip. Doing

so provides us with a deeper understanding of RowHammer to enable future research on im-

proving the e�ectiveness of existing RowHammer attacks and defense mechanisms. We hope

that these analyses will pave the way for building RowHammer-safe systems that use increas-

ingly more vulnerable DRAM chips. To achieve this goal, we rigorously characterize how the

RowHammer vulnerability of 248 DDR4 and 24 DDR3 modern DRAM chips from four major

DRAM manufacturers vary with these three properties.

25
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4.2 Methodology

We describe our methodology and infrastructure for characterizing the RowHammer vulner-

ability in real DRAM modules.

4.2.1 Testing Infrastructure

We experimentally study 248 DDR4 and 24 DDR3 DRAM chips across a wide range of testing

conditions. We use two di�erent testing infrastructures: 1) SoftMC [2,3], capable of precisely

controlling temperature and command timings of DDR3 DRAM modules and 2) DRAM Ben-

der [4,5] that supports DDR4 chips, also used in [13,47,51,254].

Fig. 4.1 shows one of our DRAM Bender setups for testing DDR4 modules (Fig. 4.1a). We

use two types of Xilinx FPGA boards: 1) Alveo U200 [1] (Fig. 4.1b) to test DDR4 DIMMs [12],

and 2) ML605 [439] to test DDR3 SODIMMs. This infrastructure enables precise control over

both DDR4 and DDR3 timings at the granularity of1”5 nsand2”50 ns, respectively. We use a

host machine, connected to our FPGA boards through a PCIe port [440] (Fig. 4.1c) to 1) perform

the RowHammer tests that we describe in Ÿ4.2.2 and 2) monitor and adjust the temperature of

DRAM chips in cooperation with the temperature controller (Fig. 4.1d).

Figure 4.1: DRAM Bender Infrastructure: (a) DRAM module under test clamped with heater
pads, (b) Xilinx Alveo U200 FPGA board [1], programmed with DRAM Bender [2�5], (c) PCIe
connection to the host machine, and (d) temperature controller.

Temperature Controller. To regulate the temperature in DRAM modules, we use silicone

rubber heaters pressed to both sides of the DRAM module (Fig. 4.1a). We use a thermocou-

ple, placed on the DRAM chip to measure the chip's temperature (similar to JEDEC stan-

dards [441]). A Maxwell FT200 temperature controller [442] (Fig. 4.1d) 1) monitors a DRAM

chip's temperature using a thermocouple, and 2) keeps the temperature stable by heating the

chip with heater pads. The temperature controller 1) communicates with our host machine
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via an RS485 channel [443] to get a reference temperature and to report the instant temper-

ature, and 2) controls the heater pads using a closed-loop PID controller. In our tests using

this infrastructure, we measure temperature with an error of at most� 0”5 � C. We believe that

our temperature measurements from the DRAM package's surface accurately represent the

DRAM die's real temperature because the temperature of the DRAM package and the DRAM

internal components are strongly correlated [444].

4.2.2 Testing Methodology

Disabling Sources of Interference. Our goal is to directly observe the circuit-level bit�ips

such that we can make conclusions about DRAM's vulnerability to RowHammer at the circuit

technology level rather than at the system level. To this end, we minimize all possible sources

of interference with the following steps. First, we disable all DRAM self-regulation events (e.g.,

DRAM Refresh [2,12,445]) except calibration related events (e.g., ZQ calibration for signal in-

tegrity [2,12]). Second, we ensure that all RowHammer tests are conducted within a relatively

short period of time such that we donot observe retention errors [165, 224, 228, 233, 266].

Third, we use the SoftMC/DRAM Bender memory controller [2�5] so that we can 1) issue

DRAM commands with precise control (i.e., our commands arenot impeded by system-issued

accesses), and 2) study the RowHammer vulnerability on DRAM chips without interference

from existing system-level RowHammer protection mechanisms (e.g., [126,127,129]). Fourth,

we test DRAM modules that donot implement error correction codes (ECC) [41,446�450]. Do-

ing so ensures that neither on-die [170,246,248,451,452] nor rank-level [41,450] ECC can alter

the RowHammer bit flips we observe and analyze. Fifth, we prevent known on-DRAM-die

RowHammer defenses (i.e., TRR [12, 132, 134, 203, 207, 327, 453]) from working bynot issuing

refresh commands throughout our tests [13,47].

RowHammer. All our tests use double-sided RowHammer [9, 13, 75], which activates, in an

alternating manner, each of the two rows (i.e., aggressor rows) that are physically-adjacent to

a victim row. We call this victim row a double-sided victim row. We de�ne single-sided victim

rows as the rows that are hammered in a single-sided manner by the two aggressor rows (i.e.,

rows with +2 or -2 distance from victim row). We de�ne one hammer as a pair of activations

to the two aggressor rows. We perform double-sided hammering with the maximum activa-

tion rate possible within DDR3/DDR4 command timing speci�cations [12, 204]. Prior works

report that this is the most e�ective access pattern for RowHammer attacks on DRAM chips

when RowHammer mitigation mechanisms are disabled [9,13,42,47,75].1 We use 150K ham-

1Our analysis of aggressor row active time uses a di�erent access sequence that introduces additional delays
between row activations. See Ÿ4.4 for details.
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mers (i.e., 300K activations) in our��' experiments.2 We use up to 512K hammers (i.e., the

maximum number of hammers so that our hammer tests run for less than 64ms) in ourHC�rst

experiments. Due to time limitations, we repeat each test �ve times, and we study the e�ects

of the RowHammer attack on the 1) �rst 8K rows, 2) last 8K rows, and 3) middle 8K rows of a

bank in each DRAM chip (similar to [9]).

Logical-to-Physical Row Mapping. DRAM manufacturers use DRAM-internal mapping

schemes to internally translate memory-controller-visible row addresses to physical row ad-

dresses [9, 33, 42, 76, 160�172], which can vary across di�erent DRAM modules. We reverse-

engineer this mapping, so that we can identify and hammer aggressor rows that are physically

adjacent to a victim row. We reconstruct the mapping by 1) performing single-sided RowHam-

mer attack on each DRAM row, 2) inferring that the two victim rows with the most RowHam-

mer bit�ips are physically adjacent to the aggressor row, and 3) deducing the address mapping

after analyzing the aggressor-victim row relationships across all studied DRAM rows.

Data Pattern. We conduct our experiments on a DRAM module by using the module's worst-

case data pattern (, ��% ). We identify the, ��% for each module as the pattern that results

in the largest number of bit�ips among seven di�erent data patterns used in prior works on

DRAM characterization [13, 165, 167�169, 224, 227, 233, 236, 237, 252], presented in Table 4.1:

colstripe, checkered, rowstripe, and random (we also test the complements of the �rst three).

For each RowHammer test, we write the corresponding data pattern to the victim row (+ in

Table 4.1), and to the 8 previous (+ � » 1”””8¼) and next (+ ¸ »1”””8¼) physically-adjacent rows.

Table 4.1: Data patterns used in our RowHammer analyses.

Row Address Colstripe y Checkeredy Rowstripe y Random

+ � � » 0•2•4•6•8¼ 0x55 0x55 0x00 random
+ � � » 1•3•5•7¼ 0x55 0xaa 0xff random

� + is the physical address of the victim row
yWe also test the complements of these patterns

Metrics. We measure two metrics in our tests: 1) the minimum hammer count value at which

the �rst bit error is observed (HC�rst ) and 2) the fraction of DRAM cells in a DRAM row that

experience a bit�ip, referred to as bit error rate (��' ). A lower HC�rst or higher ��' value

indicates higher RowHammer vulnerability. To quickly identifyHC�rst , we perform a binary

search where we use an initial hammer count of 256K. We repeatedly increase (decrease) the

hammer count by� if we observe (do not observe) bit�ips in the victim row. The initial value

2We �nd that 150K hammers is low enough to be used in a system-level RowHammer attack in a real sys-
tem [47], and it is high enough to provide a large number of bit�ips in all DRAM modules we tested.
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is � = 128 , and we halve it for each test until it reaches� = 512(i.e., we identifyHC�rst with

an accuracy of 512 row activations).

Temperature Range. To study the e�ects of temperature, we test DRAM chips across a wide

range of temperatures, from50� C to 90� C, with a step size of5 � C.

4.2.3 Characterized DRAM Chips

Table 4.2 summarizes and Table 4.3 provides a more detailed information about the 272 DDR4

and 24 DDR3 DRAM chips we test from four major manufacturers. We use a diverse set of

modules with di�erent chip densities, die revisions and chip organizations.

Table 4.2: Summary of DDR4 (DDR3) DRAM chips tested.

Mfr. DDR4
#DIMMs

DDR3
#SODIMMs

#Chips Density Die Org.

Mfr. A 9 1 144 (8) 8Gb (4Gb) B (P) x4 (x8)
Mfr. B 4 1 32 (8) 4Gb (4Gb) F (Q) x8 (x8)
Mfr. C 5 1 40 (8) 4Gb (4Gb) B (B) x8 (x8)
Mfr. D 4 � 32 (�) 8Gb (�) C (�) x8 (�)

Table 4.3: Characteristics of the tested DDR4 and DDR3 DRAM modules.

Type
Chip Mfr.
Module Vendor

Chip Identi�er
Module Identi�er

Freq.
(MT/s)

Date
Code

Density
Die
Rev.

Org. #Modules #Chips

DDR4

A: Micron
Micron

MT40A2G4WE-083E:B
MTA18ASF2G72PZ-
2G3B1QG� [454]

2400
1911

8Gb B x4
6 96

1843 2 32
1844 1 16

B: Samsung
G.SKILL

K4A4G085WF-BCTD� [455]
F4-2400C17S-8GNT� [456]

2400 2021 Jan¢ 4Gb F x8 4 32

C: SK Hynix
G.SKILL

DWCW (Partial Marking)y
F4-2400C17S-8GNT� [456]

2400 2042 4Gb B x8 5 40

D: Nanya
Kingston

D1028AN9CPGRKz
KVR24N17S8/8� [457]

2400 2046 8Gb C x8 4 32

DDR3

A: Micron
Crucial

MT41K512M8DA-107:P� [458]
CT51264BF160BJ.M8FP

1600 1703 4Gb P x8 1 8

B: Samsung
Samsung

K4B4G0846Q
M471B5173QH0-YK0� [459]

1600 1416 4Gb Q x8 1 8

C: SK Hynix
SK Hynix

H5TC4G83BFR-PBA
HMT451S6BFR8A-PB� [460]

1600 1535 4Gb B x8 1 8

¢ We use the date marked on the modules due to the lack of date information on the chips.
y A part of the chip identi�er is removed on these modules. We infer the DRAM chip
manufacturer and die revision information based on the remaining part of the chip identi�er.
z We extract the DRAM chip manufacturer and die revision information from the serial
presence detect (SPD) registers on the modules.
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4.3 Temperature Analysis

We 1) provide the �rst rigorous experimental characterization of the e�ects of temperature on

the RowHammer vulnerability using real DRAM chips and 2) present new observations and

insights based on our results.

4.3.1 Impact of Temperature on DRAM Cells

We analyze the relation between temperature and the RowHammer vulnerability of a DRAM

cell using the methodology described in Section 4.2.2. To do so, we �rst cluster vulnerable

DRAM cells by theirvulnerable temperature range(i.e., the minimum and maximum tempera-

tures within which a cell experiences at least one RowHammer bit�ip across all experiments).

Second, we analyzehow the RowHammer bit�ips of DRAM cells manifest within their vul-

nerable temperature range. Table 4.4 shows the percentage of vulnerable cells that �ip inall

temperature points of their vulnerable temperature ranges.

Table 4.4: Percentage of vulnerable DRAM cells that �ip in all temperature points within the
vulnerable temperature range of the cell.

Mfr. A Mfr. B Mfr. C Mfr. D

99.1% 98.9% 98.0% 99.2%

Observation 1. A DRAM cell is, with a very high probability, vulnerable to RowHammer in a

continuous temperature range speci�c to the cell.

For example, only 0.9% of the vulnerable DRAM cells in Mfr. A donot exhibit bit�ips in

at least one temperature point within their vulnerable temperature range. Hence, our exper-

iments demonstrate that a cell exhibits bit�ips with very high probability in a continuous

temperature range that is speci�c to the cell.

To analyze the diversity of vulnerable temperature ranges across DRAM cells, we cluster

all vulnerable DRAM cells according to their vulnerable temperature ranges. Fig. 4.2 shows

each cluster's size as a percentage of the full population of vulnerable cells. The x-axis (y-axis)

indicates the lower (upper) bound of the vulnerable temperature range. Because we do not

test temperatures higher (lower) than90� C (50� C), the vulnerable temperature ranges with

an upper (lower) limit of90� C(50� C) include cells that also �ip at higher (lower) temperatures.

For example, 5.4% of the vulnerable DRAM cells in Mfr. A fall into the range70� C to 90� C,

which includes cells withactual vulnerable temperature ranges of70� C to 95� C, 70� C to

100� C, etc.
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Figure 4.2: Population of vulnerable DRAM cells, clustered by vulnerable temperature range.

Observation 2. A signi�cant fraction of vulnerable DRAM cells exhibit bit�ips at all tested

temperatures.

We observe that between 9.6% and 29.8% of the cells (x-axis=50� C, y-axis=90� Cin Fig. 4.2)

are vulnerable to RowHammer acrossall tested temperatures (50� C to 90� C) for the four

DRAM manufacturers. We also verify (not shown) that Obsv. 2 holds for the three SODIMM

DDR3 modules described in Table 4.2.

Observation 3. A small fraction of all vulnerable DRAM cells are vulnerable to RowHammer

only in a very narrow temperature range.

For example, 0.4% of all vulnerable DRAM cells of Mfr. A, are only vulnerable to RowHam-

mer at70� C (i.e., a single tested temperature value). Note that inducing even a single bit�ip

can be critical for system security, as shown by prior works [46, 50, 72, 85]. Our experimental

results show that 2.3%, 1.8%, 2.4%, and 1.6% of all tested DRAM cells for Mfrs. A, B, C, and D,

respectively, experience a RowHammer bit�ip within a temperature range as narrow as5 � C.

We conclude that some DRAM cells experience RowHammer bit�ips at localized and narrow

temperature ranges.

We exploit Obsvs. 1�3 in Ÿ4.6.

Takeaway 1.

To ensure that a DRAM cell is not vulnerable to RowHammer, we must characterize the cell at

all operating temperatures.
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4.3.2 Impact of Temperature on DRAM Rows

We analyze the relation between a DRAM row's RowHammer vulnerability and temperature

in terms of both��' andHC�rst .

BER Analysis. Fig. 4.3 shows how the��' changes as temperature increases, compared to the

mean��' value across all the samples at50� C, for four DRAM manufacturers. In each plot,

we use a point and error bar3 to show the��' change for the victim row (i.e., distance from

the victim row = 0), and the��' change for the two single-sided victim rows (i.e., distance� 2

from the victim row), across all rows we test.

Figure 4.3: Percentage change in ��' (RowHammer bit�ips) with increasing temperature,
compared to ��' at 50� C.

Observation 4. A DRAM row's��' can either increase or decrease with temperature depending

on the DRAM manufacturer.

We observe that the average��' of all three victim rows (one double-sided victim row and

two single-sided victim rows), from Mfrs. A, C, and D increases with temperature, whereas the

��' of rows from Mfr. B decreases as temperature increases. We hypothesize that the di�er-

ence between these trends is caused by a combination of DRAM circuit design and manufac-

turing process technology di�erences (see Ÿ4.3.3).

HC�rst Analysis. Fig. 4.4 shows the distribution of the change inHC�rst (in percentage) when

temperature increases from50� C to 55� C, and from50� C to 90� C, for the vulnerable rows

3Each point and error bar represent the mean and the 95% con�dence interval across the samples, respectively.
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of the four manufacturers. The x-axis represents the percentage of all vulnerable rows, sorted

from the most positiveHC�rst change to the most negativeHC�rst change. For each curve, we

mark the x-axis point at which the curve crosses the y=0% line. This represents the percentile

of rows whoseHC�rst increases with temperature; e.g., for Mfr. A, when temperature increases

from 50� C to 90� C, only 45% (P45) of the tested rows have a higherHC�rst (indicating reduced

vulnerability for that fraction of rows); i.e., most rows from Mfr. A are more vulnerable at90� C

than at50� C. For clarity, we only show two temperature changes (i.e., from50� C to 55� C and

from 50� C to 90� C), but our observations are consistent across all intermediate temperature

changes we tested (i.e., from50� C to 50+� � C, for all � 's that are multiples of5 � C).

Figure 4.4: Distribution of the change in �� 5 8ABCacross vulnerable DRAM rows as temperature
increases.

Observation 5. DRAM rows can show either higher or lower HC�rst when temperature increases.

We observe that, for all four manufacturers, a signi�cant fraction of rows can show ei-

ther higher or lowerHC�rst when temperature increases. For example, when the temperature

changes from50� C to 55� C in Mfr. A, 65% of the rows show higherHC�rst , while 35% of the

rows show lowerHC�rst . We conclude thatHC�rst changes di�erently depending on the DRAM

row.

Observation 6. HC�rst tends to generally decrease as temperature change increases.

We observe that, for all four manufacturers, fewer rows have a higherHC�rst when the

temperature delta is larger; i.e., the point at which each curve crosses the y=0% point shifts

left when the temperature change increases. For example, for Mfr. D, the fraction of vulnerable
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cells with a higherHC�rst is much larger when temperature increases from50� C to 55� C (63%

of cells) than when the temperature increases from50� C to 90� C (40% of cells). We conclude

that the dominant trend is for a row'sHC�rst to decrease when the temperature delta is larger.

Observation 7. The change in HC�rst tends to be larger as the temperature change is larger.

The HC�rst distribution curve exhibits higher absolute magnitudes when temperature

changes from50� C to 90� C, compared to when temperature changes from50� C to 55� C (i.e.,

the curve generally rotates right and has much higher peaks at its edges when the temperature

change increases, i.e., going from orange to purple in the �gure). We quantify this observation

by calculating the cumulative magnitude change (i.e., the sum of the absolute values of the

HC�rst change from all rows). Our results show that the cumulative magnitude change (not

shown in the �gure) is 4.2� , 3.9� , 3.8� and 4.3� larger in Mfrs. A, B, C, and D, respectively,

when the temperature changes from50� C to 90� C, compared to50� C to 55� C. We conclude

that a larger change in temperature causes a larger change inHC�rst .

Takeaway 2.

RowHammer vulnerability (i.e., both��' and HC�rst ) tend to worsen as DRAM temperature

increases. However, individual DRAM rows can exhibit behavior di�erent from this dominant

trend.

4.3.3 Circuit-level Justification

We hypothesize that our observations on the relation between RowHammer vulnerability and

temperature are caused by the non-monotonic behavior of charge trapping characteristics of

DRAM cells. Yang et al. [87] show a DRAM charge trap model simulated using a 3D TCAD tool

(without real DRAM chip experiments). The model shows thatHC�rst decreases as temperature

increases, until a temperature in�ection point whereHC�rst starts to increase as temperature

increases. According to this model, a cell is more vulnerable to RowHammer at temperatures

close to its temperature in�ection point. We hypothesize that rows within a DRAM chip might

have a wide variety of temperature in�ection points, and thus the average temperature in�ec-

tion point of a DRAM chip would determine whether the average RowHammer vulnerability

increases or decreases with temperature (Obsvs. 1�7). Park et al. [65, 214] also show an anal-

ysis of the relation betweenHC�rst and DRAM temperature. Their observations are similar to

ours, but they consider only a small number of DDR3 DRAM cells.

Unlike simulations and limited results reported by [65,87,214], our comprehensive exper-

iments with 272 DRAM chips show that the temperature in�ection points for RowHammer

vulnerability are very diverse across DRAM cells and chips.
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4.4 Aggressor Row Active Time Analysis

We provide the �rst rigorous characterization of RowHammer considering the time that the

aggressor row stays in the row bu�er (i.e.,aggressor row active time). Prior works [65,83,214]

propose circuit models and suggest that RowHammer vulnerability of a victim row can depend

on the aggressor row active time based on preliminary data on a very small number of DRAM

cells (i.e., only one carefully-selected DRAM row from each manufacturer) [65,214]. However,

none of these works conduct a rigorous analysis of how RowHammer vulnerability varies with

aggressor row active time across a signi�cant population of DRAM rows from real o�-the-shelf

DRAM modules.

Fig. 4.5 describes the three tests we perform in our experiments: 1)Baseline Test, where we

useC'�( as the time that an aggressor row stays active, i.e., aggressor row's on-time (C�66$= ),

and we useC'% as the time that the bank stays precharged, i.e., aggressor row's o�-time

(C�66$5 5 ), 2)Aggressor On Tests, where we increaseC�66$= before the row is precharged (com-

pared toC'�( in Baseline Test), and 3)Aggressor O� Tests, where we increaseC�66$5 5 before the

aggressor row is activated (compared toC'% in Baseline Test). Therefore, for a given hammer

count�� , the overall attack time is¹C�66$= ¸ C'%º � �� and¹C'�( ¸ C�66$5 5 º � �� for Aggressor

On and O� Tests, respectively, while it is¹C'�( ¸ C'%º � �� for the baseline tests. Our experi-

ments in this section are conducted at50� C on the �rst 1K rows, the last 1K rows, and the 1K

rows in the middle of a bank in our DDR4 chips.

Figure 4.5: DRAM command timings for aggressor row active time ( C�66$= /C�66$5 5 ) experi-
ments. Purple/Orange color indicates that an aggressor row is active/precharged.

4.4.1 Impact of Aggressor Row's On-Time

Fig. 4.6 and Fig. 4.7 show the RowHammer bit�ips per row (��' ) andHC�rst distributions using
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Figure 4.6: Distribution of the average number of bit�ips per victim row across chips as ag-
gressor row on-time ( C�66$= ) increases.

box plots4 and letter-value plots,5 respectively, across all DRAM chips, as we varyC�66$= from

34”5 ns(C'�( ) to 154”5 ns.

Figure 4.7: Distribution of per-row �� 5 8ABCacross chips as aggressor row on-time (C�66$= ) in-
creases.

Observation 8. As the aggressor row stays active longer (i.e.,C�66$= increases), more DRAM

4In a box plot [461], the box shows the lower and upper quartile of the data (i.e., the box spans the25th to
the 75th percentile of the data). The line in the box represents the median. The bottom and top whiskers each
represent an additional1”5� the inter-quartile range(IQR, the range between the bottom and the top of the box)
beyond the lower and upper quartile, respectively.

5In a letter-value plot [462], the widest box shows the lower and upper quartile of the data. The line in the
box represents the median. The narrower box extended from the bottom of the widest box shows the lower octile
(12”5th percentile) and the lower quartile of the data, and the narrower box extended from the top of the widest
box shows the upper octile and the upper quartile of the data, etc. Boxes are plotted until all remaining data are
outliers. Outliers are de�ned as the 0.7% extreme values in the dataset, and are plotted as �iers in the plot.
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cells experience RowHammer bit�ips and they experience RowHammer bit�ips at lower hammer

counts.

We observe that increasingC�66$= from 34”5 nsto 154”5 nssigni�cantly 1) increases��'

by 10”2� • 3”1� • 4”4� • and9”6� on average and 2) decreasesHC�rst by 40.0%, 28.3%, 32.7%, and

37.3% on average, in DRAM chips from Mfrs. A, B, C and D, respectively.

Observation 9. RowHammer vulnerability consistently worsens asC�66$= increases in DRAM

chips from all four manufacturers.

To see how RowHammer vulnerability changes asC�66$= increases, we examine the coe�-

cient of variation (�+ )6 values of the��' andHC�rst distributions (not shown in the �gures).

We �nd that �+ decreases by around 15% and 10% for��' andHC�rst , respectively, across all

four manufacturers, asC�66$= increases from34”5 nsto 154”5 ns. This indicates that increas-

ing the aggressor row active time consistently worsens RowHammer vulnerability across the

DRAM chips we test.

We conclude from Obsvs. 8 and 9 that increasingC�66$= makes victim DRAM cells much

more vulnerable to a RowHammer attack. We exploit these observations in Ÿ4.6.

Takeaway 3.

As an aggressor row stays active longer, victim DRAM cells become more vulnerable to

RowHammer.

4.4.2 Impact of Aggressor Row's O�-Time

Figs. 4.8 and 4.9 show the��' andHC�rst distributions, respectively, as we varyC�66$5 5 from

16”5 ns(C'%) to 40”5 ns.7

Observation 10. As the bank stays precharged longer (i.e.,C�66$5 5 increases), fewer DRAM

cells experience RowHammer bit�ips and they experience RowHammer bit�ips at higher hammer

counts.

We observe that increasingC�66$5 5 from 16”5 nsto 40”5 nssigni�cantly 1) decreases��'

by 6”3� • 2”9� • 4”9� • and5”0� on average, and 2) increasesHC�rst by 33.8%, 24.7%, 50.1%, and

33.7% on average, in DRAM chips from Mfrs. A, B, C, and D, respectively.

Observation 11. RowHammer vulnerability consistently reduces asC�66$5 5 increases in DRAM

chips from all four manufacturers.

We observe that the�+ of HC�rst (not shown in the �gures) does not increase for any man-

ufacturer as we increaseC�66$5 5 . Hence, the level of reduction in RowHammer vulnerability is

6�+ = BC0=30A3 34E80C8>=•0E4A064[463].
7Statistical con�gurations of the box and letter-value plots in Figs. 4.8 and 4.9 are identical to those in Figs. 4.6

and 4.7, respectively.
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Figure 4.8: Distribution of the average number of bit�ips per victim row across chips as ag-
gressor row o�-time ( C�66$5 5 ) increases.

Figure 4.9: Distribution of per-row �� 5 8ABCacross chips as aggressor row o�-time ( C�66$5 5 )
increases.

similar across di�erent rows'most vulnerable cells. In contrast, the�+ of ��' increases by 18%

on average for all four manufacturers, indicating that the level of reduction in RowHammer

vulnerability is di�erent across di�erent rows.

We conclude from Obsvs. 10 and 11 that increasingC�66$5 5 makes it harder for a RowHam-

mer attack to be successful. We exploit this to improve RowHammer defense mechanisms in

Ÿ4.6.2.

Takeaway 4.

RowHammer vulnerability of victim cells decreases when the bank is precharged for a longer

time.
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4.4.3 Circuit-level Justification

Prior work explains two circuit- and device-level mechanisms, causing RowHammer bit�ips:

1) electron injection into the victim cell [83,211], and 2) wordline-to-wordline cross-talk noise

between aggressor and victim rows that occurs when the aggressor row is being activated [73,

83]. We hypothesize that increasing the aggressor row's active time (C�66$= ) has a larger impact

on exacerbating electron injection to the victim cell, compared to the reduction in cross-talk

noise due to lower activation frequency. Thus, RowHammer vulnerability worsens whenC�66$=

increases, as our Obsvs. 8 and 9 show.

On the other hand, increasing a bank's precharged time (C�66$5 5 ) decreases RowHammer

vulnerability (Obsvs. 10 and 11) because longerC�66$5 5 reduces the e�ect of cross-talk noise

without a�ecting electron injection (sinceC�66$= is unchanged). We leave the detailed device-

level analysis and explanation of our observations to future works.

4.5 Spatial Variation Analysis

We provide the �rst rigorous spatial variation analysis of RowHammer across DRAM rows,

subarrays, and columns. Prior work [9, 13, 65, 67, 214] analyzes RowHammer vulnerability at

the DRAM bank granularity across many DRAM modules without providing analysis of the

variation of this vulnerability across rows, subarrays, and columns. We provide this analysis

and show that it is useful for improving both attacks and defense mechanisms. Our experi-

ments in this section are conducted at75� C.

4.5.1 Variation Across DRAM Rows

Fig. 4.10 shows the distribution ofHC�rst values across all vulnerable DRAM rows among

the rows we test (Ÿ4.2.2). For each row, we plot the minimumHC�rst value observed across 5

repetitions of the test. Each subplot shows DRAM modules from a di�erent manufacturer, and

each curve corresponds to a di�erent DRAM module. The x-axis shows all the tested rows,

sorted by decreasingHC�rst and marked with percentiles ranging from P1 to P99.

Observation 12. A small fraction of DRAM rows are signi�cantly more vulnerable to RowHam-

mer than the vast majority of the rows.

HC�rst varies signi�cantly across rows. We observe that 99%, 95%, and 90% of tested rows

exhibit HC�rst values that are at least 1.6� , 2.0� , and 2.2� greater than the most vulnerable

row's HC�rst , on average across all four manufacturers. For example, the lowestHC�rst across

all tested rows in a DRAM module from Mfr. B is 33K, while 99%, 95%, and 90% of the rows in the

same module exhibitHC�rst values equal to or greater than 48.5K, 60.5K, and 64K, respectively.
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Figure 4.10: Distribution of �� 5 8ABCacross vulnerable DRAM rows. Each curve represents a
di�erent tested DRAM module.

Therefore, we conclude that a small fraction of DRAM rows are signi�cantly more vulnerable

to RowHammer than the vast majority of the rows.

The large variation inHC�rst across DRAM rows can enable future improvements in low-

cost RowHammer defenses (Ÿ4.6.2).

4.5.2 Variation Across Columns

Fig. 4.11 shows the distribution of the number of RowHammer bit�ips across columns in eight

representative DRAM chips from each of all four manufacturers. For each DRAM chip (y-axis),

we count the bit�ips in each column (x-axis) across all 24K tested rows. The color-scale next

to each subplot shows the bit�ip count: a brighter color indicates more bit�ips.

Observation 13. Certain columns are signi�cantly more vulnerable to RowHammer than other

columns.

All chips show signi�cant variation in��' across columns. For example, the di�erence be-

tween the maximum and the minimum bit�ip counts per column is larger than 100 in modules

from all four manufacturers. Except for the module from Mfr. B, where every column shows at

least 6 bit�ips, all the other tested modules have a considerable fraction of columns whereno

bit�ip occurs (27.80%/31.10%/9.96% in Mfr. A/C/D), along with a very small faction of columns

with more than 100 bit�ips (0.59%/0.01%/0.61% in Mfr. A/C/D). Therefore, we conclude that

certain columns are signi�cantly more vulnerable to RowHammer than other columns.
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Figure 4.11: RowHammer bit�ip distribution across columns in representative DRAM chips
from four di�erent manufacturers.

To better understand this column-to-column variation, we study how RowHammer vul-

nerability varies between columnswithin a single DRAM chip andacrossdi�erent DRAM

chips. Understanding this variation can provide insights into the impact of circuit design on

a column's RowHammer vulnerability, which is important for understanding and overcom-

ing RowHammer. A smaller variation in a column's RowHammer vulnerability across chips

indicates a stronger in�uence of design-induced variation [169, 239], while a larger variation

across chips that implement the same design indicates a stronger in�uence of manufacturing

process variation [165,233,236�238,240,252,363]. To di�erentiate between these two sources

of variation in our experiments, we cluster every column in a given DRAM module based on

two metrics. The �rst metric is the column'srelative RowHammer vulnerability, de�ned as the

column's��' , normalized to the maximum��' across all columns in the same module. The

second metric isthe RowHammer vulnerability variationat a column address. We quantify the

variation using the coe�cient of variation (�+ ) of the relative RowHammer vulnerability in

columns with the same column address from di�erent DRAM chips. Fig. 4.12 shows a two-

dimensional histogram with therelative RowHammer vulnerability(y-axis) andRowhammer

vulnerability variation(x-axis) uniformly quantized into 11 buckets each (i.e., 121 total buckets

across each subplot).8 Each bucket is illustrated as a rectangle containing a percentage value,

which shows the percent of all columns that fall within the bucket. Empty buckets are omitted

for clarity.

Observation 14. Both design and manufacturing processes may a�ect a DRAM column's

RowHammer vulnerability.

8We plot the x-axis as saturated at 1.0 because a�+ ¡ 1 means that the standard deviation is larger than the
average, i.e., the variation is very large across chips.
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Figure 4.12: Population of DRAM columns, clustered by relative RowHammer vulnerability.

We �nd that 50.9% and 16.6%9 of all vulnerable columns in DRAM modules from Mfrs.

B and C have�+ =0.0, which indicates that each of these columns exhibit the same level of

RowHammer vulnerability consistently acrossall DRAM chips in a module. This consistency

across chips implies thatsystematic variationis present, induced by a chip's design [169, 236,

237, 239, 401, 464�466]. In contrast, 59.8%, 30.6%, and 29.1% of vulnerable columns in DRAM

modules from Mfrs. A, C, and D show a very large variation across chips (�+ =1.0). This large

variation across chips suggests thatmanufacturing processvariation isalsoa signi�cant factor

in determining a given DRAM column's RowHammer vulnerability.

We conclude from Obsvs. 12�14 that there is signi�cant variation in RowHammer vulner-

ability across DRAM rows, columns, and chips. These observations are useful for 1) crafting

attacks that target vulnerable locations (see Ÿ4.6.1) or 2) improving defense mechanisms and

error correction schemes that exploit the heterogeneity of vulnerability across DRAM rows

and columns (see Ÿ4.6.2).

Takeaway 5.

RowHammer vulnerability signi�cantly varies across DRAM rows and columns due to both

design-induced and manufacturing-process-induced variation.
9These numbers represent the population of columns whose�+ across chips is zero, i.e., sum of all annotated

percentage values where�+ =0.
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Figure 4.13: �� 5 8ABCvariation across subarrays. Each subarray is represented by the average
(x-axis) and the minimum (y-axis) �� 5 8ABCacross the rows within the subarray.

4.5.3 Variation Across Subarrays

We analyze the RowHammer vulnerability of individual subarrays across DRAM chips. Since

subarray boundaries are not publicly available, we conservatively assume a subarray size of

512 rows as reported in prior work [169,174,175,239,465].10

Fig. 4.13 shows the variation ofHC�rst characteristics in a DRAM bank across subarrays

both 1) in a DRAM module and 2) across modules from the same manufacturer. Each color-

marker pair represents a di�erent DRAM module. We represent theHC�rst of a subarray in

terms of 1) the average (x-axis) and 2) the minimum (y-axis) ofHC�rst across the subarray's

rows. For each manufacturer, we annotate a dashed line that �ts to the data via linear regres-

sion with the speci�ed' 2-score [467].

Observation 15. The most vulnerable DRAM row in a subarray is signi�cantly more vulnerable

than the other rows in the subarray.

We make two observations from Fig. 4.13. First, the averageHC�rst across all rows in a

subarray is on the order of 2� the most vulnerable row'sHC�rst , i.e., the minimumHC�rst .

Therefore, the most vulnerable row in a subarray issigni�cantly more vulnerable than the

other rows in the same subarray. Second, this relation between the minimum and average

HC�rst values is similar across subarrays from di�erent modules from the same manufacturer,

and thus can be modeled using a linear regression. For example, the minimumHC�rst value

in a subarray from Mfr. C can be estimated using a well-�tting linear model with a' 2-score

10We verify this for some of our chips by performing 1) single-sided RowHammer attack tests [9, 13] that
induce bit�ips in both rows adjacent to the aggressor row if the aggressor row isnot at the edge of a subarray
and 2) RowClone tests [178, 253, 254] that can successfully copy data only between two rows within the same
subarray.
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Figure 4.14: Cumulative distribution of normalized Bhattacharyya distance values between
�� 5 8ABCdistributions of di�erent subarrays from 1) the same DRAM module and 2) di�erent
DRAM modules

of 0.93. This observation is important because it indicates an underlying relationship between

the average and minimumHC�rst values across subarrays. For example, although subarrays in

module C0 have signi�cantly largerHC�rst values than subarrays from module C3, a the linear

model accurately expresses the relationship between both subarray's minimum and average

HC�rst values. Therefore, given a module from Mfr. C, the data shows that it may be possible

to predict the minimum (worst-case)HC�rst values of another module's subarrays, given the

averageHC�rst values of those subarrays.

We conclude from these two observations that 1) the most vulnerable DRAM row in a

subarray is signi�cantly more vulnerable than the other rows in the subarray and 2) the worst-

caseHC�rst in a subarray can be predicted based on the averageHC�rst values and the linear

models we provide.

To analyze and quantify the similarity between the RowHammer vulnerability of di�erent

subarrays, we statistically compare each subarray against all other subarrays from the same

manufacturer. To compare two given subarrays, we �rst compare theirHC�rst distributions

using Bhattacharyya distance (�� ) [468], which is used to measure the similarity of two sta-

tistical distributions. Second, for each pair of subarrays (( � and( � ), we normalize�� to the��

between the �rst subarray( � and itself:�� =>A< = �� ¹( � • (� º•�� ¹( � • (� º. Therefore,�� =>A<

is 1.0 if two distributions are identical, while�� =>A<value gets farther from 1.0 as the varia-

tion across two distributions increases. Fig. 4.14 shows the cumulative distribution of�� =>A<

values for subarray pairs from 1) the same DRAM module and 2) di�erent DRAM modules.

We annotate P5, P95, and the central P90 of the total population (y-axis) to show the range of

�� =>A<values in common-case.



4.5. SPATIAL VARIATION ANALYSIS 45

Observation 16. HC�rst distributions of subarrays within a DRAM module exhibit signi�cantly

more similarity to each other than HC�rst distributions of subarrays from di�erent modules.

We observe that, when both( � and( � are from the same DRAM module (orange curves),

the central 90th percentile (i.e., between 5% and 95% of the population, as marked in Fig. 4.14)

of all subarray pairs exhibit�� =>A< values close to 1.0 (e.g.,�� =>A< = 0”975at the 5th per-

centile for Mfr. C), which means that theirHC�rst distributions are very similar. In contrast,

�� =>A<values from di�erent modules (purple curves) show a signi�cantly wider distribution,

especially for Mfrs. B and C (e.g.,�� =>A< = 0”66at the 5th percentile for Mfr. C). From this

analysis, we conclude that theHC�rst distribution within a subarray can be representative of

other subarrays from the same DRAM module (e.g., Mfrs. B and C), while theHC�rst distri-

bution within a subarray is often not representative of that of other subarrays for di�erent

DRAM modules.

Obsvs. 15 and 16 can be useful for improving DRAM pro�ling techniques and RowHammer

defense mechanisms (Ÿ4.6.2).

Takeaway 6.

HC�rst distribution in a subarray 1) contains a diverse set of values and 2) is similar to other

subarrays in the same DRAM module.

4.5.4 Circuit-level Justification

We observe that RowHammer vulnerability signi�cantly varies across DRAM rows, columns,

and chips, while di�erent subarrays in the same chip exhibit similar vulnerability character-

istics.

Variation across rows, columns, and chips. We hypothesize that two distinct factors cause

the variation in RowHammer vulnerability that we observe across rows, columns, and chips:

manufacturing process variation and design-induced variation.

First, manufacturing process variationcauses di�erences in cell size and bitline/wordline

impedance values, which introduces variation in cell reliability characteristics within and

across DRAM chips [165, 233, 236�238, 240, 252, 254, 363, 389]. We hypothesize that similar

imperfections in the manufacturing process (e.g., variation in cell-to-cell and cell-to-wordline

spacings) cause RowHammer vulnerability to vary between cells in di�erent DRAM chips.

Second,design-induced variationcauses cell access latency characteristics to vary deter-

ministically based on a cell's physical location in the memory chip (e.g., its proximity to I/O cir-

cuitry) [169,239]. In particular, prior work [169] shows that columns closer to wordline drivers

(which are typically distributed along a row) can be accessed faster. Similarly, we hypothesize

that columns that are closer to repeating analog circuit elements (e.g., wordline drivers, volt-
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age boosters) more sensitive to RowHammer disturbance than columns that are farther away

from such elements.

Similarity across subarrays. Prior works [169, 239] demonstrate similar DRAM access la-

tency characteristics across di�erent subarrays. This is because a cell's access latency is dom-

inated by its physical distance from the peripheral structures (e.g., local sense ampli�ers and

wordline drivers) within the subarray [169,236,237,239,401,464�466], causing corresponding

cells in di�erent subarrays to exhibitsimilar access latency characteristics. We hypothesize

that di�erent subarrays in a DRAM chip exhibit similar RowHammer vulnerability character-

istics for a similar reason. We leave further analysis and validation of these hypotheses for

future work.

4.6 Implications

The observations we make in Ÿ4.3-Ÿ4.5 can be leveraged for both 1) crafting more e�ective

RowHammer attacks and 2) developing more e�ective and more e�cient RowHammer de-

fenses.

4.6.1 Potential A�ack Improvements

Our new observations and characterization data can help improve the success probability of

a RowHammer attack. We propose three attack improvements based on our analyses of tem-

perature (Ÿ4.3), aggressor row active time (Ÿ4.4), and spatial variation (Ÿ4.5).

Improvement 1. Obsvs. 1�3 can be used to craft more e�ective RowHammer attacks where

the attacker can control or monitor the DRAM temperature. Obsvs. 1�3 show that a DRAM

cell is more vulnerable to RowHammer within a speci�c temperature range. An attacker that

can monitor the DRAM temperature (e.g., a malicious employee in a data center or an attacker

who performs a remote RowHammer attack [60,77] on a physically accessible IoT device) can

increase the chance of a bit�ip in two ways. First, the attacker can force the sensitive data to

be stored in the DRAM cells that are more vulnerable at the current operating temperature,

using known techniques [50, 72]. Second, the attacker can heat up or cool down the chip to

a temperature level at which the cells that store sensitive data become more vulnerable to

RowHammer. As a result, the attacker can signi�cantly reduce the hammer count, and conse-

quently, the attack time, necessary to cause a bit�ip, thereby reducing the probability of being

detected. For example, without our observations, an attacker might choose an aggressor row

based on anuninformeddecision with respect to temperature characteristics. In such a case,

the chosen row could require a hammer count larger than 100K (Fig. 4.10). However, by lever-
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aging our Obsvs. 1�3, an attacker can make a moreinformeddecision and choose a row whose

HC�rst reduces by 50% (Fig. 4.4) at the temperature level the attack is designed to take place.

Improvement 2. Obsv. 3 can be used to enable a new RowHammer attack variant as a

temperature-dependent trigger of the main attack (which could be a RowHammer attack, or

some other security attack). Obsv. 3 demonstrates that some DRAM cells are vulnerable to

RowHammer in a very narrow temperature range. To implement a temperature-dependent

trigger using a RowHammer bit�ip, an attacker can place the victim data in a row that con-

tains a cell that �ips at the target temperature, which allows the attacker to determine whether

or not the target temperature is reached to trigger the main attack. This could be useful for an

attacker in two scenarios: 1) to trigger the attack only when a precise temperature is reached

(e.g., triggering an attack against an IoT device in the �eld when the device is heated or cooled),

and 2) to identify abnormal operating conditions (e.g., triggering the attack during peak hours

by using cells whose vulnerable temperature ranges are above the common DRAM chip tem-

perature). For example, to detect that the temperature of a DRAM chip is precisely60� C

(above60� C) an attacker can use the cells with a vulnerable temperature range of60� C�

60� C (all ranges with lower limit equal or higher than60� C), which are 0.3%/0.3%/0.3%/0.2%

(90.7%/86.3%/91.4%/91.7%) of all vulnerable cells in Mfrs. A/B/C/D (Fig. 4.2).

Improvement 3. Obsv. 8 shows that keeping an aggressor row active for a longer time re-

sults in more bit�ips and lowerHC�rst values, which can be used to craft more powerful

RowHammer attacks. For example, an attacker can increase the aggressor row active time

by issuing more READ commands to the aggressor row, which can potentially 1) increase the

number of bit�ips for a given hammer count, or 2) defeat already-deployed RowHammer de-

fenses [6�10, 12, 30, 37, 47, 51, 73, 82, 107, 108, 113�134, 136�145, 153, 186, 193�196, 198, 199, 211,

212, 305�328, 469�472] by inducing bit�ips at a smaller hammer count than theHC�rst value

used for con�guring a defense mechanism. For example, issuing10 to 15 READ commands

per aggressor row activation can increase the aggressor row active time by about5� , increas-

ing ��' by 3.2� �10.2� or causing bits to �ip at a hammer count that is 36% smaller than the

HC�rst value that may be used to con�gure a defense mechanism that does not consider our

Observation 8.

4.6.2 Potential Defense Improvements

Our characterization data can potentially be used in �ve ways to improve RowHammer defense

methods.

Improvement 1. Obsv. 12 shows that there is a large spatial variation inHC�rst across rows. A

system designer can leverage this observation to make existing RowHammer defense mech-
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anisms more e�ective and e�cient. A limitation of these mechanisms is that they are con-

�gured for the smallest(worst-case) HC�rst across all rows in a DRAM bank even though an

overwhelming majority of rows exhibit signi�cantly largerHC�rst values. This is an important

limitation because, when con�gured for a smallerHC�rst value, the performance, energy, and

area overheads of many RowHammer defense mechanisms signi�cantly increase [7, 13, 113].

To overcome this limitation, a system designer can con�gure a RowHammer defense mecha-

nism to use di�erentHC�rst values for di�erent DRAM rows. For example, BlockHammer's [7]

and Graphene's [113] area costs can reach approximately 0.6% and 0.5% of a high-end proces-

sor's die area [7]. However, based on our Obsv. 12, 95% of DRAM rows exhibit anHC�rst value

greater than2� the worst-caseHC�rst . Therefore, both BlockHammer and Graphene can be

con�gured with the worst-caseHC�rst for only 5% of the rows and with2� HC�rst for the 95%

of the rows, drastically reducing their area costs down to 0.4% and 0.1% of the processor die

area, translating to 33% and 80% area cost reduction, respectively.11 Similarly, the most area-

e�cient defense mechanism PARA [9] incurs 28% slowdown on average for benign workloads

when con�gured for anHC�rst of 1K [13]. This large performance overhead can be halved [13]

for 95% of the rows by simply using lower probability thresholds for less vulnerable rows. We

leave the comprehensive evaluation of such improvements to future work.

Improvement 2. Obsvs. 15 and 16 onspatial variationof HC�rst across subarrays can be lever-

aged to reduce the time required to pro�le a given DRAM module's RowHammer vulnerability

characteristics. This is an important challenge because pro�ling a DRAM module's RowHam-

mer characteristics requires analyzing several environmental conditions and attack properties

(e.g., data pattern, access pattern, and temperature), requiring time-consuming tests that lead

to long pro�ling times [9, 13, 42, 47, 58, 65, 67, 87, 248]. According to our Obsvs. 15 and 16,

characterizing asmall subsetof subarrays can provide approximate yet reliable pro�ling data

for an entireDRAM chip. For example, assuming that a DRAM bank contains 128 subarrays,

pro�ling eight randomly-chosen subarrays reduces RowHammer characterization time by at

least an order of magnitude. This low-cost approximate pro�ling can be useful in two cases.

First, �nding the HC�rst of a DRAM row requires performing a RowHammer test with vary-

ing hammer counts. Pro�ling theHC�rst value for a few subarrays can be used to limit the

HC�rst search space for the rows in the rest of the subarrays based on our Obsv. 16. Second,

one can pro�le a few subarrays within a DRAM module and use our linear regression models

(Obsv. 16) to estimate the DRAM module's RowHammer vulnerability for systems whose re-

liability and security are not as critical (e.g., accelerators and systems running error-resilient

workloads) [473�477].

11Our preliminary evaluation estimates BlockHammer's [7] and Graphene's [113] area costs for2� HC�rst ,
following the methodology described in BlockHammer [7].



4.6. IMPLICATIONS 49

Improvement 3. Obsvs. 1 and 3 show a vulnerable DRAM cell experiences bit�ips at a par-

ticular temperature range. To improve a DRAM chip's reliability, the system might incorpo-

rate a mechanism to temporarily or permanently retire DRAM rows (e.g., via software page

o�ining [266] or hardware DRAM row remapping [478,479]) that are vulnerable to RowHam-

mer within a particular operating temperature range. To adapt to changes in temperature,

the row retirement mechanism might dynamically adjust the rows that are retired, potentially

leveraging previously-proposed techniques (e.g., Rowclone [178], LISA [466], NoM [480], FI-

GARO [176]) to e�ciently move data between these rows.

Improvement 4. Obsv. 4 demonstrates that overall��' signi�cantly increases with tempera-

ture across modules from three of the four manufacturers. To reduce the success probability of

a RowHammer attack, a system designer can improve the cooling infrastructure for systems

that use such DRAM modules. Doing so can reduce the number of RowHammer bit�ips in a

DRAM row. For example, when temperature drops from90� C to 50� C, ��' reduces by 25%

on average across DRAM modules from Mfr. A. (see Fig. 4.3).

Improvement 5. Obsv. 8 shows that keeping an aggressor row active for a longer time

increases the probability of RowHammer bit�ips. Therefore, RowHammer defenses should

take aggressor row active time into account. Unfortunately, monitoring the active time of all

potential aggressor rows throughout an entire refresh window is not feasible for emerging

lightweight on-DRAM-die RowHammer defense mechanisms [12, 132, 134, 203, 207, 327, 453],

because such monitoring would require substantial storage and logic to track all potential ag-

gressor rows' active times. To address this issue, the memory controller can be modi�ed to

limit or reduce the active times of all rows by changes to memory request scheduling algo-

rithms and/or row bu�er policies (e.g., via mechanisms similar to [7, 339, 341�343, 345, 347,

348,481�483]). In this way, a RowHammer defense mechanism or the memory controller can

inherently keep under control an aggressor row's active time. This is an example of a system-

DRAM cooperative scheme, similar to those recommended by prior work [9,13,20,27,389].

Improvement 6. Obsvs. 13 and 14 show that RowHammer vulnerability exhibits signi�cant

design-induced variation across columns within a chip and manufacturing process-induced

variation across chips in a DRAM module. To make error correction codes (ECC) more e�ective

and e�cient at correcting RowHammer bit�ips, a system designer can 1) design ECC schemes

optimized for non-uniform bit error probability distributions across columns and 2) modify the

chipkill ECC mechanism [484�486] to reduce a system's dependency on the most vulnerable

DRAM chip, as proposed in a concurrent work, revisiting ECC for RowHammer [487].
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4.7 Summary

This work provides the �rst study that experimentally analyzes the impact of DRAM chip tem-

perature, aggressor row active time, and victim DRAM cell's physical location on RowHammer

vulnerability, through extensive characterization of real DRAM chips. We rigorously charac-

terize 248 DDR4 and 24 DDR3 modern DRAM chips from four major DRAM manufacturers

using a carefully designed methodology and metrics, providing 16 key observations and 6 key

takeaways. We highlight three major observations: 1) a DRAM cell experiences RowHammer

bit�ips at a bounded temperature range, 2) a DRAM row is more vulnerable to RowHammer

when the aggressor row stays active for longer, and 3) a small fraction of DRAM rows are sig-

ni�cantly more vulnerable to RowHammer than the other rows within a DRAM module. We

describe and analyze how our insights can be used to improve both RowHammer attacks and

defenses. We hope that the novel experimental results and insights of our study will inspire

and aid future work to develop e�ective and e�cient solutions to the RowHammer problem.



Chapter 5

Understanding RowHammer under

Reduced Wordline Voltage

5.1 Motivation

To enable e�ective and e�cient RowHammer mitigation mechanisms, it is critical to develop a

comprehensive understanding of how RowHammer bit�ips occur [27,29,63]. In this work, we

observe that although wordline voltage (+%%) is expected to a�ect the amount of disturbance

caused by a RowHammer attack [9, 13, 27, 29, 63, 65, 67, 83, 87, 210, 315, 487],no prior work

experimentally studies its real-world impact on a DRAM chip's RowHammer vulnerability.1

Therefore,our goal is to understand how+%%a�ects RowHammer vulnerability and DRAM

operation.

To achieve this goal, we start with the hypothesis that+%%can be used to reduce a DRAM

chip's RowHammer vulnerability without impacting the reliability of normal DRAM opera-

tions. Reducing a DRAM chip's RowHammer vulnerability via+%%scaling has two key advan-

tages. First, as a circuit-level RowHammer mitigation approach,+%%scaling iscomplementary

to existing system-level and architecture-level RowHammer mitigation mechanisms [7, 9, 10,

12,37,73,82,113,116,119,122,124,126�132,134,186,193,198,199,211,212,304,305,328,471,487].

Therefore,+%%scaling can be usedalongsidethese mechanisms to increase their e�ectiveness

and/or reduce their overheads. Second,+%%scaling can be implemented with a�xed hardware

costfor a given power budget, irrespective of the number and types of DRAM chips used in a

system.

1Both+%%and supply voltage (+�� ) can a�ect a DRAM chip's RowHammer vulnerability. However, changing
+�� can negatively impact DRAM reliability in ways that are unrelated to RowHammer (e.g., I/O circuitry in-
stabilities) because+�� supplies power toall logic elements within the DRAM chip. In contrast,+%%a�ects only
the wordline voltage, so+%%can in�uence RowHammer without adverse e�ects on unrelated parts of the DRAM
chip.

51
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We test this hypothesis through the �rst experimental RowHammer characterization study

under reduced+%%. In this study, we test 272 real DDR4 DRAM chips from three major DRAM

manufacturers. Our study is inspired by state-of-the-art analytical models for RowHammer,

which suggest that the e�ect of RowHammer's underlying error mechanisms depends on

+%%[67, 83, 87]. Ÿ5.3 reports our �ndings, which yield valuable insights into how+%%impacts

the circuit-level RowHammer characteristics of modern DRAM chips, both con�rming our hy-

pothesis and supporting+%%scaling as a promising new dimension toward robust RowHam-

mer mitigation.

5.2 Experimental Methodology

We describe our methodology for two analyses. First, we experimentally characterize the be-

havior of 272 real DDR4 DRAM chips from three major manufacturers under reduced+%%in

terms of RowHammer vulnerability (Ÿ5.2.2), row activation latency (C'�� ) (Ÿ5.2.3), and data

retention time (Ÿ5.2.4). Second, to verify our observations from real-device experiments, we

investigate reduced+%%'s e�ect on bothDRAM row activation and charge restoration using

SPICE [488,489] simulations (Ÿ5.2.5).

5.2.1 Real-Device Testing Infrastructure

We conduct real-device characterization experiments using an infrastructure based on

SoftMC [2, 3] and DRAM Bender [4, 5], the state-of-the-art FPGA-based open-source infras-

tructures for DRAM characterization. Fig. 5.1 shows a picture of our experimental setup. We

attach heater pads to the DRAM chips that are located on both sides of a DDR4 DIMM. We use

a MaxWell FT200 PID temperature controller [442] connected to the heaters pads to maintain

the DRAM chips under test at a preset temperature level with the precision of� 0”1 � C. We

program a Xilinx Alveo U200 FPGA board [1] with DRAM Bender [4, 5]. The FPGA board is

connected to a host machine through a PCIe port for running our tests. We connect the DRAM

module to the FPGA board via a commercial interposer board from Adexelec [490] with cur-

rent measurement capability. The interposer board enforces the power to be supplied through

a shunt resistor on the+%%rail. We remove this shunt resistor to electrically disconnect the

+%%rails of the DRAM module and the FPGA board. Then, we supply power to the DRAM

module's+%%power rail from an external TTi PL068-P power supply [491], which enables us

to control+%%at the precision of� 1 mV. We start testing each DRAM module at the nominal

+%%of 2”5 V. We gradually reduce+%%with 0”1 Vsteps until the lowest+%%at which the DRAM

module can successfully communicate with the FPGA (+%%).
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Figure 5.1: Our experimental setup based on SoftMC [2,3] and DRAM Bender [4,5].

To show that our observations arenot speci�c to a certain DRAM architecture/process

but rather common across di�erent designs and generations, we test DDR4 DRAM modules

from all three major manufacturers with di�erent die revisions, purchased from the retail

market. Table 5.1 provides the chip density, die revision (Die Rev.), chip organization (Org.),

and manufacturing date of tested DRAM modules.2 We report the manufacturing date of these

modules in the form ofF44: � ~40A. All tested modules are listed in Table 5.2.

Table 5.1: Summary of the tested DDR4 DRAM chips.

Mfr. #DIMMs #Chips Density Die Rev. Org. Date

1 8 4Gb � 8 48-16
Mfr. A 4 64 8Gb B � 4 11-19
(Micron) 3 24 4Gb F � 8 07-21

2 16 4Gb � 8

2 16 8Gb B � 8 52-20
1 8 8Gb C � 8 19-19

Mfr. B 3 24 8Gb D � 8 10-21
(Samsung) 1 8 4Gb E � 8 08-17

1 8 4Gb F � 8 02-21
2 16 8Gb � 8

2 16 16Gb A � 8 51-20
Mfr. C 3 24 4Gb B � 8 02-21
(SK Hynix) 2 16 4Gb C � 8

3 24 8Gb D � 8 48-20

2Die Rev. and Date columns are blank if undocumented.
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Table 5.2 shows the characteristics of the DDR4 DRAM modules we test and analyze.3 For

each DRAM module, we provide the 1) DRAM chip manufacturer, 2) DIMM name, 3) DIMM

model,4 4) die density, 5) data transfer frequency, 6) chip organization, 7) die revision, speci�ed

in the module's serial presence detect (SPD) registers, 8) manufacturing date, speci�ed on the

module's label in the form ofF44: � ~40A, and 9) RowHammer vulnerability characteristics

of the module. Table 5.2 reports the RowHammer vulnerability characteristics of each DIMM

under two+%%levels:i) nominal+%%(2”5 V) andii) +%%<8=. We quantify a DIMM's RowHam-

mer vulnerability characteristics at a given+%%in terms of two metrics:i) HC�rst andii) ��' .

Based on these two metrics at nominal+%%and+%%<8=, Table 5.2 also provides arecommended

+%%level (+%%'42 ) and the corresponding RowHammer characteristics in the right-most three

columns.

Temperature. We conduct RowHammer and row activation latency (C'�� ) tests at50� C and

retention tests at80� C to ensure both stable and representative testing conditions.5 We con-

ductC'�� tests at50� C because50� C is our infrastructure's minimum stable temperature due

to cooling limitations.6 We conduct retention tests at80� C to capture any e�ects of increased

charge leakage [165] at the upper bound of regular operating temperatures [12].7

Disabling Sources of Interference. To understand fundamental device behavior in response

to +%%reduction, we make sure that+%%is the only control variable in our experiments so that

we can accurately measure the e�ects of+%%on RowHammer, row activation latency (C'�� ),

and data retention time. To do so, we follow four steps, similar to prior rigorous RowHam-

mer [13, 63], row activation latency [236, 237, 252], and data retention time [165, 233] charac-

terization methods. First, we disable DRAM refresh to ensure no disturbance on the desired

access pattern. Second, we ensure that during our RowHammer andC'�� experiments,nobit-

3All tested DRAM modules implement the DDR4 DRAM standard [12]. We make our best e�ort to identify
the DRAM chips used in our tests. We identify the DRAM chip density and die revision through the original
manufacturer markings on the chip. For certain DIMMs we tested, the original DRAM chip markings are removed
by the DIMM manufacturer. In this case, we can only identify the chip manufacturer and density by reading
the information stored in the SPD. However, these DIMM manufacturers also tend to remove the die revision
information in the SPD. Therefore, wecannotidentify the die revision of �ve DIMMs and the manufacturing date
of six DIMMs we test, shown as `-' in the table.

4DIMM models CMV4GX4M1A2133C15 and F4-2400C17S-8GNT use DRAM chips from di�erent manufac-
turers (i.e., Micron-SK Hynix and Samsung-SK Hynix, respectively) across di�erent batches.

5A recent work [63] shows a complex interaction between RowHammer and temperature, suggesting that
one should repeat characterization at many di�erent temperature levels to �nd the worst-case RowHammer
vulnerability. Since such characterization requires many months-long testing time, we leave it to future work to
study temperature, voltage, and RowHammer interaction in detail.

6We do not repeat theC'�� tests at di�erent temperature levels because prior work [252] shows small variation
in C'�� with varying temperature.

7DDR4 DRAM chips are refreshed at2� the nominal refresh rate when the chip temperature reaches
85� C [12]. Thus, we choose80� C as a representative high temperature within the regular operating temper-
ature range. For a detailed analysis of the e�ect of temperature on data retention in DRAM, we refer the reader
to [165,217,233].
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Table 5.2: Tested DRAM modules and their characteristics when +%%=2”5 V (nominal) and
+%%= +%%<8=. +%%<8=is speci�ed for each module.
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B3 M393A1K43BB1-CTD6Y [496] 8Gb 2666 x8 B 52-20 16.6K 2.73e-031.6 21.1K 1.09e-03 1.6 21.1K 1.09e-03
B4 M393A1K43BB1-CTD6Y [496] 8Gb 2666 x8 B 52-20 21.0K 2.95e-031.8 19.9K 2.52e-03 2.0 21.1K 2.68e-03
B5 M471A5143EB0-CPB [497] 4Gb 2133 x8 E 08-17 21.0K 7.78e-031.8 21.0K 6.02e-03 2.0 21.1K 8.67e-03
B6 CMK16GX4M2B3200C16 [498] 8Gb 3200 x8 - - 10.3K 1.14e-021.7 10.5K 9.82e-03 1.7 10.5K 9.82e-03
B7 M378A1K43DB2-CTD [495] 8Gb 2666 x8 D 10-21 7.3K 1.32e-01 2.0 7.6K 1.33e-01 2.0 7.6K 1.33e-01
B8 CMK16GX4M2B3200C16 [498] 8Gb 3200 x8 - - 11.6K 2.88e-021.7 10.5K 2.37e-02 1.8 11.7K 2.58e-02
B9 M471A5244CB0-CRC [499] 8Gb 2133 x8 C 19-19 11.8K 2.68e-021.7 8.8K 2.39e-02 1.8 12.3K 2.54e-02

M
fr.

C
(S

K
H

yn
ix

)

C0 F4-2400C17S-8GNT [456] 4Gb 2400 x8 B 02-21 19.3K 7.29e-031.7 23.4K 6.61e-03 1.7 23.4K 6.61e-03
C1 F4-2400C17S-8GNT [456] 4Gb 2400 x8 B 02-21 19.3K 6.31e-031.7 20.6K 5.90e-03 1.7 20.6K 5.90e-03
C2 KSM32RD8/16HDR [500] 8Gb 3200 x8 D 48-20 9.6K 2.82e-02 1.5 9.2K 2.34e-02 2.3 10.0K 2.89e-02
C3 KSM32RD8/16HDR [500] 8Gb 3200 x8 D 48-20 9.3K 2.57e-02 1.5 8.9K 2.21e-02 2.3 9.7K 2.66e-02
C4 HMAA4GU6AJR8N-XN [501] 16Gb 3200 x8 A 51-20 11.6K 3.22e-021.5 11.7K 2.88e-02 1.5 11.7K 2.88e-02
C5 HMAA4GU6AJR8N-XN [501] 16Gb 3200 x8 A 51-20 9.4K 3.28e-02 1.5 12.7K 2.85e-02 1.5 12.7K 2.85e-02
C6 CMV4GX4M1A2133C15 [494] 4Gb 2133 x8 C - 14.2K 3.08e-021.6 15.5K 2.25e-02 1.6 15.5K 2.25e-02
C7 CMV4GX4M1A2133C15 [494] 4Gb 2133 x8 C - 11.7K 3.24e-021.6 13.6K 2.60e-02 1.6 13.6K 2.60e-02
C8 KSM32RD8/16HDR [500] 8Gb 3200 x8 D 48-20 11.4K 2.69e-021.6 9.5K 2.57e-02 2.5 11.4K 2.69e-02
C9 F4-2400C17S-8GNT [456] 4Gb 2400 x8 B 02-21 12.6K 2.18e-021.7 15.2K 1.63e-02 1.7 15.2K 1.63e-02

�ips occur due to data retention failures by conducting each experiment within a time period

of less than30 ms(i.e., much shorter than the nominal refresh window (C'��, ) of 64 ms). Third,

we test DRAM modules without error-correction code (ECC) support to ensure neither on-die

ECC [23, 170, 246�248, 451, 452] nor rank-level ECC [41, 450] can a�ect our observations by

correcting+%%-reduction-induced bit�ips. Fourth, we disable known on-DRAM-die RowHam-

mer defenses (i.e., TRR [47,51,153,203,207,453]) by not issuing refresh commands throughout

our tests [13,47,51,63] (as all TRR defenses require refresh commands to work).

Data Patterns. We use six commonly used data patterns [9, 13, 63, 165, 167, 169, 224, 227, 236,

244, 252]: row stripe (0xFF/0x00), checkerboard (0xAA/0x55), and thickchecker (0xCC/0x33).

We identify the worst-case data pattern (, ��% ) for each row among these six patterns at

nominal+%%separately for each of RowHammer (Ÿ5.2.2), row activation latency (C'�� ) (Ÿ5.2.3),

and data retention time (Ÿ5.2.4) tests. We use each row's corresponding, ��% for a given test,

at reduced+%%levels.
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5.2.2 RowHammer Experiments

We perform multiple experiments to understand how+%%a�ects the RowHammer vulnerabil-

ity of a DRAM chip.

Metrics. We measure the RowHammer vulnerability of a DRAM chip using two metrics: 1)

the minimum hammer count value at which the �rst bit error is observed (HC�rst ) and 2)��'

caused by a double-sided RowHammer attack with a �xed hammer count of 300K per aggressor

row.8

WCDP. We choose, ��% as the data pattern that causes thelowest HC�rst . If there are mul-

tiple data patterns that cause the lowestHC�rst , we choose the data pattern that causes the

largest��' for the �xed hammer count of300 .9

RowHammer Tests. Alg. 1 describes the core test loop of each RowHammer test that we

run. The algorithm performs adouble-sidedRowHammer attack on each row within a DRAM

bank. A double-sided RowHammer attack activates the two attacker rows that are physically

adjacent to a victim row (i.e., the victim row's two immediate neighbors) in an alternating

manner. We de�ne hammer count (�� ) as the number of times each physically-adjacent row

is activated. In this study, we perform double-sided attacks instead of single- [9] or many-sided

attacks (e.g., as in TRRespass [47], U-TRR [51], and BlackSmith [54]) because a double-sided

attack is the most e�ective RowHammer attack when no RowHammer defense mechanism

is employed: it reducesHC�rst and increases��' compared to both single- and many-sided

attacks [9, 13, 47, 51, 54, 63]. Due to time limitations, 1) we test4 rows per DRAM module

(four chunks of1 rows evenly distributed across a DRAM bank) and 2) we run each test ten

times and record the smallest (largest) observedHC�rst (��' ) to account for the worst-case.

Finding Physically Adjacent Rows. DRAM-internal address mapping schemes [42, 174]

are used by DRAM manufacturers to translatelogicalDRAM addresses (e.g., row, bank, and

column) that are exposed over the DRAM interface (to the memory controller) to physical

DRAM addresses (e.g., physical location of a row). Internal address mapping schemes allow

1) post-manufacturing row repair techniques to repair erroneous DRAM rows by remapping

these rows to spare rows and 2) DRAM manufacturers to organize DRAM internals in a cost-

optimized way, e.g., by organizing internal DRAM bu�ers hierarchically [167,502]. The map-

ping scheme can vary substantially across di�erent DRAM chips [9, 33, 42, 63, 161, 162, 164,

8We choose the 300K hammer count because 1) it is low enough to be used in a system-level RowHammer
attack in a real system, and 2) it is high enough to provide us with a large number of bit�ips to make meaningful
observations in all DRAM modules we tested.

9To investigate if, ��% changes with reduced+%%, we repeat, ��% determination experiments for di�erent
+%%values for 16 DRAM chips. We observe that, ��% changes foronly 2”4 %of tested rows, causing less than
9 %deviation inHC�rst for 90 %of the a�ected rows. We leave a detailed sensitivity analysis of, ��% to +%%for
future work.
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165, 167�170, 315, 503]. For every victim DRAM row we test, we identify the two neighbor-

ing physically-adjacent DRAM row addresses that the memory controller can use to access

the aggressor rows in a double-sided RowHammer attack. To do so, we reverse-engineer the

physical row organization using techniques described in prior works [13,63].

Algorithm 1: Test for�� 5 8ABCand��' for a Given+%%

// '� E82C8<: victim row address
// , ��% : worst-case data pattern
// �� : number of activations per aggressor row
Function measure_��' ( '� E82C8<, , ��% , �� ) :

initialize_row ('� E82C8<, , ��% )
initialize_aggressor_rows ('� E82C8<, bitwise_inverse(, ��% ))
hammer_doublesided('� E82C8<, �� )
��' A>F = compare_data('� E82C8<, , ��% )
return ��' A>F

// +??: wordline voltage for the experiment
// , ��% _;8BC: the list of , ��% s (one , ��% per row)
// A>F_;8BC: the list of tested rows
Function test_loop( +??, , ��% _list) :

set_vpp (+??)
foreach '� E82C8<in A>F_;8BCdo

�� = 300 // initial hammer count to test
�� BC4?= 150 // how much to increment/decrement��
while �� BC4?¡ 100do

��' A>F<0G = 0
for 8 0 to =D<_8C4A0C8>=Bdo

��' A>F = measure_BER('� E82C8<, , ��% , �� )
record_BER(+??, '� E82C8<, , ��% , �� , ��' A>F, 8)
��' A>F<0G = <0G¹��' A>F<0G • ��' A>Fº

end
if ��' A>F<0G == 0 then

�� ¸ = �� BC4?// Increase HC if no bit�ips occur
end
else

�� � = �� BC4?// Reduce HC if a bit�ip occurs
end
�� BC4?= �� BC4?•2

end
record_HC�rst(+??, '� E82C8<, , ��% , �� )

end

5.2.3 Row Activation Latency Experiments

We conduct experiments to �nd how a DRAM chip's row activation latency (C'�� ) changes

with reduced+%%.

Metric. We measure the minimum time delay required (C'��<8= ) between a row activation and

the following read operation to ensure that there arenobit�ips in the entire DRAM row.
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WCDP. We choose, ��% as the data pattern that leads to thelargestobservedC'��<8= .

tRCD Tests. Alg. 2 describes the core test loop of eachC'�� test that we run. The algorithm

sweepsC'�� starting from the nominalC'�� of 13”5 nswith steps of1”5 ns.10 We decrement

(increment)C'�� by 1”5 nsuntil we observe at least one (no) bit�ip in the entire DRAM row in

order to pinpointC'��<8= . To test a DRAM row for a givenC'�� , the algorithm 1) initializes the

row with the row's , ��% , 2) performs an access using the givenC'�� for each column in the

row and 3) checks if the access results in any bit�ips. After testing each column in a DRAM

row, the algorithm identi�es the row'sC'��<8= as the minimumC'�� that does not cause any

bit�ip in the entire DRAM row. Due to time limitations, we 1) test the same set of rows as we

use in RowHammer tests (Ÿ5.2.2) and 2) run each test ten times and record thelargestC'��<8=

for each row across all runs.11

Algorithm 2: Test for Row Activation Latency for a Given+%%

// +??: wordline voltage for the experiment
// , ��% _;8BC: the list of WCDPs (one WCDP per row)
// A>F_;8BC: the list of tested rows
Function test_loop( +??, , ��% _;8BC, A>F_;8BC) :

set_vpp (+??)
foreach '� in A>F_;8BCdo

C'�� = 13”5 ns
found_faulty, found_reliable = False, False
while not found_faulty or not found_reliabledo

is_faulty = False
for 8 0 to =D<_8C4A0C8>=Bdo

foreach column� in row '� do
initialize_row ('� , , ��% _;8BC»'� ¼)
activate_row('� , C'�� ) //activate the row usingC'��
read_data = read_col(� )
close_row('� )
��' 2>; = compare(WCDP_list[RA], read_data)
if ��' 2>; > 0then is_faulty=True

end
end
if is_faulty then {C'�� += 1”5 ns; found_faulty = True;}
else {C'��<8= = C'�� ; C'�� -= 1”5 ns; found_reliable = True;}

end
record_C'��<8= ('� , C'��<8= )

end

10DRAM Bender can send a DRAM command every1”5 nsdue to the clock frequency limitations in the FPGA's
physical DRAM interface.

11To understand whether reliable DRAM row activation latency changes over time, we repeat these tests for
24 DRAM chips after one week, during which the chips are tested for RowHammer vulnerability. We observe
that only 2”1 %of tested DRAM rows experience only a small variation (Ÿ1”5 ns) in C'�� . This result is consistent
with results of prior works [236,239,252].
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5.2.4 Data Retention Time Experiments

We conduct data retention time experiments to understand the e�ects of+%%on DRAM cell

data retention characteristics. We test the same set of DRAM rows as we use in RowHammer

tests (Ÿ5.2.2) for a set of �xed refresh windows from16 msto 16 sin increasing powers of two.

Metric. We measure the fraction of DRAM cells in a DRAM row that experience a bit�ip,

referred to as bit error rate (retention-��' ) due to violating a DRAM row's data retention

time, using a reduced refresh rate.

WCDP. We choose, ��% as the data pattern which causes a bit�ip at thesmallestrefresh

window (C'��, ) among the six data patterns. If we �nd more than one such data pattern, we

choose the one that leads to the largest��' for C'��, of 16 s.

Data Retention Time Tests. Alg. 3 describes how we perform data retention tests to measure

retention-��' for a given+%%and refresh rate. The algorithm 1) initializes a DRAM row with

WCDP, 2) waits as long as the given refresh window, and 3) reads and compares the data in

the DRAM row to the row's initial data.

Algorithm 3: Test for Data Retention Times for a Given+%%

// +??: wordline voltage for the experiment
// , ��% _;8BC: the list of WCDPs (one WCDP per row)
// A>F_;8BC: the list of tested rows
Function test_loop( +??, , ��% _;8BC, A>F_;8BC) :

set_vpp (+??)
C'��, = 16 ms
while C'��, � 16 sdo

for 8 0 to =D<_8C4A0C8>=Bdo
foreach '� in A>F_;8BCdo

initialize_row ('� , , ��% _;8BC»'� ¼)
wait(C'��, )
read_data = read_row('� )
��' A>F = compare_data(WCDP_list[RA], read_data)
record_retention_errors('� , C'��, , ��' A>F)

end
end
C'��, = C'��, � 2

end

5.2.5 SPICE Model

To provide insights into our real-chip-based experimental observations about the e�ect

of reduced+%%on row activation latency and data retention time, we conduct a set of

SPICE [488, 489] simulations to estimate the bitline and cell voltage levels during two rele-

vant DRAM operations: row activation and charge restoration. To do so, we adopt and modify
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a SPICE model used in a relevant prior work [252] that studies the impact of changing+�� (but

not+%%) on DRAM row access and refresh operations. Table 5.3 summarizes our SPICE model.

We use LTspice [488] with the22 nmPTM transistor model [504,505] and scale the simulation

parameters according to the ITRS roadmap [465,506].12 To account for manufacturing process

variation, we perform Monte-Carlo simulations by randomly varying the component param-

eters up to5 %for each simulation run. We run the simulation at+%%levels from1”5 Vto 2”5 V

with a step size of at0”1 V 10K times, similar to prior works [199,383].

Table 5.3: Key parameters used in SPICE simulations.

Component. Parameters

DRAM Cell C: 16.8 fF, R: 698

Bitline C: 100.5 fF, R: 6980

Cell Access NMOS W: 55 nm, L: 85 nm
Sense Amp. NMOS W: 1.3 um, L: 0.1 um
Sense Amp. PMOS W: 0.9 um, L: 0.1 um

5.2.6 Statistical Significance of Experimental Results

To evaluate the statistical signi�cance of our methodology, we investigate the variation in

our measurements by examining thecoe�cient of variation (CV)across ten iterations. CV is a

standardized metric to measure the extent of variability in a set of measurements, in relation

to the mean of the measurements. CV is calculated as the ratio of standard deviation over the

mean value [507]. A smaller CV shows a smaller variation across measurements, indicating

higher statistical signi�cance. The coe�cient of variation is 0.08, 0.13, and 0.24 for90C�, 95C�,

and99C� percentiles of all of our experimental results, respectively.

5.3 RowHammer Under Reduced Wordline Voltage

We provide the �rst experimental characterization of how wordline voltage (+%%) a�ects the

RowHammer vulnerability of a DRAM row in terms of 1) the fraction of DRAM cells in a DRAM

row that experience a bit�ip, referred to as bit error rate (��' ) (Ÿ5.3.1) and 2) the minimum

hammer count value at which the �rst bit error is observed (HC�rst ) (Ÿ5.3.2). To conduct this

analysis, we provide experimental results from 272 real DRAM chips, using the methodology

described in Ÿ5.2.1 and Ÿ5.2.2.

12We donotexpect SPICE simulation and real-world experimental results to be identical because a SPICE model
cannotsimulate a real DRAM chip's exact behavior without proprietary design and manufacturing information.
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5.3.1 E�ect of Wordline Voltage on RowHammer BER

Fig. 5.2 shows the RowHammer��' a DRAM row experiences at a �xed hammer count of

300 under di�erent voltage levels, normalized to the row's RowHammer��' at nominal+%%

(2”5 V). Each line represents a di�erent DRAM module. The band of shade around each line

marks the90 %con�dence interval of the normalized��' value across all tested DRAM rows.

We make Obsvs. 17 and 18 from Fig. 5.2.

Figure 5.2: Normalized ��' values across di�erent +%%levels. Each curve represents a di�erent
DRAM module.

Observation 17. Fewer DRAM cells experience bit�ips due to RowHammer under reduced word-

line voltage.

We observe that RowHammer��' decreasesas+%%reduces in81”2 %of tested rows across

all tested modules. This��' reduction reaches up to66”9 %(B3 at+%%= 1”6+ ) with an average

of 15”2 %(not shown in the �gure) across all tested modules. We conclude that read disturbance

becomes weaker, on average, with reduced+%%.

Observation 18. In contrast to the dominant trend, reducing+%%can sometimes increase��' .

We observe that��' increases in15”4 %of tested rows with reduced+%%by up to11”7 %(B5

at+%%= 2”0+ ). We suspect that the��' increase we observe occurs due to a weakened charge

restoration process rather than an actual increase in read disturbance (due to RowHammer).

Ÿ5.4.3 analyzes the impact of reduced+%%on the charge restoration process.

Variation in ��' Reduction Across DRAM Rows. We investigate how��' reduction with

reduced+%%varies across DRAM rows. To do so, we measure��' reduction of each DRAM

row at+%%<8=(Ÿ5.2.1). Fig. 5.3 shows a population density distribution of DRAM rows (y-axis)

based on their��' at +%%<8=, normalized to their��' at the nominal+%%level (x-axis), for

each manufacturer. We make Obsv. 19 from Fig. 5.3.

Observation 19. ��' reduction with reduced+%%varies across di�erent DRAM rows and dif-

ferent manufacturers.

DRAM rows exhibit a large range of normalized��' values (0.43�1.11, 0.33�1.03, and 0.74�
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Figure 5.3: Population density distribution of DRAM rows based on their normalized ��'
values at +%%<8=.

0.94 in chips from Mfrs. A, B, and C, respectively).��' reduction also varies across di�erent

manufacturers. For example,��' reduces by more than5 %for all DRAM rows of Mfr. C, while

��' variation with reduced+%%is smaller than2 %in 49”6 %of the rows of Mfr. A.

Based on Obsvs. 17�19, we conclude that a DRAM row's RowHammer��' tends to de-

crease with reduced+%%, while both the amount and the direction of change in��' varies

across di�erent DRAM rows and manufacturers.

5.3.2 E�ect of Wordline Voltage on the Minimum Hammer Count

Necessary to Cause a Bitflip

Fig. 5.4 shows theHC�rst a DRAM row exhibits under di�erent voltage levels, normalized to

the row's HC�rst at nominal+%%(2”5 V). Each line represents a di�erent DRAM module. The

band of shade around each line marks the90 %con�dence interval of the normalizedHC�rst

values across all tested DRAM rows in the module. We make Obsvs. 20 and 21 from Fig. 5.2.

Figure 5.4: Normalized �� 5 8ABCvalues across di�erent +%%levels. Each curve represents a dif-
ferent DRAM module.

Observation 20. DRAM cells experience RowHammer bit�ips at higher hammer counts under

reduced wordline voltage.

We observe thatHC�rst of a DRAM row increases as+%%reduces in69”3 %of tested rows

across all tested modules. This increase inHC�rst reaches up to85”8 %(B3 at+%%= 1”6+ ) with
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an average of7”4 %(not shown in the �gure) across all tested modules. We conclude that the

disturbance caused by hammering a DRAM row becomes weaker with reduced+%%.

Observation 21. In contrast to the dominant trend, reducing+%%can sometimes cause bit�ips

at lower hammer counts.

We observe thatHC�rst reduces in14”2 %of tested rows with reduced+%%by up to 9”1 %

(C8 at+%%=1”6 V). Similar to Obsv. 18, we suspect that this behavior is caused by the weakened

charge restoration process (see Ÿ5.4.3).

Variation in HC�rst Increase Across DRAM Rows. We investigate howHC�rst increase

varies with reduced+%%across DRAM rows. To do so, we measureHC�rst increase of each

DRAM row at+%%<8=(Ÿ5.2.1). Fig. 5.5 shows a population density distribution of DRAM rows

(y-axis) based on theirHC�rst at +%%<8=, normalized to theirHC�rst at the nominal+%%level

(x-axis), for each manufacturer. We make Obsv. 22 from Fig. 5.5.

Figure 5.5: Population density distribution of DRAM rows based on their normalized �� 5 8ABC

values at +%%<8=.

Observation 22. HC�rst increase with reduced+%%varies across di�erent DRAM rows and dif-

ferent manufacturers.

DRAM rows in chips from the same manufacturer exhibit a large range of normalized

HC�rst values (0.94�1.52, 0.92�1.86, and 0.91�1.35 for Mfrs. A, B, and C, respectively).HC�rst

increase also varies across di�erent manufacturers. For example,HC�rst increases with reduced

+%%for 83”5 %of DRAM rows in modules from Mfr. C, while50”9 %of DRAM rows exhibit this

behavior in modules from Mfr. A.

Based on Obsvs. 20�22, we conclude that a DRAM row'sHC�rst tends to increase with

reduced+%%, while both the amount and the direction of change inHC�rst varies across di�erent

DRAM rows and manufacturers.

Summary of Findings. Based on our analyses on both��' andHC�rst , we conclude that a

DRAM chip's RowHammer vulnerability can be reduced by operating the chip at a+%%level

that is lower than the nominal+%%value.
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5.4 DRAM Reliability Under Reduced Wordline Voltage

To investigate the e�ect of reduced+%%on reliable DRAM operation, we provide the �rst

experimental characterization of how+%%a�ects the reliability of three+%%-related funda-

mental DRAM operations: 1) DRAM row activation (Ÿ5.4.1), 2) charge restoration (Ÿ5.4.2),

and 3) DRAM refresh (Ÿ5.4.3). To conduct these analyses, we provide both 1) experimental

results from real DRAM devices, using the methodology described in Ÿ5.2.1, Ÿ5.2.3, and Ÿ5.2.4

and 2) SPICE simulation results, using the methodology described in Ÿ5.2.5.

5.4.1 DRAM Row Activation Under Reduced Wordline Voltage

Motivation. DRAM row activation latency (C'�� ) should theoretically increase with reduced

+%%(Ÿ2.6). We investigate howC'�� of real DRAM chips change with reduced+%%.

Novelty. We provide the �rst experimental analysis of the isolated impact of+%%on activation

latency. Prior work [252] tests DDR3 DRAM chips under reduced supply voltage (+�� ), which

may or may not change internally-generated+%%level. In contrast, we modify only wordline

voltage (+%%) without modifying +�� to avoid the possibility of negatively impacting DRAM

reliability due to I/O circuitry instabilities (Ÿ2.6).

Experimental Results. Fig. 5.6 demonstrates the variation inC'��<8= (Ÿ5.2.3) on the y-axis

under reduced+%%on the x-axis, across 30 DRAM modules. We annotate the nominalC'��

value (13”5 ns) [12] with a black horizontal line. We make Obsv. 23 from Fig. 5.6.

Figure 5.6: Minimum reliable C'�� values across di�erent +%%levels. Each curve represents a
di�erent DRAM module.

Observation 23. Reliable row activation latency generally increases with reduced+%%. How-

ever, 208 (25) out of 272 (30) DRAM chips (modules) complete row activation before the nominal

activation latency.

The minimum reliable activation latency (C'��<8= ) increases with reduced+%%across all

tested modules.C'��<8= exceeds the nominalC'�� of 13”5 nsfor only 5 of 30 tested modules



5.4. DRAM RELIABILITY UNDER REDUCED WORDLINE VOLTAGE 65

(A0�A2, B2, and B5). Among these, modules from Mfr. A and B contain 16 and 8 chips per

module. Therefore, we conclude that 208 of 272 tested DRAM chips donot experience bit�ips

when operated using nominalC'�� . We observe that sinceC'��<8= increases with reduced+%%,

the availableC'�� guardband reduces by21”9 %with reduced+%%, on average across all DRAM

modules that reliably work with nominalC'�� . We also observe that the three and two modules

from Mfrs. A and B, which exhibitC'��<8= values larger than the nominalC'�� , reliably operate

when we use aC'�� of 24 nsand15 ns, respectively.

To verify our experimental observations and provide a deeper insight into the e�ect of+%%

on activation latency, we perform SPICE simulations (as described in Ÿ5.2.5). Fig. 5.7a shows

a waveform of the bitline voltage during the row activation process. The time in the x-axis

starts when an activation command is issued. Each color corresponds to the bitline voltage at

a di�erent +%%level. We annotate the bitline's supply voltage (+�� ) and the voltage threshold

that the bitline voltage should exceed for the activation to be reliably completed (+) � ). We

make Obsv. 24 from Fig. 5.7a.

Figure 5.7: (a) Waveform of the bitline voltage during row activation and (b) probability den-
sity distribution of C'��<8= values, for di�erent +%%levels.

Observation 24. Row activation successfully completes under reduced+%%with an increased

activation latency.

Fig. 5.7a shows that, as+%%decreases, the bitline voltage takes longer to increase to+) � ,

resulting in a slower row activation. For example,C'��<8= increases from11”6 ns to 13”6 ns

(on average across104 Monte-Carlo simulation iterations) when+%%is reduced from2”5 V to

1”7 V. This happens due to two reasons. First, a lower+%%creates a weaker channel in the

access transistor, requiring a longer time for the capacitor and bitline to share charge. Second,
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the charge sharing process (0�5 ns in Fig. 5.7a) leads to a smaller change in bitline voltage

when+%%is reduced due to the weakened charge restoration process that we explain in Ÿ5.4.2.

Fig. 5.7b shows the probability density distribution ofC'��<8= values under reduced+%%

across a total of104 Monte-Carlo simulation iterations for di�erent+%%levels (color-coded).

Vertical lines annotate the worst-case reliableC'��<8= values across all iterations of our Monte-

Carlo simulation (Ÿ5.2.5) for di�erent+%%levels. We make Obsv. 25 from Fig. 5.7b.

Observation 25. SPICE simulations agree with our activation latency-related observations

based on experiments on real DRAM chips:C'��<8= increases with reduced+%%.

We analyze the variation in 1) the probability density distribution ofC'��<8= , and 2) the

worst-case (largest) reliableC'��<8= value when+%%is reduced. Fig. 5.7b shows that the prob-

ability density distribution ofC'��<8= both shifts to larger values and becomes wider with

reduced+%%. The worst-case (largest)C'��<8= increases from12”9 ns to 13”3 ns, 14”2 ns, and

16”9 nswhen+%%is reduced from2”5 V to 1”9 V, 1”8 V and1”7 V, respectively.13 For a realistic

nominal value of13”5 ns, C'�� 's guardband reduces from4”4 %to 1”5 %as+%%reduces from

2”5 V to 1”9 V. As Ÿ5.2.5 explains, SPICE simulation results donot exactly match measured

real-device characteristics (shown in Obsv. 23) because a SPICE modelcannotsimulate a real

DRAM chip's exact behavior without proprietary design and manufacturing information.

From Obsvs. 23�25, we conclude that 1) the reliable row activation latency increases with

reduced+%%, 2) the increase in reliable row activation latency doesnot immediately require

increasing the nominalC'�� , but reduces the available guardband by21”9 %for 208 out of 272

tested chips, and 3) observed bit�ips can be eliminated by increasingC'�� to 24 nsand15 ns

for erroneous modules from Mfrs. A and B.

5.4.2 DRAM Charge Restoration Under Reduced Wordline Voltage

Motivation. A DRAM cell's charge restoration process is a�ected by+%%because, similar to

the row activation process, a DRAM cell capacitor's charge is restored through the channel

formed in the access transistor, which is controlled by the wordline. Due to access transistor's

characteristics, reducing+%%without changing+�� reduces gate-to-source voltage (+�( ) and

forms a weaker channel. To understand the impact of+%%reduction on the charge restoration

process, we investigate how charge restoration of a DRAM cell varies with reduced+%%.

Experimental Results. Since our FPGA infrastructure cannot probe a DRAM cell capacitor's

voltage level, we conduct this study in our SPICE simulation environment (Ÿ5.2.5). Fig. 5.8a

shows the waveform plot of capacitor voltage (y-axis) over time (x-axis), following a row

13SPICE simulation results do not show reliable operation when+%%� 1”6 V, yet real DRAM chips do operate
reliably as we show in Ÿ5.4.1 and Ÿ5.4.3.
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activation event (at t=0). Fig. 5.8b shows the probability density distribution (y-axis) of the

minimum latency required (C'�(<8= ) to reliably complete the charge restoration process on the

x-axis under di�erent+%%levels. We make Obsvs. 26 and 27 from Fig. 5.8a and 5.8b.

Figure 5.8: (a) Waveform of the cell capacitor voltage following a row activation and (b) prob-
ability density distribution of C'�(<8= values, for di�erent +%%levels.

Observation 26. A DRAM cell's capacitor voltage can saturate at a lower voltage level when

+%%is reduced.

We observe that a DRAM cell capacitor's voltage saturates at+�� (1”2 V) when+%%is 2”0 V

or higher. However, the cell capacitor's voltage saturates at a lower voltage level by4”1 %,

11”0 %, and18”1 %when+%%is 1”9 V, 1”8 V, and1”7 V, respectively. This happens because the

access transistor turns o� when the voltage di�erence between its gate and source is smaller

than a threshold level. For example, when+%%is set to1”7 V, the access transistor allows charge

restoration until the cell voltage reaches0”98 V. When the cell voltage reaches this level, the

voltage di�erence between the gate (1”7 V) and the source (0”98 V) is not large enough to form

a strong channel, causing the cell voltage to saturate at0”98 V. This reduction in voltage can

potentially 1) increase the row activation latency (C'�� ) and 2) reduce the cell's retention time.

We 1) already account for reduced saturation voltage's e�ect onC'�� in Ÿ5.4.1 and 2) investigate

its e�ect on retention time in Ÿ5.4.3.

Observation 27. The increase in a DRAM cell's charge restoration latency with reduced+%%

can increase theC'�( timing parameter, depending on the+%%level.

Similar to the variation inC'�� values that we discuss in Obsv. 25, the probability density

distribution of the minimum time that a row should stay open after being activated (C'�( )

values also shifts to larger values (i.e.,C'�( exceeds the nominal value when+%%is lower than

2.0V) and becomes wider as+%%reduces. This happens as a result of reduced cell voltage,
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weakened channel in the access transistor, and reduced voltage level at the end of the charge

sharing process, as we explain in Obsv. 25.

From Obsvs. 26 and 27, we conclude that reducing+%%can negatively a�ect the charge

restoration process. Reduced+%%'s negative impact on charge restoration can potentially be

mitigated by leveraging the guardbands in DRAM timing parameters [169, 236, 237, 239, 252]

and using intelligent DRAM refresh techniques, where a partially restored DRAM row can be

refreshed more frequently, so that the row's charge is restored before it experiences a data

retention bit�ip [363,397,398]. We leave exploring such solutions to future work.

5.4.3 DRAM Row Refresh Under Reduced Wordline Voltage

Motivation. Ÿ5.4.2 demonstrates that the charge restored in a DRAM cell after a row activation

can be reduced as a result of+%%reduction. This phenomenon is important for DRAM-based

memories because reduced charge in a cell might reduce a DRAM cell's data retention time,

causingretention bit�ipsif the cell isnot refreshed more frequently. To understand the impact

of+%%reduction on real DRAM chips, we investigate the e�ect of reduced+%%on data retention

related bit�ips using the methodology described in Ÿ5.2.4.

Novelty. This is the �rst work that experimentally analyzes the isolated impact of+%%on

DRAM cell retention times. Prior work [252] tests DDR3 DRAM chips under reduced+�� ,

which may or may not change the internally-generated+%%level.

Experimental Results. Fig. 5.9 demonstrates reduced+%%'s e�ect on data retention��' on

real DRAM chips. Fig. 5.9a shows how the data retention��' (y-axis) changes with increas-

ing refresh window (log-scaled in x-axis) for di�erent+%%levels (color-coded). Each curve in

Fig. 5.9a shows the average��' across all DRAM rows, and error bars mark the90 %con�-

dence interval. The x-axis starts from64 msbecause we donot observe any bit�ips atC'��,

values smaller than64 ms. To provide deeper insight into reduced+%%'s e�ect on data retention

��' , Fig. 5.9b demonstrates the population density distribution of data retention��' across

tested rows for aC'��, of 4 s. Dotted vertical lines mark the average��' across rows for each

+%%level. We make Obsvs. 28 and 29 from Fig. 5.9.

Observation 28. More DRAM cells tend to experience data retention bit�ips when+%%is re-

duced.

Fig. 5.9a shows that data retention��' curve is higher (e.g., dark-purple compared to yel-

low) for smaller+%%levels (e.g.,1”5 Vcompared to2”5 V). To provide a deeper insight, Fig. 5.9b

shows that average data retention��' across all tested rows whenC'��, =4 sincreases from

0”3 %, 0”2 %, and1”4 %for a+%%of 2”5 V to 0”8 %, 0”5 %, and2”5 %for a+%%of 1”5 V for Mfrs. A,
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Figure 5.9: Reduced+%%'s e�ect on a) data retention ��' across di�erent refresh rates and b)
the distribution of data retention ��' across di�erent DRAM rows for a �xed C'��, of 4 s.

B, and C, respectively. We hypothesize that this happens because of the weakened charge

restoration process with reduced+%%(Ÿ5.4.2).

Observation 29. Even though DRAM cells experience retention bit�ips at smaller retention

times when+%%is reduced, 23 of 30 tested modules experienceno data retention bit�ips at the

nominal refresh window (64 ms).

Data retention��' is very low at theC'��, of 64 mseven for a+%%of 1”5 V. We observe

that noDRAM module from Mfr. A exhibits a data retention bit�ip at the64 msC'��, , andonly

three and four modules from Mfrs. B (B6, B8, and B9) and C (C1, C3, C5, and C9) experience

bit�ips across all 30 DRAM modules we test.

We investigate the signi�cance of the observed data retention bit�ips and whether it is

possible to mitigate these bit�ips using error correcting codes (ECC) [446] or other existing

methods to avoid data retention bit�ips (e.g., selectively refreshing a small fraction of DRAM

rows at a higher refresh rate [363, 397, 398, 508]). To do so, we analyze data retention bit�ips

when each tested module is operated at the module's+%%<8=for two C'��, values:64 msand

128 ms, the smallest refresh windows that yield non-zero BER for di�erent DRAM modules.

To evaluate whether data retention bit�ips can be avoided using ECC, we assume a realistic

data word size of 64 bits [41,170,246�248,450,503]. We make Obsv. 30 from this analysis.

Observation 30. Data retention errors can be avoided using simple single error correcting codes

at the smallestC'��, that yields non-zero��' .
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We observe thatno64-bit data word contains more than one bit�ip for the smallestC'��,

that yield non-zero��' . We conclude that simplesingle error correction double error detection

(SECDED) ECCcan correctall erroneous data words.

To evaluate whether data retention bit�ips can be avoided by selectively refreshing a small

fraction of DRAM rows, we analyze the distribution of these bit�ips across di�erent DRAM

rows. Fig. 5.10a (Fig. 5.10b) shows the distribution of DRAM rows that experience a data re-

tention bit�ip when C'��, is 64 ms(128 ms) but not at a smallerC'��, , based on their data

retention bit�ip characteristics. The x-axis shows the number of 64-bit data words with one

bit�ip in a DRAM row. The y-axis shows the fraction of DRAM rows in log-scale, exhibiting the

behavior, speci�ed in the x-axis for di�erent manufacturers (color-coded). We make Obsv. 31

from Fig. 5.10.

Figure 5.10: Data retention bit�ip characteristics of DRAM rows in DRAM modules that ex-
hibit bit�ips at (a) 64 msand (b) 128 msrefresh windows but not at lower C'��, values when
operated at +%%<8=. Each subplot shows the distribution of DRAM rows based on the number
of erroneous 64-bit words that the rows exhibit.

Observation 31. Only a small fraction (16”4 %/ 5”0 %) of DRAM rows contain erroneous data

words at the smallestC'��, (64 ms/ 128 ms) that yields non-zero��' .

Fig. 5.10a shows that modules from Mfr. A donot exhibit any bit�ips whenC'��, is 64 ms,

while 15”5 %and0”2 %of DRAM rows in modules from Mfrs. B and C exhibit four and one 64-

bit words with a single bit�ip, respectively; and0”01 %of DRAM rows from Mfr. B contain 116

data words with one bit�ip. Fig. 5.10b shows that0”1 %, 4”7 %, and0”2 %of rows from Mfrs. A,

B, and C contain 1, 2, and 1 erroneous data words, respectively, when the refresh window is

128 ms. We conclude thatall of these data retention bit�ips can be avoided by doubling the

refresh rate14only for 16”4 %/ 5”0 %of DRAM rows [363,397,398] whenC'��, is64 ms/ 128 ms.

From Obsvs. 28�31, we conclude that a DRAM row's data retention time can reduce when

+%%is reduced. However, 1) most of (i.e., 23 out of 30) tested modules donot exhibit any bit�ips

at the nominalC'��, of 64 msand 2) bit�ips observed in seven modules can be mitigated using

existing SECDED ECC [446] or selective refresh methods [363,397,398].

14We test our chips at �xed refresh rates in increasing powers of two (Ÿ5.2.4). Therefore, our experiments do
not capture whether eliminating a bit�ip is possible by increasing the refresh rate by less than2� . We leave a
�ner granularity data retention time analysis to future work.
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5.5 Limitations of Wordline Voltage Scaling

We highlight four key limitations of+%%scaling and our experimental characterization.

First, in our experiments, we observe that none of the tested DRAM modules reliably op-

erate at a+%%lower than a certain voltage level, called+%%<8=. This happens because an access

transistor cannot connect the DRAM cell capacitor to the bitline when the access transistor's

gate-to-source voltage di�erence isnot larger than the transistor's threshold voltage. There-

fore, each DRAM chip has a minimum+%%level at which it can reliably operate (e.g., lowest

at 1”4 V for A0 and highest at2”4 V for A5). With this limitation, we observe7”4 %/ 15”2 %

average increase / reduction inHC�rst / ��' across all tested DRAM chips at their respec-

tive+%%<8=levels. A DRAM chip's RowHammer vulnerability can potentially reduce further if

access transistors are designed to operate at smaller+%%levels.

Second, we cannot investigate the root cause of all results we observe since 1) DRAM

manufacturers donot describe the exact circuit design details of their commodity DRAM

chips [47, 247, 315, 503] and 2) our infrastructure's physical limitations prevent us from ob-

serving a DRAM chip's exact internal behavior (e.g., it isnot possible to directly measure a

cell's capacitor voltage).

Third, this chapter doesnot thoroughly analyze the three-way interaction between+%%,

temperature, and RowHammer. There is already a complex two-way interaction between

RowHammer and temperature, requiring studies to test each DRAM cell at all allowed temper-

ature levels [63]. Since a three-way interaction study requires even more characterization that

would take several months of testing time, we leave it to future work to study the interaction

between+%%, temperature, and RowHammer.

Fourth, we experimentally demonstrate that the RowHammer vulnerability can be mit-

igated by reducing+%%at the cost of a21”9 %average reduction in theC'�� guardband of

tested DRAM chips. Although reducing the guardband can hurt DRAM manufacturing yield,

we leave studying+%%reduction's e�ect on yield to future work because we donothave access

to DRAM manufacturers' proprietary yield statistics.

5.6 Key Takeaways

We summarize the key �ndings of our experimental analyses of the wordline voltage (+%%)'s

e�ect on the RowHammer vulnerability and reliable operation of modern DRAM chips. From

our new observations, we draw two key takeaways.

Takeaway 1: E�ect of +%%on RowHammer. Scaling down+%%reduces a DRAM chip's

RowHammer vulnerability, such that RowHammer��' decreasesby 15”2 %(up to66”9 %) and
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HC�rst increases by7”4 %(up to 85”8 %) on average across all DRAM rows. Only15”4 %and

14”2 %of DRAM rows exhibit opposite��' andHC�rst trends, respectively (Ÿ5.3.1 and Ÿ5.3.2).

Takeaway 2: E�ect of +%%on DRAM reliability. Reducing+%%1) reduces the guardband

of row activation latency by21”9 %on average across tested chips and 2) causes DRAM cell

charge to saturate at1 V instead of1”2 V(+�� ) (Ÿ5.4.2), leading0 %, 15”5 %, and0”2 %of DRAM

rows to experience SECDED ECC-correctable data retention bit�ips at the nominal refresh

window of 64 msin DRAM modules from Mfrs. A, B, and C, respectively (Ÿ5.4.3).

Finding Optimal Wordline Voltage. Our two key takeaways suggest that reducing

RowHammer vulnerability of a DRAM chip via+%%reduction can require 1) accessing DRAM

rows with a slightly larger latency, 2) employing error correcting codes (ECC), or 3) refresh-

ing a small subset of rows at a higher refresh rate. Therefore, one can de�ne di�erent Pareto-

optimal operating conditions for di�erent performance and reliability requirements. For ex-

ample, a security-critical system can choose a lower+%%to reduce RowHammer vulnerability,

whereas a performance-critical and error-tolerant system might prefer lower access latency

over higher RowHammer tolerance. DRAM designs and systems that are informed about the

tradeo�s between+%%, access latency, and retention time can make better-informed design de-

cisions (e.g., fundamentally enable lower access latency) or employ better-informed memory

controller policies (e.g., using longerC'�� , employing SECDED ECC, or doubling the refresh

rate only for a small fraction of rows when the chip operates at reduced+%%). We believe such

designs are important to explore in future work. We hope that the new insights we provide can

lead to the design of stronger DRAM-based systems against RowHammer along with better-

informed DRAM-based system designs.

5.7 Summary

We present the �rst experimental RowHammer characterization study under reduced+%%.

Our results, using 272 real DDR4 DRAM chips from three major manufacturers, show that

RowHammer vulnerability can be reduced by reducing+%%. Using real-device experiments and

SPICE simulations, we demonstrate that although the reduced+%%slightly worsens DRAM ac-

cess latency, charge restoration process and data retention time, most of (208 out of 272) tested

chips reliably work under reduced+%%leveraging already existing guardbands of nominal tim-

ing parameters and employing existing ECC or selective refresh techniques. Our �ndings pro-

vide new insights into the increasingly critical RowHammer problem in modern DRAM chips.

We hope that they lead to the design of more robust systems against RowHammer attacks.



Chapter 6

Spatial Variation-Aware Read

Disturbance Defenses

6.1 Motivation and Goal

Prior research experimentally demonstrates that read disturbance is clearly a worsening

DRAM robustness (i.e., reliability, security, and safety) concern [9,13,27,28,30,42,47,111,112]

and many of prior solutions [6�10, 12, 30, 37, 47, 51, 73, 82, 107, 108, 113�134, 136�145, 153, 186,

193�196, 198, 199, 211, 212, 305�328, 469�472] will incursigni�cant performance, energy con-

sumption, and hardware complexity overheads such that they become prohibitively expen-

sive when deployed in future DRAM chips with much larger read disturbance vulnerabili-

ties [13,27,28,30,51,112,113].

To avoid read disturbance bit�ips in future DRAM-based computing systems in an e�ective

and e�cient way, it is critical to rigorously gain detailed insights into the read disturbance phe-

nomena under various circumstances (e.g., the physical location of the victim row in a DRAM

chip). Although it might not be in the best interest of a DRAM manufacturer to make such

understanding publicly available,1 rigorous research in the public domain should continue to

enable a much more detailed and rigorous understanding of DRAM read disturbance. This is

important because a better understanding of DRAM read disturbance among the broader re-

search community enables the development of comprehensive solutions to the problem more

quickly. Unfortunately, despite the existing research e�orts expended towards understanding

read disturbance [4, 9, 13, 27, 28, 30, 32, 40, 47, 48, 56, 59, 62, 64�67, 73, 83, 87, 89, 111, 112, 185�

192,210�214,437,438], scienti�c literature lacks 1) rigorous experimental observations on the

1See [503] for a discussion and analysis of such issues.
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spatial variation of read disturbancein modern DRAM chips and 2) a concrete methodology

for leveraging this variation to improve existing solutions and crafting more e�ective attacks.

Our goal in this chapter is to close this gap. We aim to empirically analyze the spatial

variation of read disturbance across DRAM rows and leverage this analysis to improve existing

solutions. Doing so provides us with a deeper understanding of the read disturbance in DRAM

chips to enable future research on improving the e�ectiveness of existing and future solutions.

We hope and expect that our analyses will pave the way for building robust (i.e., reliable,

secure, and safe) systems that mitigate read disturbance at low performance, energy, and area

overheads while DRAM chips become more vulnerable to read disturbance over generations.

6.2 Methodology

We describe our DRAM testing infrastructure and the real DDR4 DRAM chips tested.

6.2.1 DRAM Testing Infrastructure

Fig. 4.1 shows our FPGA-based DRAM testing infrastructure for testing real DDR4 DRAM

chips. Our infrastructure consists of four main components: 1) an FPGA development board

(Xilinx Alveo U200 [1] for DIMMs or Bittware XUSP3S [509] for SODIMMs), programmed

with DRAM Bender [4, 5] to execute our test programs, 2) a host machine that generates the

test program and collects experimental results, 3) a thermocouple temperature sensor and a

pair of heater pads pressed against the DRAM chips that heat up the DRAM chips to a desired

temperature, and 4) a PID temperature controller (MaxWell FT200 [442]) that controls the

heaters and keeps the temperature at the desired level with a precision of� 0”5 � C.2

Eliminating Interference Sources. To observe read disturbance induced bit�ips in circuit

level, we eliminate perform the best e�ort to eliminate potential sources of interference to

our best ability and control, by taking four measures, similar to the methodology used by

prior works [13, 51, 63, 86, 111]. First, we disable periodic refresh during the execution of our

test programs to prevent potential on-DRAM-die TRR mechanisms [47, 51] from refreshing

victim rows so that we can observe the DRAM chip's behavior at the circuit-level. Second,

we strictly bound the execution time of our test programs within the refresh window of the

tested DRAM chips at the tested temperature to avoid data retention failures interfering with

read disturbance failures. Third, we run each test ten times and record the smallest (largest)

2To evaluate temperature stability during RowHammer tests, we perform a double-sided RowHammer test
with a hammer count of 1M and traverse across all rows in round-robin fashion for 24 hours at three di�erent
temperature levels. We sample the temperature of three modules (one from each manufacturer) every 5 seconds
and observe a variation within the error margin of0”2 � C,0”3 � C, and0”5 � Cat35� C,50� C, and80� C, respectively.
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observedHC�rst (��' ) for each row across iterations to account for the worst-case.3 Fourth, we

verify that the tested DRAM modules and chips have neither rank-level nor on-die ECC [170,

248]. With these measures, we directly observe and analyze all bit�ips without interference.

6.2.2 Tested DDR4 DRAM Chips

Table 6.1 shows the 144 real DDR4 DRAM chips (in 15 modules) spanning eight di�erent die

revisions that we test from all three major DRAM manufacturers. To investigate whether our

spatial variation analysis applies to di�erent DRAM technologies, designs, and manufacturing

processes, we test various DRAM chips with di�erent die densities and die revisions from each

DRAM chip manufacturer.4

Table 6.1: Tested DDR4 DRAM Chips.

DIMM # of Density Chip Date
Mfr. ID Chips Die Rev. Org. (ww-yy)

Mfr. H
(SK Hynix)

H0 8 16Gb � A x8 51-20
H1, H2, H3 3 � 8 16Gb � C x8 48-20
H4 8 8Gb � D x8 48-20
M0 4 16Gb � E x16 46-20

Mfr. M M1, M3 2 � 16 8Gb � B x4 N/A
(Micron) M2 16 16Gb � E x4 14-20

M4 4 16Gb � B x16 26-21
S0, S1 2 � 8 8Gb � B x8 52-20

Mfr. S S2 8 8Gb � D x8 10-21
(Samsung) S3 8 4Gb � F x8 N/A

S4 16 8Gb � C x4 35-21

Table 6.2 shows the characteristics of the DDR4 DRAM modules we test and analyze. We

provide the module and chip identi�ers, access frequency (Freq.), manufacturing date (Mfr.

Date), chip density (Chip Den.), die revision (Die Rev.), chip organization (Chip Org.), and the

number of rows per DRAM bank of tested DRAM modules. We report the manufacturing date

of these modules in the form ofF44: � ~40A. For each DRAM module, Table 6.2 shows the

minimum (Min.), average (Avg.), and maximum (Max.)HC�rst values across all tested rows.

To account for in-DRAM row address mapping [9,33,42,76,160�162,164�170], we reverse

engineer the physical row address layout, following the prior works' methodology [13,63,86,

111].

3We observe a 5.7% variation in the bit error rate across ten iterations.
4A DRAM chip's technology node isnot always publicly available. We assume that two DRAM chips from

the same manufacturer have the same technology nodeonly if they share both 1) the same die density and 2) the
same die revision code. A die revision code of X indicates that there isnopublic information available about the
die revision (e.g., the DRAM module vendor removed the original DRAM chip manufacturer's markings, and the
DRAM stepping �eld in the SPD is0G00).
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Table 6.2: Characteristics of the tested DDR4 DRAM modules.

Label. Mfr. Module Identi�er Freq Mfr. Date Chip Die Chip # of Rows HC�rst

Chip Identi�er (MT/s) ww-yy Den. Rev. Org. per Bank Min. Avg. Max.

H0

S
K

H
yn

ix

HMAA4GU6AJR8N-XN [501]
H5ANAG8NAJR-XN [510]

3200 51-20 16Gb A � 8 128K 16K 46.2K 96K

H1
HMAA4GU7CJR8N-XN [511]
H5ANAG8NCJR-XN [512]

3200 51-20 16Gb C � 8 128K 12K 54.0K 128K

H2
HMAA4GU7CJR8N-XN [511]
H5ANAG8NCJR-XN [512]

3200 36-21 16Gb C � 8 128K 12K 55.4K 128K

H3
HMAA4GU7CJR8N-XN [511]
H5ANAG8NCJR-XN [512]

3200 36-21 16Gb C � 8 128K 12K 57.8K 128K

H4
KSM32RD8/16HDR [500]
H5AN8G8NDJR-XNC [513]

3200 48-20 8Gb D � 8 64K 16K 38.1K 96K

M0

M
ic

ro
n

MTA4ATF1G64HZ-3G2E1 [514]
MT40A1G16KD-062E [515]

3200 46-20 16Gb E � 16 128K 8K 24.5K 40K

M1
MTA18ASF2G72PZ-2G3B1QK [516]
MT40A2G4WE-083E:B [517]

2400 N/A 8Gb B � 4 128K 40K 64.5K 96K

M2
MTA36ASF8G72PZ-2G9E1TI [518]
MT40A4G4JC-062E:E [519]

2933 14-20 16Gb E � 4 128K 8K 28.6K 48K

M3
MTA18ASF2G72PZ-2G3B1QK [516]
MT40A2G4WE-083E:B [517]

2400 36-21 8Gb B � 4 128K 56K 90.0K 128K

M4
MTA4ATF1G64HZ-3G2B2 [520]
MT40A1G16RC-062E:B [521]

3200 26-21 16Gb B � 16 128K 12K 42.2K 96K

S0

S
am

su
ng

M393A1K43BB1-CTD [522]
K4A8G085WB-BCTD [523]

2666 52-20 8Gb B � 8 64K 32K 57.0K 128K

S1
M393A1K43BB1-CTD [522]
K4A8G085WB-BCTD [523]

2666 52-20 8Gb B � 8 64K 24K 59.8K 128K

S2
M393A1K43BB1-CTD [522]
K4A8G085WB-BCTD [523]

2666 10-21 8Gb D � 8 64K 12K 42.7K 96K

S3
F4-2400C17S-8GNT [456]
K4A4G085WF-BCTD [455]

2400 04-21 4Gb F � 8 32K 16K 59.2K 128K

S4
M393A2K40CB2-CTD [524]
K4A8G045WC-BCTD [525]

2666 35-21 8Gb C � 4 128K 12K 55.4K 128K

6.2.3 DRAM Testing Methodology

Metrics. To characterize a DRAM module's vulnerability to read disturbance, we examine the

change in two metrics: 1)HC�rst , where we count each pair of activations to the two neigh-

boring rows as one hammer (e.g., one activation each to rows N � 1 and N +1 counts as one

hammer) [13], and 2)��' . A higherHC�rst (��' ) indicates lower (higher) vulnerability to read

disturbance.

Tests.Alg. 4 describes our core test loop and two key functions we use:�0<<4A _3>D1;4B8343

and <40BDA4_��' . All our tests use the double-sided hammering pattern as speci�ed in

�0<<4A _3>D1;4B8343function and performed similarly by prior works [9, 13, 63, 75, 111].

�0<<4A _3>D1;4B8343hammers two physically adjacent (i.e., aggressor) rows to a victim row

('� E82C8<� 1) in an alternating manner. In this context, one hammer is a pair of activations

to the two aggressor rows. The�� parameter in Alg. 4 de�nes the hammer count, i.e., the

number of activations per aggressor row. TheC�66$= parameter in Alg. 4 de�nes the time an

activated aggressor row remains open. We perform the double-sided hammering in two dif-
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ferent ways: 1) with the maximum activation rate possible within DDR4 command timing

speci�cations [12, 526] as this access pattern is stated as the most e�ective RowHammer ac-

cess pattern on DRAM chips when RowHammer solutions are disabled [9,13,42,47,63,75,185];

and 2) with keeping aggressor rows open for longer than the minimum charge restoration time

(C�66$= > C'�( ) at each activation to observe the e�ect of RowPress, a recently demonstrated

read disturbance phenomenon, which is di�erent from RowHammer [111]. As<40BDA4_��'

function (Alg. 4) demonstrates, we initialize 1) two aggressor rows and one victim row with

opposite data patterns to exacerbate read disturbance [13, 41, 55, 58], 2) perform double-sided

hammer test, and 3) read-back the data from the victim row and compare against the victim

row's initial data pattern to calculate the bit error rate (BER). Our core test loop sweeps di�er-

entC�66$= values, banks, and victim row addresses. First, We test three di�erentC�66$= values:

1)36 nsas the minimumC'�( value, 2)2µsas a large enough time window in which a stream-

ing access pattern can fetch the whole content in the activated aggressor row, and 3)0”5µsas a

more realistic time window at which a DRAM row can remain open due to high row bu�er hit

rate [111,527]. Second, we sweep through banks 1, 4, 10, and 15 as representative banks from

each bank group [4,5, 12]. Third, we testall rows in a tested bank using 14 di�erent hammer

counts and six di�erent data patterns.

Hammer Counts. We conduct our tests by using a set of hammer counts on all DRAM rows

instead of �nding HC�rst precisely for each row. This is becauseHC�rst signi�cantly varies

across rows, and thus, causes a large experiment time (e.g., several weeks or even months) to

�nd HC�rst at high precision (e.g., within� 10hammers) for each row individually. Therefore,

we test the DRAM chips under 14 distinct hammer counts from1 to 128 as Alg. 4 speci�es.5

Data Patterns. We use six commonly used data patterns [9,13,63,165,167,169,224,227,236,244,

252]: row stripe, checkerboard, column stripe, and the opposites of these three data patterns

that are shown in Table 6.3 in detail. We identify the worst-case data pattern (, ��% ) for each

row as the data pattern that results in the largest��' at the hammer count of128 .6 Then,

we sweep the hammer count from 1K to 96K and measure��' for the WCDP of each row.

Finding Physically Adjacent Rows. DRAM-internal address mapping schemes [42,174] are

used by DRAM manufacturers to translatelogicalDRAM addresses (e.g., row, bank, and col-

umn) that are exposed over the DRAM interface (to the memory controller) to physical DRAM

addresses (e.g., physical location of a row). Internal address mapping schemes allow 1) post-

manufacturing row repair techniques to repair erroneous DRAM rows by remapping such

rows to spare rows and 2) DRAM manufacturers organize DRAM internals in a cost-optimized

5 is 210 (not 103) unless otherwise speci�ed.
6We �nd that a hammer count of 128K is both 1) low enough to be used in a system-level attack in a real

system [47], and 2) high enough to provide a large number of bit�ips inall DRAM modules we tested.
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Algorithm 4: Test for pro�ling the spatial variation of read disturbance in DRAM
// '� E82C8<: Victim row address
// , ��% : Worst-case data pattern for the victim row
// �� : Hammer Count: number of activations per aggressor row
// ��) : Row activation command to open a DRAM row
// %'� : Precharge command to close a DRAM row
// , ��) : Wait for the specified amount of time
// C�66$= : Aggressor row on time
// C'% : Precharge latency timing constraint
Function hammer_doublesided('� E82C8<, �� , C�66$= ) :

while 8Ÿ �� do
ACT('� E82C8<̧ 1)
WAIT(C�66$= )
PRE()
WAIT(C'% )
ACT('� E82C8<� 1)
WAIT(C�66$= )
PRE()
WAIT(C'% )
i++

end

Function measure_��' ( '� E82C8<, , ��% , �� , C�66$= ) :
initialize_row ('� E82C8<, , ��% )
initialize_aggressor_rows ('� E82C8<, bitwise_inverse(, ��% ))
hammer_doublesided('� E82C8<, �� , C�66$= )
��' A>F = compare_data('� E82C8<, , ��% )
return ��' A>F

Function test_loop() :
foreach C�66$= in [36ns, 0.5us, 2us]do

foreach �0=: in [1, 4, 10, 15]do
foreach '� E82C8<in �0=: do

// Find the worst-case data pattern
foreach �% in [RS, RSI, CS, CSI, CB, CBI]do

measure_��' ( '� E82C8<, �%, 128K,C�66$= )
WCDP = DP that causes largest BER

end
// Sweep the hammer count using WCDP
foreach �� in [1,2,4,8,12,16,24,32,40,48,56,64,96]Kdo

measure_��' ( '� E82C8<, , ��% , �� , C�66$= )
end

end
end

end
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Table 6.3: Data patterns used in our tests

Data Pattern Aggressor Rows Victim Row

Row Stripe (RS) 0G� � 0G00
Row Stripe Inverse (RSI) 0G00 0G� �

Column Stripe (CS) 0G�� 0G��
Column Stripe Inverse (CSI) 0G55 0G55

Checkerboard (CB) 0G�� 0G55
Checkerboard Inverse (CBI) 0G55 0G��

way, e.g., by organizing internal DRAM bu�ers hierarchically [167,502]. The mapping scheme

can substantially vary across di�erent DRAM chips [9, 33, 42, 63, 161, 162, 164, 165, 167�170,

315,503]. For every row, we identify the two neighboring physically-adjacent DRAM row ad-

dresses that the memory controller can use to access the aggressor rows in a double-sided

RowHammer attack. To do so, we reverse-engineer the physical row organization using tech-

niques described in prior works [13,63].

Temperature. We maintain the DRAM chip temperature at80� C, which is very close to the

maximum point of the normal operating condition of85� C [12]. We choose this temperature

because prior works show that increasing temperature tends to reduce DRAM chips' overall

reliability [63, 64, 111, 165].7 Due to time and space limitations, we leave a rigorous charac-

terization of temperature's e�ect for future work, while presenting the preliminary analysis

where we repeat double-sided RowHammer tests at50� C on 5K randomly selected DRAM

rows at nine di�erent hammer counts. We observe that the variation in overall��' with the

e�ect of temperature is less than 0.5%.

6.3 Spatial Variation in DRAM Read Disturbance

This section presents the �rst rigorous spatial variation analysis of read disturbance across

DRAM rows. Many prior works [9, 13, 65, 67, 214] analyze RowHammer vulnerability at the

DRAM bank granularity across many DRAM modules without providing analysis of the vari-

ation of this vulnerability across rows. Recent works [63, 86, 111, 185] analyze the variation

in RowHammer vulnerability across DRAM rows. However, these analyses are limited to a

small subset of DRAM rows (4K to 9K), while a DRAM bank typically has¡ 16 DRAM

rows [12, 512�516, 518, 520, 523, 524]. Thus, prior works mightnot fully re�ect the vulnera-

7Prior works [63,111] demonstrate a complex interaction between temperature and a row's read disturbance
(especially RowHammer) vulnerability and suggest that each DRAM chip should be tested at all temperature
levels to account for the e�ect of temperature. Thus, fully understanding the e�ects of temperature and aging
requires extensive characterization studies, requiring many months-long testing time. Therefore, we leave such
studies for future work.
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bility pro�le of real DRAM chips. Fully characterizing and understanding the vulnerability

pro�le is crucial to avoiding read disturbance bit�ips as existing read disturbance solutions

must be properly con�gured based on proper characterization [6�10, 113, 124, 141, 142]. This

section presents a more rigorous and targeted read disturbance characterization study of 144

real DDR4 DRAM chips spanning 11 di�erent chip density and die revisions, following the

methodology described in Ÿ6.2.

6.3.1 Bit Error Rate Across DRAM Rows

We investigate the variation in the number of bit�ips caused by read disturbance for a hammer

count of 128K andC�66$= of 36 ns. Fig. 6.1 shows the distribution of observed��' for each

DRAM row across all tested DRAM banks and modules from three main manufacturers in a

box-and-whiskers plot.8 Each of the three rows of subplots is dedicated to modules from a

di�erent manufacturer, and each subplot shows data from a di�erent DRAM module. The x-

axis shows the bank address and the y-axis shows the��' . We annotate each module's name

and variation across rows and banks in terms of the coe�cient of variation (CV)9 at the bottom

of each subplot. We make Obsvs. 32-34 from Fig. 6.1.

Observation 32. ��' varies across DRAM rows in a DRAM module.For example, DRAM rows

in modules M1 and S1 exhibit coe�cient of variations (CV) of 8.08% and 5.77%, respectively,

on average across all tested banks.

Observation 33. Di�erent banks within the same DRAM module exhibit similar��' to each

other.As the box plots for di�erent banks largely overlap with each other in the y-axis, we

observe a smaller variation in��' across banks compared to across rows in a bank for all

tested modules except H4 and M3. For example, the average (minimum/maximum)��' across

all DRAM rows in four di�erent banks of M0 are 1.71% (1.65%/1.73%), 1.71% (1.66%/1.74%),

1.70% (1.64%/1.74%), and 1.72% (1.66%/1.74%).

Observation 34. ��' can signi�cantly vary across di�erent DRAM modules from the same

manufacturer.For example, modules M0, M1, and M3 show��' distributions that are strictly

distinct from each other.From Obsvs. 32-34, we draw Takeaway 7.

Takeaway 7.

��' signi�cantly varies across di�erent DRAM rows within a bank and across di�erent mod-

ules, while di�erent banks in a DRAM module exhibit similar��' distributions to each other.

8The box is lower-bounded by the �rst quartile (i.e., the median of the �rst half of the ordered set of data points)
and upper-bounded by the third quartile (i.e., the median of the second half of the ordered set of data points).
The interquartile range (�&' ) is the distance between the �rst and third quartiles (i.e., box size). Whiskers mark
the central 1.5�&' range, and white circles show the mean values.

9Coe�cient of variation is the standard deviation of a distribution, normalized to the mean [463,528].
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Figure 6.1: Distribution of ��' across DRAM rows and bank groups

To understand the spatial variation of rows with high and low��' s, we analyze their

locations within their banks. Fig. 6.2 shows how��' varies as the row address increases.

The x-axis shows a DRAM row's relative location in its bank, where 0.0 and 1.0 are the two

edges of a DRAM bank. The y-axis shows the��' the corresponding DRAM row experiences

at a hammer count of 128K, normalized to the minimum��' observed across all rows in all

tested banks in a module. Each subplot is dedicated to a di�erent manufacturer, and each curve

represents a di�erent DRAM module. The shades around the curves show the minimum and

maximum values for a given row address across di�erent DRAM banks in a module. We make

Obsvs. 35 and 36 from Fig. 6.2.

Observation 35. ��' repeatedly increases and decreases with di�erent intervals of row dis-

tances in di�erent DRAM modules.For example,��' curve of S4 follows a repeatedly increasing

and decreasing pattern across all rows, where it shows local minimums at 0.25, 0.50, 0.75, and

1.00. We hypothesize that this regularity in��' variation can be caused by design decisions

(design-induced variation), e.g., row's distance from subarray boundaries and I/O circuitry, as

discussed by prior works [63,169,185].



6.3. SPATIAL VARIATION IN DRAM READ DISTURBANCE 82

Figure 6.2: Distribution of ��' across DRAM rows

Observation 36. Average��' can vary across large chunks of a DRAM bank.For example,

the average (minimum/maximum) normalized��' in the module M1 across DRAM rows be-

tween relative locations 0.03 and 0.12 is 1.51 (1.31 /1.67 ) while it is 1.25 (1.00 /1.42 ) between

relative locations 0.20 and 1.00. This discrepancy in��' across large chunks of rows doesnot

consistently occur across all tested modules. Understanding the root cause of this discrepancy

requires extensive knowledge and insights into the circuit design and manufacturing process

of the particular DRAM modules exhibiting this behavior. Unfortunately, this piece of infor-

mation is proprietary andnot publicly disclosed by the manufacturers. We hypothesize that

the root cause of this discrepancy can be the variation in the manufacturing process, leading

to a part of DRAM chip being more vulnerable to read disturbance compared to other parts.

From Obsvs. 35 and 36, we derive Takeaway 8.



6.3. SPATIAL VARIATION IN DRAM READ DISTURBANCE 83

Takeaway 8.

��' values in a DRAM bank exhibit repeating patterns as DRAM row address increases, and

certain chunks of rows can exhibit higher��' than the rest of the rows.

6.3.2 Minimum Activation Count to Induce a Bitflip

We investigate the variation inHC�rst across DRAM rows. To do so, we repeat our tests at

14 di�erent hammer counts from 1K to 128K (Algorithm 4). We de�ne a row'sHC�rst as the

minimum of the tested hammer counts at which the row experiences a bit�ip. Fig. 6.3 shows

the distribution ofHC�rst values across rows. Each subplot shows the distribution for a di�erent

manufacturer. The x- and y-axes show theHC�rst values and the fraction of the DRAM rows

with the speci�edHC�rst value, respectively. Di�erent colors represent di�erent modules. The

error bars mark the minimum/maximum of a given value across tested banks. Red vertical

dashed line marks the minimumHC�rst that we observe across all rows in tested modules from

a manufacturer. We make Obsvs. 37�38 from Fig. 6.3.

Figure 6.3: Distribution of �� 5 8ABCacross DRAM rows

Observation 37. HC�rst values signi�cantly vary across DRAM rows but not across banks.For

example, S0 and S1 contain rows that experience bit�ips at hammer counts of 32K and 24K,

respectively, while they also have rows that do not experience bit�ips until 128K. Despite this

large variation, the variation across banks is signi�cantly low, as error bars show.

Observation 38. Di�erent DRAM modules from the same manufacturer can exhibit signi�-
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cantly di�erent HC�rst distributions.For example, rows from M0 and M4 exhibitHC�rst values

from 8K to 40K and 12K to 96K, respectively.

Takeaway 9.

HC�rst varies signi�cantly across di�erent DRAM rows within a DRAM bank and across di�er-

ent DRAM modules, while di�erent banks in a DRAM module exhibit similar HC�rst distribu-

tions with each other.

To understand the spatial variation inHC�rst across rows, we investigate how a row'sHC�rst

changes with the row's location within the DRAM bank. Fig. 6.4 shows the row's relative lo-

cation on the x-axis and itsHC�rst , normalized to the minimumHC�rst observed in the corre-

sponding module. Each subplot corresponds to a di�erent manufacturer, and di�erent modules

are color-coded. We make Obsvs. 39 and 40 from Fig. 6.4.

Figure 6.4: Distribution of �� 5 8ABCacross DRAM rows

Observation 39. HC�rst values vary signi�cantly across rows.For example, the module H0
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exhibitsHC�rst values that are between8� and20� the minimumHC�rst observed in the bank

between relative row addresses 0.02 and 0.03.

Observation 40. Variation in HC�rst does not exhibit a regular trend as the row address in-

creases.For example, the data points of modules H4 concentrate at the y-axis values of24�

and32� acrossall rows in a bank withnoregular transition pattern across them. This obser-

vation is discrepant with Obsv. 35 we have for��' . The discrepancy across Obsvs. 35 and 40

shows that although read disturbance vulnerability varies regularly across rows in terms of the

fraction of DRAM cells experiencing bit�ips, theHC�rst values across the weakest DRAM cells

donotexhibit such a regular variation pattern. From Obsvs. 39 and 40, we derive Takeaway 10.

Takeaway 10.

HC�rst varies signi�cantly and irregularly across rows and banks in a DRAM module.

6.3.3 E�ect of RowPress

We analyze the e�ect of the recently discovered read disturbance phenomenon, Row-

Press [111], on theHC�rst distribution. To do so, we repeat our tests withC�66$= con�gurations

of 0”5µs and2µs instead of36 ns.10 Fig. 6.5 shows a box-and-whiskers plot8 of the HC�rst dis-

tribution across all rows in all tested modules under the three di�erentC�66$= values we test.

The x-axis shows theC�66$= values, and the y-axis shows theHC�rst values. Di�erent subplots

show modules from di�erent manufacturers. We make Obsvs. 41 and 42 from Fig. 6.5.

Figure 6.5: E�ect of C�66$= on �� 5 8ABC

Observation 41. HC�rst decreases with increasingC�66$= for the vast majority of DRAM rows.

We observe that both mean values and the box (�&' ) boundaries decrease on the y-axis when

C�66$= increases on the x-axis.

Observation 42. HC�rst values vary signi�cantly across DRAM rows even whenC�66$= is 2µs.

10We choose theseC�66$= values because they are large enough to show the e�ects of RowPress and realistic,
such that an adversarial access pattern can easily force theseC�66$= values by accessing di�erent cachelines in a
DRAM row. We donot sweep all possibleC�66$= values due to the limitations in experiment time.
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For example,HC�rst distribution across rows in module H2 exhibits the coe�cient of variation

(CV) values of 25.0%, 23.0%, and 30.4% forC�66$= values of36 ns, 0”5µs, and2µs.

From Obsvs. 41 and 42, we draw Takeaway 11.

Takeaway 11.

HC�rst values reduce asC�66$= increases and vary signi�cantly across rows for largeC�66$=

values (e.g.,2µs).

6.3.4 Spatial Features

This section investigates the predictability of a DRAM row's vulnerability to read disturbance

by the row's spatial features. To do so, we consider a set of features that might a�ect a DRAM

row's reliable operation based on the �ndings of prior works [63,169,236,237,239,252]: 1) bank

address, 2) row address, 3) subarray address, 4) row's distance to the sense ampli�ers, i.e.,

subarray boundaries. To perform this analysis, subarray boundary identi�cation is critical.

Unfortunately, this information isnot publicly available. To address this problem, we reverse-

engineer the subarray boundaries.

Subarray Reverse Engineering

We leverage two key insights.

Key Insight 1. First, a row located at a subarray boundary can be disturbed by hammering

or pressing its neighboring rowsonly on one side of the row instead of both sides. Exploiting

this observation, we cluster the DRAM rows based on row address and the number of rows

that single-sided hammering or pressing a given row a�ects. We do so using the k-means

clustering algorithm [529]. Because the number of subarrays is initially unknown, we sweep

the parameter k and choose the best k value based on the clustering's silhouette score [530].

As a representative example, Fig. 6.6 shows the silhouette score of the classi�cation of DRAM

rows into subarrays using k-means. We sweep the parameter k on the x-axis and show the

silhouette score on the y-axis. Di�erent curves represent di�erent modules from Mfr. S.

From Fig. 6.6, we observe that the silhouette score reaches a global maximum and decreases

monotonically as we sweep the k-parameter. Based on this observation, we hypothesize that

the k-value at the global maximum is the number of subarray boundaries in a DRAM bank,

and each cluster for this k-value is a subarray containing the rows in the cluster.

Key Insight 2. Since DRAM rows share a local bitline within a subarray, it is possible to copy

one row's (i.e., source row) data to another row (i.e., destination row) within the same subarray

(i.e., also known as the intra-subarray RowClone operation [178]). Prior works [139,253,255�

258] already show that it is possible to perform RowClone in o�-the-shelf DRAM chips by
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Figure 6.6: Silhouette score of classi�cation of DRAM rows into subarrays using k-means

violating timing constraints such that two rows are activated in quick succession. We conduct

RowClone tests following the prior work's methodology [253]. If the source row's content is

successfully copied to the destination row withno bit�ips, both the source and destination

rows have to be in the same subarray. However, the opposite case (an unsuccessful RowClone

operation) doesnot necessarily mean that the two rows are in di�erent subarrays. This is

because intra-subarray RowClone isnot o�cially supported in existing DRAM chips, and thus

not guaranteed to work reliably across all rows in a subarray.

We �rst identify the candidates of subarray boundaries using Key Insight 1 based on the

single-sided RowHammer tests. Second, we test these subarray boundaries using Key Insight

2 based on the intra-subarray RowClone tests such that a successful intra-subarray RowClone

operation invalidates a candidate subarray boundary since the source and the destination rows

have to be in the same subarray, and thus therecannotbe a subarray boundary in between

those two rows. Our analysis identi�es di�erently sized subarrays (from 330 to 1027 rows per

subarray) and di�erent numbers of subarrays (from 32 to 206 subarrays per bank) across the

tested chips. Unfortunately, we donot have the ground truth design to verify our results.

Predictability Analysis

We analyze the predictability between a DRAM row's spatial features and the row'sHC�rst

value. As spatial features, we take each bit in the binary representation of a DRAM row's

four properties: 1) bank address, 2) row address, 3) subarray address, and 4) row's distance to

the sense ampli�ers. We use each of the spatial features for each DRAM row to predict the

row's HC�rst among 14 tested hammer counts. We compare the prediction and real experiment

results to create the confusion matrix [531] and calculate the F1 score [531] for each feature.

Fig. 6.7 shows the fraction of spatial features thatstrongly correlatewith the row's HC�rst .

We consider a spatial feature's correlation withHC�rst to be stronger if predictingHC�rst based

on the spatial feature results in a larger F1 score. The x-axis sweeps the F1 score threshold

from 0 to 1, and the y-axis shows the fraction of spatial features that correlate withHC�rst
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with a larger F1 score than the corresponding F1 score threshold. Each subplot shows DRAM

modules from a di�erent manufacturer, and each curve represents a di�erent module.

Figure 6.7: Fraction of spatial features vs F1 score threshold

We make three observations from Fig. 6.7. First, the fraction of spatial features drastically

drops when F1 score threshold is increased from 0.6 to 0.7 forall modules. Second,nospatial

feature strongly correlates withHC�rst when F1 score threshold is chosen as 0.8. Third,only

four modules (S0, S1, S3, and S4) out of 15 tested modules have spatial features correlating

with HC�rst with an F1 score above 0.7 (not shown in the �gure).11 Table 6.4 shows the set of

spatial features that result in an F1 score above 0.7. Ba, Ro, Sa, and Dist. columns show such

spatial features from the bank address, row address, subarray address, and the row's distance

to its local sense ampli�ers, respectively. The F1 score column shows the average F1 score for

the module across all speci�ed features.

Table 6.4: Spatial features that predict �� 5 8ABCwith an F1 score > 0.7

Module Ba Ro Sa Dist. F1 Score

S0 Bits 7 and 8 Bit 0 Bit 7 0.77
S1 Bits 7, 8, 10, and 12 Bit 0 0.71
S3 Bit 10 Bits 1 and 2 0.75
S4 Bit 0 0.76

We make two observations from Table 6.4. First, the average F1 score among these features

doesnot exceed 0.77 for any tested module. Second, such spatial features mostly come from

row and subarray address bits, whileno bank bit results in an F1 score larger than 0.7. From

these two observations, we draw Takeaway 12.

Takeaway 12.

Spatial features of DRAM rows correlate well with their HC�rst values in four out of 15 tested

DRAM modules.
11We empirically choose the threshold of 0.7 to �lter out spatial features exhibiting a weak correlation with

HC�rst and provide few stronger features.
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