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To my wife, and to my parents
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Abstract

This study is concerned with the quanti�cation of Probabilistic Risk Assessment (PRA) using

linked Fault Tree (FT) models.

Probabilistic Risk Assessment (PRA) of Nuclear Power Plants (NPPs) complements tradi-

tional deterministic analysis; it is widely recognized as a comprehensive and structured approach

to identify accident scenarios and to derive numerical estimates of the associated risk levels. PRA

models as found in the nuclear industry have evolved rapidly. Increasingly, they have been broadly

applied to support numerous applications on various operational and regulatory matters. Regula-

tory bodies in many countries require that a PRA be performed for licensing purposes. PRA has

reached the point where it can considerably in
uence the design and operation of nuclear power

plants.

However, most of the tools available for quantifying large PRA models are unable to produce

analytically correct results. The algorithms of such quanti�ers are designed to neglect sequences

when their likelihood decreases below a prede�ned cuto� limit. In addition, the rare event ap-

proximation (e.g. Moivre's equation) is typically implemented for the �rst order, ignoring the

success paths and the possibility that two or more events can occur simultaneously. This is only

justi�ed in assessments where the probabilities of the basic events are low. When the events in

question are failures, the �rst order rare event approximation is always conservative, resulting in

wrong interpretation of risk importance measures.

Advanced NPP PRA models typically include human errors, common cause failure groups,

seismic and phenomenological basic events, where the failure probabilities may approach unity,

leading to questionable results. It is accepted that current quanti�cation tools have reached their

limits, and that new quanti�cation techniques should be investigated.

A novel approach using the mathematical concept of Binary Decision Diagram (BDD) is pro-

posed to overcome these de�ciencies. BDDs have the remarkable properties of having complexity

that is not related to the number of prime implicants of the encoded Boolean formula and of
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having polynomial time complexity. Since a BDD analytically encodes a Boolean formula, the

failure probability of the top event can be deduced without the need to resort to any numerical

approximations. This approach is therefore an interesting technique for fault tree assessment.

However, extended e�orts are required when converting a given fault tree structure to its BDD

form; the complexity associated with the conversion can be considerably reduced by optimizing the

order of the basic events in the BDD. This optimization problem was proved to be of NP-complete

complexity.

Heuristics have been developed and investigated as a case study on the full scope PRA model

of the Leibstadt Nuclear Power Plant. Several static and dynamic optimization techniques are

proposed to optimize large problems.

In order to evaluate these techniques in practice, a software tool (NeuralSpectrum) has been

developed as part of this study. The software is an integrated fault tree / BDD tool that features

a fault tree package, a BDD engine and a minimal cutset engine, with dedicated fault tree to

BDD conversion and optimization routines. The optimization routines include global, static (pre-

processing), dynamic and local (BDD objects) techniques.

The combination of global, static, dynamic and local optimization techniques proved to be

e�ective when dealing with large models. The Leibstadt PRA model was successfully converted

to a BDD form of more than 1'500'000 nodes, for a total of about 3'650 basic events. The BDD

covers a complete event tree sequence that includes reactor shutdown and reactor cooling with all

Emergency Core Cooling Systems (including all support systems) of the Leibstadt Nuclear Power

Plant.

The impact of the di�erent approximations used in the classical approach is evaluated using

the Leibstadt PRA model, by comparing the approximated results to exact BDD results. The

comparison shows that the classical approach produces accurate results for internal event assess-

ments, but fails for external event assessments or Level 2 PRA, where the probability values are

typically much higher.

The analytical quanti�cation of large linked fault tree models using BDDs requires complex

algorithms and programming techniques, which have been evaluated for the �rst time on a fullscope

PRA model in this study. This study demonstrated the feasibility of implementing BDDs for

the analytical quanti�cation of large fault tree models as found in the nuclear industry. The

implementation of BDD turns out to be the most promising approach for analytical fault tree

model solving. This important insight should be put in focus when considering the increasing

demand on PRA related applications, such as risk-informed decision making in modern industries

and services.
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Abstract in German

Die vorliegende Studie befasst sich mit der methodisch optimierten Quanti�zierung probabilis-

tischer Risikoanalysen (PRA) •uber die Umwandlung von grossen Fehlerbaummodellen in bin•are

Entscheidungsdiagramme (BDD).

PRA von Kernkraftwerken bieten einen umfassenden und strukturierten Ansatz zur Identi-

�zierung von St•orfallszenarien und Ableitung numerischer Gr•ossen der damit verbundenen Risiken.

Sie erg•anzen damit die •ublichen deterministischen Analysen zum Nachweis ausreichender Vor-

sorge gegen St•orf•alle in Kernkraftwerken. In vielen L•andern verlangen die zust•andigen Aufsichts-

beh•orden, dass eine PRA f•ur die Lizenzierung und den Dauerbetrieb von Kernkraftwerken vorliegt.

Die PRA sind damit an einem Punkt angelangt, wo sie bedeutende Beitr•age zur Auslegung und

zum Betrieb von Kernkraftwerken liefern m•ussen.

Allerdings sind die heute zur Verf•ugung stehenden Quanti�zierungswerkzeuge umfassender

PRA-Modelle nicht in der Lage, analytisch korrekte Resultate zu liefern. Die •ublichen Algo-

rithmen solcher Werkzeuge sind so ausgelegt, dass Unfallsequenzen vernachl•assigt werden, falls

ihre Wahrscheinlichkeit unter ein festgelegtes Abschneidekriterium f•allt. Eine N•aherung erster

Ordnung (nach der Gleichung von Moivre) ist •ublich, so dass Erfolgspfade und das m•ogliche gle-

ichzeitige Auftreten mehrerer Ereignisse ignoriert werden. Dies ist methodisch aber nur dann

gerechtfertigt, wenn die Wahrscheinlichkeiten der Basisereignisse sehr klein sind. Sind die model-

lierten Ereignisse Ausf•alle, werden immer konservative Ergebnisse geliefert, was letztlich zu einer

falschen Beurteilung der Importanzwerte der Basisereignisse f•uhrt.

Fortgeschrittene PRA-Modelle f•ur Kernkraftwerke beinhalten menschliche Fehlhandlungen,

Gruppen von Fehlern gemeinsamer Ursache, seismische und ph•anomenologische Basisereignisse,

f•ur die sich die entsprechenden Ausfallswahrscheinlichkeiten n•aherungsweise Eins ann•ahern k•onnen,

was bei den etablierten Methoden zu fraglichen Ergebnissen f•uhren muss. Es ist allgemein an-

erkannt, dass die zurzeit verwendeten Quanti�zierungswerkzeuge ihre Grenzen erreicht haben.

Neue Quanti�zierungsmethoden m•ussen somit erforscht und entwickelt werden.

Ein neuartiger Denkansatz zur •Uberwindung der beschriebenen De�zite ist die Anwendung
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bin•arer Entscheidungsdiagramme (BDD). BDDs besitzen die Vorteile, dass ihre Komplexit•at un-

abh•angig von der Anzahl der Primimplikanten der zu Grunde liegenden Booleschen Funktionen

ist, und dass sie polynomische Zeitkomplexit•at aufweisen. Da BDDs Boolesche Funktionen ana-

lytisch darstellen, l•asst sich die Ausfallwahrscheinlichkeit eines Top-Ereignisses ohne numerische

N•aherungen ableiten. Der BDD-Ansatz wird dadurch zu einer interessanten Methodik zur re-

alit•atsnahen Bewertung von Fehlerb•aumen.

Allerdings sind grosse Anstrengungen f•ur die Umwandlung vorhandener Fehlerb•aume in ein

BDD-Format notwendig. Die mit der Umwandlung verbundene Komplexit•at kann durch die Opti-

mierung der Reihenfolge der Basisereignisse in der BDD-Darstellung betr•achtlich reduziert werden.

Dieses Optimierungsproblem erwies sich als Bestandteil der Komplexit•atsklasse "NP-Komplett".

Heuristische Methoden wurden anhand einer Fallstudie mit dem PRA-Gesamtanlagemodell des

Kernkraftwerkes Leibstadt (KKL) entwickelt und untersucht. Statische und dynamische Opti-

mierungstechniken werden vorgeschlagen und angewendet.

Um diese Methoden bez•uglich ihrer Praxistauglichkeit zu beurteilen, wurde eine Software-

Anwendung (NeuralSpectrum) als Teil der vorliegenden Studie entwickelt, die •uber eine integrierte

Fehlerbaum/BDD-Engine verf•ugt. Diese Engine besteht aus einem Fehlerbaum-, einem BDD- und

einem Minimal-Cutset-Modul sowie aus Routinen zur Umwandlung von Fehlerb•aumen zu BDD

und zur Optimierung. Letztere beinhalten globale, statische (pre-processing), dynamische und

lokale (BDD-Objekte) Methoden.

Die Kombination dieser Optimierungsmethoden hat sich im Zusammenhang mit grossen PRA-

Modellen als leistungsf•ahig erwiesen: das PRA-Modell des KKL liess sich erfolgreich in ein BDD

mit mehr als 1'500'000 Knoten konvertieren, bei einem Total von ungef•ahr 3'650 Basisereignis-

sen. Das BDD deckt dabei eine komplette, relevante Unfallsequenz mit Reaktorabschaltung und

Reaktork•uhlung, mit allen Kernnotk•uhlsystemen und zugeh•origen Hilfssystemen, ab.

Die analytische Quanti�zierung von grossen verkn•upften Fehlerbaummodellen mit BDDs ben•otigt

komplexe Algorithmen und Programmiertechniken, welche zum ersten Mal mit einem PRA-

Gesamtanlagemodell untersucht wurden. Die Studie hat die Einsetzbarkeit von BDDs zur an-

alytischen Quanti�zierung grosser Fehlerbaummodelle, wie sie in der Nuklearindustrie vorkommen,

nachgewiesen. Diese wichtige Einsicht muss im Hinblick auf die zunehmenden PRA-Anforderungen,

wie "Risikoinformierte Entscheidungs�ndung" in modernen Industrie- und Dienstleistungsbetrieben,

hervorgehoben werden.
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Abstract in French

La pr�esente �etude traite des m�ethodes de quanti�cation des Etudes Probabilistes de Sûret�e (EPS)

par la m�ethode des arbres de d�efaillance.

Les EPS des centrales nucl�eaires compl�etent les analyses d�eterministes traditionnelles; elles sont

largement reconnues et consid�er�ees comme �etant des approches structur�ees pour l'identi�cation

de sc�enarios d'accident et pour en estimer leur niveau de risque. Les mod�eles EPS des cen-

trales nucl�eaires ont �evolu�es rapidement dans les ann�ees 90. De plus en plus, ils sont employ�es

pour un vaste champ d'applications, tant op�erationnelles que r�eglementaires. Les autorit�es de

surveillance des installations nucl�eaires de la plupart des pays exigent qu'une EPS soit r�ealis�ee

avant l'autorisation de construction et d'op�eration. Les mod�eles EPS ont atteint un point de

d�eveloppement tel qu'ils in
uencent signi�cativement la conception et le mode d'op�eration des

centrales nucl�eaires.

Cependant, la plupart des outils disponibles pour la quanti�cation de grands mod�eles EPS

est incapable de produire des r�esultats analytiquement corrects. Les algorithmes de ces outils ont

�et�e d�evelopp�es de telle sorte que les s�equences de faible probabilit�e soient n�eglig�ees �a partir d'une

certaine limite. De plus, une approximation li�ee aux �ev�enements rares (�equation de Moivre) est

typiquement impl�ement�ee jusqu'au premier ordre; de ce fait, les branches de succ�es et la possibilit�e

que deux ou plusieurs �ev�enements se passent simultan�ement sont ignor�ees. Cette approximation

est seulement justi��ee quand les probabilit�es des �ev�enements sont basses. Quand les �ev�enements

en question sont des d�efaillances, l'approximation de premier ordre donne toujours des r�esultats

conservatifs, ce qui conduit �a une interpr�etation erron�ee des di��erentes mesures d'importance du

risque.

Les mod�eles EPS avanc�es incluent des fautes humaines, des groupes de fautes communes,

des �ev�enements de base s�eismiques et ph�enom�enologiques, o�u les probabilit�es peuvent approcher

l'unit�e dans certains cas, conduisant �a des r�esultats incertains. Il est reconnu que les outils actuels

ont atteint leurs limites et que de nouvelles techniques de quanti�cation doivent être d�evelopp�ees.

Une nouvelle approche utilisant le concept math�ematique de Diagramme de D�ecision Binaire

vii



(BDD) est propos�ee pour surmonter ces di�cult�es. Les BDDs ont les remarquables propri�et�es

d'avoir une complexit�e qui n'est pas d�ependante du nombre de coupes minimales de la fonction

bool�eenne encod�ee, et d'avoir une complexit�e algorithmique de temps polynomial. Comme la BDD

encode une fonction bool�eenne analytiquement, la probabilit�e de l'�ev�enement-sommet peut être

calcul�ee sans avoir recours �a des approximations num�eriques. Cette approche est donc int�eressante

pour la quanti�cation d'arbres de d�efaillance.

Cependant, de grands e�orts sont n�ecessaires pour pouvoir convertir un arbre de d�efaillance

en sa forme BDD; la complexit�e de cette conversion peut être consid�erablement r�eduite par

l'optimisation de l'ordre des variables de la fonction bool�eenne. Il a �et�e prouv�e que cette op-

timisation est d'une complexit�e de type NP-complet.

Di��erentes heuristiques sont d�evelopp�ees et analys�ees sur le mod�ele EPS complet de la centrale

nucl�eaire de Leibstadt, comme �etude de cas. Plusieurs techniques d'optimisation statique et

dynamique sont propos�ees a�n de rendre la conversion de grands mod�eles EPS possible.

A�n d'�evaluer ces techniques en pratique, un logiciel informatique (Neural Spectrum) a �et�e

d�evelopp�e. Ce logiciel int�egre un gestionnaire d'arbres de d�efaillance, un moteur BDD ainsi qu'un

moteur de coupes minimales, incluant des routines d'optimisation sp�eci�ques pour la conversion

d'arbres de d�efaillance en BDD. Ces routines d'optimisation incluent des m�ethodes globales, sta-

tiques (pr�e-processus), dynamiques et locales (objets BDD).

L'association de ces m�ethodes a d�emontr�e leur e�cacit�e pour le traitement de grands mod�eles.

Le mod�ele EPS de la centrale nucl�eaire de Leibstadt a �et�e converti avec succ�es sous une forme BDD.

La BDD �nale est compos�ee de plus de 1'500'000 n�uds, pour un total d'environ 3'650 variables.

Elle couvre une s�equence d'accident repr�esentative et compl�ete, qui inclut l'arrêt d'urgence du

r�eacteur et le post-refroidissement du c�ur avec tous les syst�emes de s�ecurit�e et leurs syst�emes de

soutien respectifs.

La quanti�cation analytique de grands mod�eles d'arbres de d�efaillance en utilisant la tech-

nique BDD n�ecessite des algorithmes et des techniques de programmation complexes, qui ont

�et�e �evalu�es pour la premi�ere fois sur un mod�ele EPS complet. Cette �etude a d�emontr�e la fais-

abilit�e de l'utilisation de BDD pour la quanti�cation analytique de grands mod�eles d'arbres de

d�efaillance comme on en trouve dans l'industrie nucl�eaire. L'impl�ementation des BDDs s'est

montr�ee être la m�ethode la plus prometteuse pour la r�esolution analytique de grands mod�eles

d'arbres de d�efaillance. Cette importante conclusion est �a mettre en �evidence lorsque l'on con-

sid�ere l'importance grandissante des applications EPS, comme par exemple les prises de d�ecisions

bas�ees sur le risque.
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This chapter attempts to provide an introduction to Probabilistic Risk Assessments (PRA).

An overview of the history, the analysis methodology and the quanti�cation issues is presented.

1.1 Probabilistic Risk Assessment

1.1.1 Background

Probabilistic Risk Assessment is a well-established technique for integrating various reliability

models and to numerically quantify risk measures. It sets out to determine what undesired

scenarios can occur, with which likelihood, and what are the consequences given they occur. In

addition, it can gives indirect information such as the importance of a individual risk contributors.

This information yields important insights for risk informed decision making.

In the nuclear industry, PRA is required to ful�l the following principal objectives [1]:

� Provide an estimate of the core damage frequency (CDF) and identify the major contributors

to CDF as well as any weak points in terms of plant systems, procedures and dependencies.

The PRA study must be documented in a form suitable for international peer review and

submission to the licensing authority

� Identify and analyze accident sequences which may contribute to core damage and to quan-

tify the core damage frequency

� Identify those components or plant systems whose unavailability signi�cantly contributes to

the core damage frequency and to isolate the underlying causes for their signi�cance

� Identify weak links in the operating, test, maintenance and emergency procedures which

contribute signi�cantly to the core damage frequency

� Identify any functional, spatial and human induced dependencies within the plant con�gu-

ration which contribute signi�cantly to the core damage frequency

� Provide a computerized model. It must be possible to rank the weak links according to their

relative importance, to determine the e�ectiveness of potential plant modi�cations and to

optimize the Technical Speci�cations of the plant

� Provide a tool to assist in investigative studies such as the assessment of proposed accident

management options

� Transfer technology and expertise so as to make sta� fully capable of evaluating possible

future changes in the plant or procedures and to incorporate these changes in the model.
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The �rst step in a Probabilistic Risk Assessment is to identify a top event and trace out the

di�erent hazards that could lead to this event.

System failures are identi�ed and quanti�ed by system models like Fault Trees (FT) which

deduce logical combinations of simpler events [2]. At the lowest level, the Basic Events (BE) of the

fault trees are assigned probability distributions. These probability distributions are propagated

up through the tree logic to reach a probability distribution of the top event.

The response of the plant itself to each group of Initiating Events (IE) is usually modeled by

the use of Event Trees (ET). They provide sequences that, depending on successes or failures of

relevant systems, lead either to a safe or to a core damage state. This methodology is known as

the linked fault tree methodology (Chapter 1.1.5).

To summarize, the PRA methodology is a logical, deductive technique which speci�es an

undesired top event and uses graphs (e.g. fault trees / event trees) to model the various parallel

and sequential combinations of failures that might lead to the top event.

As a matter of a fact, the number of failure combinations that might lead to core damage

increases exponentially with the number of basic events. Consequently, e�ective computer codes

and quanti�cation techniques are necessary to solve any large scale problem.

1.1.2 History

The �rst large scale applications of probabilistic assessment to nuclear safety were the risk anal-

yses performed in the 1970s successively in the United States of America, the United Kingdom,

Germany [3] and other countries [4].

The Reactor Safety Study WASH-1400 (also known as the Rasmussen Report) evaluated the

probability of a number of accident sequences that might lead to melting of the fuel in the reactor

(core melt accident) [5], by introducing the linked fault tree technique (Chapter 1.1.5). A review

report known as the "Lewis Report" (NUREG/CR-0400) followed [6].

The WASH-1400 study [5] and the German investigations [3] were aimed at the calculation of

individual and population risks from the operation of nuclear power plants and compared them

to other natural and industrial risks. These studies were expected to provide a more realistic

assessment of the risks associated with the operation of commercial nuclear power plants.

These studies found that human errors could be a major contributor to reactor accidents.

It clari�ed the impact of test and maintenance, and pointed out to the possibility of common-

mode interactions. In addition, the studies demonstrated the signi�cance of small break Loss

Of Coolant Accidents (LOCAs) for Pressurized Water Reactors (PWRs). Four years later, the

core melt accident in Three Mile Island con�rmed that conclusion. In addition, they provided

important insights into strengths and weaknesses of the design and operation of the plants under
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investigation, as well as possible ways to improve plant safety.

PRAs have subsequently been carried out for many existing plants and for new designs, and

have continued to con�rm the bene�t of PRA in identifying plant weaknesses to be remedied.

Attempts to develop safety goals and technical acceptance criteria have continued in parallel.

More recently, the move to risk informed regulation have opened many new areas where tra-

ditional engineering analyses are supplemented and supported by PRA studies.

The large scale use of quantitative risk analysis is becoming widespread in other lines of

business, including the chemical industry, the �nancial and insurances sectors, computer networks

and other critical infrastructures [2].

1.1.3 Levels of PRA

In nuclear related applications, three levels of PRA have evolved:

� Level 1 PRA: The assessment of plant failures leading to the determination of core damage

frequency. It provides insights into design weaknesses and into ways of preventing core

damage, which in most cases is the precursor of accidents leading to major radioactive

releases with potential health and environmental consequences

� Level 2 PRA: Addresses the containment system and phenomenological responses, leading,

together with Level 1 results, to the determination of containment release frequencies. It

provides additional insights into the relative importance of accident sequences leading to core

damage in terms of the severity of the radioactive releases they might cause, and insight

into weaknesses in (and ways of improving) the mitigation and management of core damage

accidents (e.g. severe accident management)

� Level 3 PRA: Addresses the o�-site consequences, leading, together with the results of Level

2 analysis, to estimates of public injuries. It provides insights into the relative importance of

accident prevention and mitigation measures expressed in terms of the adverse consequences

for the health of the public, and the contamination of land, air, water and foodstu�s. In

addition, it provides insights into the relative e�ectiveness of aspects of accident management

related to emergency response planning.

The three PRA levels are depicted in Figure 1.1 [2].

1.1.4 Model Development Basis

The PRA models are traditionally built from upon logical Boolean expressions. In reliability

theory, a systemS consisting ofn components is modeled by a positive (also known as monotone,
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Figure 1.1: Levels of PRA in nuclear power plants

or coherent) logical Boolean function called the structure function ofS. This Boolean structure

indicates whether systemS is operating or not depending on the statesx i of its n components:

operative (x i = 0) or failed ( x i = 1). Modularity plays a central role in the design and analysis of

a complex systemS because it re
ects the decomposability ofS into subsystems (Chapter 4.5).

"A variety of methods has been developed for representing and manipulating Boolean func-

tions. Those based on classical representations such as truth tables, Karnaugh maps, or canonical

sum-of-products form [8] are quite impractical, since every function ofn arguments has a rep-

resentation of size 2n or more. More practical approaches utilize representations that are not of

exponential size [13] [24]. These representations su�er from several drawbacks. First, certain com-

mon functions still require representations of exponential size. Second, while a certain function

may have a reasonable representation, performing a simple operation such as complementation

could yield a function with an exponential representation. Finally, none of these representations

are canonical forms, i.e. a given function may have many di�erent representations. Consequently,

testing for equivalence or satis�ability is di�cult" [16].

In PRA as found in nuclear-related application, such logical representations are typically based

on fault tree and event tree models (Chapter 1.1.5).

The event trees depict the potential event sequences from the initiating event to the associated

consequences. They depict the phenomenological, time-dependant mitigation function of the

accident progression. An event tree is generally read from left to right. The ET begins with the
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initiating event. Next to it are the successive function events that de�ne the success or failure

of mitigating functions; branches on the event tree show where the progression of the accident

could go depending on the success or failure of the corresponding mitigating function. Usually, a

branch upwards re
ects success of the mitigating function described in the associated top event,

while a branch downwards re
ects failure of the mitigating function. If a mitigating function is

not appropriate to an event sequence, there is no branch at its top event node. In a linked fault

tree model, the mitigation functions are evaluated using fault trees.

Fault trees are logical models of the combinations of faults that could cause a mitigating

system to fail to perform its function when required. Fault Tree Analysis (FTA) is an analysis

technique for safety and reliability aspects that uses a graphical representation to model causal

chains leading to failure [5]. A FT is generally read from top to bottom. The top event de�nes

the failure of the system or function. Logical gates (e.g. Boolean operators) are used to illustrate

how faults of the system (as described in the boxes below the gate) can combine to result in the

failure described in the gate's associated events. The basic events represent component failures

or human errors, to which a probability distribution is associated. The top event probability is

a function of the probabilities of all the individual basic event probabilities that either on their

own, or in combination with others, can lead to the top event. In a linked FT PRA model, the

individual FTs are normally linked to the function events in the ET. When a FT is linked to an

ET, the FT is used to quantify the probability of failure of the ET's function event.

A simple FT from the Leibstadt PRA model is shown in Figure 1.2.

Figure 1.2: Example of fault tree

FTs are usually developed manually by engineering analysts. Considerable system knowledge is

necessary to address the di�erent failure modes, the failure (or success) criteria and consequences.
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Dynamic fault trees add a sequential notion to the traditional fault tree approach. In a dynamic

fault tree, system failures can depend on component failure order as well as combination. Special

purpose dynamic fault tree gates can model dynamic replacement of failed components from pools

of spares, failures that occur only if others occur in certain orders, dependencies that propagate

failure in one component to others, and situations where failures can occur only in a prede�ned

order. Fault trees with dynamic gates are typically solved by automatic conversion to equivalent

Markov models, or by Minimal Cutsets post processing.

1.1.5 Modeling Approaches

In nuclear related PRA, two di�erent approaches have evolved: the fault tree linking and event

tree linking approaches. They both utilize fault trees and event trees to represent and quantify

PRA models. The key di�erences between the two approaches is in the degree of emphasis in the

use of fault trees and event trees, and in the manner in which the system fault tree logic models

are combined to represent entire accident sequences. The two approaches are brie
y described in

the following paragraphs [61].

The fault tree linking approach is seen to have advantages in treating the following issues:

� Easier to construct models with many dependencies between systems

� Faster single step quanti�cation of complete model when truncation levels acceptable

� Display of sequences represented at basic event or component level

� Capability to easily incorporate intersystem common cause events

� Easier to track phased missions of equipment

� Capability to apply recovery factors at the minimal cutset level

� Uncertainty propagation performed at basic event level.

Remark A large majority of PRA models worldwide uses the linked fault tree approach as preferred

modeling approach. This is the reason why this thesis mainly focuses on fault tree quanti�cation.

The event tree linking approach is seen to have advantages in treating the following issues:

� Follows the scenario based approach to accident sequence model development

� Capability to handle larger and more detailed accident sequence models
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� Capability to handle models with a large number of end states

� Exact accounting of success terms in the sequence frequencies

� Capability to quantify end states frequencies and importance measures with lower sequence

frequency cuto�s and to demonstrate convergence

� Added importance measure calculations (fractional importance, importance of intersystem

dependencies, and component importance contributions from initiating events)

� Display of sequences represented at system or system train response level

� Incorporation of recovery factors at the system train level.

Fault Tree Linking Approach

The fault tree linking approach uses relatively small event trees to represent the combinations

of events, following an initiating event. All such event combinations together make up a set of

accident sequences. The number of top events in these small event trees is usually less than 50.

The end state for each sequence is identi�ed by the analyst during event tree construction. The

association of each sequence to an end state (e.g. consequences) is then provided as input, prior

to accident sequence frequency quanti�cation. In some cases, the sequence of events following an

initiating event may lead to a plant condition whose �nal consequence cannot be fully determined

by the status of top events in the �rst tree. In such cases, individual sequences in the �rst tree

may be transferred to other event trees and additional events considered. In this sense, the fault

tree linking approach also employs a form of event tree linking.

System fault tree models are developed to represent the combination of basic event failures

that would result in the failure of each top event in the event trees. Often, the same fault tree logic

model can be used to represent the failure event combinations for di�erent branches under the

same event tree top event, or for failure branches in di�erent event trees, but representing the same

system. The fault tree logic usually requires some changes for applicability at di�erent event tree

branches. These changes are required to represent the direct e�ects of di�erent initiating events,

success criteria, or other conditions imposed by the status of earlier events in the event tree (e.g.

the failure to perform an operator action). These logic changes are usually accommodated using

house events, by selecting the appropriate house event setting (i.e.true or false ) (Chapter 4.2.1).

In standard PRA software tools, an individual accident sequence frequency is computed by

�rst logically linking the fault tree logic models for the top event states along the sequence path

of interest. The fault tree models for each of the failed event tree top events along the sequence
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path are combined under a logicalAND gate. The software then performs a Boolean reduction

of the linked fault tree to determine the minimal cutsets for that sequence. The minimal cutsets

produced are in the form of an initiating event, and generally one or more basic events (e.g.

component failure modes). These minimal cutsets can be easily quanti�ed by substituting the

basic event failure probabilities and initiating event frequencies. The minimal cutset frequencies

are then summed to obtain an estimate for the accident sequence frequency. The individual event

tree branch probabilities are not normally developed during sequence frequency quanti�cation.

In the process of deriving the minimal cutsets, the software accounts for the occurrence of

the same basic events appearing in one or more fault trees along the sequence path. The basic

event name is used to identify identical basic events shared between fault trees. The dependencies

between fault trees caused by these shared basic events are accounted for during the Boolean

reduction process. During system fault tree construction, the analyst must identify how each

system depends on other systems, must name the basic events consistently, but does not have to

explicitly recognize if the events are shared.

The accident sequence frequency so obtained is a conservative estimate because the event tree

top events that were successful along the sequence path were not considered in the calculation.

If the fault tree linking software can accommodate complement events (i.e.NOT gates) in the

Boolean reduction process, then the complements of the fault trees representing the success events

can also be combined under the sequenceAND gate prior to Boolean reduction. Unfortunately,

the use ofNOT gates to represent the successful events dramatically slows the reduction process.

An alternative approach, frequently used, is to �rst solve the fault trees for each of the event tree

top events, and then to delete these sets from the �nal list of sequence minimal cutsets. This latter

approach is an approximation to the �rst approach that uses NOT gates, but is still conservative

(Chapter 1.2).

Each accident sequence frequency can be computed in this way, and then summed to determine

the overall end state frequency. Generally, a di�erent approach is used, however. Instead, all

accident sequences with the same end state (e.g. core damage) are logically combined into one

master fault tree for the end state, and Boolean reduction is performed once on this large fault

tree (e.g. master fault tree). The sum of the resulting minimal cutsets then represents the total

frequency of the end state. The contributors to each end state frequency are determined by

examining the frequencies of each minimal cutset in the sum. If the model considers several

sequence end states, these are processed separately, sequentially [65].
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Event Tree Linking Approach

The event tree linking uses relatively large event trees to represent the accident sequences. Often

several large event trees are linked together. Each exit path from the earlier tree is connected

to all branches in the downstream event tree. In this approach, individual accident sequence

frequencies are computed in a two step process. First the top event branch failure probabilities

are computed, mostly using fault trees. For the event tree top events with just two branches,

the success branch probability at each node is simply one minus the associated failure branch

probability. The numerical results of the failure branch probability calculations for each system

are stored for use in the second step. In the second step, each of the accident sequence frequencies

are then obtained by multiplying the initiating event frequency by the product of all subsequent

event tree branch probabilities along the respective sequence path. Both the success and failure

branch probabilities are included in the sequence frequency product.

The event tree linking approach accounts for dependencies between plant systems di�erently

than does the fault tree linking approach. The fault tree models for the di�erent branch failure

probabilities are developed so that they do not share any of the same basic events. If they

did share identical events, the branch failure probabilities from the two fault trees (say for top

events A and B ) would not be independent. They could not then, without modi�cation, be

legitimately multiplied together to obtain the joint failure probability of A and B . The branch

failure probabilities must be modi�ed so that they can be multiplied when the shared events are

not separated. These modi�ed branch failure probabilities are often referred to as conditional

split fractions.

Instead, if two systems share the same dependence, the shared event (e.g. failure of a shared

electric power source) is usually separated into a top event of its own. Then the branch failure

probabilities of each of the systems sharing the event may be evaluated conditionally on the

occurrence of the shared event. The event tree top event representing the shared event (top event

S) must be located in front of the top events (top events A and B ) for the systems that depend

on it. Then, the branch failure probabilities for top events A and B are evaluated twice, once

if event S succeeds, and once if eventS fails. In this way, the original dependence of the two

systems on the shared event is accounted for by the di�erent branch failure probabilities, each one

conditional on the status of the shared events. The more shared events there are, the greater the

number of unique conditions and numerical evaluations required for the systemsA and B . The

need to separate such shared events into di�erent top events leads to the requirement for larger

event trees with many top events.

The branch probabilities developed for the event tree linking approach must also account for

other dependencies. These dependencies include the direct e�ects of di�erent initiating events,
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success criteria, or other conditions imposed by the status of earlier top events in the event tree,

e.g. the performance of an operator action. Accounting for all these dependencies can lead to the

requirement for numerous branch failure probabilities for each event tree top event.

To complete step two of the process to compute accident sequence frequencies, a method

for assigning the appropriate branch failure probability at each event tree node is required. In

the event tree linking process the analyst develops logic rules and the software can perform this

probability assignment at the same time it multiplies the branch failure probabilities.

To obtain the end state frequencies (e.g. consequences), the software simply sums up the

accident sequence frequencies assigned to the respective end states. All end state frequencies are

evaluated at the same time. In the event tree linking approach, there are too many sequences

to make it practical for the analyst to assign in advance end states for every sequence. Instead,

the analysts again develop logic for assigning the end states so that the software can make the

assignments during sequence frequency quanti�cation. The logic for assigning the end states can

depend on the initiating event, and on the status of every top event that appears in the linked list

of event trees being quanti�ed. The end state logic is useful for documentation of the thoughts that

go into the assignment. If end states are simply assigned for each sequence, without documenting

the logic, the assignment is more di�cult to check by reviewers.

The contributors to each end state frequency are determined by examining the frequencies of

each accident sequence path in the sum [65].

1.2 Issues with Established Quanti�cation Techniques

The methodology used to quantify FTs has changed very little since the conception of the tech-

niques back in the 1970s [51], when it was successfully used in the WASH-1400 study [5]. This

chapter gives an overview of the current issues associated with those classical techniques.

Rare Event Approximation

As already stated, the linked FT - ET approach is widely used in the industry as the underly-

ing formalism of PRA. Most of the tools available to quantify Boolean tree models implement

established techniques based on minimal cutsets and the rare event approximation.

The rare event approximation ignores the possibility that two or more rare events can occur si-

multaneously. That is, the inclusion-exclusion equation (Equation 1.1, also known as the Moivre's

equation) is often approached up to a given order.
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jA1 [ ::: [ Apj =
X

1� i � p

jA i j �
X

1� i 1<i 2 � p

jA i 1 \ A i 2 j + ::: + ( � 1)p� 1jA1 \ ::: \ Apj (1.1)

In almost all PRA software tools, union gates are evaluated using �rst order approximation

when working on large models. With such tools, probabilities of success and failure events cannot

be computed exactly in many cases.

Remark Based on Equation 1.1, it can be seen that higher order quanti�cation would result in a

combinatorial blowup of conjunctive terms that would compromise quanti�cation of larger models

(typically from about 100 variables).

Important In most PRAs, the use of this approximation is fully justi�ed, since the number of

basic events with high probability is limited. This issue becomes critical when events with high

failure probabilities are considered, as we will see later.

For the case of three setsA; B; C , the inclusion-exclusion principle is illustrated in the Venn

diagram of Figure 1.3. The inclusion-exclusion formula expresses the size of a union of a family

of sets in terms of the sizes of intersections of all subfamilies.

In fact, many di�erent computational problems may be viewed as asking for the size of a

union of collection sets [49]. Obviously, the drawback of using the inclusion-exclusion formula is

the exponential blowup of terms, and that all terms are needed.

Figure 1.3: Venn diagram for the inclusion-exclusion rule

Using failure probabilities as parameter, it can easily be shown that the rare event approxi-

mation produces conservative results. In some extreme cases, the approximation may even result

in failure probabilities higher than unity, leading to totally unrealistic numerical results.

Example Consider for example the 3 out of 6 system S that was analyzed in details in [65]. With

p(x) = 0 :1 for each basic eventx, the exact probability of S is p(S) = 0 :01585. The �rst order

approximation and second order approximation bounds yieldShigh = 0 :02 and Slow = 0 :01009,
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respectively: a rather rough approximation in both cases. Importance factors (e.g. risk increase

factor) for basic events yield even more questionable results.

Such high failure probabilities are normally not common in PRA as found in nuclear power

plant though, since nuclear equipment reliability is kept at a high level (failure probability � 1).

However, some new development aspects as seismic assessment, Common Cause Failure (CCF)

modeling, Human Reliability Analysis (HRA) under Severe Accident conditions, or the develop-

ment of Phenomenological Event Trees (PET) in Level 2 PRA have resulted in the implementation

of higher failure probabilities, leading to questionable risk measures.

A workaround, used in most FTA tools, is the so calledMin Cut Upper Bound (MCUB) ap-

proximation. The MCUB formula is shown in Equation 1.2. Employing the MCUB for quantifying

a MCS list gives somewhat a better approximation than the rare event approximation in a lot of

small size examples, even if no formal justi�cation exists.

QMCUB = 1 �
nY

i =1

(1 � QMCS i ) (1.2)

Truncation in Minimal Cutsets Determination

Large PRA models admit a huge number of minimal cutsets. "Therefore, only a subset of them

can be considered. Algorithms to compute minimal cutsets apply truncation to keep only a few

thousands cutsets.

The choice of the right truncation value is a result of trade-o�s between accuracy of the

computation and computational resources [66].

It remains that, by applying truncation, one gets an optimistic approximation. Moreover,

there is no way to ensure that this approximation is accurate. For instance, if we consider a

thousand cutsets of probability 10� 9 and truncate one million of cutsets with a probability of

10� 11, then we underestimate the risk by a factor 10. This problem is largely ignored by most of

the FTA softwares" [65].

Quanti�cation of Success Branches

Another critical problem with the classical FTA approach stands in the way success branches are

quanti�ed. None of the classical algorithms are able to deal with negations, for two main reasons

[65]:

1. By de�nition, the minimal cutsets do not contain negative literals, the functions they encode

being coherent
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2. Truncation, minimality tests and reduction rules used in the classical approach are not

compatible with negations.

The success branch problematic is easier to understand on event trees than on fault trees,

even if it is just another aspect of a same mathematical problem. "When the top events of the

ET are independent of each other, quanti�cation of the diagram is trivial and is achieved simply

by �nding the product of the frequency of the initiating event with the probabilities of passing

along each branch leading to each outcome scenario. However, when dealing with dependencies

between top events then quantifying the probability of passing along the branches is a lot more

complex. It is performed by quantifying a master FT whose top event is de�ned as combinations

of occurrence and nonoccurrence of the branch-point events that have in turn been developed with

FT structures" [50].

In practice, FTA tools o�er di�erent workarounds to take success branches into account, as

will be shown below:

Let S = F1 : : : Fm � G1 : : : Gn be a sequence. A trivial approach consist of using �rst approxi-

mation by ignoring success branches (Equation 1.3).

p(S) �= RE1(S) =
X

� 2 MCS [F1 ;:::;F m ]

p(� ) (1.3)

Another approach consists in correcting the approximation equation (Equation 1.3) by intro-

ducing a negative factor (Equation 1.4).

p(S) �= RE2(S) =
X

� 2 MCS [F1 ;:::;F m ]

p(� ) � [1 �
X

� 2 MCS [G1 ;:::;G m ]

] (1.4)

A third and better workaround, used in most tools, consists in removing fromMCS[F1; : : : ; Fn ]

the cutsets � such that � c
S satis�es G1 + : : : + Gn . It can be shown that, provided that F and G

are coherent, this operation yields the minimal cutsets ofS (Equation 1.5).

p(S) �= RE3(S) =
X

� 2 MCS [S]

p(� ) (1.5)

Markov Models

Markov models can be seen as the methodology of choice for reliability analysis of fault tolerant

systems [56]. However, in comprehensive models, an encoding of matrices byn � n arrays would

exceed memory capacities of computers at hand. Fortunately, the matrices issued of reliability
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models are in general sparse (they contain a lot of null entries). Therefore, it is possible to use

much more economical encodings than basicn � n arrays.

Classical approaches to solve Markov models make use of extensive matrix operations, such

as inversion or Gaussian elimination. These operations have in general non-sparse results, even

when their arguments are sparse. Methods have been proposed in the literature that keep matrices

sparse by performing only products of matrices by column vectors [12]. These methods are called

iterative since they compute the results by successive approximations.

In practice however, models with more than hundred events are almost impossible to solve

on deterministic machines [56]. Fault trees thus remain a popular modeling choice for reliability

analysis of non fault tolerant systems.

1.3 De�nition of Terms

1.3.1 Probability and Reliability Measures

Risk is a word with various implications. For instance, when low risk equipment leads to major

consequences, the public "feels" something is wrong without being able to describe it formally.

Putting risk on a mathematical foundation is a �rst step in setting a number to risk.

The basis for risk analysis is built on a couple of essential common measures: the absolute and

relative occurrences of known (i.e. past) events.

De�nition (Absolute occurrence)The absolute occurrence is a measure for the number of occur-

rence of a de�ned event.

De�nition (Relative occurrence)The relative occurrence is the ratio between the number of a

de�ned event and the total number of events.

This last measure can be normalized per unit of time. This yields:

De�nition (Frequency) The frequency is the measurement of the average number of times that a

repeated event occurs per unit time.

From those measures, an additional predictive measure is derived for representing the uncer-

tainty level of an unknown (i.e. future) event:

De�nition (Probability) The probability is a measure for the uncertainty of a future event.

There have been at least two successful attempts to formalize probability, namely the Kol-

mogorov formulation and the Cox formulation. In Kolmogorov's formulation, sets are interpreted
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as events and probability itself as a measure on a class of sets. In Cox's formulation, probabil-

ity is taken as a primitive (that is, not further analyzed) and the emphasis is on constructing a

consistent assignment of probability values to propositions.

In other words, probabilities can measure the likelihood of unknown events. In Probabilistic

Risk Assessment (PRA), probabilities focus in general on success or failure events, at di�erent

functional levels.

Special terminologies are developed when dealing with risk.

Reliability is modeled using probability distributions based on di�erent inputs. For compo-

nents, this may include discrete failure probabilities, or failure rates (time dependent or time

independent), or fragilities when dealing with external impacts. For human actions, this may in-

cludes Performance Shaping Factors (PSF) that can potentially a�ect the reliability of the action

[14].

In PRA, the failure space is considered preferentially. This leads to a new set of de�nitions:

De�nition (Unreliability) The unreliability is the probability that a system or component fails

during a given time period (referred as exposition time) or on demand.

De�nition (Unavailability) The unavailability is the probability that a system or component will

be unable to operate (for standby components) or is not operating anymore (for non-standby com-

ponents) at a given time t.

For most of the PRAs worldwide, the unavailability distribution function (or failure distribu-

tion function) is modeled as the complementary of a natural exponential function (1.6) [2].

Q(t) = 1 � e� � �t with � : failure rate (1.6)

At t = 0 (e.g. after a test), the unavailability is always zero (the failure rate is however non-

zero). This is due to the fact that shortly after testing, the functionality state of the component

is known and, consequently, the unavailability returns to zero. After the test, the unavailability

Q then continuously increases with time.

De�nition (Mean unavailability) The mean unavailability is the average fraction of time where a

system or component is failed. The mean unavailability for time interval[0;T] is then calculated

using (1.6) as follows (1.7):

Q = 1=T �
Z T

0
(1 � e� � �t ) � dt = 1 +

1
�T

(e� �T � 1) �!
1X

i =2

(�T ) i � 1

i !
�=

� � T
2

(1.7)
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In a PRA, data assessment and parameter estimation to calculate frequencies are concerned

with analysis of three major categories of data:

� Initiating event data

� Component failure, repair, test, maintenance and common-cause failure data

� Human error data.

"In the case of initiating events, the data required is the number of occurrences of speci�c events

and the total periods over which these events have been observed (exposition time). Sources of such

data are licensee event reports and plant log books" [2]. If plant-speci�c data are not su�ciently

available, frequencies are typically coupled to generic databases using a Bayesian update process.

In a linked fault tree approach, those events represent the entry point of an event tree.

"To reduce the number of event trees needed to pay regard to all initiating events, the events

must be grouped phenomenologically. All initiating events in a group would require the same set

of system actions. In this context, it is important that the rationale for such grouping is clearly

stated, sine it must be based on the expected plant response and cannot be generalized. As an

alternative way, logic models like fault trees are sometimes used for quantifying initiating events.

The objective component reliability assessment models component failures, as well as repairs,

including planned or unplanned unavailabilities due to component testing and maintenance. In

general, reliability models estimate the probability that a component will not perform its intended

function" [2]. The models depend on the mode of operation if the system (operating, standby)

to which the component belong, and on the external solicitations and conditions (e.g. seismic

events).

1.3.2 Logical Formulations and De�nitions

Any logical expression can be based on the following basic operators (Table 1.1) [9]:

0 false expression

1 true expression

var variable

: NOT operator (negation)

_ OR operator (disjunction)

Table 1.1: Basic Boolean operators.

The AND -operator (^ ), or conjunction, is de�ned based on the negation of a disjunctive

relation of negated basic elements (1.8):
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x ^ y , x _ y (1.8)

Because the quantity of binary valuesB is �nite, f f : B n 7! B g; n � 0 is also in�nite. As a

consequence, there is a total of 22
n

possible logical functionsop(). For n = 2, we thus have a total

of 16 basic functions (Table 1.2).

Operator op(0; 0) op(0; 1) op(1; 0) op(1; 1) Name Label

false 0 0 0 0 False 0

^ 0 0 0 1 Conjunction AND

) 0 0 1 0 Negated implication

low 0 0 1 1 Projection on �rst argument

( 0 1 0 0 Negated left implication

high 0 1 0 1 Projection on second argument

, 0 1 1 0 Exclusive disjunction, bijection XOR

_ 0 1 1 1 Disjunction OR

_ 1 0 0 0 Negated disjunction NOR

, 1 0 0 1 Equivalence, biimplication NXOR

high 1 0 1 0 Negation of second argument

( 1 0 1 1 Left implication

low 1 1 0 0 Negation of �rst argument

) 1 1 0 1 Implication

^ 1 1 1 0 Negated conjuction NAND

true 1 1 1 1 True 1

Table 1.2: Basic Boolean functions

De�nition (Tautology) Let be f (x1; : : : ; xn ) a logical expression of the independent Boolean vari-

able x1; : : : ; xn . The TAUT-Problem (tautology problem) is then de�ned as follows:

TAUT(f ) _,8 (x1; : : : ; xn ) : [f (x1; : : : ; xn ) $ true ] if TAUT(f ) $ true , then f is a tautology

[15].

Less formally, a logical tautology is a statement that is true regardless of the truth values of

its parts. The opposite of a tautology is a contradiction, which is a statement that is always false

regardless of the truth values of its parts.

De�nition (Satis�ability) Let f (x1; : : : ; xn ) be a logical logical expression of the independent

Boolean variablex1; : : : ; xn . The satis�ability problem ( SAT -problem) is then de�ned as follows:

SAT (f ) _,9 (x1; : : : ; xn ) : [f (x1; : : : ; xn ) $ true ] if SAT (f ) $ true , then f is satis�able [15].
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In other words, the problem is de�ned by a Boolean expression written using only logical gates,

variables and parentheses. The question is to �nd assignment(s) of true and false values to the

variables that will make the entire expressionf true . The Boolean satis�ability problem ( SAT )

is a decision problem considered in complexity theory.SAT is an NP-complete problem.

De�nition (NP complexity) In computational complexity theory, Non-deterministic Polynomial

(NP) is a set of decision problems solvable in polynomial time by a non-deterministic Turing

machine [11].

One example of an NP problem is the subset sum problem which is: given a �nite set of

integers, determine whether any non-empty subset of them sums to zero. A supposed answer

is very easy to verify for correctness, but no one knows a signi�cantly faster way to solve the

problem than to try every single possible subset, which is very slow. Another popular example of

NP problems is the knapsack optimization problem: one has a set of items one would like to take

on a trip, each of which has a value (price) and a size. The luggage being of limited size, the total

size of the items to take with cannot exceed this limit. According to this constraint, one wants to

take the items whose total value is as large as possible.

More formally, we have the following de�nition:

De�nition (NP-completeness)A decision problemC is NP-complete if:

1. C is in NP and

2. every other problem in NP is reducible toC in polynomial time.

Reducible means that for every problemL, there is a polynomial-time many-one reduction,

a deterministic algorithm which transforms instances l of L into instances c of C, such that the

answer to c is yes if and only if the answer tol is yes.

In other words, to prove that a NP problem A is in fact a NP-complete problem we must show

that an already known NP-complete problem reduces toA. As a consequence of this de�nition, if

we had a polynomial time algorithm for C, we could solve all problems in NP in polynomial time.

This de�nition was �rst given by Stephen Cook in 1971 (the term NP-complete did however not

appear in his paper) [7].

NP-complete problems are the most di�cult problems to solve of the NP problems [11]. In fact,

it may even be surprising that NP-complete problems exist, but Cook proved that the Boolean

satis�ability problem is NP-complete [7]. Since Cook's publication, several thousands of other

problems have been shown to be NP-complete. Most of them are proved by induction or reduction

from other problems previously shown to be NP-complete. Solving NP-complete problems is a

challenging task. There are basically three di�erent approaches to solve NP-Complete problems:
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1. Use brute force: the algorithm performance may be su�cient enough for small input sizes

2. Use time or space limit: terminates the algorithm after a time limit, or as soon as the size

of the problem exceeds some limits

3. Use approximate algorithms for optimization problems: �nd a good solution, but not nec-

essary the best solution.

A problem satisfying condition 2 but not necessarily condition 1 is said to be NP-hard.

Since most NP-complete problems can be modeled by graphs, being able to �nd the shortest

path through a graph, or develop a graph of minimal size, often provides the simplest and fastest

solution to the problem.

Remark As it will be shown in the next chapter, the problems addressed in this study are of

NP-complete complexity [18].

1.4 Scope of Work

The study is primarily concerned with the quanti�cation of full scope PRA models based on linked

fault trees.

Most of the tools available for quantifying large PRA models are unable to produce analytically

correct results (see Chapter 1.2). The algorithms of such quanti�ers are designed to neglect

sequences when their likelihood decreases below a prede�ned cuto� limit. In addition, the rare

event approximation (e.g. Moivre's equation) is typically implemented for the �rst order, ignoring

the success paths and the possibility that two or more events can occur simultaneously. This is

only justi�ed in assessments where the probabilities of the basic events are low. When the events

in question are failures, the �rst order rare event approximation is always conservative, resulting

in wrong interpretation of risk importance measures.

A novel approach using the mathematical concept of Binary Decision Diagram (BDD) is pro-

posed to overcome these de�ciencies. BDDs have the remarkable properties of having complexity

that is not related to the number of prime implicants of the encoded Boolean formula and of

having polynomial time complexity. They achieve exact results where the standard methods can

generally produce only bounds. Since a BDD analytically encodes a Boolean formula, the failure

probability of the top event can be deduced without the need to resort to any numerical ap-

proximations. This approach is therefore an interesting technique for fault tree assessment. An

introduction to the BDD and the underlying graph theory is provided in Chapter 2.
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However, extended e�orts are required when converting a given fault tree structure to its BDD

form; the complexity associated with the conversion can be considerably reduced by optimizing the

order of the basic events in the BDD. This optimization problem was proved to be of NP-complete

complexity. Basic conversion and optimization techniques are presented in Chapter 3.

Heuristics are developed and investigated as a case study on the full scope PRA model of the

Leibstadt Nuclear Power Plant. Several static and dynamic optimization techniques are proposed

to optimize large problems in Chapter 4. The technical details of the algorithms are shown in

Appendix A.

In order to evaluate these techniques in practice, a software tool (NeuralSpectrum) is developed

as part of this study. The software is an integrated fault tree / BDD tool that features a fault tree

package, a BDD engine and a minimal cutset engine, with dedicated fault tree to BDD conversion

and optimization routines. The NeuralSpectrum software is documented in Appendix B.

Finally, the impact of the di�erent approximations used in the classical approach is evaluated

using the Leibstadt PRA model in Chapter 5, by comparing approximated results to exact BDD

results for di�erent large system fault trees.
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This chapter attempts to provide an introduction to the mathematical concept of graphs and

to their practical applications. Emphasis is put on Reduced Ordered Binary Decision Diagrams

(ROBDDs), to their mathematical characteristics and to their application to exact PRA model

solving.

2.1 Graph Theory

In mathematics and computer science, graph theory studies the properties of graphs. A graph is

designed as a set of nodes (the vertices) connected by lines (the edges) [17].

In [67], a graph is de�ned by a set of nodes, a set of edges and a function of incidence which

associates two nodes. An edge is called a loop if its two nodes are identical. An edge is known as

a duplicate if there is at least another edge with the same nodes.

Graphs are widely used in computational science. Typical application areas include:

� A road network on a large scale: each city is a node, each road between two cities is an edge

� A social network

� The web: each page is a node, each hyperlink to another page is an edge

� Discrete systems

� Electronic design.

A directed graph (or digraph) G is an ordered pairG = ( V; A) with

� A set V of vertices or nodes

� A set A of ordered pairs of vertices, called directed edges arcs, or arrows. An edgee := ( x; y)

is considered to be directed fromx to y.

A directed acyclic graph (DAG) is a directed graph with no directed cycles [17].

2.2 Boolean Expression Diagrams

Boolean Expression Diagrams (BEDs) are graphs that re
ect their corresponding logical formu-

lation. They provide compact and 
exible representations of logical expressions and represent a

sound basis for performing all kinds of logical operations.

A BED is a Directed Acyclic Graph (DAG) representing a logical expression. BEDs have the

following proprieties:
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1. The graph starts with an initial node (also called root) and ends up with terminal nodes

2. The graph does not have a cycle pattern (e.g. is acyclic)

3. The terminal nodes consists of nodes 0 (false ) and 1 (true )

4. Non-terminal nodesv have two child-nodeslow(v) and high(v)

5. Each node is either an operator node or a variable node.

More formally, we have the following de�nition:

De�nition (BED) A BED is a rooted directed acyclic graphG = ( V; E) with vertex set V and

edgeE. The vertex setV contains three types of vertices: terminal, variable and operator vertices.

A terminal vertex v has as attribute a valueval(v) 2 f 0; 1g. A variable vertex v has as attribute

a Boolean variablevar(v), and two children low(v); high(v) 2 V . An operator vertex v has as

attributes a binary Boolean operatorop(v), and two children low(v); high(v) 2 V [68].

The edge set E is de�ned by:E = f (v; low(v)) ; (v; high(v)) jv 2 Vg and v is a non-terminal

vertex.

A BED is identi�ed by its top vertex (called root ). For instance, let u be a BED vertex. The

term BED u refers to the BED rooted at vertex u. The terminal vertices are denoted by 0 (logical

false ) and 1 (logical true ). The relation between a BED and the Boolean function it represents

is straightforward. Terminal vertices correspond to the constant 0 and 1. Variable vertices have

the same semantics as vertices of BDDs and correspond to the if-then-else (INF ) operator 2.1

[68]. An example of BED is shown in Figure 2.1:

Figure 2.1: BED for a 2 out of 3 systems modelAB _ AC _ BC
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2.3 Binary Decision Diagrams

2.3.1 Shannon Expansion

Let x ! y0; y1 be the if-then-else operatorite de�ned by (2.1):

x ! y0; y1 := ( x ^ y0) _ (x ^ y1) := ite (x; y0; y1) (2.1)

Hence,x ! y0; y1 is true if x and y0 are true , or if x is false and y1 is true . We call t the test

expression. In other words, ifx is true, the logical state of y0 is returned, otherwise the logical

state of y1 is returned. The equivalence between the two statements is proven by:

Theorem

(x ^ y0) _ (x ^ y1) ,

(
y0 if x = true ) x ^ y0

y1 otherwise ) x ^ y1
, (x ^ y0) _ (x ^ y1) = true (2.2)

De�nition (INF) An If-Then-Else Normal Form (INF) is a Boolean expression built entirely from

the if-then-else operator and the constants0 (false ) and 1 (true ) such that all tests are performed

only on variables [68].

"If we denote by t[0=x] the Boolean expression obtained by replacingx with 0 in t, then it is

not hard to see that the following equivalence holds:

t = x ! t[1=x]; t[0=x] ) t = ( x ^ t[1=x]) _ (x ^ t[0=x]) (2.3)

This is known as the Shannon expansion(or Shannon decomposition) of t with respect to x.

This simple equation has a lot of useful applications. The �rst is to generateINF forms from

any expressiont. If t contains no variables it is either equivalent to 0 or 1, which is also anINF .

Otherwise we form the Shannon expansion oft with respect to one of the variablesx in t. Thus

sincet[0=x] and t[1=x] both contain one less variable than the expressiont, we can recursively �nd

INFs up to the basic elements 0 (false ) and 1 (true )" [20]. We have proved that any Boolean

expression is equivalent to an expression inINF .

Example Consider the Boolean expressiont = ( x1 , y1) ^ (x2 , y2) [20]. If we �nd an INF

forms of t by selecting in order the variablesx1; y1; x2; y2 on which to perform Shannon expansions,

we get the expressions:
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t = x1 ! t1; t0

t0 = y1 ! 0; t00

t1 = y1 ! t11; 0

t00 = x2 ! t001; t000

t11 = x2 ! t111; t110

t000 = y2 ! 0; 1

t001 = y2 ! 1; 0

t110 = y2 ! 0; 1

t111 = y2 ! 1; 0

2.3.2 De�nition

A Binary Decision Diagram (BDD) is a graph that depicts the Shannon expansion of a Boolean

equation. It is a data structure that has been used extensively in the Computer-Aided Design

(CAD) community. It is able to represent and manipulate large switching formulae very e�-

ciently in testing, veri�cation and synthesis algorithms. The e�ectiveness of BDD in its various

applications is very dependent on its size (i.e. total number of nodes).

De�nition (BDD) A Binary Decision Diagram (BDD) is a rooted Directed Acyclic Graph (DAG)

with two leaves of out degree zero labeled0 or 1, encoding the two corresponding constant functions,

and a set of variable nodesu of out degree two. The two outgoing edges are calledlow(u) and

high(u). An variable node of descendant from a node labeled by a variablex is labeled by a variable

y such that x < y [20] [58].

De�nition (OBDD) An Ordered Binary Decision Diagrams (OBDD) is called ordered if on all

paths the variables respect a given ordering.

Remark This restriction is so common that we assume that all BDDs are ordered unless otherwise

noted.

De�nition (ROBDD) A Reduced Ordered Binary Decision Diagrams (ROBDD) is an ordered

BDD where:

1. no two distinct nodes u and v have the same variable name andlow and high successor

(uniqueness), i.e., var(u) = var(v); low(u) = low(v); high(u) = high(v) ) u = v, and

where

2. no variable nodeu has identical low and high successor (non-redundant tests), i.e.,low(u) 6=

high(u) [20].
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ROBDDs have some remarkable properties. First, they have a complexity that is not related

to the number of prime implicants of the encoded Boolean formula and have polynomial time

complexity. Secondly, they provide a compact and analytical representation of any Boolean ex-

pression and can be e�ciently used for all kinds of logical operations. This is based on the crucial

fact that for any function f : Bn ! B there is exactly one ROBDD representing it. This also

means that there is exactly one ROBDD for the constant true and constant false on Bn : the

terminal node 1 and 0, respectively.

Remark Since ROBDD encodes Boolean functions in an e�ective manner, the extension of this

mathematical concept to fault tree applications is straightforward.

More formally, ROBDD have the following properties:

1. A node in V is either a non-terminal node or one of the terminal nodef 0; 1g

2. Each non-terminal nodev is labeled with a variable in X n , denoted var(v), and has exactly

two child nodes in V which are denotedhigh(v) and low(v)

3. On each path from the root node to a terminal node the variables are encountered at most

once and always in the same order.

More precisely, the variable ordering� of a BDD is a bijection � : f 1; 2; : : : ; ng ! X n where

� (i ) denotes the i -th variable in the ordering. The third property above states that for any

non-terminal node v we have:

� � 1(var(v)) < � � 1(var(high(v)) if and only if high(v) is a non-terminal node

and

� � 1(var(v)) < � � 1(var(low(v)) if and only if low(v) is a non-terminal node.

Lemma (Canonicity) For any function f : Bn ! B there is exactly one ROBDDu with variable

ordering x1 < x 2 < : : : < x n such that f u = f (x1; : : : ; x2) [20].

The proof is by induction on the number of arguments of f . For n = 0 there are only two

Boolean functions, the constant false and true functions. Any ROBDD containing at least one

non-terminal node is of course non-constant.

"Let's assume now that we have proven the lemma for all functions ofn arguments. We then

demonstrate that it is also true for n+1 arguments. De�ne two functions f 0 and f 1 of n arguments

by �xing the �rst argument to 0 and 1 respectively.

(
f 0 : f (0; x2; : : : ; xn+1 )

f 1 : f (1; x2; : : : ; xn+1 )
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) f b(x2; : : : ; xn+1 ) := f (b; x2; : : : ; xn+1 ); b 2 B (2.4)

The Boolean functions f 0 and f 1 are usually called the negative and positive co-factors off

with respect to x1. Since f 0 and f 1 take only n arguments we assume by induction that there

are unique ROBDD nodesu0 and u1 with f u0 = f 0 and f u1 = f 1. There are then two cases to

consider.

If u0 = u1 then f u0 = f u1 and f 0 = f u0 = f u1 = f 1 = f . Henceu0 = u1 is an ROBDD for f . It

is also the only ROBDD for f because ifx1 is present in the ROBDD rooted at u, x1 would need to

be the root node. However, iff = f u then f 0 = f u [0=x1] = f low(u) and f 1 = f u [1=x1] = f high (u) .

Since f 0 = f u0 = f u1 = f 1 by assumption, the low and high son of u (e.g. the negative and

positive co-factors, respectively) would be the same, making the ROBDD violate the reduction

conditions.

If u0 6= u1 then f u0 6= f u1 by induction hypothesis. We take u as the node with var(u) =

x1; low(u) = u0; high(u) = u1. This yields f u = x1 ! f u1 ; f u0 which is reduced. By assumption

f u1 = f 1 and f u0 = f 0 therefore we get f u = f . Suppose that v is some other node with

f v = f . Clearly, f v must depend on x1. This means that f v [0=x1] 6= f v [1=x1]. Due to the

variable ordering this also means thatvar(v) = x1 = var(u). In addition, from f v = f it follows

that f low(v) = f 0 = f u0 and f high (v) = f 1 = f u1 , which by induction hypothesis implies that

low(v) = u0 = low(u) and high(v) = u1 = high(u). From the reduction propriety of uniqueness

it follows that u = v" [20].

Lemma A prime implicant of a coherent Boolean equation is given by a branch leading to an end

node of its corresponding ROBDD notation [58].

Lemma The complete prime implicant list of a coherent Boolean equation is given by the branches

leading to an end node of its corresponding ROBDD notation [58].

2.3.3 Example

As examples, the BDD representation for a 2 out of 3 fault tree model (Figure 2.2) is shown in

Figure 2.3. The BDD for the FT model of Figure 1.2 is shown in Figure 2.4.

The dotted lines denote the low decision branches (variable isfalse ), while the solid lines

denote the high decision branches (variable istrue ).

Recalling the Shannon expansion, the function described by the solid line of a nodev can be

denoted then(v) (also known as the factor of v), and the function described by the dotted line

else(v) (also known as the cofactor ofv). The end states are given by the squared end nodes 0

and 1, the false and true assignments, respectively.
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Figure 2.2: System fault tree model for 2 out of 3 failure mechanism

Figure 2.3: BDD model for 2 out of 3 failure mechanism

Lemma A prime implicant of a Boolean equation is given by a branch leading to an end node of

its corresponding ROBDD notation.

Lemma The complete prime implicant list of a Boolean equation is given by the set of all branches

leading to an end node of its corresponding ROBDD notation.

2.3.4 Reduction Operations

If the BDD is not reduced, even if the variable order is �xed, there still exists several possibilities

of representing a given Boolean function. Reduced Ordered BDD (ROBDD) is therefore the form

of binary decision diagrams that will be considered throughout this study.

We have the following rules when working with ROBDDs:

De�nition (Deletion rule) Let v 2 V be a node withlow(v) = high(v) = v0. Then the reduction

del(v; v0) is applicable, resulting in a graph obtained by a) redirecting all the edges that are pointing

to v to the nodev0 and b) deleting nodev from V (Figure 2.5).
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Figure 2.4: BDD for the fault tree model of Figure 1.2

De�nition (Merging rule) Let v, v0 2 V be two nodes withvar(v) = var(v0), low(v) = low(v0),

high(v) = high(v0), then the reduction merge(v; v0) is applicable, resulting in a graph obtained by

a) redirecting all edges pointing tov to the nodev0 and b) deletingv from V (Figure 2.6).

2.3.5 Computation

One way to construct a ROBDD is to �rst construct an OBDD and subsequently proceed to reduce

it. Another more appealing approach, which will be used throughout this study, is to reduce the

BDD, and maintain it reduced during construction and manipulation.

The computational encoding of BDDs is described below. The proposed encoding is taken

from [20]. Some changes were however needed for a more e�cient data management on large-scale,

sometimes non-coherent, fault tree models. Improvements include the encoding of the terminal

nodes, the treatment of reference(s) and the development of an object-oriented BDD class with

open-ended dynamic tables.

Nodes are represented by numbers 0; 1; : : : ; n, with 0 and 1 reserved for the terminal nodes.

The variables in the ordering x1 < x 2 < : : : < x n are represented by their indices 1; 2; : : : ; n. The

variable number 0 is reserved for the terminal nodes.

The BDD is stored in a table called the BDD-matrix T : u 7! (var; low; high ) which maps a

node u to its three attributes var(u) = var, low(u) = low and high(u) = high.
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Figure 2.5: Deletion rule for a BDD reduction

Figure 2.6: Merging rule for a BDD reduction

Some special rules apply to terminal nodes. In order to encode the constanttrue and constant

false BDDs with one single nodeu = 0, the node attributes must obligatorily contain the true

or false parameter as 
ag. Since per de�nition terminal nodes have no children, we propose

to store this 
ag in the low and high attributes, redundantly. The constant false BDD yields

T : u = 0 7! (0; 0; 0), while the constant true BDD yields T : u = 0 7! (0; 1; 1). As a result, a

single node BDD with v = 0 and low 6= high would make no sense and is therefore forbidden in

the data structure we propose.

In order to make sure that the BDD being constructed is reduced, it is necessary to check

from a triple ( var; low; high ) wether a node u with var(u) = var; low(u) = low; high(u) = high

exists or not. For this purpose, we develop a hashtableH : (var; low; high ) 7! u mapping triples

(var; low; high ) of variable indices var, and negative co-factor nodelow and positive co-factor

node high to node u. This table is actually the inverse of matrix T. It is often called the unique

table of the ROBDD. An example of unique table is given in Table 2.1.

"A hashtable is data structure that contains elements of a collection. A bucket is a virtual

subgroup of elements within the hashtable, which makes searching and retrieving easier and faster

than in most collections. Each bucket is associated with a hash code, generated using a hash

function and based on the key of the element. A hash function is an algorithm that returns a
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numeric hash code based on a key. The key is the value of some property of the object being

stored. A hash function must always return the same hash code for the same key. It is possible

for a hash function to generate the same hash code for two di�erent keys, but a hash function that

generates a unique hash code for each unique key result in better performance when retrieving

elements from the hashtable" [21].

De�nition (Hashtable) A hashtable is a data structure that provides mappings from arbitrary

objects calledkeys to other arbitrary objects called values. A key-value pair is sometimes called

an entry in the hashtable. There are many ways other than hashtables of implementing the same

sort of mapping, e.g. association lists and property lists, but hashtables provide much faster lookup

when there are many entries in the mapping.

Some additional technical insights about the development and manipulation of the unique

table can be found in Chapter 3.2.2.

Figure 2.7: BDD for f : (A _ B ) ^ (A _ D) ^ (B _ D)

u var low high ref

0 0 0 0 3

1 0 1 1 3

2 3 0 1 1

3 2 0 2 1

4 4 0 1 1

5 3 4 1 1

6 1 3 5 0

Table 2.1: Unique table H for the BDD of Figure 2.7

Another node speci�c �eld is dedicated to the treatment of reference(s) to a node. The �eld

ref gives information on how often a node is referenced from within the BDD structure, i.e. the
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number of nodes that point to that node from within the BDD. That way it is possible to free a

node if it is not used anymore, allowing e�cient memory management. In addition, this �eld turns

out to be necessary when swapping variable layers, resulting in faster execution, as will be shown

in Chapter 3.4.2. The ref �eld is updated dynamically whenever the number of references from

other nodes changes. Ifref reaches zero for a nodeu, then the node is called dead node. When

this occurs at run-time, the node number u is added to a recycling queue and become available

should another node be created.

Garbage collection is not an issue with the proposed structure since data are stored as Generic

object type. Generics are a new data structure introduced in 2005 by Microsoft [21]. It allows

for an automatic treatment of type-set dynamic tables. The job is done at low system level and is

therefore generally faster than custom garbage collection routines [21]. Moreover, the portability

and reusability of Generics ensure a long term code maintenance that could potentially bene�t

from future compiler improvement (Chapter 3.2.2). In a Generic environment, an open-ended

hashtable is called aDictionary .

Using Generics, the H-table is programmed using an open-ended list of open-ended hashtables

(Dictionary ) per variable. More formally, in C] , we have the following de�nition for the H-table:

Dictionary < int; Dictionary < Point; int >> H ;

2.3.6 Variable Ordering

The size of a BDD may vary between linear to exponential (e.g. impossibility to produce any BDD

at all for larger models), depending upon the ordering of the variables. It is of crucial importance

to care about variable ordering when applying BDDs in practice.

Even worse, the problem of �nding the best variable ordering in a OBDD has been shown

to be of NP-complete complexity [18] (Chapter 1.3.2). To illustrate this problem, an example is

shown which has been given in [16].

Example Let n 2 N be even and letf : Bn ! B.

f : (x1; x2; : : : ; xn ) 7! x1 � x2 + x3 � x4 + : : : + xn� 1 � xn (2.5)

A BDD for f respecting the variable orderingx1 < x 2 < : : : < x n (e.g. � (1) = x1; � (2) =

x2; : : : ; � (n) = xn ) is given on the left hand side of Figure 2.8. Its size isn. Since f obviously

depends on alln variables, this is the optimal size.

However, the variable orderx1; x3; : : : xn� 1; xn� 2; xn� 4; : : : ; xn (e.g. � (1) = x1; � (2) = x3,

: : : ; � (n=2) = xn� 1; � (n=2 + 1) = x2; � (n=2 + 2) = x4; : : : ; � (n) = xn ) is of exponential size
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(BDD on the right hand side of Figure 2.8). It is straightforward to see that the BDD is of size

2n=2+1 � 2. We have shown that, depending on the variable ordering chosen, the size of a BDD

may vary from linear to exponential in n.

Figure 2.8: Two BDDs for f : (x1; x2; : : : ; xn ) 7! x1 � x2 + x3 � x4 + : : : + xn� 1 � xn

It is therefore of crucial importance to care about variable ordering when applying BDD in

practice. As already stated, the problem of �nding the best variable ordering is of NP-complete

complexity [18] (Chapter 1.3.2). However there exist e�cient heuristics to tackle the problem.

From Chapter 3.4 on, development of variable heuristics and dedicated optimization methods for

e�cient BDD-based fault tree analysis are proposed, developed and analyzed.

2.4 Zero-Suppressed BDD

Zero-suppressed Binary Decision Diagrams (ZBDDs) are a variant of OBDDs with a modi�ed

deletion rule, which allows a node to be deleted if and only if itshigh edge (positive cofactor) is

the terminal node 0 (hence the name zero-suppressed). ZBDDs were introduced by Minato [43]

and have found applications in two-level logic minimization and various combinatorial problems

[44]. In detail, the new deletion rule is as follows (Figure 2.9) [43]:
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1. Delete all the node whosehigh edge points to terminal node 0, then connect the edge to the

other subgraph directly.

2. Share all isomorphic subgraphs.

ZBDD have some interesting proprieties. Due to their modi�ed deletion rule, all irrelevant

variables in a combination set are suppressed. This thus yields a compact form when encoding

combination sets such as Minimal Cutsets (Chapter 3.3).

Just like the manipulation of a BDD, a ZBDD can be maintained reduced during construction

(ROZBDD). Alternatively, a BDD can be converted to its corresponding ZBDD by parsing the

graph from the top to the terminal nodes using those new rules.

Figure 2.9: Reduction rule for ZBDD
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This chapter describes the key ideas and issues in using Binary Decision Diagrams (BDD) for

exact fault tree model solving. The concepts of fault tree parsing, dynamic algorithmic, fault tree

to BDD conversion, BDD manipulations, variable ordering and basic BDD optimization techniques

are discussed and analyzed, with emphasis on PRA applications as found in the nuclear industry.

All the techniques and algorithms described in the chapter have been implemented in the

NeuralSpectrum computer code (Appendix B).

3.1 Background

Recent works in system and circuit logic have produced a new assessment technique based on the

BDD formulation [52] [53] [55] [28].

A technique for incorporating coverage modeling [23] into a BDD-based fault tree solution was

�rst presented in [48]. That work shows that the need for coverage modeling does not necessarily

require a Markov model. Thus, for systems that exhibit no sequence-dependent failure behavior,

static fault trees can again be used. The BDD-based approach is much faster than the Markov

chain conversion, and yet can easily incorporate the important notion of imperfect coverage.

Researchers have also been exploring the use of divide-and-conquer approaches for analyzing

fault trees [25] [26]. Of particular interest is a recently published linear time algorithm [27] for

�nding independent sub trees. The algorithm identi�es independent sub trees (sub trees which

share no common basic events) during a depth-�rst traversal of the tree, recording the �rst and

last visit to each node. This recent development provides the structure needed to combine di�erent

solution techniques automatically.

In Fault Tree Analysis (FTA), the BDD approach has advantages in terms of both e�ciency

and accuracy over the conventional fault tree solving theory. Since top event probabilities can be

derived exactly and without the need to evaluate the Minimal Cutsets (MCS) or Prime Implicants

(PI) as intermediate results, it has major implications for improving the accuracy and e�ciency

of PRA model solving.

A fault tree assessment method based on Binary Decision Diagrams (BDD) is proposed. This

approach was �rst suggested in [58] to compute analytical solutions of fault trees, based on the

fact that both fault trees and BDDs both encodes identical Boolean functions. Of main interest

for PRA is the fact that BDDs achieve exact results where established methods can generally

produce only bounds (Chapter 2.3). The algorithms for manipulating BDDs have time complexity

proportional to the sizes of the graphs operated on, and hence are quite e�cient as long as the

BDD does not grow too large. The basic concepts behind the conversion of a fault tree to its BDD

structure are presented in Chapter 3.2.
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Since a BDD is a compact canonical representation of a Boolean function, it has no duplicate

sub-trees or redundant vertices. BDDs provide e�cient solutions for large combinatorial systems

without resorting to cutsets as intermediate results. The prime implicants, which are needed to

calculate minimal cutsets of a fault tree, can be derived easily following thelow and high branches

leading to a terminal node (Chapter 3.3).

Unfortunately, there are some computational issues when working with BDD that need to be

identi�ed and addressed, if possible.

The BDD method does not analyze the fault tree directly, but converts the tree to a BDD

form, which represents the Boolean equation for the top event. The di�culty lies in the conversion

of the fault tree to the BDD. As already introduced in Chapter 2.3.6, a global ordering of the fault

tree variables (basic events) must be chosen before or adjusted during conversion. This ordering

does have a crucial e�ect on the size of the resulting BDD, which can lie between linear (fast

and e�ective conversion) to exponential in size (e.g. impossibility to produce any BDD at all for

larger models). To make things even worse, there is no universal ordering scheme that can be

successfully used to produce a minimal BDD for fault trees, due to the NP-complete complexity of

the problem (Chapter 1.3.2). In other words, the BDD method, while calculating exact solutions

of fault tree models, has the drawback that the combinatorial expansion makes it very di�cult (if

not impossible) to build a BDD of the entire fault tree model.

Several attempts to convert small to medium size model (typically with a few hundreds of

basic events) have succeeded ([58], [60], [59], [62], [64]). However, current PRA models as found

in the nuclear industry include several thousand of basic events and logic gates. In experiments

on large models, the quanti�cation using BDD techniques failed due to the exponential blowup.

The ultimate goal of using BDD methods to solve a large linked fault tree model has yet to be

realized.

Since BDD is a canonical representation of a Boolean function, it is not possible to implement

approximation workaround as found in standard fault tree quanti�ers (Chapter 1.2). This means

that either can an analytic solution be found, or nothing. We are thus left with the following

investigation areas:

� Develop e�cient variable ordering heuristics by using as much of the structural characteris-

tics of fault tree

� Develop e�cient BDD-based fault tree parser

� Rewrite the fault tree model

� Dynamic optimization during the FT to BDD conversion process.
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Those aspects are addressed in the following chapters.

3.2 E�cient Fault Tree to BDD Conversion

3.2.1 Fault Tree Data Structure

A fault tree is a linked combination of entities known as logical gates and basic events. The gates

show the relationship type of events needed for the occurrence of a higher dependent event. It

serves to permit or inhibit the passage of fault logic upwards through the tree. The higher event

is the output of the gate, the lower events are the inputs of the gates.

More formally, fault trees encode monotonic functions using logical operators and literals,

where each literal is either a variable or its negation. This is de�ned by sets of equations (Table

3.1).

x = � (y1 [ : : : [ yn )

x = � (y1 \ : : : \ yn )

x = � (at-least k in y1; : : : ; yn )

Table 3.1: Fault tree basic functions

Such that:

1. x i , yi are Boolean variables (events)

2. A variable cannot appear as the left-hand member of two equations

3. All the variables but one (the top event) occur at least once in a right-hand member

4. There is no cycle, i.e. no subset of equations in the form:

x1 = op(: : : ; x2; : : :); x2 = op(: : : ; x3; : : :); : : : ; xn = op(: : : ; x1; : : :) (3.1)

The fault tree can thus be encoded based on its individual gates and events using the following

open-ended mathematical structure:

Gopi = op(gi +1 ; : : : gi + n i ); : : : ; Gopk = op(gk+1 ; : : : ; gk+ k+ kn ) j k > i + ni (3.2)

Where Gopx denotes a gate idx of operator type op, and g denotes another gate or another

event event (fault tree node).
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This open-ended notation can be e�ciently represented using classes in an object-oriented

environment. In such an environment, a fault tree would be a dedicated class, consisting of an

identi�cation numbers for the top event, and a set of nodes (gates or events).

A fault tree based reliability model consists of one or several fault tree pages, which are

connected to each other using transfer gates. Even if breaking down into pages is not a prerequisite

for developing fault tree reliability models, large models often make use of it in order to simplify

model development and maintenance.

The decomposition of complex reliability system into manageable parts is an essential princi-

ple when dealing with complex technical systems. Fault tree analysis o�ers decomposition into

modules, a breakdown with regards to the hierarchy of failure in
uences rather than to the system

architecture. Each technical component function is represented by sub fault trees.

An object-oriented class is proposed for encoding the fault tree structure. The class is shown

in Table 3.2 as pseudo object-oriented code.

public class FT

f

public List hTNode i Nodes Class for fault tree nodes

f

public String name Name

public String description Description

public int type Type (basic event, transfer, gate's type)

public int id Identi�cation number

public int k K factor in K=N gates

public bool negated Negation 
ag

public bool ccf CCF 
ag

public int transfer Transfer 
ag

public int father ID of father's gate

public List hint i child Dynamic list of children

g nodes

public String name Name

public String description Description

public int top Top gate

public bool bddcalculated Flag if associated BDD available

public int id Identi�cation number

public BDD bdd Associated BDD

g

Table 3.2: Fault tree class usingGenerics

3.2.2 Algorithmic Prerequisites

The practical e�ciency of BDDs derives from the way in which the computer memory is managed.

An e�cient computation of BDD requires three features that are presented below, with a brief

comment on the solutions we chose.

1. The BDD structure must be open-ended, because the size of the BDD array is not known

until the full BDD has been constructed. Moreover, a node can be added or removed, BDD
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can shrink or expand by variable sifting. Since BDD can have several millions of nodes, it is

important to use dynamic memory allocation for e�cient computer memory management.

We propose to use and implement the concept of Generic objects [21]. Refer to Chapter

2.3.5 for more information on the Generics data structure

2. The second idea consists in using variable-speci�c hashtables to store the nodes entries.

When, during computation, a node ite(x; F; G) is required, the table is consulted and the

node is only created if it does not yet exist. This ensures that the BDD is reduced

3. Dynamic programming must be implemented. Dynamic programming is a recursive tech-

nique for solving problems that might otherwise appear to be di�cult to solve. "Dynamic

programming works by solving sub problems and using the results of those sub problems

to more quickly calculate the solution of a larger problem. Unlike the divide-and-conquer

paradigm (which also uses the idea of solving sub problems), dynamic programming typically

involves solving all possible sub problems rather than a small portion" [22].

One standard example of how dynamic programming works is the calculation of the Fi-

bonacci numbers (Fn = Fn� 2 + Fn� 1) [22]. Using dynamic programming, we try to use the

iterative characteristics of the problem by de�ning a unique global function f ibonacci (), and

then develop a recursive procedure (Algorithm 1).

Algorithm 1 f ibonacci (n)
Require: An integer n � 0.

Ensure: The Fibonacci number at position n.

1: if n = 0 then

2: return 0

3: else

4: return f ibonacci (n � 1) + f ibonacci (n � 2)

5: end if

This algorithm will take exponential time to run because every time f ibonacci (n � 1) and

f ibonacci (n � 2) are calculated, it will recalculate every value up to f ibonacci (0). The idea

behind dynamic programming is to avoid this kind of recalculation by saving the results in

a so-called computation table. This is a program-wide (e.g. global) table which stores a key

and a result value for a given calculation. Such tables are usually coded using a hashtable

data structure. Indeed, the di�erent algorithms presented in this study make extensive use

of computational tables.

An object-oriented class is proposed for encoding the BDD structure. The class is shown in
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Table 3.3 as pseudo object-oriented code.

public class BDD

f

public struct Node Node structure

f

public struct Vertex Vertex structure

f

public int var, low, high Vertex attributes

g

public Vertex vertex Vertex

public int ref Number of reference(s)

g

public int top Top node of the BDD

public List h Node i node Dynamic list of nodes (Generic list)

Dictionary h Vertex, int i H Unique table (Generic hashtable)

Queue h int i freenodes FIFO queue of dead nodes (Generic queue)

List h int i varorder Variable order (Generic list)

g

Table 3.3: BDD class usingGenerics

The implementation of the features described above results in a pointer-less BDD structural

mapping. A good reason to deviate from a pointer-based implementation is the opportunity to

uniquely identify nodes by consecutive integers and thereby achieve better control over node alloca-

tion. Being able to control the assignment of numbers to identify nodes, naturally imposes a strict

order on the nodes. This order can be used to: (1) keep the DAG ordered like a priority queue,

hence searching for a particular node will obviously bene�t, (2) keep collision chains ordered, then

on average less time is spent searching. Since BDDs are typically constructed bottom-up in a

recursive depth-�rst fashion and since traversal of BDDs is a common operation that proceeds in

a similar fashion, it pays o� to keep adjacent (e.g. parent and children) nodes close in memory as

well.

3.2.3 Constructing a BDD from a Fault Tree

The easiest way to build a BDD from a given fault tree is to use a Depth-First Left-Most (DFLM)

approach. The central idea to build the BDD starting from the bottom gate of the fault tree.

The basic event below this gate are processed starting from the left to the right, and assemble

the individual BDDs sequentially. When no dynamic optimization is used, the resulting variable

ordering is referred to asnatural ordering, because variables are numbered in the order they

appear.

This is a corollary of the Shannon expansion: "given two Boolean functionsg and h encoded

by the BDDs G = ite(x; G1; G2) and H = ite(y; H1; H2), it is possible to compute directly on G

and H any logical operation betweeng and h by means of the following propriety:
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Let x and y be two variables (x < y ), let G1, G2, H1, H2 be four formulae and let be� any

binary connective, then the following equalities hold:

ite (x; G1; G2)� ite (x; H 1; H2) = ite (x; G1� H1; G2� H2) (3.3)

ite (x; G1; G2)� ite (y; H1; H2) = ite (x; G1� ite (y; H1; H2); G2� ite (y; H1; H2)) (3.4)

These two equalities suggest clearly a recursive procedure" [58]. If we start from the root of

the two BDDs we can construct the BDD of the result by recursively constructing the low and the

high branches and then form the new root from these. Dynamic programming is implemented to

avoid an exponential blowup of recursive calls. The algorithmapply() for computing the resulting

BDD was proposed in [16]. It is reproduced in Algorithm 2.

Algorithm 2 Apply[T; H ](op; u1; u2)
Require: u1 and u2 the top nodes of the BDD to assemble.

Ensure: The resulting BDD.

1: if G(u1; u2) 6= ; then

2: return G(u1; u2)

3: else if u1 2 f 0; 1g and u2 2 f 0; 1g then

4: u = op(u1; u2)

5: else if var(u1) = var(u2) then

6: u = newnode(var(u1); apply(low(u1); low(u2)) ; apply(high(u1); high(u2)))

7: else if var(u1) < var (u2) then

8: u = newnode(var(u1); apply(low(u1); u2); apply(high(u1); u2))

9: else

10: u = newnode(var(u2); apply(u1; low(u2)) ; apply(u1; high(u2)))

11: end if

12: G(u1; u2)  u f Add to computation table g

13: return u f Returns node indexg

The algorithm distinguishes between four di�erent cases. The �rst of them handles the situ-

ation where both arguments are terminal nodes; the remaining three handle the situations where

at least one argument is a variable node. If at least one ofu1 and u2 are non terminal, we proceed

according to the variable index. If the nodes have the same index, the twolow branches are

paired.

The complexity of this algorithm can be determined based on the total number of recursive

calls. Assumeu1 and u2 denote the number of nodes of the two BDDs being associated. Due to
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dynamic programming at most u1 � u2 calls to apply() are generated. If we assume that each call

takes constant time, the complexity of the algorithm is O(u1 � u2).

When a basic event is reached, the corresponding single event BDD is created:

X ! ite (x; 1; 0) (3.5)

Subsequent events or subtrees are then associated using the recursive algorithm presented

above. All inputs of a gate are processed sequentially. This is justi�ed by the fact that gates

operators are (normally) commutative and associative.

Let's assume a basic conjunction gate with 3 basic events:

X = a ^ b^ c (3.6)

The corresponding fault tree structure is shown in Figure 3.1.

Figure 3.1: Conjunctive fault tree with 3 inputs

The resulting BDD is then computed recursively as follows:

(A ^ B ) ^ C

A = ite(a; 1; 0)

B = ite(b;1; 0)

X = ite(A; B; 0) = ite(ite (a; 1; 0); ite (b;1; 0); 0)

C = ite(c;1; 0)

And �nally: X = ite(X; C; 0) = ite(ite (ite (a; 1; 0); ite (b;1; 0); 0); C; 0)

The construction process is shown, together with the intermediate BDDs, in Figure 3.2.

This process is correct since all standard logic gate operators (AND , OR, NAND , NOR

and XOR ) are associative. From this perspective, aK out of N (K=N ) operator, which is not

associative, would represent another challenge, as we will see in Chapter 3.2.4.
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Figure 3.2: BDD construction for the conjunctive FT of Figure 3.1

Each time a variable is encountered, the algorithm checks if the variable index is already in

the variable index table, using a hashtable. If the variable is found, then the variable index is

returned. If not, a new variable index is created and saved in the variable index table. This

ensures that multiple occurrences of a basic event are identi�ed using a same variable index.

Note that in general the inputs of a gate are not single variables as in the example above, but

Boolean functions, which can even share common variables among them. The recursive compu-

tation of the resulting BDD is thus performed using the generalapply() algorithm (Algorithm 2),

which takes care of all cases dynamically.

3.2.4 Treatment of K/N Logic

The K out of N (K=N ) operator is a special case of parallel redundancy. AK=N system consists

of n components linearly arranged. The system is failed if there is at leastk failed components

among the n inputs.

The BDD conversion ofK out of N gates represents a particular challenge. Firstly,K=N gates

are non-associative. Therefore, the procedure described in Chapter 3.2.3 to generate a BDD from

the fault tree structure cannot be used. Secondly, there is a blowup of possible failure combinations

for large k and n values.

A trivial approach to generate the BDD for a K=N gate would be to pre-process the fault tree

by developing the K=N gates in an OR / AND formalism, and then parse those trees to create

the BDD using the method described above.

A more sophisticated approach is to generate the BDD directly by calling the appropriate

sequence of clause conjunctions, and then sum all the individual contributions in the resulting

46



BDD, resulting in a BDD development within the event space, where all possible operational

combinations are considered in order to obtain the resulting BDD.

By employing recursive algorithms, this formalism allows to generate the BDD from anyK=N

gate, thus obtaining the analytical solution of the problem for any order.

As an example, let's consider the fault tree model of Figure 3.3 withk = 3, n = 6. The list of

conjunctive failure clauses can then be enumerated (Table 3.4).

Figure 3.3: Fault tree model for a K = 3 out of N = 6 failure logic

More generally, the number of conjunctions is given by the number of combinations ofk objects

from a set with n objects which is given by:

Ck
n = n!=k!=(n � k)! (3.7)

Note that the list of conjunctions in Table 3.4 is already sorted to minimize the amount of

intermediate BDD results, e.g. the intermediate BDD X 0 ^ X 1 is computed at the beginning and

stored until it is not used (e.g. after conjunction number 5). As a matter of a fact, any di�erent

sorting would result in a much complicated management of intermediate results.

The number of BDD operations consist of the following parts:

� The computation of all intermediate BDD's (conjunction)

The number of intermediate BDD operations for this part of the calculation is given by:

Cn
k + Cn� 1

k� 1 + : : : + C2� k+ n
2 =

kX

j =2

(j � k + n)!
j !(n � k)!

(3.8)

� The summation of all possible conjunctive clauses (disjunction)

The number of summations for this part of the calculation is given by:

Cn
k � 1 =

n!
k!(n � k)!

� 1 (3.9)
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] Clauses

1 x0 x1 x2

2 x0 x1 x3

3 x0 x1 x4

4 x0 x1 x5

5 x0 x2 x3

6 x0 x2 x4

7 x0 x2 x5

8 x0 x3 x4

9 x0 x3 x5

10 x0 x4 x5

11 x1 x2 x3

12 x1 x2 x4

13 x1 x2 x5

14 x1 x3 x4

15 x1 x3 x5

16 x1 x4 x5

17 x2 x3 x4

18 x2 x3 x5

19 x2 x4 x5

20 x3 x4 x5

Table 3.4: List of conjunctive failure clauses fork = 3, n = 6

The resulting total number of BDD operations for a k out of n gate is given by Equation 3.10.

kX

j =2

(j � k + n)!
j !(n � k)!

+
n!

k!(n � k)!
� 1 (3.10)

This can be further improved by applying the identity �( z) :=
R1

0 tz� 1 � e� t � dt = ( z � 1)!

(Equation 3.11).

�(1+ n)
�(1 � k+ n) + �(2+ n)

�(2 � k+ n)

�(1 + k)
� n + k � 3 (3.11)

The dynamic part of the algorithm to evaluate K=N gate using BDD is shown in Algorithm

3.

The resulting BDD structure for the fault tree of Figure 3.3 is shown in Figure 3.4.
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Figure 3.4: BDD for K = 3 out of N = 6

3.3 Generation of Minimal Cutsets

3.3.1 Background

A Minimal Cutset (MCS), or minimal solution, is a conjunction set of basic events that induces the

top event and that is minimal [42]. It represents a minimal scenario of failure, i.e. a conjunction

set of basic events. This de�nition is only correct for coherent fault trees, but is not correct when

applied to non-coherent fault trees, i.e. fault trees with negative logic or negated variables. For

this later case, the notion of prime implicants should be substituted for. Prime implicants are sets

of literals that may contain negated variables.

In [29], the notion of prime implicants is de�ned as follows:

De�nition (Prime implicants) A prime implicant of a formula f is a fundamental formula that

logically implies f but ceases to when deprived of any one literal.

In addition, in the same publication, it was shown that the development of an expression in

normal disjunctive form (also known as sum of product) into a fully simpli�ed equivalent form is

a complex problem, as we will see later.

As discussed in Chapter 3.2.1, a fault tree is a logical model of fault conditions for given

systems as a function of basic events [32]; the calculation of its prime implicants is therefore a

central issue in fault tree analysis:

� First, analyzing the prime implicants distribution allows for a qualitative analysis of the
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system reliability

� Second, the calculation of prime implicants allows to indirectly assess the top event proba-

bility for which the prime implicants have been calculated. In other words, a quantitative

assessment can be performed by evaluating the di�erent occurrence probabilities of basic

event sets. Importance analysis, or contribution assessment of prime implicants can eventu-

ally be calculated. Importance analysis is a key concept for risk-informed decision making

[30]

� More recently, the application range of prime implicants was extended to Automatic Theo-

rem Proving [33] and Arti�cial Intelligence [35].

Since the introduction of the concept of prime implicants, several procedures have been pro-

posed to e�ciently generate minimal cutsets. One can mention the consensus method [31], which

is derived from a restriction of the resolution principle [38], the technique of the Karnaugh's tables

[37], which is especially applied to electronic circuit optimization, the method of Quine-McCluskey

[40], where all prime implicants of a formula are calculated in order to derive a minimal solution,

the semantic resolution technique introduced by Slage [34], the Tison method [41], which was

proven correct in [39].

In spite of the large e�ort investment to develop such algorithms, improvements rely essentially

on the type of application. None of the mentioned techniques can be considered as the best option

for a large spectrum of problems. All those techniques rely on the sequential calculation of prime

implicants and have a complexity that is directly proportional to the number of prime implicants.

In practice, such techniques are limited to formula having less than a few millions of cutsets.

3.3.2 BDD-based Minimal Cutset Generation

An algorithm to derive the minimal solutions from the prime implicants BDD representation is

proposed. It was derived from [58] and extended to manage Zero-Suppressed BDDs on the 
y [43]

(Chapter 2.4) and Generics (Chapter 2.3.5).

Since the BDD approach has the remarkable property of having a complexity that is not

related to the number of prime implicants of the encoded formula, it means that functions with

more that 1020 prime implicants can be encodes using a few thousands of nodes. In addition,

BDD-based algorithms have the particular propriety of having polynomial time complexity [59].

The generation of prime implicants using BDD is therefore an interesting approach for fault tree

analysis.
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In a BDD F , each path form the root of F to the leaf 1 de�nes a solution of F . It is easy

to generate them by parsing the BDD. However, all these solutions are not obligatorily minimal.

Nevertheless, the following propriety holds:

Theorem Let f be a Boolean function encoded by the BDDF and let � be a solution off , then

a path exist from the top node ofF to the terminal node 1 which de�nes a solution � of f such

that � is included in � .

Corollary If � is a minimal solution of f , then there exists only one path from the top ofF to

terminal node 1 de�ning � .

Figure 3.5: BDD for (A _ B ) ^ (B _ C)

In the BDD of Figure 3.5, there are three paths from the top to the terminal node 1:

f A; B g; f A; C g; f Cg. However, f A; C g is not minimal. Only sequencesf A; B g and f Cg corre-

spond to the two minimal solutions of the function.

The computation of the set of primes of a Boolean function is based on the following theorem

which shows that sets can be computed recursively using dynamic programming based on the

Shannon decomposition:

Theorem Consider a Boolean function f : f 0; 1gn ! f 0; 1g and the variable xk . The set of

primes of the function f is then equal to

xk � (P rime (f xk ) n P rime (f xk ^ f xk )) [

xk � (P rime (f xk ) n P rime (f xk ^ f xk )) [

P rime (f xk ^ f xk )

(3.12)

The theorem above strongly suggests a recursive algorithm to compute a new BDD encoding

the minimal solutions. It consists of computing Gmin and Hmin that encode the minimal solutions
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of G and H , respectively, then removing from Gmin all the paths included in a path of H and

�nally composing the two obtained BDDs with x.

The Removealgorithm is derived from [58]. Let F = ite(x; F1; F2) and G = ite(y; G1; G2) be

two BDDs. H = F n G has to be computed. Three cases are possible:

1. x < y

In this case, the paths ofF which are not included in a path of G are, on the one hand,

the paths of F1 augmented by x which are not included in a path of G, and on the other

hand, the paths of F2 which are not included in a path of G. We thus have: H = F n G =

ite(x; F1 n G; F2 n G)

2. x > y

In this case, the paths ofG containing y cannot contain a path of F . We have: F nG = F nG2

3. x = y

In this case, let � be a path of F . Two cases are possible:X 2 � and � can be included

either in a path of G1 or in a path of G2, or X =2 � and � can be included only in a path of

G2.

Working with minimal cutsets requires the encoding of sets of products. In order to represent

combination sets more e�ciently, ZBDD are used to implicitly represent the set of clauses. The

notion of ZBDD was introduced by Minato in [43]. The basic idea is to label nodes with literals

and to decompose sets of products according to the presence of a given literal. In a ZBDD

representation, each path leading to terminal node 1 also represent one possible combination.

The reduction rule constructing a ZBDD deletes all nodes whosehigh-edges point to terminal

node 0, suppressing all irrelevant variables in ZBDD of combination sets. In other words, in a

ZBDD, the default value of an irrelevant variable is set to zero (refer to Chapter 2.4 for more

details). Unused nodes might be removed from the BDD. Removing nodes is simply done by

disconnecting the node from the rest of the BDD. As a consequence, a large number of nodes are

not used after the computation process. This can be cleaned up at the end of the computation

by parsing the resulting cutset BDD and generating a new one in parallel with only used nodes,

or on the 
y during computation.

Two approaches are possible to generate the ZBDD encoding the MCS:

Generate a BDD using the proposed MCS algorithm, and subsequently revisit each node

applying the reduction rule of ZBDD (Chapter 2.4).
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A more appealing approach however is to generate the ZBDD on the 
y. In this case, a node

in the resulting ZBDD is only created if it does not violate the ZBDD reduction rule. This can

be done using a modi�ed node making function, as shown in Algorithm 5.

The theorem above allows the development of an algorithm that computes the ZBDD encod-

ing the minimal cutsets of a monotonic Boolean function from the BDD encoding this function

(Algorithm 6).

3.4 Basic Optimization Algorithms

3.4.1 Introduction

As shown in the preceding chapters, the size of a BDD can be exponential in the number of

variables in the problem, if nothing is done against it. A good variable ordering heuristic is thus

essential to keep the size of the BDD manageable (Chapter 2.3.6).

Variable ordering heuristics can be classi�ed in two groups: static [45] [46] and dynamic [19]

[47].

Static optimization consists in �nding an initial variable ordering a priori. In fault tree assess-

ment, static ordering means assigning a position to some variables (or group of variables) before

starting to process the overall fault tree.

Dynamic optimization (or reordering) means adapting the variable order during the manip-

ulation of the BDDs. It is worth mentioning that dynamic variable ordering heuristics are in

general more e�cient if the order prior to reordering is already reasonably good. The idea of the

reordering heuristics is thus to improve a prede�ned order. Hence, for an optimized use of BDDs,

we need a strategy that includes both static ordering and dynamic reordering heuristics.

In fault tree assessments, the boundaries between static and dynamic ordering are in some cases

not clearly de�ned. One (qualitative) reason for that is that large fault tree models can often be

partitioned in individual independent subsystems. In addition, some insights on the �nal global

variable ordering can also be gained during computation, possibly de�ning a new ordering basis

throughout the rest of the computation. Those alternative fault tree speci�c ordering techniques

are developed and discussed in Chapter 4.

3.4.2 Variable Sifting

Swapping

Algorithms for the optimization of BDDs make use of basic functions such as variable swapping.

Variable swapping is a key process for all variable reordering techniques. It is important that a
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swap is performed with minimal runtime, i.e. runtime proportional to the sizes of the neighboring

levels at which the variables are situated, and thus have a local behavior.

The key idea to achieve local complexity is to preserve the memory space assigned to each

node for a maximum number of nodes before and after the swap. As a consequence, all previous

references to nodeu in the Directed Acyclic Graph (DAG) are maintained and do not need to be

updated (Chapter 2.1).

In practice, this is achieved as follows: instead of constructing a new node with its speci�c

identi�cation number in another part of the memory space, the data of the node in question is

overwritten with new attributes in a preserving manner. Besides avoiding the problem described

above, another advantage of this technique is that no time-consuming memory (re-)allocation is

needed.

Figure 3.6: Single node swapping

Assume a variable ordering� and assume the variablesx i = � (i ) and x i +1 = � (i + 1) are

swapped. Letu and v be two nodes situated at leveli .

First, let's analyze the swap procedure assuming the local structure depicted in Figure 3.6,

where only one single node at layerx i is dependent onx i +1 . Let f u denotes the function rep-

resented by u and let f u
1 (f u

0 ) denotes the positive (negative) cofactor off u with respect to x i .

Clearly, f u
1 (f u

0 ) is represented byu1 (u0). Further, let f u
11 (f u

10) denote the positive (negative)

cofactor of f u
1 with respect to x i +1 . Similarly, let f u

01 (f u
00) denote the positive (negative) cofactor

of f u
0 with respect to x i +1 . The left side of Figure 3.6 illustrates the most common case where

all cofactors are distinct functions. If some of the cofactorsf u
00; f u

01; f u
10 and f u

11 are functionally

equivalent, the respective representing nodes have been collapsed before and thus less nodes are

involved in the swap. Performing the swap ofx i and x i +1 , node u is overwritten with vertex
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(x i +1 ; (x i ; u00; u10); (x i ; u01; u11)). Possible independent variables onx i +1 are translated upwards.

The situation after the swap is illustrated on the right hand side of 3.6. The reference counter of

all nodes are updated accordingly. Nodeu0 and u1 will only vanish if no other external reference

besides those from nodeu existed (e.g. ref = 0). New nodesa and b must only be created if nodes

with identical vertex do not already exist in the BDD structure, otherwise they are retrieved from

the unique table H . This is a very critical issue that becomes relevant when dealing with multiple

nodes per layer [15].

This swap process can be generalized for variable layers with multiple nodes. The general

situation is illustrated in Figure 3.7 [19].

Figure 3.7: Multiple nodes swapping

In that case, to guarantee that the resulting BDD is reduced, the nodes at variable layerx i

that are independent on x i +1 must �rst be identi�ed and moved one variable downwards before

swapping other nodes. This ensures that possible equivalent nodes generated during the swaps

are not duplicated, but retrieved from the unique table H . In practice this is done as follows:

� The list of nodes per variable layerL : x i ! f u; : : :) is generated by parsing the overall BDD

structure starting from the top node

� Layer x i is sorted in such a way that independent nodes appear at the beginning of the

variable array in order to be treated �rst by the algorithm

� Variable swapping is then performed sequentially for all nodes at layerx i with respect to

the new order de�ned

� Nodes at variable layer x i +1 which are independent onx i are eventually moved upwards.

The resulting node is for sure not to be found in the unique tableH , so that no check is

required. If that were the case, it would violate the local complexity lemma (and would

imply that the original BDD was not reduced before the swap).
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Sifting Algorithm

Sifting [19] is a well known and e�cient optimization technique to reduce the size of a BDD. The

key concept behind sifting is to sequentially move up and down every variable in the ordering. At

each position the resulting BDD size is recorded and at the end the variable is moved back to the

best position recorded, i.e. the one that yields the smallest BDD size. The variable movements

are performed by swaps of variables which are adjacent in the ordering, as described above.

The local complexity of the swap operation is the main reason for the e�ciency of the sifting

algorithm. Variable swaps are performed very quickly since only edges must be redirected within

two variable layers. In addition, changes in the graph structure can often be established simply

by updating node attributes, thus saving the cost of memory management (allocation and deallo-

cation). Sifting is based on a succession of e�ective local operations. Moreover, further reducing

the number of swaps by using special criteria obviously yields better runtime.

Several methods for achieving reductions in the number of swaps have been suggested. A

trivial approach is to start with moving the variable to the closest end �rst. Another improvement

suggested is to start the sifting process with the variable situated at the level with the largest

number of nodes. This helps to reduce the overall BDD size as early as possible, thus reducing

the complexity of all subsequent steps.

The classical sifting algorithm is shown in Algorithm 7, and is brie
y described below:

1. The variable layers are generated

2. The variable layers are sorted according to their sizes (number of nodes). The largest level

is considered �rst

3. For each variable:

- The variable is �rst moved downwards if it is situated closer to the terminal nodes,

otherwise it is moved upwards. Moving the variable means exchanging it repeatedly

with its successor variable if moved downwards, or with it predecessor variable if moved

upwards. This process stops when the variable reaches the top or the bottom of the

BDD. The intermediate BDD sizes are recorded

- The variable is moved into the opposite direction. This process stops when the variable

reaches the top or the bottom of the BDD. The intermediate BDD sizes are recorded

- The variable is moved back to the position which led to a minimal BDD size

- The variable layers are updated accordingly.
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3.4.3 Cutset Based Variable Arrangement

In fault tree analysis applications, one could attempt to reduce the size of the resulting BDD by

arranging the variables according to the distribution pattern of the minimal cutsets of the BDD.

A trivial example is the sum of product optimization problem (Chapter 2.3.6). To optimize this

problem, it is easy to identify which variables are connected, and then regroup them accordingly

in the ordering. Ordering connected variables next to each other may speed satis�ability solvers.

In terms of BDDs, partitioning the problem yields a BDD with a smaller cut, which implies fewer

edges. Since a vertex is a source of two edges, this �nally leads to a smaller number of vertices.

In Electronic Design Automation (EDA), a similar variable placement approach was suggested in

[62] and later in [63].

We extended the heuristic by de�ning connected variablesas variables that are included in a

same minimal cutset. It was shown that the generation cost of the ZBDD encoding the minimal

cutsets (MCS ZBDD) of a BDD is proportional to its number of nodes (Chapter 3.3.2). The

generation of each clause from the MCS ZBDD is however a problem that can potentially be

exponential on the number of nodes.

As in [63], we represent a formula as a hypergraph whose vertices correspond to the formula's

variables and whose hyperedges correspond to its clauses (Chapter 2.1). One dimensional minimal

cutset placement then produces a vertices.

As an example, the following sum of product formula is proposed:

f = x0 ^ x1 _ x2 ^ x3 _ x4 ^ x5 (3.13)

The clausesf x0; x1g; f x2; x3g; f x4; x5g de�ne the hyperedgesh1; h2; h3. The hyperedges (MCS

clauses) among the variables are depicted in the hypergraph of Figure 3.8.

Figure 3.8: Example of hypergraph with hyperedges for Equation 3.13

For a given variable ordering, we de�ne the span of a clause as the di�erence between the

smallest and the greatest variable position in the clause. Thecut for a variable x is the number

of clauses that include variables with indices both less than and greater than (x + 0 :5). The cut
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of a formula is the maximum cut over all variables [63]. Since the total number of variables and

clauses are �xed, the average clause span is proportional to the average cut.

On a BDD environment, we �rst need to develop the list of MCS clauses from the ZBDD

encoding the MCS. This is done relatively easily by parsing the ZBDD, saving all paths� that

lead to terminal node 1. Restriction on the maximum MCS depth (maxdepth) can be implemented

to avoid combinatorial blowup for large MCS ZBDD.

This is done using the dynamic part of Algorithm 8. In C] , the minimal cutset list is stored

in an open-ended List of List of integers:List hList hInt ii (Chapter 2.3.5).

We propose the following data structures to e�ciently encode the n hyperedgeshi for further

treatment. These include two dynamic arrays ofGenerics:

� The vertices array contains, for each hyperedgehi , the ki variables vij pertaining in a same

MCS clause (Table 3.5)

Vertices:

h0 f v00; v01; : : : ; v0kh 0
g

h1 f v10; v11; : : : ; v1kh 1
g

...
...

hn f vn 0; vn 1; : : : ; vnk h n
g

Table 3.5: Vertices encoding

� The hyperedgesarray contains, for each variablevi , the ki hyperedgeshij where this variable

is present (Table 3.6).

Hyperedges:

v0 f h00; h01; : : : ; h0k v 0
g

v1 f h10; h11; : : : ; h1k v 1
g

...
...

vn f vn 0; hn 1; : : : ; hnk v n
g

Table 3.6: Hyperedges encoding

These structures do contain redundant information; this ensures an e�cient runtime of the

algorithms and avoid the implementation of lookup tables.

Based on those tables, it is possible to develop a system where each interconnection between

variables in a same MCS act as a spring that exert forces according to the law of mechanics.

Starting from an arbitrary initial ordering, we compute the forces acting on each object (e.g.
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variable) and displace the objects in the direction of the forces. Such an iteration is very fast,

and is repeated until a given optimization function stops decreasing. "The main di�culty in

force-directed methods is to prevent overlaps and enforce slot assignments. In terms of variable

ordering this means that variable locals are integer and no two variables share the same location"

[63].

As explained in [63], force-directed placement is greatly simpli�ed if performed in one dimen-

sion because slot constraints can be enforced by sorting.

The proposed force repulsion heuristic is derived from [63]. It performs one-dimensional place-

ment of a given hypergraph, and outputs a new order that tends to put connected vertices close

to each other.

The main "part of the algorithm is a loop that performs the iterations. In each iteration, the

algorithm begins by traversing all hyperedges and computing theCenter Of Gravity (COG) of

each hyperedgeh :

COG(h) = (
X

v2 h

lv)=khk (3.14)

wherelv and khk denote the location of vertexv under the given linear ordering and the number

of vertices connected to hyperedgeh, respectively. Next, the algorithm traverses all vertices and

computes their tentative new locations (not necessarily integers) using the following heuristic:

Denoting with l0v the new tentative location of vertex v and with Ev the hyperedges connected

to vertex v:

l0v = (
X

h2 Ev

COG(h))=kEvk (3.15)

This averages the centers of gravity of all hyperedge connected to vertexv. The iteration is

�nalized by sorting tentative locations and assigning integer indices to them. Iterations continue

until" [63] the variable ordering stabilizes or until a stop criteria is met.

In practice, this is done iteratively using encoding tables, as illustrated in Tables 3.6 and 3.5.

The pseudo code is shown in Algorithm 9.

Once the �nal positions that minimize the spring forces between variables are determined, one

eventually needs to move all variables to their respective �nal positions. This can get tricky, since

after each move the position of the variables between the initial and target positions are modi�ed.

A procedure to keep track of each individual position is therefore required. In practice, this is

done by updating the l array as a function of the initial and target positions.

The variable moving process and the variable position reassignment are shown in Algorithm

10.

59



After optimization, the example of Equation 3.13 yields the ordering of Figure 3.9. For such

sum of product problems, it is obvious that the algorithm always produced excellent results. It is

however not always true for fault tree models. This will be discussed in Chapter 4 in more details.

Figure 3.9: Optimized hypergraph with hyperedges for Equation 3.13

3.5 Computation of the Top Event Probability

The quanti�cation of the top event probability from a BDD is relatively straightforward. Since all

all BDD variables are ordered and independent in nature, the equation representing the top event

can be easily determined by parsing the di�erent sequences (paths) that lead to terminal node

1, and as opposition to standard fault tree quanti�cation techniques, are quanti�ed analytically

(Chapter 1.2). By means of the Shannon expansion (Chapter 2.3.1), the following equality holds

(Equation 3.16):

p(f ) = p(x = 1) � p(f x=1 ) + p(x = 0) � p(f x=0 ) (3.16)

In other words, a sequence probabilityp is calculated by sequentially multiplying the probabil-

ity of the variable p(x i ) when following an high edge, or multiplying by 1 � p(x i ) when following

a low edge, beginning with p = 1. The top event probability is then the sum of all individual

sequences.

Important A BDD can be quanti�ed without cuto� limit (e.g. cuto� = 0), as long as no variable

clone (as de�ned in Chapter 4.7.3) is used. This is done very easily by storing node values when

they are dynamically processed using a BDD-wide computation table (Chapter 3.2.2) and recycle

those results for other sequences when requested, resulting in a bottom-up quanti�cation of the

BDD. This trivial algorithm is not reproduced here, but was implemented in theNeuralSpectrum

computer code (Appendix B).

The top event probability p for the 2 out of 3 system failure model of Figure 3.10 is thus given

by the sum of all sequences leading to terminal node 1. Those are:
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p = p(x1) � p(x2) + p(x1)(1 � p(x2)) � p(x3) + (1 � p(x1)) � p(x2) � p(x3)

Assuming p(x1) = p(x2) = p(x3) = q, this yields:

p = q � q + q � (1 � q) � q + (1 � q) � q � q = 3 � q2 � 2 � q3

This represents the analytic solution of a 2 out of 3 system.

Figure 3.10: Quanti�cation paths for a 2 out of 3 system failure model

The dynamic part of the quanti�cation algorithm is shown in Algorithm 11.

3.6 Computation of the Risk Increase Factors

The Risk Increase Factor for a componentv measures the increase in overall system unreliability

assuming the worst case of the failure of the componentv. More formally we have (Equation

3.17):

RIF :=
meanp(v)=1

meannominal
(3.17)

The quanti�cation of the Risk Increase Factors (RIF) of variables from a BDD is a little more

di�cult than for the mean value of the top event.

Due to the condition on the sensed variablev, two computational tables should be used in

order to speed up calculation: one for storing the nominal mean values of nodes, and one for

storing the mean values of nodes that have been modi�ed due to assignmentp(v) = 1 of the

variable v being sensed.

The dynamic part of the RIF quanti�cation algorithm is shown in Algorithm 12.

61



3.7 Treatment of Dependency

Common Cause Failure (CCF) events are de�ned as multiple failures of structures, systems or

components from common root causes. CCF events can signi�cantly a�ect the reliability and

availability of nuclear power plant safety systems [79]. Potential Common Cause Component

Groups (CCCGs) are identi�ed in a wide sense based on equipment design, functional and op-

erational similarity and existing redundancy at system, train or component level. Two principal

failure modes are typically considered:

� Unavailability of multiple components from shared causes after an initiating event, e.g.

several diesel generators do not start after an initiating event when required or valves fail

to change position when demanded

� Failure of multiple components due to shared causes to perform their function after an

initiating event during the required mission time, e.g. several diesel generators fail to run

for the required mission time.

The quanti�cation of the di�erent CCF events is made by using dependency models. Typical

dependency models include the alpha factor, beta factor and Multiple Greek Letter (MGL) models.

CCF model used throughout is the alpha dependency model. The alpha dependency model is

expressed by the following formula (Equation 3.18):

Qk =
k

� n� 1
k� 1

� �
� k

� tot
� Qtot � tot =

nX

k=1

k � � k (3.18)

where:

� Qtot : Total unavailability for each basic event in the CCF-group. This unavailability is

calculated using the reliability model and parameters speci�ed in the CCF-group

� Qk : Unavailability for a CCF event of order k, i.e. a CCF involving k components (basic

events)

� n: Number of components in the CCF-group (group size)

� ak : Fraction of the total probability of failure events that occur in the CCF-group involving

the failure of k components due to a common cause.

The CCF event combinations can be of order 2, 3 andn, where n is the total number of basic

events that belong to the group.
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There are basically two options to consider CCF events in fault tree solutions expressed by

BDD:

1. Model the CCF as CCF fault trees and treat them as part of the fault tree problem

2. Credit CCF failure mechanisms during BDD quanti�cation.

The second option is preferred, because it does not interfere with the FT to BDD conversions

and has some analogies with the treatment of variable clones (Chapter 4.7.3).

The method to credit CCF groups during BDD parsing (Chapter 3.5) is based on external

tables that relate CCF basic event to CCF groups (Tables 3.7 and 3.8).

CCF Group Basic events

G1 x1
1; : : : ; x1

n G 1
...

...

Gn xn
1 ; : : : ; xn

n G n

Table 3.7: Relation CCF group to basic events

Basic events CCF Groups

x1 Gx 1

...
...

xn Gx n

Table 3.8: Relation basic event to CCF group

Once a basic event that pertains to a CCF group is encountered, it is 
agged for that se-

quence. If a second basic event that pertains to this group is encountered, the corresponding CCF

probability (Equation 3.18) is returned instead of the nominal one.
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Algorithm 3 kndynamic
Require: u f Fault tree node to processg

BDD res f BDD of the resultg

BDD x f intermediate BDDg

p f current positiong

d f current depth in k g

k f the K part of the K=N gate (constant)g

n f the N part of the K=N gate (constant)g

depth f Parsing depthg

Ensure: BDD res f BDD of the resultg

if p � n � k + d then

if d < k � 1 then

BDD x 0 ( BDD x f Copy last intermediate BDDg

if d = 0 then

BDD t ( parse(child i ; depth + 1) f Start new sequenceg

else

BDD t ( parse(child i ; depth + 1) f Parse next childg

BDD x ( BDD x \ BDD t

end if

kndynamic (u; BDD res ; BDD x ; p + 1 ; d + 1 ; k; n; depth)

kndynamic (u; BDD res ; BDD x 0 ; p + 1 ; d; k; n; depth)

else

for i = p to n � 1 do

BDD t ( parse(child i ; depth + 1)

BDD y ( BDD x \ BDD t

BDD res ( BDD x [ BDD res

end for

end if

end if
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Algorithm 4 Without
Require: node u 2 BDD F , node v 2 BDD G

Ensure: BDD R

1: if u = 0 then

2: return 0

3: else if v = 1 then

4: return 0

5: else if v = 0 then

6: return F

7: else if u = 1 then

8: return 1

9: else if hu; vi 2 R then

10: return R(u; v)

11: else

12: if var(u) > var (v) then

13: u = without (high(u); v)

14: v = without (low(u); v)

15: R  h u; vi

16: return R

17: else if var(u) = var(v) then

18: return without (u; low(v))

19: else

20: u = without (high(u); high(v))

21: v = without (low(u); low(v))

22: R  h u; vi

23: return R

24: end if

25: end if
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Algorithm 5 Make ZBDD node
Require: Vertex v = ( var; low; high ), BDD F

Ensure: none

1: if low = high and var > 0 then

2: return low

3: else

4: if var > 0 and node(high) = 0 then

5: return low

6: else

7: u = lookup(v)

8: if u 2 F then

9: return u

10: else

11: return add(v)

12: end if

13: end if

14: end if

Algorithm 6 Minsol
Require: node u 2 BDD F

Ensure: BDD R

1: if u = 0 or u = 1 then

2: return u

3: else if u 2 R then

4: return R(u)

5: else

6: k = minsol (high(u))

7: u = without (k; low(u))

8: v = minsol (low(u))

9: R  h u; vi

10: end if
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Algorithm 7 Sif ting
Require: BDD F, n

Ensure: Reduced BDD

1: layers  getlayers(F )

2: layers  sortlayers (layers)

3: for i = 1 to n do

4: if layers(i ) � 1 > n � layers(i ) then

5: siftdown(i)

6: siftup(i)

7: else

8: siftup(i)

9: siftdown(i)

10: end if

11: siftback()

12: end for

Algorithm 8 MCS from ZBDD
Require: ZBDD F , node u, depth

Ensure: List hList i mcs

1: if u = 1 then

2: mcs  mcsx

3: else if depth < maxdepth then

4: MCSfromZBDD (low(u); depth; maxdepth) f Parse low branch of nodeug

5: mcsx  var(u) f Add variable to current MCS list g

6: MCSfromZBDD (high(u); depth + 1 ; maxdepth) f Parsehigh branch of nodeug

7: end if

8: return mcs
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Algorithm 9 Force
Require: Variable positions List hint i pos

Ensure: Variable positions List hint i pos

1: repeat

2: for all h 2 V ertices do

3: for all v 2 h do

4: COG(h) = COG(h) + pos(v)

5: end for

6: end for

7: for all v 2 Hyperedgesdo

8: for all h 2 v do

9: pos(h)=pos(h)+COG(h)

10: end for

11: if v 6= ; then

12: pos(v) = pos(v)=khk

13: else

14: pos(v) = 0

15: end if

16: end for

17: for all k 2 l do

18: l (k) = k

19: end for

20: Sort(pos; l)

21: for all v 2 Hyperedgesdo

22: pos(l(v)) = v

23: end for

24: lastspan = span

25: span = 0

26: for all h 2 V ertices do

27: minspan = kVk

28: maxspan = 0

29: for all v 2 Hyperedgesdo

30: minspan = Min (minspan )(pos(v))

31: maxspan = Min (maxspan)(pos(v))

32: end for

33: span = span + maxspan � minspan

34: end for

35: until span < lastspan or lastspan = 0
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Algorithm 10 Move
Require: BDD F , l , v0, v1

Ensure: BDD F

1: sif tto (v0; v1)

2: lv = l(v0 � 1)

3: if v1 < v 0 then

4: for j = v0 � 1 to v1 do

5: l (j ) = l(j � 1)

6: end for

7: l (v1 � 1) = lv

8: end if

9: if v1 > v 0 then

10: for j = v0 � 1 to v1 � 2 do

11: l (j ) = l(j + 1)

12: end for

13: l (v1 � 1) = lv

14: end if

Algorithm 11 Mean
Require: u: current node, means: computation table of means,value: values of basic events

Ensure: Mean value p of nodeu

1: if var(u) > 0 then

2: if u 62means then

3: splitf raction  value(var(u))

4: p  splitf raction � mean(high(u)) + (1 � splitf raction ) � mean(low(u))

5: p ! means(u)

6: else

7: p  means(u)

8: end if

9: else

10: if u = 1 then

11: p = 1

12: else

13: p = 0

14: end if

15: end if

16: return p f Returns mean valueg
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Algorithm 12 RIF
Require: u: current node, means: computation table of means, meansabovev: computation table of

means abovev, v: sensed variable,value: values of basic events

Ensure: Mean value p of nodeu given value(v) = 1

1: if var(u) > 0 then

2: if var(u) = v then

3: p  RIF (high(u); v)

4: p ! meansabovev(u)

5: else

6: if var(u) < v then

7: if u 62meansabovevthen

8: splitf raction  value(var(u))

9: p  splitf raction � RIF (high(u); v) + (1 � splitf raction ) � RIF (low(u); v)

10: p ! meansabovev(u)

11: else

12: p  meansabovev(u)

13: end if

14: else

15: if u 62means then

16: splitf raction = value(var(u))

17: p  splitf raction � RIF (high(u); v) + (1 � splitf raction ) � RIF (low(u); v)

18: p ! means(u)

19: else

20: p  means(u)

21: end if

22: end if

23: end if

24: else

25: if u = 1 then

26: p = 1

27: else

28: p = 0

29: end if

30: end if

31: return p f Returns mean valueg
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This chapter describes advanced optimization techniques peculiar to large fault tree models

as founds in Probabilistic Risk Assessments of nuclear power plants. Those techniques include

global, static (pre-processing), dynamic and local (BDD objects) techniques. The algorithms,

their implementation in the NeuralSpectrum computer code (NeuralSpectrum) and the results are

discussed in detail.

4.1 Statistical Measures

In order to get better knowledge of model complexity at basic event level, statistical measures

have to be developed, leading to a better understanding of basic event locations and occurrences.

Basic event occurrence is de�ned as the number of times a basic event is encountered during

a given calculation process. Because of gate interconnections within the fault tree model, the

occurrence of a variable is not obligatorily equal to the number of times the variable is found in

the fault tree pages. Hence, basic events of support systems tend to have a higher occurrence

values than basic events placed close to the top of the system fault tree. The occurrence list of

individual variables is generated by parsing the fault tree, typically using a depth-�rst left-most

approach.

When developing statistical measures using fault tree scanning, it is important to distinguish

betweennormal scanning and deep scanning:

� Normal scanning

In a normal scanning process, statistical measures are developed by parsing the fault tree a

depth-�rst left-most manner. Each gate is marked using a dedicated 
ag after evaluation. If

a transfer gate is connected to a sub-tree that was previously marked, the scanning process

is aborted for that gate. This process runs relatively fast, since no single sub-tree is analyzed

twice. Hence, normal scanning provides useful insights on the BDD conversion time for a

particular model.

� Deep scanning

In a deep scanning process, the fault tree is also parsed using a depth-�rst left-most approach.

In this process however, each transfer gate is systematically scanned, whether its sub-tree

was previously scanned or not. This process is relatively slow, since a same sub-tree can be

analyzed several times. This is especially true for sub-tree of support systems that connect to

several other systems. Practically, during BDD generation, sub-trees will not be parsed more

than one time, so that deep scanning does not provide any insights on the computation time

of a particular model. However, deep-scanning provides relevant information on problem
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complexity, and on the location of mathematical hard points. For instance, the occurrence

of a particular basic event in deep scanning mode is an e�ective measure of the relevance

of this particular basic event for BDD generation. It represents the virtual number of times

the basic event is associated with other events.

The calculation of basic event occurrences in deep scanning can be improved by storing

intermediate results of subtrees in a list of occurrence vectors.

The algorithms to compute the statistical measures for normal and deep scanning is trivial

and is not reproduced in this report.

A fault tree model with one single sub-tree and 2 transfer gates is shown in Figure 4.1. The

corresponding statistical measures are shown in Table 4.1.

Figure 4.1: Example of subtree

Using scanning algorithms, one can evaluate the number of occurrences for each basic event.

The occurrence list over all basic events can be seen as a vector (e.g. occurrence vector). The

occurrence vector of the fault tree of Figure 4.1 is shown in Figure 4.2, in normal and deep

scanning, respectively.

Such statistical measures are important to get an overview of how a PRA models is constructed.
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Normal scanning Deep scanning

Basic events 7 10

House events 0 0

AND Gate 4 5

OR Gate 2 3

Applies 7 9

Table 4.1: Statistics in normal scanning and deep scanning (Figure 4.1)

Basic event Normal scanning Deep scanning

X 2 2 2

X 3 2 2

Y1 1 2

Y2 1 2

Y3 1 2

Table 4.2: Occurrence vector in normal scanning and deep scanning (Figure 4.1)

For instance, one can use the deep scanning process to identify basic events or house events that

play a central role in the model or that represent potential mathematical hard points during BDD

conversion; special attention should be paid to basic events with high occurrence (Chapter 4.2.7).

Last but not least, this information can be used to detect unnecessary or duplicated variables as

described in Chapter 4.2.

Typical occurrence data was derived from the Leibstadt PRA model for di�erent system top

events and is shown in Table 4.3.

4.2 Model Conditioning

An important task when trying to convert a Boolean fault tree model to its BDD representation

is to pre-process the Boolean formula by rewriting it into a form that could potentially be easier

to process. Several techniques are described and analyzed in this chapter. By the term "rewriting

methods" we denote the methods that perform transformations of the original formula to obtain

an equivalent formula that admits a good natural variable ordering [69] [70]. The point is that

most rewriting methods were developed and studied for combinational or sequential circuits, as

found in the electronics. As stated in [71], it is not clear whether they are e�cient on other models

like FTA.

The following rewriting methods are discussed; most of them have been implemented in the

NeuralSpectrum computer code (Appendix B):
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HPCS LPCS RHR A/B ALL ECCS

Scanning Normal Deep Normal Deep Normal Deep Normal Deep

Basic events 569 36660 904 170727 1946 433863 3650 1298792

House events 0 0 0 0 0 0 0 0

AND gates 56 2999 98 13339 229 33941 482 103670

OR gates 247 17579 395 83816 848 213096 1618 639411

NAND gates 0 0 0 0 0 0 0 0

NOR gates 0 0 0 0 0 0 2 2

XOR gates 0 0 0 0 0 0 0 0

K=N gates 0 0 2 116 0 0 4 842

Transfers 125 4619 234 22370 530 56923 1020 170914

Applies 625 36668 1034 171074 2254 434741 4218 1301317

Aver. occ. 1.38 89.22 1.26 237.45 1.27 282.28 1.29 459.75

Max. occ. 6 1046 5 2817 5 3653 7 10237

Min. occ. 1 1 1 1 1 1 1 1

Table 4.3: Occurrence data derived from the Leibstadt PRA model

� Model cleanup

� Coalescing

� Fan-out permutation techniques (according to gate weights) [45]

� Dual hypergraph techniques (netlength optimization) [72]

� Dual hypergraph weighting

� Fanin placement using Arti�cial Neural Networks (ANN).

4.2.1 Model Cleanup

Since the advent of 
exible Fault Tree Analysis (FTA) quanti�cation tools, several tricks and

techniques have been implemented in order to adapt the PRA model to di�erent Plant Operating

Sates (POS), or distinguish between di�erent initiating event conditions or system unavailabili-

ties. Such conditions are de�ned using Boundary Conditions (BC). Typical examples include the

selection of component reliability data as a function of a given sustained seismic acceleration level,

the selection of Human Error Probabilities (HEP) as a function of Performance Shaping Factors

[14] or the selection of initiating event speci�c to trip signals.

In practice, those con�gurations are modeled using dedicated basic events of Boolean states,

also called House Events (HE). House events represent conditions that are eithertrue or false in
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speci�c con�gurations. The status of a house event is not set in the house event itself, but during

the calculation as function of Boundary Conditions de�ned in the analysis speci�cation. As a

result, it is possible to "switch" some branches of the model on or o� in the fault tree structure,

getting di�erent versions of the same fault tree without changing it explicitly. Gates that become

true or false due to house events will themselves operate as house events, and, in this way, the

impact will propagate through the fault tree.

Such con�gurable models cannot be seen as "pure reliability" models, because a fraction of

their basic events have nothing to do with the reliability theory as such, but are used as tricks to

change the way the tree is designed. Typically, house events are duplicated at several locations

within a same PRA model (Chapter 4.1). This often results in mathematical hard points that

represent a particular challenge when converting the fault tree to its BDD form.

The central questions at this point are the following:

� What is the impact of house events on the top event?

� To which extend can we get rid of them during BDD conversion?

The �rst question can be easily answered. A house event can potentially have an impact on

the top event. In some cases, it can even set it to a de�ned Boolean state. The point is, to which

extend, and under which conditions, can the system "absorb" (or not) its Boolean value.

Let's assume we get rid of them in the fault tree structure; the question is then how to record

and memorize this information, and how to evaluate its impact.

The house event can be found under either anOR or AND GATE. Other types of gates, like

the K=N gates orXOR , can be developed in a sequence ofOR and AND gates, and are therefore

not analyzed here explicitly.

Figure 4.2: Location and impact of house events

Remark Note that house eventH1 can possibly be negated. This would simply result in a negation

of the assignment.
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The impact of the di�erent house event assignments on the top event for the model of Figure

4.2 are shown in Table 4.4.

Gate House event state Resulting state

AND false false

AND true No impact

OR false No impact

OR true true

Table 4.4: Impact of house event (Figure 4.2)

Table 4.4 illustrates the fact that house events can be removed from the fault tree structure

as long as the following conditions are met:

� OR-Gate:

1. At least one of the adjacent basic event variableX i of (x1; : : : ; xn ) has no second

location in the model

2. The variable X i is saved in computer memory.

� AND -Gate

1. All adjacent basic event variablesx1; : : : ; xn have no second location in the model

2. The variable x1; : : : ; xn are stored in computer memory.

More often than not, due to the nature of PRA models, house events are placed underOR

gates. This is explained by the fact that house event are typically used to set a signal or an

unavailability to true , making it independent on all adjacent basic events. Should this not be

the case, one is only left with developing distinct BDDs for each boundary condition. Each of

those BDDs would be developed by assigning thetrue or false assignment of the house events,

according to the corresponding boundary conditions.

Therefore, in order to generate one spanning model that would be applicable to di�erent

conditions, we recommend removing all occurrences of house events systematically. This would

result in a model where the adjacent variables are never erased, leading to a model where the

complete model con�gurations are kept.
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4.2.2 Coalescing

Coalescing a fault tree is the action of rewriting its formula so that a gate of a certain type absorbs

its children gate(s) if of same type. As long as there is no transfer gate involved, this results in

AND / OR alternation.

By coalescing gates of same type, di�erent variable orders can be obtained by permuting the

gate arguments.

Example Let's consider the following Boolean formula: G1 = ( G2 _ G3), G2 = ( e1 _ e2), G3 =

(e3 _ e4).

Without coalescing, the set of orders of Table 4.5 can be obtained by permuting arguments.

] Order

1 e1; e2; e3; e4

2 e1; e2; e4; e3

3 e2; e1; e3; e4

4 e2; e1; e4; e3

5 e3; e4; e1; e2

6 e3; e4; e2; e1

7 e4; e3; e1; e2

8 e4; e3; e2; e1

Table 4.5: Possible orders without coalescing

Using coalescing however, rewriting the equation asG1 = ( e1 _ e2 _ e3 _ e4), one can also obtain

for example (e1; e3; e2; e4), which cannot be obtained without coalescing.

In practice, as G2 and G3 correspond to functions of subsystems with physically dependent

variables, it is a bad idea to choose an order of type (e1; e3; e2; e4), since it breaks the variable

proximity. This is the reason why a procedure that would only perform coalescing is not recom-

mended; re-factorization would undoubtedly be needed, in order to regain proximity. Coalescing

was implemented in the NeuralSpectrum computer code (Appendix B) and was tested on the

Leibstadt PRA model. As expected, it gave some relatively bad results that are not reproduced

here.

4.2.3 Occurrence-based Ordering

The occurrence-based ordering technique consists of sorting the variables according to their oc-

currence value (Chapter 4.1). The idea is the following: we want, on the one hand, variables that
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are related in the formula to be near each other in the variable order. On the other hand, we want

variables that are important for the entire formula to appear early in the variable ordering.

The occurrence-based ordering technique was implemented in the NeuralSpectrum computer

code (Appendix B) and was tested on the Leibstadt PRA model. Table 4.6 summarizes the results

(BDD sizes 1) obtained on the Leibstadt PRA model for di�erent ECCS fault trees, in deep and

normal scanning, for increasing and decreasing occurrences. Those results were obtained without

dynamic optimization techniques (Chapter 4.3).

Deep scanning Normal scanning

System Depth-First Left-Most (DFLM) Occ. % Occ. & Occ. % Occ. &

HPCS 6545 2663 3673 35'538 48'300

LPCS 206'503 67'661 158'432 impossible impossible

Table 4.6: Result summary for occurrence-based ordering

4.2.4 Gate Weight Fanout Permutation

The Gate Weight Fanout Permutation technique was �rst published in [73] for electrical circuit

applications. It propagates weights bottom-up in the FT. A weight W is de�ned as the total

number of variables that pertain to a gate. In other words, each basic event is assigned a weight

of 1 and the weight of a gatev is calculated as the sum of the weights of its childrenvi (Equation

4.1).

W (v) =

(
1 for basic events
P

i W (vi ) for gates
(4.1)

This heuristic can be adapted relatively easily to fault tree applications. The weights of transfer

gate are passed over to the di�erent transfer locations. For each variable its childrenv are sorted

according to their weights W , in increasing or decreasing order. Both sorting methods have been

evaluated.

De�nition (Fanout) The output of a fault tree gate may be an input to any number of other

gate(s) called its fanouts.

De�nition (Fanin) The inputs of a node are called fanins (e.g. children).

Gate weight fanout permutation was implemented in the NeuralSpectrum computer code (Ap-

pendix B) and was tested on the Leibstadt PRA model. Table 4.7 summarizes the result obtained

1Lower is better
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on the Leibstadt PRA model for di�erent ECCS fault trees, for increasing and decreasing weights,

with and without modularization (see Chapter 4.5). Those results were obtained without dy-

namic optimization techniques (Chapter 4.3), except for the RHR/A and RHR/B systems, and

the RHR/A+B combination.

DFLM w% w& w% with mod. w& with mod.

HPCS 6545 1085 1786 574 1114

LPCS 206'503 11'003 86'178 2621 10'110

RHR/A 3117 2489 32751 1782 21'432

RHR/B 21'177 17'560 121'447 8125 87545

RHR/A+B 65376 162026 88063 87142 54370

Table 4.7: Result summary for gate weight fanout permutation

The Gate Weight Fanout Permutation technique produces good results for system fault trees,

but not obligatorily for spanning fault trees that include more than one safety division, as illus-

trated for the RHA/A and RHR/B combination in Table 4.7. This can be explained by the large

number of basic events that are used in both redundancies for support systems (e.g. mathematical

hard points). This issue will be discussed further in Chapter 4.7.

4.2.5 Dual Hypergraph Netlength Optimization

The Dual Hypergraph Netlength optimization technique is a more sophisticated heuristic that was

originally presented in [72] for electrical circuits. This technique develops an ordering not only for

basic events, but also for gates in a systematic way, by trying to group "connected" variables and

gates together. For a given ordering, the netlength is de�ned as the maximal di�erence in positions

of gates and basic events on the net. Hyperedges are developed according to the gate input and

output (Figure 4.4). The ordering is then optimized using linear optimization algorithms.

For this study, the FORCE linear optimization algorithm was chosen. It is easy to implement

and has runtime orders of magnitude faster than the MINCE algorithm [62]. The notion of linear

optimization and the FORCE algorithm are discussed in more details in Chapter 3.4.3.

The original dual hypergraph technique was adapted to FTA by implementing a dedicated

treatment of transfer gates. In addition, a minor modi�cation of the original FORCE algorithm

was performed: it was shown that the dual hypergraph technique gives better result for FTA by

calculating the Center Of Gravity (COG) of hyperedges using the geometric mean instead of the

standard arithmetic mean.

The non-optimized dual hyperedges are shown in Figure 4.4. After linear optimization, the

dual hypergraph becomes as in Figure 4.5.
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Figure 4.3: Example faut tree for dual hypergraph netlength optimization

Figure 4.4: Dual hypergraph for the fault tree of Figure 4.3 (total netlength = 36)

Table 4.8 summarizes the results (BDD sizes) obtained on the Leibstadt PRA model for

di�erent ECCS fault trees using dual hypergraph netlength optimization. Those results were

obtained without dynamic optimization techniques (Chapter 4.3), except for the RHR/A and

RHR/B systems.

DFLM Dual hypergraph netlength

HPCS 6545 4732

LPCS 206'503 172'430

RHR/A 3117 1526

RHR/B 21'177 15'430

Table 4.8: Result summary for dual hypergraph netlength optimization

On the systems that have been evaluated, the dual hypergraph technique produces results that

are better or comparable to the basic Depth-First Left-Most (DFLM) heuristic.
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Figure 4.5: Optimized dual hypergraph for the fault tree of Figure 4.3 (total netlength = 25)

4.2.6 Dual Hypergraph Gate Weighting

The dual hypergraph gate weighting technique was developed as part of this study based on the

insights gained by the weighting and the dual hypergraph techniques. The idea is to use linear

optimization information to decide in which order gates are going to be processed. In this new

approach, the gate placement suggested by the dual hypergraph optimization is retained, while

the basic event ordering is processed normally using a top-down left-most approach. This results

in a rewriting of the gate order, exclusively.

Dual hypergraph gate weighting was implemented in theNeuralSpectrum computer code (Ap-

pendix B) and was tested on the Leibstadt PRA model.

Table 4.9 summarizes the results (BDD sizes) obtained on the Leibstadt PRA model for

di�erent ECCS fault trees. Those results were obtained without dynamic optimization techniques

(Chapter 4.3), except for the RHR/A and RHR/B systems.

DFLM Dual hypergraph gate weighting

HPCS 6545 2145

LPCS 206'503 82'637

RHR/A 3117 1528

RHR/B 21'177 16'375

Table 4.9: Result summary for dual hypergraph gate weighting

4.2.7 Machine learning using Arti�cial Neural Networks

Speci�c heuristic methods perform best for a speci�c domain of application [74]. Heuristics that

works for microprocessors may not work for nuclear power plant PRA models, and heuristics that

work for a certain part of a PRA model may not work for other part of the model.

A solution to this dilemma is to automatically choose speci�c heuristics based on some kind

of criteria. A similar idea was presented in [74], where several heuristics were evaluated using an
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exploratory tool on a deterministic viewpoint.

In an exploratory tool, one could potentially have thousand di�erent heuristics to evaluate

speci�c parts of the problem. On large PRA models however, this would result in very high com-

putational times, especially when exploring regions close to the top event. A purely deterministic

exploratory tool is therefore questionable for large PRA models.

An alternative to this is to select a subset of the heuristics list based on some criteria that

describe the problem based on descriptive criteria. We propose to use an arti�cial neural network

that is trained for di�erent problem types of di�erent sizes.

The output of the network should be an indication of the order in which gate fanins shall

be processed. Since the number of input of a gate can be of any size, one restricts the problem

to a collection of input pairs, instead of treating the order dilemma as a whole, resulting in a

simpli�ed neural network design. The output of neural network yields the a�nity likelihood for

an sequential association of two fanins (e.g. e�ectiveness).

The network consists of an input layer, an hidden layer (since the problem is not linearly

separable) and an output layer. Figure 4.6 shows the neural network design. The inputs of

the network include the di�erent description criteria of fanin pairs of the gate, while the output

represents the likelihood for a sequential association of two faninsf 1 and f 2 to be e�ective.

The network inputs (e.g. descriptors) we propose are listed below:

� Number of basic events inf 1

� Number of basic events inf 2

� Number of common basic events inf 1 and f 2

� Maximal occurrence in normal scanning mode

� Maximal occurrence in deep scanning mode

� Number of OR gates in f 1

� Number of AND gates in f 1

� Number of OR gates in f 2

� Number of AND gates in f 2

� Total number adjacent fanins under the gate
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Figure 4.6: Arti�cial neural network for gate placement

The "e�ectiveness" output value is not easy to evaluate. In this approach, it was decided to

sequentially quantify the overall BDDs of a gate using all possible fanin pair combinations. In

Equation 4.2, the e�ectivenessE of a pair (f n ; f m ) is given by the complement of the ratio between

its BDD size and the minimal BDD size BDD min of the problem, wheref n and f m are evaluated

�rst, as illustrated in Figure 4.7. An e�ectiveness of 0 represents the ideal pair processing, while

an e�ectiveness value of 1 represents a bad processing.

This results in a large amount of BDDs, some of them being not quanti�able. The number

N of BDDs to evaluate for n fanins is given by N = n!. It is to note that this number can get

very large if n exceeds 5 fanins. In such cases the search region has to be reduced, i.e. not all

combinations are evaluated.

E = 1 � e1� size ( BDD )
size ( BDD min ) (4.2)

In order to speed up the process, quanti�cation is stopped if the sizeS of the intermediate

BDD exceeds a prede�ned limit of Scutof f = � � S0, with � > 1. In such a case, the e�ectiveness

is set to 1 (e.g. bad order).

This network was modeled using Matlab. A set of results gained from the Leibstadt RHR

system was used to train the network. The second order Levenberg-Marquardt back propagation

method is used as training algorithm [75]. Unfortunately, no satisfactory, reproducible results

could be produced. This may be due to:

� Lack of con�guration varieties within the benchmark system

Since only one speci�c system was used to train the network, it is likely that the training
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Figure 4.7: E�ectiveness

data was not su�ciently representative. Indeed, after having trained a particular part of

the problem, the neural network could e�ciently evaluate similar con�gurations. However,

when applying the same network to other part of the PRA models, no better results could

be achieved than the standard parsing methods.

� No convergence

This would mean that the selected network input criteria were not adequately chosen, and

that no correlation among the input criteria could be identi�ed for FTA problems.

� Suboptimal choice of problem descriptors (network inputs)

Further research should be carried out in order to determine whether the problems could be

learnt for a variety of PRA models. However though, the main problem to train the network is to

produce the learning basis, which indeed requires time consuming sequential evaluation of BDD

pairs. This is relatively fast for small problems as found at the bottom of a fault tree, but gets

very slow when approaching the top event.

4.3 Dynamic Optimization

During fault tree to BDD conversion, intermediate BDDs can be optimized using dynamic methods

on the 
y. We denote by dynamic optimization the use of BDD-based optimization methods that

take place during fault tree processing (see Chapters 3.4 and 4.4). The central idea is to perform

optimization of intermediate BDDs as soon as they become problematic in terms of size and/or

complexity. This results in a new global variable order, and thus to smaller BDD sizes for the

locally optimized sections. Unfortunately, since the overall problem is solved on a global variable
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order basis, intermediate variable re-arrangements often cause perturbations to other part of the

problem (see Chapters 4.7 and 4.8 for alternative approaches and workarounds to this problem).

The central question using dynamic optimization is to determine objective criteria as to when

optimization should be performed or not. Di�erent heuristics have been developed and evaluated

on the Leibstadt PRA model:

� Systematic optimization after each Boolean operation

This technique consists of performing optimization on every intermediate BDDs that are

computed during fault tree processing. This may lead to several thousands of optimization

steps on large models. As a result, the perturbation level is high, because less relevant sec-

tions may interfere with more critical sections. The perturbation mechanisms are di�cult to

describe, since they signi�cantly depend on the order in which fanins are processed (Chapter

4.2).

A practical evaluation of this method was performed for the HPCS and LPCS systems of

the Leibstadt PRA. The results (BDD sizes 2) are shown in Table 4.10.

DFLM Optimization after each Boolean operation

HPCS 6545 47'552

LPCS 206'503 875'432

Table 4.10: Result summary for optimization after each Boolean operation

� Systematic optimization at each gate

This technique consists of performing optimization after each gate of the fault tree. This

leads to several hundreds optimization steps on large models. As for the previous technique,

the perturbation level is relatively high, since less relevant sections interfere with more

critical sections.

A practical evaluation of this method was performed for the HPCS and LPCS systems of

the Leibstadt PRA. The results (BDD sizes) are shown in Table 4.11.

DFLM Optimization after each gate

HPCS 6545 22'278

LPCS 206'503 805'480

Table 4.11: Result summary for optimization after each gate

2Lower is better
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� Optimization when BDD size exceeds a given limit

This technique consists of performing optimization as soon as an intermediate BDD size

exceeds a given limit. This may lead to several hundreds of optimization steps on large

models. This technique is more e�cient that the two previous ones, since optimization is

only performed when a BDD size becomes unmanageable, thus reducing the perturbation

level. The size threshold limit is however not easy to determine. Best results are often

obtained with a limit on the BDD size between 10'000 and 30'000 nodes. This represents

the limit at which BDD computational performance begins to drop due to the increase in

complexity of the corresponding BDD hashtable.

A practical evaluation of this method was performed for the HPCS and LPCS systems of

the Leibstadt PRA. The results (BDD sizes) are shown in Table 4.12 (with a size limit of

25'000 nodes).

DFLM Optimization when BDD size exceeds a given limit

HPCS 6545 4372

LPCS 206'503 170431

Table 4.12: Result summary for optimization when BDD size exceeds a given limit

� Optimization when Boolean operation complexity exceeds a given level

This is the most e�cient dynamic optimization technique that was developed and evaluated

as part of this study. It combines the positive characteristics of the previous techniques, by

trying to balance the increase in problem complexity and the relative problem size in order

to determine sound trigger criteria for launching dynamic optimization. This ensures that

optimization is only performed when it is really needed. Optimization is performed when

the following characteristics are met after a Boolean operation on two BDDs:

1. the "complexity" increases abnormally after a Boolean operation, and

2. the size of the resulting BDD causes a problem for further calculation.

Hence, this technique requires the development of computation stop criteria that include

two main parameters: the resulting BDD size and the increase in complexity.

The main question is how to measure the increase in complexity for a given Boolean operation

on BDDs f 1 and f 2. It was shown in Chapter 3.2.3 that the worse case BDD size is of order

O(size(f 1) � size(f 2)). Conversely, if all variables were independent among both BDD, the

resulting BDD size would beO(size(f 1) + size(f 2)).
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We introduce an ampli�cation factor � that is a function of the resulting BDD size. This

ampli�cation factor determines of how much the resulting BDD size can deviate from the

ideal resulting BDD size ofsize(f 1)+ size(f 2). An ampli�cation factor of � = 2 would mean

that the threshold is set at a BDD size of S = 2 � (size(f 1) + size(f 2)). By making this

factor a function of the resulting BDD size, we allow the algorithm to be more restrictive

when dealing with large BDDs, and less restrictive when the BDD sizes are small, as a sound

balance between BDD size and complexity. This ensures that optimization is only perform

when it is really needed, thus limiting the perturbation level.

The proposed computation stop criterion is shown in Equation 4.3 and Figure 4.8. Typical

parameters used in practice yieldN = 5000 and a = � 0:50.

size(BDD R ) >
� � size(BDD R )

N

� � + 1
�

| {z }
�

�
�
size(BDD 1) + size(BDD 2)

�
(4.3)

Figure 4.8: Permissible ampli�cation for N = 5000, � = � 0:50

If the problem complexity increases above the limit de�ned by Equation 4.3, the intermedi-

ate BDD is optimized on the global variable ordering, and fault tree to BDD conversion is

restarted from the beginning using the new order. In order to prevent loops during dynamic

calculation, we disallow optimization if the calculation depth is less or equal than the calcu-

lation depth at the position of the last optimization, as illustrated in the example of Figure

4.9. The calculation depth is de�ned as follows:

De�nition (Calculation depth) The calculation depth is the number of BDD operations that

are required to reach a given position in the fault tree using a given parsing method.
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Figure 4.9: Dynamic optimization passes

Dynamic optimization was implemented in the NeuralSpectrum computer code (Appendix

B) and was extensively tested on the Leibstadt PRA model. Table 4.13 summarizes the

results (BDD sizes) obtained for di�erent ECCS fault trees.

DFLM Optimization when BDD size exceeds a given limit

HPCS 6545 761

LPCS 206'503 3050

Table 4.13: Result summary for optimization when complexity exceeds a given level

In practice, this technique produces excellent results. In fact many very large fault trees

could be computed using this concept. In addition, due to these e�cient selective criteria,

this heuristic has runtime orders of magnitude better than standard heuristics. It is therefore

a very promising technique for future BDD-based FTA solvers.

4.4 Group-Sifting

4.4.1 Background

A speci�city of nuclear PRA models is the parallel alignment of basic events, that is, several parallel

failure mechanisms are often found below speci�c gates. For instance, for a speci�c component,

this may include failure to start, failure to run, human errors, electrical supply or logic devices.

All those failure mechanisms are similar in nature, i.e. their basic events have strong a�nity.

Hence, there no reason why they could not be grouped together during sifting.

During regular sifting, each basic event representing a single failure mechanism is moved in

the ordering. Intuitively however, group of similar events should be moved as a whole. This

observation is supported by experiments on symmetric sifting [76], in which it was shown that
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regular sifting tends to put symmetric variables together in the ordering, but that the symmetry

groups themselves tend to be in non-optimal positions. This is explained by the fact that regular

sifting is unable to recognize those variables as a group. A group-sifting concept for electrical

circuits was presented in [47].

Due to the nature of PRA models, group-sifting should thus be the preferred sifting technique.

The concept of symmetric variables plays an important role in identifying dependent events.

We consider symmetric functions as originally de�ned by Shannon in [77] and [78]. That is,

we consider also the case of symmetry with complementation (De�nition 4.4.1).

De�nition (Symmetry) A Boolean function f 1(x1; : : : ; xn ) is symmetric in x i and x j if the in-

terchange of x i and x j leaves the function identically the same;f is symmetric in x i and x j

(alternatively x i and x j ) if the interchange of x i and x j (and x i and x j ) leaves the function

identically the same [77].

It can easily be proven that interchanging symmetric variables in the ordering does not change

the size of the BDD of f . The proof can be found in [80] and [81].

Theorem Let f be a Boolean function symmetric in variablex i and x j . Let � be a variable order

in which x i precedesx j . Let x i and x j be adjacent. Thenx i and x j are symmetric in f i�:

1. For all nodes labeledx i , the condition gx i x0
j

= gx0
i x j

is veri�ed, where g is the function rooted

at the node labeledx i , and

2. all arcs into nodes labeledx j come from nodes labeledx i .

The interchanging of symmetric variables is also illustrated in Chapter 3.4.2.

4.4.2 Identi�cation of Groups

One of the main challenges in developing a group-sifting algorithm for PRA model consist of

formulating dependency criteria for the group of variables at BDD level. More often than not,

a�nity groups appear in the form shown in Figure 4.10.

Intuitively, it seems relatively obvious that this group represent a unique function, and that,

as a consequence, the variables of this group should stay together, e.g. the group as such should

be moved up and down during sifting. Indeed, moving each variable of the group individually

cannot lead to good result, as it moves away variables that have strong a�nity.

It is relatively easy to visually identify a�nity group; however, in order to develop an algorithm

for automatically identifying groups, sound dependency test criteria between variablex i and x i +1

need to be mathematically formulated. It is important to note that, on an algorithm perspective,
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Figure 4.10: Example of group in a BDD

those criteria do not need to be limiting, since certain trivial checks can be performed �rst to

improve the identi�cation process.

According to the de�nition of symmetry (De�nition 4.4.1), we have two basic types of depen-

dencies:

� Dependency on low

An example of dependency on low is shown in Figure 4.11 for a "2 out of 3 system"f , where

the second component (x2) is substituted by a conjunction of x2 and x0
2: f = x1(x2x0

2) +

x1x3 + ( x2x0
2)x3.

� Dependency on high

An example of dependency on high is shown in Figure 4.12 for a "2 out of 3 system"

f , where the second component (x2) is substituted by a disjunction of x2 and x0
2: f =

x1(x2 + x0
2) + x1x3 + ( x2 + x0

2)x3.
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Figure 4.11: Example of dependency on low for a 2 out of 3 system

Figure 4.12: Example of dependency on high for a 2 out of 3 system

For each layer, both dependency types are checked using the following criteria:

� Number of nodes at layer i should be equal to the number of nodes at layeri + 1 (non

limiting)

� All high (respectively low) edges of node(s) at layeri lead to layer i + 1

� The reference countsref of the nodes at layeri + 1 have value of 1

� The node pointed by the low (respectively high) edge of nodeu at layer i should be the

same as the node pointed by thelow (respectively high) edge of the node pointed by the

high (respectively low) edge of nodeu.

More formally, for two adjacent layers at position i and i + 1, the conditions for low and high

dependency yield:
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� Low dependency:

1. size(i ) = size(i + 1) and

2. var(high(u)) = i + 1 and ref (high(u)) = 1 and low(u) = low(high(u)), 8 node u 2

layer i .

� High dependency:

1. size(i ) = size(i + 1) and

2. var(low(u)) = i + 1 and ref (low(u)) = 1 and high(u) = high(low(u)), 8 node u 2

layer i .

The corresponding algorithm is shown in Algorithm 14 (Appendix A).

4.4.3 Locking

During sifting, every variable that is moved up and down is at some point adjacent to any other

variable. Hence, by performing the dependency test during sifting, we can identify virtually all

dependency pairs. Once the variables are identi�ed as dependent (either on low or high), they are

locked together, so that their relative position never changes from that point on.

On an algorithmic perspective, this locking process needs to be better analyzed. One trivial

approach would be to de�ne a "locking" matrix containing all locked variable sequence (e.g.

variable chain), and move them individually as a group during sifting.

A more appealing approach is to reduce problem complexity by removing all unused variables

in the dependency chain and let it be represented by one remaining reference variable, for example

the variable at the top of group, that is the one with lowest var. We call it father of the dependency

chain (Figure 4.13). The remaining father variable is then sifted up and down, as for regular sifting.

The dependency chains have to be stored in an open-ended, jagged matrix. Since the depen-

dency chains may include alternations of high and low dependencies, we need some identi�ers to

determine sub-chain within a chain. We propose to usetype = � 1 or type = 0 as low and high

identi�ers, respectively. Formally, the matrix looks like:

id father 0 ! f type0
0; id0

00 : : : id0
0n0

; type0
1; id0

10; : : : ; id0
1n1

; : : : ; type0
k ; id0

k0; : : : ; id0
kn k

g
...

id father m ! f typem
0 ; idm

00 : : : idm
0n0

; typem
1 ; idm

10; : : : ; idm
1n1

; : : : ; typem
k ; idm

k0; : : : ; idm
kn k

g

(4.4)
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Figure 4.13: Example of variable locking

For example, the dependency matrix (e.g. locking table) of the BDD of Figure 4.13 would read

as in Table 4.14.

4.4.4 Sifting

After having grouped dependent variables, having let them represented by a father variable, regular

sifting is initiated (Chapter 3.4.2). In this sifting process however, when moving a father variable,

the whole group of variables of the dependency chain is virtually moved.

The dependency test is performed during sifting, so that additional dependent pairs can be

identi�ed. Once adjacent variables are identi�ed as dependent (either on low or high), they are

locked together by updating the dependency matrix accordingly and by removing the children of
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Key Values

1933 0; 1935; 1934; 1936; 1937

4411 0; 1925; 1926; 3142; 3141; 3143; 3140; 3144

Table 4.14: Dependency matrix of Figure 4.13 (group locking table)

the chain from the BDD.

A special case of variable addition into the matrix is when at least one of the two adjacent

variables is already a father variable. In that case, the last dependency type as recorded in the

matrix has to be retrieved by a backward scanning process of the corresponding row of the matrix.

If the two dependencies are not of same type, a new type identi�er is inserted. Last, the children

of the chain (in that case the complete chain of the second father) have to be removed from the

BDD. The addition of father variables into another father chain may thus result in a cascading

process. This has to be kept in mind when decompressing the �nal order.

4.4.5 Decompression

The decompression of the resulting BDD after group-sifting is done in two steps:

1. Generate the new variable list, according to the dependency matrix.

2. Create the missing nodes for the removed variables, according to the dependency matrix.

The decompression process is illustrated in Figure 4.14.

4.4.6 Performance

Comprehensive benchmarks on di�erent systems of the Leibstadt PRA models con�rmed the

expected e�ectiveness of the group-sifting technique on PRA models. The results are so good

that it has been implemented as the standard optimization technique in the NeuralSpectrum

computer code (Appendix B). Table 4.15 shows a result summary (BDD sizes) for di�erent ECCS

fault trees.

DFLM Regular sifting Group-sifting

HPCS 6545 3204 497

LPCS 206'503 40'656 7763

RHR/A 306'339 99'945 11'948

Table 4.15: Performance of group-sifting
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Figure 4.14: Example of decompression process

4.5 Modularization

De�nition and Identi�cation

The analysis performed in the preceding chapter con�rms the fact that modules are common in

fault tree models. In [82], fault tree modules are de�ned as follows:

De�nition (Module (1)) A module is a subtree composed of at least two events which have no

inputs from the rest of the tree and no outputs to the rest of the tree except from the output event.

This de�nition is however limiting, since independent subtrees that connect to di�erent part

of the tree could potentially be treated as modules. For example, in fault tree model of Figure

4.15, gate "FT2-1" is a module, even if it is connected at two di�erent locations in the tree.
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Figure 4.15: Example of fault tree module

We propose a less restrictive de�nition of modules, based on the concept of basic event occur-

rence that was introduced in Chapter 4.1.

De�nition (Module (2)) A subtree is a module if the numbers of occurrences in deep scanning

mode of all its basic events are all equal to the numbers of occurrences at the top gate of the tree.

In order to follow the list of basic event occurrences, we need to introduce the concept of

occurrence vector.

De�nition (Occurrence vector) An occurrence vector is an ordered list of occurrences of all basic

events of a subtree.

The occurrence vector for the top gate of Figure 4.15 (for the orderY1; Y2; Y3; X 2; X 3) yields:

V0 = [2 ; 2; 2; 1; 1]T

The subtree VF T 2� 1 under gate "FT2-1" is formally a module because its occurrence vector

VF T 2� 1 = [2 ; 2; 2; ; ; ; ]T is a subset ofV0.

As a matter of a fact, the top gate of a main tree is always a module, sinceV 0
0 = V0 ) V 0

0 2 V0.

This occurrence-based method has the advantage of being applicable to coherent and non-

coherent fault tree, which was not the case of the algorithm of [82].
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The runtime of our method can be signi�cantly improved by saving intermediate occurrence

vectors for gates with multiple fanouts. The runtime of this method is order of magnitude faster

than [82].

An advanced method to detect modules is proposed that could potentially give signi�cantly

better results than the method presented above. This advanced method has not been implemented

in the NeuralSpectrum software (Appendix B) and has not been evaluated as part of this thesis.

The concept is explained below.

The method presented above focuses on detecting modules at each gate. This was justi�ed

by the fact that the occurrence list at gate level is clearly de�ned. Imagine however the fault

tree con�guration of Figure 4.16: gate "FT1-2" will not be identi�ed as a module, because the

occurrence of basic eventY under this gate is not a subset of the overall occurrence vector of the

top event. This is unfortunate, because the right part of the subtree of "FT1-2" (the combination

of gates "FT1-3" and "FT1-4") could be interpreted as a submodule.

Figure 4.16: Example of a fault tree submodule

A procedure to detect sequences of subtrees that could represent submodules is proposed. We

try to obtain submodules whose output events are not explicitly expressed by gate events. In

other words, we search for a logical combination of subtrees.

A trivial approach would be to sequentially scan all possible subgates combinations and, for

each one, evaluate the occurrence vector. This leads to two di�erent kinds of problems:

1. The sequential evaluation may be time consuming if the number of faninsn are high, since

the total number occurrence vectorsN to be evaluated isN = n!

2. If several fanin combinations may represent a module, which one to choose?

98



The module identi�cation procedure can however be improved signi�cantly based on the fol-

lowing observations:

� If subgate X is a module, and if subgateY is a module, than the combination X + Y is a

module

� If the occurrence vector of a subgate includes basic events that are located outside of the

subtree, then the subgate cannot be a submodule.

A similar approach to detect modules using connection lists was presented in [82]. This

method could be adapted to handle transfer gates as seen in large fault tree models, and, possibly,

coalescing (Chapter 4.2.2). The implementation of this algorithm in theNeuralSpectrum software

(Appendix B) is recommended, at least for test and analysis purposes. It is expected to improve

fault tree to BDD conversion signi�cantly.

Module Encoding

The modules are stored in a hashtable that relates the gate identi�cation numberugate of the

modules to the list of basic eventsvi of the module. The �rst basic event of the list vfather will

represent the whole module, and is therefore de�ned as "father" (Equation 4.5):

ugate ! f vfather ; v0; : : : ; vn� 1g (4.5)

Fault Tree Parsing

Fault tree to BDD conversion using modularization is straightforward. As soon as a module gate

is encountered, the corresponding BDD is optimized, stored, and replaced by one single variable

(father). The optimized BDD order of a module is kept until it is decompressed.

The modularization of a fault tree before BDD conversion yields the following insights:

1. Quanti�cation speed-up

Since modules are systematically replaced by one single variable (father), the rest of the

problem computation can potentially runs much faster. This is especially true if modules

are large in size.

2. Sifting e�ciency (space and time)

As for the group-sifting algorithm of Chapter 4.4, replacing modules by one single variable

improves sifting e�ciency, since groups of variables are virtually moved up and down. This
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observation is supported by experiments on symmetric sifting [76], in which it was shown

that regular sifting tends to put symmetric variables together in the ordering, but that the

symmetry groups themselves tend to be in non-optimal positions. This is explained by the

fact that regular sifting is unable to recognize those variables as a group.

Decompression

The decompression of the resulting BDD after sifting is done in two steps:

1. Generate the new variable list, according to the modularized BDDs

2. Create the missing nodes for the removed variables by inserting the modularized BDDs at

father's location into the main BDD.

4.6 Dynamic Group-Sifting using Modularization

Dynamic Group-Sifting using Modularization (DGSM) is the most e�ective dynamic FT to BDD

conversion technique that was developed and tested in this study. It combines the aspects of fault

tree conditioning (Chapter 4.2), dynamic group-sifting (Chapters 4.3 and 4.4) and modularization

(Chapter 4.5). The procedure is illustrated in Figure 4.17.

Using this technique, a complete PRA sequence with all (eight) ECCS3 (including their

support systems) of the Leibstadt NPP could be developed, which is a very encouraging result.

The resulting BDD size and the CPU time are shown in Table 4.16.

Figure 4.17: Dynamic group-sifting using modularization (DGSM)

3Those include the HPCS, LPCS, RHR/A, RHR/B, RHR/C, SEHR/A, SEHR/B and the RCIC
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Systems DFLM Dynamic group-sifting (DGS) Dynamic group-sifting using mod. (DGSM)

HPCS 6545 761 497

LPCS 206'503 3050 3053

RHR/A 306'339 3117 3117

RHR/B impossible 52'447 21'177

ECCS impossible impossible 1'781'100 (CPU= 11 hours)

Table 4.16: Performance of dynamic group-sifting using modularization

4.7 Fault Tree to BDD Conversion Using Local Orders (BDD

Objects)

4.7.1 Concept

In the preceding chapters, the generation of BDD from a Boolean function de�ned by fault trees

was performed on a global variable order basis. This global order was a basic requirement since the

Boolean association of two BDDs requires a common variable ordering (Chapter 3.2.3). Hence,

most (if not all) of the BDD related applications worldwide do use a global variable order as

work basis. To optimize the problem over a global order, we were left with static and dynamic

optimization methods which try to develop a good order before or during fault tree to BDD

conversion, respectively. The second method pointed out the ambivalence between local and

global optima (Chapter 4.3): generally, a good local order is a bad global order and vice versa.

In other words, in a fault tree model, the physical locality of variables in a subsection of a fault

tree does not obligatorily exist at the top of the tree. It was observed that a simple permutations

of the children of a top gate (e.g. its fanins) can signi�cantly a�ect the �nal BDD size (Chapter

4.2).

We introduce here a new concept that overcomes (some of) the de�ciencies associated with

global variable orders. One could imagine a procedure where only local orders are being used

during fault tree to BDD conversion. As a result, in such a procedure, the BDD generation is

made independent on how the fault tree is rewritten, or in which order gates (e.g. fanins) are

processed. This concept has the advantage of using local orders exclusively, that can potentially

be optimized locally, thus maintaining the overall problem manageable during BDD generation.

This induces the concept of "BDD objects", where each BDD contains its own speci�c variable

order:

De�nition (BDD object) A BDD object is a BDD that is made independent of the global problem

by using its own, BDD speci�c variable order.
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However, nothing comes from nothing. As already shown in Chapter 3.2.3, the association of

two BDDs using the apply() algorithm (Algorithm 2 of Chapter 3.2.3) can only be performed on

identical variable orders (Chapter 3.2.3). We lack of theoretical background on how to combine

two BDD objects, e.g. how to combine two BDDs with di�erent variable orders.

In this chapter, di�erent methods to combine BDD objects are proposed. These methods are

a �rst breakthrough in the concept of local BDD objects for problem solving and should not be

considered as the only evidence of e�ectiveness. The development of these methods is addressed

on a practical basis with di�erent algorithms.

As we will see later, the concept of BDD objects turns out to provide interesting insights such

as mathematical hard point identi�cation and on problem complexity in general.

4.7.2 Parallel Sifting

Parallel sifting is a BDD object algorithm that was developed as part of this study. It was not

implemented in the NeuralSpectrumcomputer code (Appendix B) so that no full scope benchmarks

are currently available.

In this algorithm, we try to �nd a good common variable order over two BDDs f 1 and f 2 by

sifting each variable of both BDD in parallel until a good common order is found. The key idea

of this technique is based on the fact that the resulting BDD size is a function of the two initial

BDD sizes: O(size(f 1) � size(f 2)) (Chapter 3.2.3). Thus, by �nding an order that suits both initial

BDDs by minimizing their respective size, we also limit the resulting BDD size.

A measure to quantify the deviation among both orders (e.g. entropy) needs to be determined

for the objective function. Since we want both variable orders to converge to a common order,

the concept of entropy S over two orders has to be de�ned (Equation 4.6).

S = �

s X

i

(pos1(x i ) � pos2(x i )) � � > 0 (4.6)

where posk (x i ) is the position of the common variablex in the ordering of BDD k.

In our parallel sifting algorithm, we try to reduce the entropy until it vanishes while limiting

the sizes of both BDD by sifting each variable successively. To do this, we use a modi�ed sifting

optimization criterion that balances BDD size and the entropy over common variables. We propose

the objective function � of Equation 4.8 for the parallel sifting of two BDDs.

� =
size(f 1) + size(f 2)

2
+ 
 � S (4.7)
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� =
size(f 1) + size(f 2)

2
+ 
 � �

s X

i

(pos1(x i ) � pos2(x i )) � � > 0 (4.8)

where 
 represents a balancing factor between size and entropy.

The sifting process is done over both BDDs in parallel, using standard sifting algorithm with

the modi�ed optimization criteria of Equation 4.8. The algorithm is stopped once S drops to 0,

that is when all common variables are in the same order in both BDD objects.

4.7.3 Variable Fusion

Concept

The technique of variable fusion was developed as part of this study. It was implemented in the

NeuralSpectrum computer code (Appendix B) and was tested on the Leibstadt PRA model.

The key idea is derived from the trivial case where two initial BDD objects X and Y that

contain no common variables are being associated. This is shown in Figure 4.18.

Figure 4.18: Association of two BDD objects with no common variables

In such an association, becauseX and Y are independent, the new optimal ordering is simply

the concatenation of the orders of both initial BDD objects, that is f x1; : : : ; xn ; y1; : : : ; yng.
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More formally, the association of two independent BDD objectsX and Y in the If-Then-Else

Normal Form (INF) (Chapter 2.3.1) is given by:

� Conjunction: F = ite(X; ite (Y;1; 0); 0)

� Disjunction: F = ite(X; 1; ite (Y;1; 0))

Based on the INF for the conjunctive and disjunctive formulations, respectively, it can be

noticed that the leaves pointing to terminal node 1, respectively 0, of the �rst BDD X are derived

to top node of the second BDD Y for the second test. Visually, this results in a BDD that

corresponds to the vertical alignment ofX and Y (Figure 4.18).

The question at this point is what to do if there are some common variable(s) in both BDDs

(e.g. variables that show up in both X and Y).

The approach of our algorithm is to make both BDDs independent by creating variableclones

in the second ordering that stand for speci�c variables but that are treated independently. This

yields a BDD where a clone variable represents exactly the same function as its original variable,

with both clone and original variable present in the merged BDD. This is illustrated in Figure

4.19.

The �nal step consists in trying to merge clones together.

Modularization with Clones

In order to reduce problem complexity, the initial BDD can be previously modularized. The

concept of modularization of a BDD was introduced in Chapter 4.5. The modularization of a BDD

that contains clones is however slightly di�erent than for straight BDDs, since potential modules

that contain clones cannot be modularized (unless both adjacent variables are clones of the brother

variables that are also adjacent somewhere in the ordering). This results in a modi�ed function

for the detection of variable dependency (Chapter 4.4.2), as shown in Algorithm 15 (Appendix

A).

Merging Variable Layers

The next step consists of merging clone variables with its original. To achieve this, it is necessary

to sift both clone variables in such a way that one variable becomes adjacent to its clone, while

maintaining the overall BDD size to a minimum.

It would be a bad idea to sift up or down one single variable while the duplicate stays at its

current location, since it may result in non optimal damage limitation, i.e. signi�cant perturba-

tions caused when a variable is moved up or down in the ordering. A more sensitive and better
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Figure 4.19: BDD merging of variable clones

approach consists of using penetration limits. In this context, the perturbation limit is de�ned as

follows:

De�nition (Perturbation limit) The perturbation limit p is de�ned as the maximal allowed in-

crease in BDD size for a given move of a clone.

p =
size(BDD 1)
size(BDD 2)

(4.9)

In our algorithm, the �rst variable is moved towards its clone until a given perturbation limit

is reached (typically p = 1 :01); in other word, the sifting process for that variable is stopped

when the overall BDD size exceeds the limit de�ned byp� size(BDD 0). Subsequently, the second

variable is moved towards its clone using the same penetration limit. If the clones are not yet
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adjacent in the ordering, the perturbation limit is increased by a factor � and the process continues

until all clones are adjacent in the ordering (Figure 4.20). This part of the algorithm is shown in

Algorithm 16 (Appendix A).

Figure 4.20: Penetration of clone variables in the BDD

Once clones are adjacent in the ordering, the �nal step consists of merging them into a single

variable. The merging process is based on the fact that clone variables represent a same variable,

e.g. their respective Boolean decisional assignments are identical. The merging process implements

dynamic processing of the layers, since it can potentially have a recursive impact up to the root

of the BDD. The merging process is illustrated in Figure 4.21.

Figure 4.21: Reassignment law for clones during merging

In the example of Figure 4.21, the path assignmentsf x i ; x j g and f x i ; x j g must be screened

out, since they are logically impossible,x i and x j representing in fact a same variable (e.g. same

decisional assignments).

The algorithm to merge two adjacent layers of clones is shown in Algorithm 17 (Appendix A).

It basically consists of two parts: merging and redirecting. The merging part of the algorithm is

used to reassign the variable vertex according to the reassignment law for clones, as illustrated in

Figure 4.21. The merging process can potentially have a cascading e�ect up to the root of the BDD.

This should be addressed on a global basis using dynamic programming. At some point in the
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process, an overall reassignment of connection edges over the whole BDD may be required. This

is done using edge redirection, by scanning a�ected nodes and changing their vertex parameters in

accordance to the new structure. The algorithm processes all layers upwards, starting at layeri .

The redirect algorithm is used to redirect all nodes pointing to node that has become super
uous,

e.g. a node with a same vertex already existing in the BDD. This ensures that the BDD is

maintained reduced during the process.

Once a clone variable is merged, it is eventually sifted up and down in order to reduce BDD

size. Sifting a variable after a merge is a good practice. A complete sifting of the BDD could be

envisaged at some point, should the increase in BDD size exceeds some prede�ned limits. In our

algorithm, a complete sifting is initiated if the BDD size increases by a factor 1:5. The overall

algorithm is illustrated in Figure 4.22 (continuation of Figure 4.19).

Figure 4.22: Variable fusion (continuation of Figure 4.19)
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Performance and Insights

This Fusion heuristic was implemented in theNeuralSpectrum code (Appendix B) and was tested

on the Leibstadt PRA model for di�erent systems.

Representative results are shown in Table 4.17 for the association of two complete ECCS

systems that pertain to di�erent safety divisions.

RHR/A RHR/B

Depth-First Left-Most 64534 189753

Optimized 2310 14232

Fusion 355975

Dynamic grouping-sifting 56120

Table 4.17: Fusion performance on the RHR/A and RHR/B systems

Based on this benchmark, we observe that the resulting BDD size is signi�cantly higher using

Fusion than for the best result obtained with the DGSM heuristic (Chapter 4.6). However, it

is interesting to note that most of the clone merging (about 90%) do not a�ect the BDD size

signi�cantly. The relative size increase as a function of the number of clones processed is shown

in Figure 4.23.

Figure 4.23: BDD size increase during fusion

The development and implementation of this algorithm have led to the following important

observations:

� Problem separation
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If the global methods fail to determine a good variable order for the top event, the BDDs

of the gates below top event can possibly be associated using the Fusion algorithm, if one

accepts about 10% residual clones (that cannot be merged e�ciently). If one keeps away all

clones that have a penetrability higher than 1:5 (before variable sifting), the resulting BDD

size for the composite BDD is maintained aroundsize(BDD 1) + size(BDD 2).

� Identi�cation of mathematical hard points

The fusion algorithm introduces an e�ective measure to determine the mathematical com-

plexity associated with two (optimized) BDD objects and to identify which set of variables

represents a challenge and for what reasons. The penetrability factor, which is de�ned as

the increase in BDD size after merging and sifting the clones, can be used as an e�ective

measure to determine the mathematical complexity of a given variable for a given association

of BDDs. A typical penetrability distribution was determined for the RHR/A and RHR/B

combination, with and without variable sifting after merging (Figure 4.24).

De�nition (Penetrability) The penetrability is the increase in BDD size after a merge and

subsequent variable sift.

Figure 4.24: Penetrability spectrum

As for mathematical hard points with penetrability higher than 3 :0, one has to accept that

nothing really convincing can be done. Even complete sifting over the entire BDD variable

spectrum fails to produce better results.
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However, with the Fusion algorithm, one has a solid mathematical measure to identify

and quantify the mathematical complexity associated with mathematical hard points. An

iterative procedure to treat such mathematical hard points could be envisaged. In such a

procedure, once the variables associated with mathematical hard points are identi�ed, one

could restart the BDD conversion by positioning the variables early in the ordering, or by

�rst parsing the fault tree branches where such variables are located (Chapter 4.8).

Using the optimization techniques described in Chapter 4 combined with the Fusion algorithm,

we typically end up with a handful of duplicates for a complete PRA model. We could decide to

accept (the few) clones in the �nal BDD, and treat them separately using a clone table during

BDD quanti�cation (Chapter 3.5). When parsing the paths of the BDD structure to evaluate

the top event probability, or to generate the Minimal Cutset (Chapter 3.3.2), each clone variable

should be checked over in the clone table. Once a clone is encountered along a speci�c BDD path,

the low or high assignment of the variable should be recorded and memorized for the rest of the

path, thus ensuring coherence between clone assignments, which must, as a matter of a fact, be

the same over a BDD path.

The combination of global, static, dynamic and local optimization techniques proved to be

e�ective when dealing with large models. We succeeded in converting the Leibstadt PRA model

to a BDD form of more than 1'500'000 with 30 clones, for a total of about 3650 basic events, thus

solving the problem analytically. The BDD covers a complete event tree sequence that includes

reactor shutdown and reactor cooling with the eight Emergency Core Cooling Systems4 (including

all support systems) of the Leibstadt Nuclear Power Plant.

4.8 Further Improvements of the DGSM Algorithm

The Dynamic Group Sifting using Modularization (DGSM) and Fusion algorithms have proven to

be e�ective heuristics and analysis tools when working on large fault tree models (see Chapters

4.3 and 4.7.3, respectively).

It would thus be interesting to check if both techniques could not be combined into a single

algorithm, that would associate the launch of local optimization on a variable subsets (see chapter

4.3) and an in-parallel identi�cation of the variable set which could take pro�t of a duplication

(cloning). In order to gain a better understanding of the di�erent characteristics of the algorithm

involved, the DGSM process is analyzed hereafter in more detail.

Assume a BDD association where the optimization launch criteria of Equation 4.10 of the

DGSM algorithm are met:
4Those include the HPCS, LPCS, RHR/A, RHR/B, RHR/C, SEHR/A, SEHR/B and the RCIC
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size(BDD R ) >
� � size(BDD R )

N

� � + 1
�

�
�
size(BDD 1) + size(BDD 2)

�
(4.10)

At some point during the quanti�cation an intermediate BDD (see example of Figure 4.25) is

computed that triggers the local optimization for the variable set Z of the BDD over the global

ordering (G). Global order G is supposed to be a previous "good" order on the previously opti-

mized intermediate results and should thus be preserved, e.g. the impact onG of the optimization

of subsetZ should be limited.

Figure 4.25: Improved DGSM algorithm process (example)

At this point, di�erent observations can be made:

1. On the BDD variables Z , only a subset X of variables (1 to 5) are present in the global

ordering

2. Another subsetY of variables (11 and 12) are not found in the global ordering, and are thus

independent

3. Variables of subsetY always appear at the end of the global orderingG, forcing variables

subsetX to appear at the top of the BDD, often leading to non optimal variable ordering

4. Z = X [ Y .
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Based on those observations, we conclude that:

1. Optimizing the variable set Z over the global ordering doesn't impact the relative positions

of the variables in subsetG n Z

2. Variable subsetY can be sifted up and down without impact on the previous quanti�cation

results and on the sizes of other intermediate BDDs

3. Variables of subsetY should be sifted �rst. By doing that, one tries to reduce the complexity

of the BDD as much as possible without moving any variables of subsetX at �rst. This tends

to reduce the perturbation level during subsequent optimization onZ . Another advantage

of proceeding like this is to regroup the variables of subsetZ as close as possible to each

other, in order to limit the entropy increase during the moves of the variables ofX over G

when optimizing on Z

4. A corollary of the previous remark is to keep sifting variables of subsetY as long as the

BDD size does not increase (i.e. is constant). One could even tolerate a small size increase,

resulting in a modi�cation of the objective function of the group-sifting algorithm.

The third remark above can be seen as an a priori positioning of the BDD in the orderingG,

where variable subsetX is �xed. When the BDD is moved su�ciently upwards, at some point

the variables of Y will overtake the variables of X . This can eventually be seen as a sifting of the

variables of subsetY over Z (e.g. is equivalent to a sifting of variablesY over Z ).

The DGSM algorithm can thus be improved as follows:

1. Check if the DGSM optimization launch criteria are met, if not resume FT parsing; else:

2. Optimize the relative ordering of the independent variables of subsetY over Z , and keep

them as close as possible of the top of the BDD

3. Optimize the relative ordering of the dependent variables of subsetX over Z , and keep them

as close as possible to their original positions inG. It is recommended to use an alternate

objective function in this sifting process by considering the variable entropy of subsetX

over the new and old global orderings (see Chapter 4.7.2)

4. Place the variable(s) of subsetX that appear above a variable ofY above but as close as

possible toY in G

5. Resume FT parsing with new orderingG.
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A �nal improvement of the algorithm is to identify during DGS possible variables where a

cloning may be pro�table. In order to do this, the penetrability factor of each variable in subset

X needs to be measured in some way.

In order to measure the penetrability factor of each variable, subsetX has to be duplicated

in the BDD, then the penetrability of each clone is measured using an alternate Fusion algorithm

(Chapter 4.7.3). In order to simplify the measurement process, one should �rst optimize the rel-

ative ordering of the independent variables of subsetY over Z , and keep the variables as close

as possible of the top of the BDD (for the same reason as in the improved DGSM algorithm).

Secondly, the variables of subsetY are cloned and optimized overZ . Since those variables are

clones, this optimization does not a�ect the global ordering. Finally, one measures the penetra-

bility factor of each clone. This is done by monitoring the BDD size increase when moving a

clone in the BDD towards the position of its original variable in the ordering G. If a penetrability

factor is way too high (e.g. a clone would signi�cantly help reducing problem complexity), the

corresponding variable clones are kept, otherwise they are merged.

When parsing the �nal BDD during quanti�cation, each clone encountered has to be recorded

in a clone table. In other words, when a clone is encountered along a speci�c BDD path, thelow

or high assignment of the variable should be recorded and memorized for the rest of the path,

thus ensuring coherency between clone assignments, which must, as a matter of a fact, be the

same over a BDD path.

As a result, and in order to avoid excessively burdening with the clone table, the clones are

moved down in the BDD as much as possible (e.g. as long as the BDD size does not increase too

much).

The �nal Dynamic Group Sifting using Cloning (DGSC) algorithm is shown below (Algorithm

13):

113



Algorithm 13 Dynamic Group Sifting using Cloning (DGSC) algorithm
Require: BDD Z (Z = Z1� Z2), global ordering G

Ensure: Global ordering G

1: Calculate the DGSM optimization launch criteria sc =
� � size (Z )

N

� �
+ 1

�
�
�
size(Z1) + size(Z2)

�

2: if size(Z ) � sc then

3: Resume FT parsing

4: else

5: Optimize the relative ordering of the independent variables of subsetY over Z , and keep them as

close as possible of the top of the BDD

6: Clone variable subsetX in the BDD

7: Optimize the relative ordering of the cloned variables of subsetX over Z , and keep them as close as

possible to their original positions in G

8: Place the variable(s) of subsetX that appear above a variable ofY above and as close as possible

to Y in G

9: Measures the penetrability factor p(v) of each clone ofv, 8v 2 X

10: Merge all variable clones if their corresponding penetrability is belowp0

11: The current position in the FT quanti�cation (e.g. number of applies) is associated to the remaining

clones with high penetrability factor, in order for the algorithm to remember when to use the original

variable or the clone

12: Move clone down in the ordering as much as possible

13: Restart FT parsing with new ordering G and the remaining clones

14: end if
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Chapter 5

Exact vs. Approximate Results: A

Comparison
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The numerical impact of the di�erent approximations used in current PRA softwares (see

Chapter 1.2) is discussed in this chapter. Di�erent fault tree top events of the Leibstadt PRA

model are quanti�ed exactly using BDDs, and compared to results obtained from standard Min-

imal Cutsets (MCS) based analysis, usingRiskSpectrum. This impact is evaluated for internal

events ,where basic events probabilities are typically low, and for seismic events, where the prob-

abilities are increasing with increasing sustained earthquake magnitudes, providing a thorough

analysis of the impact of the rare event approximation. In addition, importance values (RIF) are

also quanti�ed exactly using BDDs and compared to MCS-based results.

The following quanti�cation setup is used for the MCS analysis (Table 5.1).

Absolute quanti�cation cuto�: 10� 14

Relative quanti�cation cuto�: 0

Approximation order: 1st order

Maximum number of saved MCS: 10'000'000

Table 5.1: MCS quanti�cation setup

Important It is important to note that the Leibstadt PRA model has been carefully developed

with the problems related to the rare event approximation in mind; that is, the use of high basic

events values is kept to a minimum. It is frequent to see PRA models where values like365 or 24

are used as numerical tricks or workarounds. Very often also, basic event values like0:9 are used

to deactivate parts of the model while keeping those events in the MCS results. Even worse, PRA

models tend to integrate more and more relatively high unavailability values in order to calculate

average risk instead of base line risk levels.

Remark Since unavailabilities are administratively regulated by Technical Speci�cations, forbid-

den unavailability con�gurations are typically excluded from the model using MCS post-processing

or non-coherent (e.g. negative) logic. The combination of negative logic with high unavailability

values is a killer for MCS-based analysis tools. In addition, such constrained problems cannot be

analytically solved using pure Boolean techniques like the fault tree / event tree technique, even if

negative logic is used. One concludes that average risk levels should always be quanti�ed separately

using dedicated model con�gurations for each unavailability con�guration.

The Leibstadt PRA model under investigation has been cleaned up in order to mitigate such

problems; in a sense, the impact analysis of this chapter may be of limited amplitude using such

a "clean" model.
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5.1 Impact on Top Event Probabilities

Three benchmarks are performed with nominal basic event probability (e.g. internal events). The

results are shown in Table 5.2 and visually in Figure 5.1.

System Description Number of variables pMCS
top pExact

top Rel. error

HPCS High Pressure Core Spray 569 2.50E-02 2.50E-02 0:03%

RHR A+B Both RHR trains in LPCI mode 1946 7.83E-04 7.77E-04 0:72%

ECCS All ECCS with support systems 3650 2.31E-08 2.20E-08 5:05%

Table 5.2: Benchmarks of top event probability for internal events

Figure 5.1: Benchmarks of top event probability for internal events

5.2 Impact on Top Event Probabilities under Seismic Conditions

A similar analysis is performed under seismic conditions, where the probabilities are increasing

with increasing sustained earthquake magnitudes. The seismic magnitude is typically de�ned in

a PRA as a sustained Peak Ground Acceleration (PGA). Nuclear Power Plants are designed for

PGA values up to the Safe Shutdown Earthquake (SSE) magnitude. Design reserves provide higher

defense capabilities that are realistically evaluated in a seismic PRA. Higher seismic magnitudes

are di�cult to address using MCS-based analysis, because the rare event approximation begins

to impact the results signi�cantly. The comparison with exact BDD-based results are shown in

Figure 5.2, with the Conditional Core Damage probability (CCDP) used as measure.
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Figure 5.2: Seismic Benchmarks

5.3 Impact on Risk Importance Measures

An importance analysis (RIF) comparison is then done for the ECCS benchmark. The 3650 basic

events are sorted in decreasing RIF order. The comparison between MCS-based and the exact

results are shown visually in Figure 5.3.

Figure 5.3: Benchmarks of RIF values for internal events
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Chapter 6

Conclusions

This study was motivated by the observation that most of the tools available for quantifying large

fault tree models are unable to produce analytically correct results, leading to wrong interpretation

of risk importance measures. It is accepted that current quanti�cation tools have reached their

limits, and that new quanti�cation techniques should be developed, as the demand on related

applications increases.

A novel approach using the mathematical concept of Binary Decision Diagram (BDD) is

studied in order to analytically quantify large fault tree models as found in nuclear Probabilistic

Risk Assessment (PRA). BDDs have been successfully implemented in the early 90s for Integrated

Circuits (IC) checking and IC optimization. Previous attempts to convert full scope, realistic PRA

models to a BDD form have failed due to the exponential growth in complexity (BDD blow up).

In this study, new techniques have been developed and investigated as a case study on the full

scope PRA model of the Leibstadt Nuclear Power Plant.

A software tool (NeuralSpectrum) has been developed as part of this study.NeuralSpectrum

is an integrated fault tree / BDD tool that features a fault tree package, a BDD engine and a

minimal cutset engine, with dedicated fault tree to BDD conversion and optimization routines.

The optimization routines that have been developed include global, static (pre-processing),

dynamic and local (BDD objects) techniques. The combination of those optimization techniques

proved to be e�ective when dealing with large models. The Leibstadt PRA model was successfully

converted to a BDD form of more than 1'500'000 nodes, for a total of 3'650 basic events. The BDD

covers a complete event tree sequence that includes reactor shutdown and reactor cooling with all

Emergency Core Cooling Systems (including all support systems) of the Leibstadt Nuclear Power

Plant.
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This study showed that the concept of BDDs was applicable to large fault tree models. In

addition, it pointed out important insights on dynamic conversion strategy and mathematical

hard point detection.

The impact of the di�erent approximations used in the classical approach is evaluated on the

Leibstadt PRA model, by comparing the approximated results to exact BDD results. The com-

parison shows that the classical approach produces accurate results for internal event assessments,

but fails for external event assessments or Level 2 PRA, where the probability values are typically

much higher.

The techniques developed in this study raise the BDD approach to a mature technology for

PRA model solving. Since a BDD analytically encodes a Boolean formula, the failure probability

of the top event can be deduced without the need to resort to any numerical approximations.

This important insight should be put in focus when considering the increasing demand on PRA

related applications, such as risk-informed decision making in modern industries and services.
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The following research and development topics are good candidates for future work:

� Broaden the criteria for detecting modules in the group-sifting algorithm

� Improve the module detection heuristics for fault trees

� Implement the improved DGSM algorithm described in Chapter 4.8

� Develop a technique to combine two BDDs containing variable clones

� Analyze the importance and e�ects of mathematical hard points as identi�ed by the Fusion

algorithm

� Evaluate the impact of variable clones on BDD quanti�cation

� Develop a technique for fault tree parsing that would automatically switch between global

(Dynamic Group-Sifting) to local optimization (Fusion) techniques.
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Appendix A

Algorithms
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Algorithm 14 Layer Dependency
Require: BDD layer i and layer i +1 .

Ensure: dependency.

1: if size(layer i ) > 0 and size(layer i ) = size(layer i ) then

2: satisf ied  true

3: j  0

4: repeat

5: u  layer i [j ]

6: ulow  low(u)

7: uhigh  high(u)

8: if var(uhigh ) 6= var(u) then

9: satisf ied  false

10: end if

11: if ref (uhigh ) 6= 1 then

12: satisf ied  false

13: end if

14: if low(u) 6= low(uhigh ) then

15: satisf ied  false

16: end if

17: j  j + 1

18: until j < size (layer i ) and satisif ied

19: if satisf ied then

20: return � 1 f Dependency on lowg

21: else

22: satisf ied  true

23: j  0

24: repeat

25: u  layer i [j ]

26: ulow  low(u)

27: uhigh  high(u)

28: if var(ulow ) 6= var(u) then

29: satisf ied  false

30: end if

31: if ref (ulow ) 6= 1 then

32: satisf ied  false

33: end if

34: if high(u) 6= high(uhigh ) then

35: satisf ied  false

36: end if

37: j  j + 1

38: until j < size (layer i ) and satisif ied

39: if satisf ied then

40: return 1 f Dependency on highg

41: else

42: return 0 f No dependencyg

43: end if

44: end if

45: end if
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Algorithm 15 Layer Dependency With Clones
Require: Clone, BDD layer i and layer i +1 .

Ensure: dependency.

1: if id0c = clone(id0) 6= � 1 then

2: var0c = var(id0c)

3: if id1c = clone(id1) 6= � 1 then

4: var1c = var(id1c)

5: if var0c + 1 6= var1c then

6: return 0

7: end if

8: else

9: return 0

10: end if

11: else

12: if clone(id1) 6= � 1 then

13: return 0

14: end if

15: end if
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Algorithm 16 Fusion
Require: clones

1: for all clone in clones do

2: size0  size()

3: p = 1 :01

4: if var(clone:X ) > var (clone:Y) then

5: repeat

6: v1  sif tup (clone:X; var (clone:Y); p � size())

7: if v1 = var(clone:Y) then

8: Merge(v1)

9: Exit()

10: end if

11: v0  sif tdown (clone:Y; v1; p � size())

12: if v0 = v1 then

13: Merge(v0)

14: Exit()

15: end if

16: p  p � �

17: if size() > 1:5 � size0 then

18: Sift()

19: end if

20: until p > pmax

21: Sift() f Failed to merge clonesg

22: else

23: repeat

24: v1  sif tdown (clone:X; var (clone:Y); p � size())

25: if v1 = var(clone:Y) then

26: Merge(v1)

27: Exit()

28: end if

29: v0  sif tup (clone:Y; v1; p � size())

30: if v0 = v1 then

31: Merge(v0)

32: Exit()

33: end if

34: p  p � �

35: if size() > 1:5 � size0 then

36: Sift()

37: end if

38: until p > pmax

39: Sift() f Failed to merge clonesg

40: end if

41: end for
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Algorithm 17 Merge layers
Require: BDD layers layer0 and layer1, var

1: for all node u in layer1 do

2: if ref (u) > 0 then

3: nn  new(var; low(u); high(u); ref (u))

4: if nn 2 BDD then

5: Redirect(u; nn)

6: else

7: u  nn

8: Addref (u)

9: end if

10: else

11: Freenode(u)

12: end if

13: end for

14: for all node u in layer0 do

15: low  low(u)

16: high  hgh(u)

17: if var(low) > var + 1 then

18: f 00  low

19: else

20: f 00  low(low)

21: end if

22: if var(high) > var + 1 then

23: f 11  high

24: else

25: f 11  high(high)

26: end if

27: if f 00 6= low or f 11 6= high then

28: Remove(u)

29: nn  new(var; f 00; f 11; ref (u))

30: if nn 2 BDD then

31: Redirect(u; nn)

32: else

33: u  nn

34: Addref (u)

35: end if

36: else

37: Addref (u)

38: end if

39: end for

40: Update(layer0)

41: Update(layer1)
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Appendix B

NeuralSpectrum Software

129



NeuralSpectrum is a fully integrated Fault Tree (FT) - BDD tool that was developed as part

of this study. The development of such a tool was required in order to evaluate the di�erent

heuristics and methods that are proposed in the preceding chapters.

The software is Windows compatible and was programmed in Microsoft C] .Net 1 (2003) and

was then ported to the C] .Net 2 (2005) environment [21]. This last version of the C] compiler

introduced the Generics technology with it, which signi�cantly improved runtime and memory

management (Chapter 3.2.2). The program has about 10'000 lines of code. A view of the software's

main window in shown in Figure B.1.

Figure B.1: NeuralSpectrum's main window

The software features the following functions:

1. Import and export of PRA model
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The software features a �le interface that is compatible to the RiskSpectrum [54] and Aralia

[55] �le formats. There are a number of di�erent data object types that can be used in

the NeuralSpectrum environment. These data object types include fault trees, basic events,

Common Cause Failure Groups and reliability distributions.

2. Generation of fault trees

All FTs are generated from the model. FTs are automatically translated into the Neural-

Spectrum internal format, including transfer between FTs.

3. Treatment of basic events and Reliability Models

NeuralSpectrum can treat the following reliability models (Chapter 1.3.1):

� Mission time

� Discrete probability

� Mean unavailability for periodically tested components

The following uncertainty distributions can be used in NeuralSpectrum (for both PDF and

CDF):

� lognormal

� normal

� beta

� gamma

� uniform

� loguniform

4. FT rewriting techniques

NeuralSpectrum includes several gate and basic event rewriting techniques. Those include:

� Coalescing (Chapter 4.2.2)

� Occurrence based variable ordering (Chapter 4.2.3)

� Fan-out permutation (Chapter 4.2.4) [45]

� Dual hypergraph netlength optimization (Chapter 4.2.5) [72]

� Dual hypergraph gate weighting (Chapter 4.2.6)
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� Fanins placement using Arti�cial Neural Networks (ANN) (Chapter 4.2.7).

5. Generation of master fault trees

A master FT can be generated from FTs within the software. A master FT includes all FT

pages needed in one single FT page. Link between gates with more than one fanout are

connected using transfer gates (Figure B.2).

Figure B.2: Master fault tree of the HPCS System

6. FT statistics

NeuralSpectrum can perform a wide range of statistics on FTs. The following statistical

measures can be produced for a top event (Chapter 4.1) (Figure B.3):
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� Basic event occurrence lists in deep scanning

� Basic event occurrence lists in normal scanning

� Gate type statistics in deep scanning

� Gate type statistics in nornal scanning

� Basic event occurrence list and gate type statistic for one FT page

Figure B.3: Statistics for the RHR/A system in LPCI-mode

7. Conversion of FT to BDD

NeuralSpectrum includes a complete and powerful FT-BDD package. A BDD can be pro-

duced for a top event using a wide range of optimization techniques (Figure B.4). Those
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includes:

� Prede�ned variable order

� Depth-First Left-Most (DFLM) (Chapter 3.2.3)

� Dynamic Group-Sifting (Chapter 4.4)

� Modularization (Chapter 4.5)

� Dynamic Group-Sifting using Modularization (Chapter 4.6)

� From master FT

Those conversion techniques can of course be coupled with FT rewriting techniques.

Figure B.4: Somewhere in the BDD of the RCIC system
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8. BDD optimization package

NeuralSpectrum includes a wide range of standalone BDD optimization techniques. Those

includes:

� Sifting (Chapter 3.4.2)

� FORCE (Chapter 3.4.3)

� Group-Sifting (Chapter 4.4)

� Random Group-Sifting

� Variable A�nity based using a�nity matrix

9. Generation of Minimal Cutsets (MCS)

NeuralSpectrum features an exclusive tool to generate Minimal Cutsets from a BDD. The

program �rst generates a ZBDD encoding the Minimal Cutsets (Chapter 3.3). Then, a

dynamic procedure generates the MCS as a list from the ZBDD (Figure B.5).

10. Variable orders combination

Several tools to combine two di�erent orders have been developed and implemented in

NeuralSpectrum. Those tools try to �nd a common order from two di�erent orders based on

di�erent heuristics. Those include:

� Concatenation

The variables of the �rst order are sequentially added to the common order. Then the

variables of the second order are added, except the common variables.

� Concatenation with swap

The variables of the �rst order are sequentially added to the common order until a

common variable is reached. Then the variables of the second order are added until a

common variable is reached (including the preceding variables of the second order that

have not been added and are not common). The algorithm loops until all variables

have been added to the common order.

� Linear optimization

This heuristic tries to minimize the number of variable moves (e.g. entropy) that are

needed to generate the common order from both initial orders. Linear optimization

techniques are used (Chapter 3.4.3).
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Figure B.5: Some minimal cutsets of the HPCS system

11. Treatment of BDD as objects

NeuralSpectrum features an exclusive tool to combine two BDD objects, e.g. two BDD with

di�erent variable orders. With the Fusion algorithm, it is possible to combine two large

BDD's that could not be previously generated using other methods. Our experiments on

the Leibstadt PRA model showed that about 90% of the variables can be merged typically,

while the residual variables are treated as clones (Chapter 4.7) (Figure B.6).
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Figure B.6: Fusion in action
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