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Abstract—""Code Equivalence' describes the problem of find-
ing a linear isometry between two codes. An isometry is a map
which preserves the weight, in our case: the Hamming weight. We
can easily identify the linear isometries in the Hamming metric
to be all monomial transformations. Thus the problem reads as
follows:

Given C,C’ CF} find ¢ € (F})™ x Sy, such that »(C) =C'.

While the problem is interesting from a pure coding-theoretic
perspective, its recent use in the signature scheme LESS has put
the problem in the center of attention of the cryptographic com-
munity as well. In fact, LESS is one of the few surviving signature
schemes in the second round of the additional standardization call
by NIST.

The bothersome part about this problem, is that we know it is
not NP-hard, without having an efficient solver.

The whole research area is only now emerging and thus still
under-explored. Thus, as of today, any outcome is within the
range of possibilities.

I. EXTENDED ABSTRACT

By 2035, national agencies worldwide, led by National
Institute of Standards and Technology (NIST) and their Eu-
ropean counterparts, plan to phase out today’s public-key
cryptosystems, requiring a rapid transition to quantum-resistant
alternatives. Among the proposed post-quantum primitives,
code-based cryptography stands out for its long history and
conservative security foundations, relying on hardness as-
sumptions from algebraic coding theory. Several code-based
schemes were submitted to the NIST post-quantum standard-
ization process, with HQC and Classic McEliece selected for
standardization by the United States and Germany, respec-
tively.

At the same time, the ongoing standardization efforts for
post-quantum signature schemes increasingly rely on novel
hardness assumptions. While adoption is accelerating, many of
these assumptions remain under-explored, making it difficult to
assess and compare their security. In this context, understand-
ing the hardness of problems in code-based cryptography is
essential.

One such problem is the code equivalence problem: given
two linear codes, find a hidden isometry between them. This
problem lies at the heart of the security of several code-based
constructions, such as LESS and PERK.

An [n, k)4 linear code C is a k-dimensional linear subspace
of Fy. We call G € ]F’;X” a generator matrix of C if its rows
form a basis of C. Two codes C,C’ are linearly equivalent,
if there exists a monomial ¢ = (d,0) € (F;)" x S, such
that ¢(C) = C’. To find a linear equivalence between two

given codes, is the the Linear Equivalence Problem (LEP),
that is: Given two generator matrices, G, G’ € ]F’;X" find S €
GL;(F,), a n x n permutation matrix P and a diagonal matrix
D = diag(d), for d € (F})", such that SGDP = G".

While all combinatorial solvers for LEP have an exponential
cost [1], [3], [7], related problems have been shown to be easy,
e.g. the Graph Isomorphism Problem (GIP) has been proven to
be quasi-polynomial [8]. It remains an open question, whether
we can employ this result to efficiently solve LEP as well.

The special case of permutations, called Permutation Equiv-
alence Problem (PEP) has a reduction to GIP [5], for codes
with trivial hull, i.e., H(C) = CNC* = {0}. In fact, in this
reduction, the authors define an adjacency matrix correspond-
ing to a code C with generator matrix G' as G (GGT)~'G.
Clearly, such a matrix only exists, if GG is invertible, i.e.,
H(C) = {0}.

As this expected of random codes with high probability,
this reduction proves to be very strong and bars the use of
PEP for random codes within cryptosystems. Additionally, we
know how to reduce LEP to PEP, through the closure of a code
[6]. For this, we let « € IF;, be a primitive element, and denote
a=(1,a,...,097%) € Fi~'. The closure a®C of C is defined
as the code with generator matrix a ® GG, where ® denotes
the Kronecker product. However, this reduction comes with
intrinsic limitations as the closure is a self-orthogonal code for
g > 4, that is C C C*. As a result, known reductions cannot
simply be combined to obtain a general, efficient solution to
code equivalence.

However, recent developments show how little we have tried
and know: in a recent paper [4] the square code has been used
to attack the system proposed in [2] for ¢ = 5. Clearly, one
can generalize this result to larger powers and find many more
weak keys, which should not be used. The ¢-th power code of
C is defined as

C(f):<{cl*.-~*01|0iec}>'

When ¢ = 2 we call C®) the square code.

This talk surveys the current state of the art on code
equivalence, focusing on what these classical reductions tell
us about the problem’s hardness and which directions have
been left unexplored.

This is joint work with Michele Battagliola, Anna-Lena
Horlemann, Abhinaba Mazumder, Rocco Mora, Paolo Santini,
Michael Schaller.
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