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A B S T R A C T

With the rise of modern information technology and the Internet, the
worldwide interconnectivity is resulting in a massive collection and eval-
uation of potentially sensitive data, often out of control of those affected.
The increasing impact of this data stream and the potential for its abuse
raise concern, calling for protection against emerging exploitations and
fear-driven self-censorship. The ability of individuals or a group to limit
this �ow and to express themselves selectively is commonly subsumed
under the umbrella term privacy. This thesis tackles the digital generation,
processing, and control of personal information, so-called individual data
privacy, from multiple angles. First, it introduces the concept of passive
participation, enabling users to access information over the Internet while
hiding in cover traf�c passively generated by regular users of frequently
visited websites. This solves the bootstrapping problem for mid- and high-
latency anonymous communication networks where an adversary might
collect thousands of traf�c observations. Next, we analyze the statistical
privacy leakage of multiple such sequential adversarial observations in the
information-theoretic framework of differential privacy that aims to limit
and blur the impact of individuals. There, we propose the privacy loss
distribution, unifying several other often used differential privacy notions,
and show that it converges towards a Gaussian shape under independent
sequential composition of observations, allowing the classi�cation of dif-
ferentially private mechanisms into privacy loss classes de�ned by the
parameters of said Gaussian distribution. However, more blurring means
less accurate results, the inherent privacy-utility trade-off. We applied a
gradient descent optimizer and learned utility-loss-minimizing truncated
noise patterns for differentially private mechanisms that blur the impact
of individuals by adding the learned noise to sensitivity-bounded outputs.
Our results suggest that Gaussian additive noise is close to optimal, espe-
cially under sequential composition. Finally, we tackle the trust problem in
truthfully executed deletion requests for personal data and provide a frame-
work for probabilistic veri�cation of such requests while demonstrating its
feasibility for the case of machine learning.
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Z U S A M M E N FA S S U N G

Mit dem Aufkommen moderner Informationsverarbeitungssysteme und
dem Internet hat der Datenaustausch und damit die Sammlung und Verar-
beitung von potentiell sensiblen Informationen massiv zugenommen. Diese
Entwicklung, oft ausserhalb der Kontrolle der Betroffenen, in Kombination
mit dem steigenden Missbrauchspotential sind Grund zur Besorgnis. Die
Stimmen nach einem Schutz vor Ausnutzung und den Effekten angstgetrie-
bener Selbstzensur werden lauter. Die Möglichkeit von Gruppen oder Indi-
viduen, sich diesem Daten�uss zu entziehen und sich jeweils selektiv auszu-
drücken, wird dazu unter dem englischen Begriff Privacyzusammengefasst.
Diese Arbeit beschäftigt sich mit verschiedenen Privacy-Aspekten der Ge-
nerierung, Verarbeitung und Verwaltung von personenbezogenen digitalen
Daten. Als erstes führt sie das Konzept der passiven Beteiligungein, das den
anonymen Bezug von sensiblen Informationen übers Internet ermöglicht,
versteckt in unwichtigen aber identisch aussehenden Anfragen von regulä-
ren Besuchern kooperierender Websiten. Dies löst das Aufsetzungsproblem
für anonyme Mittel- und Hochlatenz-Kommunikationsnetzwerke, bei denen
ein Angreifer tausende Datenpunkte zur Deanonymisierung der Benutzer
sammeln könnte. Daher analysieren wir dieses Deanonymisierungs-Risiko
ausgehend von multiplen Datenpunkten mittels dem informationstheoreti-
schen Regelwerk Differential Privacy, welches das Verrauschen der Ein�üs-
se einzelner Individuen auf Berechnungsresultate formalisiert. Die dazu
eingeführte privacy-loss-Verteilung vereinigt einige oft benutzte Varianten
von Differential Privacy. Wir zeigen, dass sie mit zunehmender Anzahl
an Datenpunkten gegen eine Gaussverteilung konvergiert, und damit die
Kategorisierung von entsprechenden Algorithmen in privacy-loss-Klassen
ermöglicht, charakterisiert durch die Hyper-Parameter dieser Gaussver-
teilung. Jedoch bedeutet mehr Verrauschen auch mehr Ungenauigkeit im
Resultat: Der inhärente Privacy-Genauigkeits-Kompromiss. Wir haben mit
einem Gradientenverfahren optimale Verrauschungswahrscheinlichkeitsver-
teilungen für Algorithmen mit begrenzter Sensitivität gesucht, welche ihr
Berechnungsresultat additiv verrauschen. Unsere Einsichten suggerieren,
dass die Gaussverteilung nahe am theoretischen Optimum liegt. Absch-
liessend betrachten wir die Durchsetzung von Datenlöschungsbegehren
und demonstrieren die Umsetzbarkeit unserer vorgeschlagenen Veri�ka-
tionsmethode für Anwendungen im Bereich des maschinellen Lernens.
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1
I N T R O D U C T I O N

In recent years, advances in digital communication and information pro-
cessing systems have expanded the capabilities to intercept, access, collect,
and analyze data without precedence. Since 2010, Internet traf�c volume
has increased40-50% annually, with a world-wide volume estimation of
319Exabytes (that equals3190000000000000000average jpeg images)per moth
in 2021[130]. Facebook, a popular social network, claims 1.88 billion daily
active users in 2021[83]. The number of Internet of Things (IoT) devices like
smart-watches, smart-home gadgets, or general smart automation devices
has reached35 billion in 2020and is estimated to hit 60 billion by 2024[19],
permanently connected to the Internet and continuously creating a steady
stream of information.

A vast amount of this data is inspected and structured, stored and linked
to other information available. This becomes concerning if individuals are
part or even the primary target of these collections. It is well-known that the
knowledge of being observed makes individuals alter their behavior [ 5, 165].
General pro�ling and tracking of individuals, with mass-surveillance as its
extreme case, tips the power balance towards the few people controlling
these processes [102, 133]. Drastically ampli�ed by rapidly expanding
information processing capabilities, this might have severe consequences for
our (European) understanding of liberty and political progress. Outpacing
existing, out-of-date legal protections, we shift towards a new paradigm
where the compilation of such detailed knowledge about individuals is
widely accepted, ignoring the potential of abuse and the severe societal
consequences.

To illustrate the issues arising with this paradigm shift, this introduction
�rst demonstrates a few examples and reasons about their impact, followed
by an outline of the scope of privacy and its relevance for liberty and
political progress from a societal viewpoint. The third part focuses on
the individual perspective and introduces the possible angles from which
technical solutions may remedy the previously discussed shortcomings.

K J

1



2 introduction

It is a widely applied practice to establish large databases containing
comprehensive dossiers of extracted personal data, including potentially
con�dential knowledge like movement patterns, age, phone and social
security numbers, credit score, sexual orientation or partners, political
opinions, social network and friends, communication content – basically
everything that may be of interest one day. The more speci�c and reliable
they are, the higher their value, and not necessarily in a monetary sense.1

The scale of these collections has mostly become public by huge data-leaks,2

impacting billions of individuals. Some companies started collecting only
the data they need. However, the de�nition of 'need' raises a new level of
complexity as more data might facilitate a particular task or makes the
result more reliable, especially when the same data is used for multiple
tasks. The deletion of old information is seen only rarely in practice and
then primarily obligated by laws. 3

Some reasons for this increase in data-analytics are easy to pin down.
Private companies see collecting, analyzing, and selling personal data, or
personally identi�able information (PII) as it is called in the regulatory
context, as a pro�table business case. Based on the hope to make more in-
formed decisions for a fraction of the previous cost, information is gathered
and even mass-stored for potential future use. For example, by encouraging
people to upload or share all their photos, messages, and documents on
web-services, the providers of social networks or cloud storage are handed
an unbelievable amount of data to analyze. Often, the users do not under-
stand the impact of their actions, even when they have explicitly agreed
to the terms of use [49].4 In 2015, researchers from Cambridge revealed
that with only 150 Facebook-likes, an algorithm can judge people more
accurately than their parents or siblings [ 219].

1 For example, Christopher Wylie disclosed in 2018 to The Guardian and the New York
Times that the data-analytics company Cambridge Analytica utilized the Facebook targeted-
advertising system to alter individual voting behavior with individually crafted messages.

2 A few recent examples: Yahoo 2013, 3 billion victims, account information. Facebook 2019,
533million victims, including phone numbers and personal information, were successfully
used for elaborated scam calls. Sina Weibo2020, 538 million victims, including location.
Marriott International (Starwood) 2018, 500million victims, including passport numbers.
Equifax 2017, 143million victims, including credit card details. National Security Agency
(NSA) 2013, Edward Snowden reveals the immense scale of clandestine governmental
mass-surveillance [133].

3 For example, the deletion of job application details is required in the EU and Switzerland
after a few months.

4 The net-activist community came up with the following catchy idiom: there is no cloud, just
other people's computers.
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A large ecosystem has evolved around the tracking of Internet users for
their behavior on individual websites, or even on their path across the sites
of many different content providers [ 182]. One of the most famous examples
might be targeted advertising: creating more (cost) ef�cient advertising by
addressing only more susceptible individuals. Some websites track users to
provide tailored content to increase the duration that users stay on a partic-
ular website or Internet service, e.g., social networks. However, it becomes
increasingly evident that overly targeted information has severe side effects.
For example, it has been shown that the recommendation of world-view
matching content in social networks enhances the natural con�rmation bias
and creates echo chambers that contribute to extremism [32, 158].

There is a tendency, especially in the United States of America (USA), to
provide detailed pro�les of individuals to other businesses, interweaving
information of many sources with varying reliance, mostly with the goal to
predict the prospective behavior of individuals. An illustrative example is
the credit score (or FICO5 score), applied in the USA to assess individual
creditworthiness. The details of its generation algorithm are not disclosed,
its outcome is highly dependent on personal information privately collected
by a few companies, and mistakes in a provider's database are challenging
to correct. With a low credit score, whether it is justi�ed or not, life within
the USA is signi�cantly more dif�cult. In general, the opaque process of
collecting and processing personal information makes it very dif�cult to
understand, object, and prevent decisions taken based on this data. Without
policies to mitigate such developments or to enhance their transparency,
their presence is likely to increase.

Recent technological developments are coupled with a global discourse
on security and counter-terrorism that treats the privacy of individuals as an
impediment to the �ght against terrorism, wrongly pitching privacy against
security. By utilizing personal information, either self-collected or lawfully
extracted from industry partners, federal agencies of many countries try
to create large surveillance systems intending to create risk assessments
for each individual [ 133]. Declared to be essential for public safety, such
agencies are often excluded from public supervision. By their nature, these
constructs exert immense political power.

Extensive measures are taken to keep their enormous scope hidden from
public discourse, involving secret courts legally legitimizing their actions, 6.
In general, these agencies have minimal obligations of disclosure to the

5 The data analytics company FICO provides the evaluation software, among other products.
6 Such secret courts exist in many countries. Examples are the FISA court (or FISC) in the

USA, or cantonal courts for approval of surveillance in Switzerland. In Germany, instead of
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public [ 7] rendering performance assessments dif�cult. Non-public parlia-
mentary control commissions vest them in a veil of democratic legitimacy.
However, they have mostly proven ineffective considering that a few repre-
sentatives need to penetrate a large and reluctant surveillance system [29].
Often, there is no legal procedure for objection as most processes are de-
clared secret, and asking for information exposes the inquirer as a potential
target for more detailed surveillance. Those who dared to reveal internal in-
formation about misconduct within these systems are persecuted, maligned,
and must fear for their lives. 7

Instead of taking the revelations as cause for reforms, whistle-blowers
and journalists are closely watched, using those surveillance systems. The
case of the Pegasus spyware8 showed that surveillance is not limited to
journalists and activists, but also their families [ 132], and might serve not
only governmental but personal interests as well [ 131]. The plead assurance
that innocent people do not need to fear the surveillance industry might
require reconsideration.

Known cases where mass-surveillance was justi�ed, or have lead to
results that would not have been possible without them, are rare or non-
existent [23]. Of course, the public does not know (and cannot assess) the
impact of such agencies as most acts are declared secret.9 But from a public
relation viewpoint, large and successful operations would likely have been
media-effectively exploited to remedy the damaged public image of such
services. Simply speaking, the current extent of mass-surveillance most
likely does not deliver the promised bene�ts but sets every human being
under general suspicion, creating potentially more damage than good.

In summary, the Internet's expanded capabilities and the increasing
digital interconnectivity of our every-day-lives are without precedence and
will lead to currently unpredictable effects. There is a lot of great potential
in these technologies, but also a high risk for hazardous abuse. We need to

a court approving surveillance acts, the four experts constituting the G 10-commission grant
approvals in secrecy while only their chairperson needs to qualify for judiciary positions.

7 Notable �gures on this topic include Edward Snowden or Julian Assange. The author
suggests curious readers to engage with their stories, especially on the methods of how the
public opinion has been shaped against them.

8 Pegasus is a spyware that may turn a smart-phone in a eavesdropping device and can be
installed covertly. Disclosures in 2021suggest that the spyware was used to target at least 23
journalists and activists, despite contrary statements of its distributor (NSO group) to sell it
only to vetted government bodies [ 212].

9 In the USA, agencies are known to parallel-constructevidence for trials that was originally
obtained without a warrant (inapplicable in court) by mass-surveillance, undermining the
principles of due process [14].
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watch these developments closely and decide early what minimum level of
privacy is required.

K J

As this thesis revolves around privacy, this is a good moment to re�ect
a little on the meaning of privacy. For individuals, there is a balance be-
tween the external aggregation of personal information for the greater good
and the ability to act in secrecy. The latter contours the scope of privacy,
and its extent is a question of public discourse. However, there are things
we consider inherently private; our intimate relationships, for example.
According to Wikipedia, "privacy is the ability of an individual or group
to seclude themselves or information about themselves, and thereby ex-
press themselves selectively." It enables individuals, or groups, to create
boundaries and protect themselves from unwarranted interference in their
lives. It shields them from arbitrary and unjusti�ed use of power by states,
companies, and other actors. It lets them regulate what can be known about
and done to them while also providing protection from others who may
wish to exert control over them. It allows for negotiation of who they are
and how they want to interact with the world.

The insistence on privacy may be as old as mankind. The modern discus-
sion started with the wide use of cameras, but rights guaranteeing privacy
were in place before that. While not necessarily called privacy, rights to
protect against overly curious actors are often guaranteed constitutionally.
Considering the USA, the Supreme Court has ruled that the constitution
ensures the protection of privacy. 10 Next to other aspects, the ruling assures
the right to privacy against unreasonable searches and seizures by the
government and the right to protection against self-incrimination, which
in turn justi�es the protection of private information. Under the European
Convention on Human Rights, the right to privacy is, effectively, contained
in Article 8, the right to respect for family and private life. Extending
these guarantees, many data-protection laws aim at limiting the collection,
storage, and evaluation of personal information. Recent discussions have
introduced the right-to-be-forgotten, the ability to remove private information
about a person from Internet searches and other directories under certain
circumstances. However, state and industry actors tend to ignore these guar-
antees.11 Among other reasons, this is due to out-of-date legal regulations

10 Supreme court ruling on the right of privacy of abortion, Roe V. Wade, 410U.S. 113(1973).
11 The industry continuously pushes for laws that allow shifting data to other jurisdictions that

maintain different approaches on data privacy, effectively eluding the restrictions proposed
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and the previously discussed tendency to exchange privacy for volatile and
temporary security.

Privacy is essential to freedom of thought and speech, to freedom of social
and political activity. Its negligence leads to enormous data collections and
infringements of personal liberty. Preemptive behavioral restraint due to the
fear of surveillance leads to self-censorship, alters our engagement with the
democratic process, reduces activism where it may be important [ 196], and
thereby the pressure for political reforms [ 197]. State-level actors getting
access to revealing personal information have repeatedly started discriminat-
ing against unwanted groups [ 82, 161], oppressing political activists [ 162],
and suppressing journalism [ 212, 215]. The amount and depth of the data
extracted from our constant connection to the Internet are unprecedented.
Evading its collection and evaluation is much more intrusive and more
challenging than ever before. Regardless of how much we argue about its
justi�cation. In the end, knowledge is power.

K J

The previous sections have outlined issues emerging from the recent
paradigm shift induced by the exponentially expanding potential of digital
data transmission and evaluation techniques.

The strategy to mitigate these effects is two-fold: First, technical design
choices restricting data generation and processing should be implemented
wherever possible, allowing individuals to engage with all kinds of services
with limited and sustainable privacy infringements. There, computer science
can provide essential building blocks and even provide methods to access
information with almost no traces. This thesis focuses on such building
blocks.

Second, legal regulations complementing technical solutions where they
are disproportionately dif�cult or expensive to implement. Moreover, legal
regulations can enforce the general deployment of privacy-preserving tech-
nology, forcing industry-wide adaptation where free-market competition
would not be suf�cient and might prevent overly large data collections and

by EU-GDPR. Examples are theInternational Safe Harbor Privacy Principles(created around
2000) and the EU-US privacy shield(2016), both overthrown by European high-courts in 2015
and 2021, respectively. Examples for state actors are theSchengen Information System(SIS)
that stores increasingly more information about individuals and entities for the purposes of
national security, border control, and law enforcement since 2001or the intelligence agencies
that are mostly not required to share what information they have stored about individuals,
rendering deletion requests dif�cult.



introduction 7

mass-surveillance. Without such regulations, privacy will stay a privilege,
only applicable to a small elite that has the knowledge and the power to
evade data collection, and leaving the majority of people without proper
privacy protection.

Now, we take a closer look on technical design choices. Contrary to
common belief, the privacy aspects of personal data is not only limited
to data creation. The life-cycle of utilized digital personal information
from creation to destruction can be outlined as follows: once created, it is
collected, then processed, stored, shared, and �nally destroyed. Of course,
not all steps need to be taken, or they can be repeated, potentially later,
under the inclusion of additional insights. Based on this life-cycle, we can
tackle privacy issues in the following �ve steps:

data collection :
Limiting data collection to what is absolutely essential to perform a
given task tackles the problem at its source. Therefore, it can be seen
as the most secure way to limit privacy infringements.

data processing :
If data collection is unavoidable, privacy-protecting processing of
information can limit the impact of personal information. Whereas
it is possible to process data without revealing the raw data, e.g,
secure multi-party computation (SMPC) [ 110] or trusted execution
environments (TEE) [40], other techniques limit the inference success
based on processed information [73]. Such technologies, however, are
currently implemented only by a few leading experts in practice. Most
companies do not apply them.

data storage :
For certain scenarios, personal information needs to be stored. Op-
timally, this is achieved decentrally, e.g., personal data is stored on
a user's device and not transferred to centralized collections. A vast
amount of daily data breaches show that this is a non-trivial task.

data dispersion :
Stored data is cheap to copy and distribute. However, its dispersion
can be limited to enable control over personal data and restrict the
impact of false information. This includes cases where data is not
copied per-se but still dispersed with services that leak personal
information by providing aggregated statistics over such protected
data, e.g., individual consumer pro�les based on credit-card use.
Currently, legal prohibition (privacy laws and policies) appears to be
the simplest way to achieve this.
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data removal :
To enable individuals to maintain control about their personal infor-
mation, the possibility to remove stored information from any system
may be reasonable. The recently introduced right-to-be-forgotten [ 176]
plays along these lines.

The list above outlines the data processing environment and where to
introduce measures to improve personal data privacy. While the data life-
cycle was illustrated to provide an overview, this thesis does not tackle all
stages. The detailed contributions are introduced in the next section.

1.1 academic contributions

This thesis explores privacy-protecting methods with four contributions.
After a quick summary, they will be explained in more detail in the follow-
ing paragraphs. First, we provide a solution to hide intent when accessing
information over the Internet, thereby limiting the generation of meta-data.
Then, we deepen the understanding of how privacy degrades over multiple
observations and limit to counter this degradation. Second, we extend the
framework of Differential Privacy to quantify the ongoing privacy leakage
more tightly, thereby ameliorate the privacy guarantees and increase the
�nal utility of a system for given privacy guarantees. Next, we tackle the
inherent privacy-utility trade-off by learning truncated optimal noise pat-
terns for differentially private additive mechanisms using gradient descent
algorithms. Finally, we develop a procedure that supports the right to be
forgotten, as mandated by the European general data protection regulation
(EU-GDPR). We propose and examine a novel technique to check whether a
service provider has followed individual data deletion requests and has re-
moved the corresponding data samples from its machine learning pipeline.
Now, the four aspects are discussed in more detail:

CoverUp: deniable communication by passive participation

The �rst perspective, CoverUp [ 187] examines the question of whether we
can access a service over the Internet without producing revealing metadata
and thereby hiding the intent to access this data. Even the strongest Anony-
mous Communication Network (ACN) systems in literature [ 56, 167, 210,
217] do not protect against global network attackers. They do not hide users'
participation in the ACN, except for the brute-force method of continuously
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producing arti�cial traf�c [ 11] between all users. However, this participation
in an ACN alone can appear suspicious. Participation time can be used
in long-term statistical disclosure attacks to re-identify the user, thereby
downgrading the anonymity properties of an ACN [ 61].

With CoverUp, we develop a protocol-wise indistinguishable procedure
to obtain and send information over the Internet by involving passive
participants that visit highly frequented websites and let them creating
cover-traf�c. The clients, therefore, only need widely available tools like
a normal Web-Browser. We coin this concept passive participation. When a
user wants to actively accessing or sending content, he or she visits the
same websites, allegedly creating cover-traf�c, but hijacks the dummies and
replaces them with custom content. To hide different computation patterns
to a network/level attacker, we noise the sending time. While this procedure
is protocol-wise indistinguishable between active and passive participants,
we show measurable timing leakage on the network-level, allowing to
distinguish active from passive participants. This leakage is contributed
solely by the core elements of the standard web-browser involved and
cannot be removed without using a custom modi�ed browser, exposing the
system to other browser-�ngerprinting techniques. Additionally, as such
services are not used only once but over a substantial period, this privacy
leakage ampli�es over time.

Privacy loss classes:

We have shown that even with signi�cant effort, communication over the
Internet creates privacy leakage. This raises the question of how to quantify
this leakage and reason about its severity. The academic gold-standard, Dif-
ferential Privacy (DP) [ 73], arguing about the maximal information-theoretic
distinguishability of mechanisms operating on similar inputs (according
to some norm), provides a method to analyze this leakage. However, in
the current state, the privacy leakage composition methods provided by
the DP framework were too loose, resulting in a severe overestimation of
the noise required by CoverUp to achieve reasonable privacy guarantees.
Therefore, we analyzed the so-called privacy loss, the distinguishability
of individual observations emerging as the output of a mechanism, and
examined its occurrence distribution, which we coined the privacy loss
distribution [ 189]. Our contribution is not only applicable to anonymous
communication networks but provides a general method to analyze a wide
variety of privacy-preserving algorithms.
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We derived more accurate results for the privacy leakage of multiple
independent observations, especially in the domain of a high amount of
observations where previous bounds were very loose. We showed that
the combined privacy leakage of multiple independent observations, i.e.,
independent composition of different privacy loss random variables, can
be expressed as a convolution. By applying the central limit theorem, the
privacy loss of all repeated privacy leakage converges towards a Gaussian
shaped privacy loss distribution. We derive a formula providing exact pri-
vacy guarantees for Gaussian shaped privacy loss distributions. Leveraging
properties of the convolution, we show that mean and variance of the initial
privacy loss distribution of one observation together with an additional
variable allows to compare the privacy guarantees of different differentially
private mechanisms more sophisticated than before, e.g., we illustrate that
Laplace mechanism is inferior to Gaussian mechanism in many cases.

Next, deepening the understanding of different DP variants, we show
the close relation between several forms of differential privacy, namely
Approximate-DP, Renyi-DP, Probabilistic-DP, and Concentrated-DP. All
these de�nitions argue about the tail of the privacy loss distribution, i.e., the
events with high privacy loss, and limiting and analyzing it with different
standard methods known from statistics. Thereby, considering the privacy
loss distribution, all these de�nitions become more intuitive. Leveraging
other well-known methods from statistics, we showed equivalence of ex-
pressiveness between the most used DP de�nitions, Approximate-DP and
Renyi-DP. In addition, we were able to improve the conversion between
these two de�nitions, deriving an upper bound on privacy guarantees that
we called the Markov-ADP bound.

The developed methods involving Differential Privacy do not only allow
to analyze privacy leakage in ACNs. They can be extended to analyze and
help to limit all kinds of impacts of individual contributions to a generated
statistic, for example, to machine learning algorithms. Existing solutions
allow to apply differential privacy to a wide variety of algorithms [ 43, 116,
198, 209, 220] including deep learning [ 2], hiding the in�uence of individual
training samples. Commonly, these algorithms operate on centrally stored
data.

Optimal noise for additive mechanisms

After establishing tight descriptions on privacy leakage when considering
differential privacy, a new line of questions opens: what are goodnoising
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strategies? In fact, differentially private mechanisms face the challenge
of providing accurate results while protecting their inputs. This privacy-
utility trade-off is inherent as more noising gives more privacy but also
destroys more oth the useful information. While there are mechanisms that
blur smartly at intermediate steps, a simple and common but powerful
technique adds noise to sensitivity-bounded query outputs to blur the
exact query output, so-called additive mechanisms. There, a vast body of
work considers in�nitely wide noise distributions and a few have even
analyzed utility-optimality [ 93, 95, 127, 193]. However, some applications
(e.g., real-time operating systems) require hard bounds on the deviations
from the real query, and only limited work on such mechanisms exist. An
additive mechanism with truncated noise (i.e., with bounded range) can
offer such hard bounds.

We introduce a gradient-descent-based numeric tool to learn truncated
noise for additive mechanisms with strong utility bounds while simultane-
ously optimizing for differential privacy under sequential composition, i.e.,
scenarios where multiple noisy queries on the same data are revealed. For
sensitivity bounded mechanisms, we show that it is suf�cient to consider
symmetric and from the mean monotonically falling noise and that ensuring
privacy for a pair of representative query outputs guarantees privacy for all
pairs of inputs (that differ in one element). We �nd that the utility-privacy
trade-off curves of our generated noise are remarkably close to truncated
Gaussians and even replicate their shape for l2 utility-loss. Learning op-
timal noise for DP-SGD (sub-sampling) showed similar effects. Moreover,
we extend Moments Accountant to truncated distributions, allowing to
incorporate mechanism output events with varying input-dependent zero
occurrence probability.

Machine unlearning:

Until now, we discussed how to limit the collection and impact of per-
sonal data. The machine learning pipeline goes beyond the state where
individuals gave away control of their data. The data might be stored and
used to improve prediction models by service providers. They might, either
required by law or as a service, offering the ability to request the removal
of individual personal data. In combination with the right-to-be-forgotten,
the right to have information from the Internet removed, we examined how
we can check whether the company we have entrusted with personal infor-
mation, and that used it for their machine learning product, has actually
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removed the data in question from its full machine learning pipeline. In
literature called machine unlearning, we developed a reliable method to test
this by poisoning personal data samples and test for the poison ef�cacy
later [191]. Speci�cally, we add a random pattern to individual data samples
and switch the labels. Once the target machine learning model has been
trained on our data, we test whether our poisoning was successful, conclud-
ing our data has been used. This test should fail if the provider has reliably
deleted our data. We have shown that our mechanism is resistant against
state-of-the-art backdoor defense mechanisms and explored its potential in
depth.

1.2 structure of this thesis

Each of the previously introduced aspects of individual data privacy
is discussed in its own chapter. The concept of passive participation and
CoverUp as its implementation are presented in chapter 2. Chapter 3 intro-
duces the privacy loss distribution together with the central limit theorem
for differential privacy and the related privacy loss classes. The search for
optimal noise at the privacy-utility trade-off curve is illustrated in chapter 4
while chapter 5 demonstrates the feasibility for probabilistic veri�cation
of machine unlearning. Finally, chapter 6 summarizes the work presented,
discusses future research directions, and closes with �nal remarks.
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2
D E N I A B L E U P - A N D D O W N L O A D V I A PA S S I V E
PA RT I C I PAT I O N

Downloading or uploading controversial information can put users at
risk, making them hesitant to access or share such information. While
anonymous communication networks (ACNs) are designed to hide commu-
nication meta-data, already connecting to an ACN can raise suspicion. In
order to enable plausible deniability while providing or accessing contro-
versial information, this chapter introduces CoverUp: a system that enables
users to asynchronously upload and download data. The key idea is to in-
volve visitors from a collaborating website. This website serves a JavaScript
snippet, which, after user's consent produces cover traf�c for the controver-
sial site / content. This cover traf�c is indistinguishable from the traf�c of
participants interested in the controversial content; hence, they can deny
that they actually up- or downloaded any data.

The indistinguishability guarantee of the feed-receiver holds against
strong global network-level attackers who control everything except for the
user's machine. We extend CoverUp to a full upload and download sys-
tem.In this case, we additionally need the integrity of the JavaScript snippet,
for which we introduce a trusted party. The analysis of our prototype shows
a very small timing leakage, even after half a year of continual observation.
Finally, as passive participation raises ethical and legal concerns for the
collaborating websites and the visitors of the collaborating website, we
discuss these concerns and describe how they can be addressed.

2.1 introduction

Access to and distribution of sensitive and controversial information
often comes at risk for users. Due to the risk of being observed, users might
be reluctant to download or upload certain content. Even if the content
itself is end-to-end encrypted, the fact that the user accessed a particular
domain or used an anonymity network might already indicate his interest in
the particular content. Since Edward Snowden's revelations, we know that
surveillance is mostly based on meta-data, such as source and destination
IP, timestamps, and the size of the data [133].

15
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Solutions like anonymous communication networks (ACN) are designed
to hide such meta-data. Despite that, even the strongest ACNs in litera-
ture [56, 167, 210, 217] do not protect against global network attackers and
do not hide users' participation in the ACN, except for the brute-force
method of continuously producing arti�cial traf�c [ 11]. This participation
in an ACN alone can appear suspicious. Participation time can be used
in long-term statistical disclosure attacks to re-identify the user, thereby
downgrading the anonymity properties of an ACN [ 61].

In this work, we aim to solve this issue in the case of asynchronous
upload and download and therefore address the following problem: how
to allow users to safely download and upload content without the fear of
their intentions being identi�ed. This problem is different from the more
general problem of anonymous communication. Namely, content upload
and download is asynchronous, typically allows for high latency, and is
therefore much less vulnerable to timing correlations. Additionally, we aim
to achieve a stronger anonymity property: we require that the participation
(time) of users is protected.

Our approach to solving this problem is to draw in visitors ( Passive Par-
ticipants) of highly accessed websites (theEntry server) and trigger them
via JavaScript to create cover traf�c to a controversial content server. Ad-
ditionally, we ensure that the passive participants' traf�c is indistinguish-
able from active participants', who are genuinely interested in download-
ing/uploading the content, thereby enabling deniable communication.

While prior work proposed the central idea of using JavaScript-generated
cover traf�c for deniable communication [ 57, 178], these proposals left three
main challenges unsolved: ( i) How to construct a downlink connection
(using the browser) that relays data to an external program with minimal
timing leakage. ( ii ) How to relay data from an external program to the
uplink connection (using the browser) with minimal timing leakage. ( iii )
How long can such a system be safely used before the timing leakage
renders active participants clearly distinguishable?

We address these three challenges. We design a system (CoverUp ) that
asks visitors of an Entry server for their (informed) consent to become
passive participants and to produce cover traf�c. We utilize this cover
traf�c to realize uni-directional and bi-directional deniable communication
channels. Our uni-directional deniable channel (CoverUp:Feed) retrieves
a message feed (Challenge( i)) from a content server (the Feed server) and
delivers it to the CoverUp -Tool, a program that active participants would
install. CoverUp:Feed involves an additional party (the CoverUp server)
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to which the Entry server forwards active and passive participants. This
CoverUp server sends the participants a piece of JavaScript code, which
retrieves the feed from the Feed server. Such message feeds are suited for the
transmission of information that a user does not want to be caught reading
(e.g., sensitive medical information or leaked documents. We protect passive
participants from potentially incriminating information by enforcing that a
participant's machine never contains enough data chunks to reconstruct any
incriminating information from the feed. CoverUp:Feed achieves deniability
against a global network-level attackers that controls all parties except the
user's machine.

We extend the uni-directional CoverUp:Feed to a deniable bi-directional
channel CoverUp:Transfer, which enables data download from and data
upload to a content server, called the Transfer server. Active participants
install for CoverUp:Transfer a browser extension that implements an in-
terface for bi-directional communication between the CoverUp -Tool and
the Transfer server (Challenge ( ii )). CoverUp:Transfer achieves deniability
against a global network-level attacker that controls all parties except for
the user's machine, the CoverUp server, and the Transfer server.

For both channels, we implemented a prototype that carefully minimizes
the timing leakage (Challenge ( iii )). The prototype includes an entry server,
and the CoverUp server that serves the JavaScript code. For active partic-
ipants, we additionally provide the browser extension and the CoverUp
-Tool, which enable participants to interact with the content servers (the
Feed and/or the Transfer server). A naive implementation would cause
a signi�cant timing leakage. Our implementation makes sure the timing
leakage is small. The CoverUp down- and up-link rate of our prototype
is between 10 and 50 Kbit/s, depending on bandwidth overhead, and the
expected latency is 60 seconds.

We experimentally evaluate the timing-leakage of our prototypes by
measuring the differences in the traf�c of active participants and passive
participants (Challenge ( iii )). We show that their traf�c is hard to distin-
guish, and for half a year of continual observation 1, we can bound the
attacker's advantage of distinguishing these usage patterns with 2 � 10� 3,
i.e., the chance of successfully deciding whether a user is active or passive
is 50.001%.2

1 We assume a usage pattern of at most50 times a day, and at most 5 hours per day in total.
2 This advantage is very low, since (in contrast to some usages of cryptographic schemes)

CoverUp is a system that has limited exposure. Thus, an attacker cannot get arbitrarily
many samples to amplify his or her chance to guess correctly to a clear decision.
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Figure 2 .1: Hiding the participation timevia passive participation. The x-axis is the
time, and the y-axis show whether at that time sur�ng or protocol-communicating
behavior is expected. Only communicating activity which is not covered by the
expectedsur�ng behavior creates leakage. Active participants that produce protocol-
communication only produce leakage during time where they would normally not
surf.

2.2 problem description

The goal of this works is to enable users to safely up- and download
content without the fear of their intentions being identi�ed. The concrete
problem is to enable users to hide their up- and download activities among
traf�c that is produced by other normal web users. This problem is different
from the more general problem of anonymous communication, as our goal
is to utilize the traf�c of normal web surfers.

2.2.1 Passive participation

One approach for utilizing the traf�c of normal web surfers of highly
accessed websites (theentry server) is passive participation: compel web
surfers (passive participants) to create cover traf�c to the content server in a
non-invasive manner and such that their traf�c is indistinguishable from ac-
tive participants(which are genuinely interested in downloading/uploading
the content). As a result, active participants can deny that they up- or
downloaded any data during their normal sur�ng time on the entry server
websites, protecting their participation timein the �le-sharing protocol.

The degree of plausible deniability depends on whether the active par-
ticipants manage to let their sur�ng behavior towards the entry server
unchanged. For users that are willing to make a paradigm shift, CoverUp
offers strong guarantees. Instead of activating CoverUp whenever a deni-



2.2 problem description 19

able up- or download channel is needed, CoverUp gives the highest degree
of privacy if users let it run in the background. For asynchronous up- and
downloads, CoverUp can just up- and download opportunistically, when-
ever an active participant is anyway visiting the entry server. Moreover, the
wider CoverUp is deployed, the lower is the need of a user to adapt its
behavior to gain more throughput.

Even with imperfect behavior, this approach provides partial cover and
delays a potential detection. First, consider the case where the browsing
behavior of the active participants towards the entry server does not change.
There, using CoverUp can provide deniability for the act of utilization. In
contrast, a slightly altered user behavior leaks its differenceto the unaltered
behavior. However, this difference is smaller than the full leakage without
CoverUp , as connecting directly to a service already reveals intention.
Figure 2.1 illustrates this property by focusing on the participation time.

2.2.2 Challenges

We consider an attacker that controls the network but the user's ma-
chine and the Transfer server (the �le server) are honest, and a dedicated
party (the CoverUp server) that serves the protocol code for active and
passive participants as a JavaScript snippet is honest but curious. Even
in the presence of such an honest-but-curious CoverUp server and an
honest Transfer server, the browser's processing time of active and passive
participants can potentially leak information. This problem is ampli�ed,
since a network-level attacker can change the TCP �ag for timestamps and
compel the victim's operating system to add OS-level timestamps to the
TCP headers [172]; hence, there is no hope of network-noise blurring the
timing leakage. This leads us to three major challenges that we study in this
work. ( i) How to construct a deniabledownlink connection that relays data
to an external program with minimal timing leakage? ( ii ) How to relay
data from an external program to a deniableuplink connection with minimal
timing leakage. ( iii ) How long can such a system be safely used before the
timing leakage renders active participants clearly distinguishable?

2.2.3 Non-goals

In the problem area of passive participation, two challenges remain that
are out of scope of this work.
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behavior -changes towards the entry server . The usage of
CoverUp may unconsciously in�uence the behavior of active participants,
e.g. if active users spend more time on a speci�c entry server in order to
use CoverUp . We believe, however, that these behavior changes do not
cause a large amount of leakage as CoverUp is meant for asynchronous
up- and download of �les; hence, it is less prone to timing correlations (e.g.,
intersection attacks) than synchronous applications, such as messaging.
As a consequence, the only source of leakage would be users that keep
the tabs longer open in the background with CoverUp . Recent studies
show that many users keep tabs open in the background anyway [ 129];
hence, CoverUp would not cause signi�cant privacy leakage for these users.
Properly understanding these behavior changes requires a thorough user
study, which is out of scope of this work.

browsing time of passive participants . Passive participants po-
tentially reveal their browsing behavior to the CoverUp infrastructure,
as a malicious server can read HTTP header's referrer �eld. While this
leakage exists, we would like to put it into perspective. Many popular web-
sites already leak this information to other services, such as advertisement
networks or external analytic tools, such as Google Analytics. A deeper
analysis of this leakage is out of scope.

2.3 coverup

Passive participation raises the challenge of utilizing passive participants
to produce cover traf�c with unintrusive technologies while asking for not
more than an informed consent 3 and while keeping the traf�c of active
and passive participants indistinguishable. This section details how we
overcome these technical challenges and presents the system design of
CoverUp . We split CoverUp into two parts based on their features: a
uni-directional broadcast-receiver channel and a fully bi-directional channel.
We call them CoverUp:Feed and CoverUp:Transfer respectively.

2.3.1 CoverUp:Feed

The uni-directional channel CoverUp:Feed implements a deniable feed-
receiver for a feed that is broadcast by a dedicated Feed server. CoverUp:Feed
triggers visitors (the passiveparticipants) of cooperating websites (the en-

3 We discuss the challenges of an informed consent in Section2.6.
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Figure 2 .2: Main components of CoverUp for CoverUp:Feed.All visitors of an entry
server are redirected to the CoverUp server, triggered to send (dummy) requests
to the Feed server, and then receive an encoded piece of a uni-directional message
feed (4), which is extracted (5) by active participants via the CoverUp -Tool.
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try server) to produce cover traf�c, after they give an informed consent.
CoverUp:Feed leverages unintrusive widely-used JavaScript functional-
ity of browsers. For activeparticipants, which are interested in the feed,
CoverUp:Feed performs the same steps, but we additionally provide the
external application CoverUp -Tool. With this application, the feed's content
can be extracted from the browser's cache. Asactiveusers are indistinguish-
able from passiveones for all involved parties except their own machine,
they cannot choose the feed they are listening to. Instead, the system con-
stantly broadcasts its complete content piece-wise to everyone. The entry
server could be a university, a knowledge, or a news site.

As illustrated in Figure 2.2, CoverUp:Feed performs as follows:

(1) The user connects to the entry server. The entry server embeds in its
HTML-code an iframe to a dedicated server (the CoverUp server) from
a different domain.

(2) The CoverUp server responds with a JS code snippet.
(3) This JS snippet triggers the browser of the entry server's visitors to

send requests to theFeed server.
(4) The Feed serverresponds with CoverUp:Feed packets. This effectively

produces cover traf�c to and from the Feed server. The CoverUp
JS snippet then stores the most recent CoverUp:Feed packet in the
browser's localStorage cache, thereby overwriting the old one.

The passive participants of CoverUp stop here. The rest of the protocol is
only executed by the active participants.

(5) An active participant uses a previously obtained external application
(CoverUp -Tool 4) to extracts these CoverUp:Feed packets from the
browser's disk-based cache.

CoverUp:Feed executes the same steps for active and passive partici-
pants except that active participants additionally install CoverUp -Tool on
their computer to extract the feed. This makes the active and the passive
participants indistinguishable to a network level adversary who does not
compromise a user's system. As the CoverUp:Feed has no strict latency re-
quirements, the browser behavior of active participants can be kept exactly
the same, thus avoiding timing leakage.

With regard to the privacy of participants, the JS snippet from the
CoverUp server is in an isolated context and thus can not learn any-

4 CoverUp -Tool could be obtained off-the-record or as part of the CoverUp:Feed. There, a
small program including explanation could be distributed in clear text and without any
encoding which could be extracted from the cache manually. This program assembles the
full CoverUp -Tool delivered by the encoded feed.
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thing from other contexts (including the page the iframe is embeeded in)
due to the same-origin -policy [60]. Hence, the CoverUp server can only
learn when a participant visited the entry server, by the requests.

The content of the Feed could be controversial. To de�ect potential le-
gal harm to the passive participants, we cryptographically protect them
from accidentally storing meaningful parts of the CoverUp:Feed on their
disc by utilizing an all -or -nothing scheme [174] and only storing one
CoverUp:Feed packet in their localStorage . Without actively trying to,
passive participants do not have suf�cient packets collected to potentially
reconstruct any content of the feed.

After applying the All-or-Nothing protection, we use error-correcting
Fountain Code (see Section2.4.2) on the protected feed content. This splits
the content in many packets and enables CoverUp -Tool to assemble these
CoverUp:Feed packets in an arbitrary order and with potentially missing
packets, as the feed content might be too big for a single request. Thereby,
the Feed server does not need to know which packet has reached a user and
in which order. As there is no difference in feed packets for an activeand
passiveparticipant, CoverUp:Feed does not require TLS. The authenticity of
the feed can be achieved by signing the content, assuming a PKI.

trust assumptions and attacker capabil it ies . CoverUp:Feed
is resistant against a global network-level active attacker that controls all
parts of the system except the active participant's hardware, operating
system, and its running applications, as the only difference between ac-
tive and passive participants is CoverUp -Tool that reads browser's cache
(localStorage ). This attacker is active, so he can modify, drop or delay any
number of messages, which includes the creation of an arbitrary number of
participants – passive or active as individual participants are independent
of each other. As we focus on guaranteed anonymity and not on integrity,
CoverUp is not censorship resistant as it cannot protect from denial of
service.

tackling the bootstrapping problem of acns While CoverUp
also provides participation time hiding and thereby deniability without
an ACN, suf�ciently strongs ACNs can bene�t from the additional cover-
traf�c that CoverUp:Feed produces. CoverUp (active and passive) users
would use the ACN to connect to a server that broadcasts information
(e.g., podcasts or RSS-feeds). ACNs that resistant to traf�c correlation, such
as Vuvuzela [210] or DISSENT [58], would bene�t from the additional
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Figure 2 .3: CoverUp:Transfer in combination with CoverUp:Feed.Once the JS snip-
pet has been received, all participants request CoverUp:Feed packets. An active
CoverUp:Transfer participant can use the extension to replace these requests to the
Transfer server with custom requests. To render the traf�c from passive and active
users indistinguishable, we use a secure channel at step4 and 5, and at all con-
nections by passive participants - in contrast to CoverUp:Feed. Active participants
still receive feed packets while they do not use the channel, indicated at ( 7). For
CoverUp:Transfer the dummy messages do not need to contain feed content; they
can also purely contain garbage.

(legitimate) traf�c that CoverUp users would produce. Hence, CoverUp
can help with the bootstrapping problem of an ACN.

2.3.2 CoverUp:Transfer

We extend CoverUp:Feed to CoverUp:Transfer, which enables user to up-
load content to and download content from a �le server (Transfer server). Ac-
tive CoverUp:Transfer participants have to additionally install the CoverUp
browser extension that establishes a channel to the external CoverUp -Tool,
which can be used to upload and download content.

The protocol of CoverUp:Transfer is almost the same as CoverUp:Feed, ex-
cept that users send (dummy) requests to the transfer server in a predictable
pattern. While passive participants solely transmit dummy data and receive
CoverUp:Feed messages, active participants of CoverUp:Transfer addition-
ally send content messages whenever the user uses the system (Figure2.3,
Step 1). In those cases, they use native messaging to connect from the
CoverUp -Tool to the browser extension (Step 2). The browser extension
then replaces a dummy CoverUp:Feed request with a real message (Step3).
All messages (Step4) are sent over a secure channel. Hence, messages of
passive participants are indistinguishable from messages of active partici-
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pants for a network-level adversary. Upon receiving the encrypted message
(Step 5), the browser extension records it (Step 6), and sends it via native
messaging (Step7) to the CoverUp -Tool which decrypts it (Step 8).

As a result, both active and passive participants constantly send requests
to the Transfer server, and the Transfer server responds with a constant-size
data chunk; in particular, larger �les are sent in smaller chunks. In general,
the Transfer server does not need to be a centralized entity. Traf�c sharing
solutions (content distribution networks) could be used.

coverup :transfer trust assumptions . CoverUp:Transfer is re-
sistant against global network-level attacker that control all parts of the
system except for the active participant's machine, the CoverUp server,
and the Transfer server. The CoverUp server has to be trusted because
CoverUp:Transfer relies on the integrity of the JS snippet; otherwise an
attacker can inject malicious JS code that can detect active participants
(e.g., by testing for the existence of the extension5). To enable the browser
extension to check the integrity of the JavaScript snippet with minimal
timing leakage, we trust the CoverUp server to be honest-but-curious for
CoverUp:Transfer and the browser extension simply checks whether the
origin of the JavaScript code snippet is as expected. If the check fails, the
browser extension does not hijack any packets.

We trust the Transfer server, as it can distinguish active and passive
users based on their access pattern. Hiding access patterns is a non-trivial
problem. Current solutions either require prohibitively high communication
complexity or are unsuitable for a bandwidth-limited multi-user setting [ 11,
195].

relaxing trust assumptions . In the current implementation of
CoverUp , we assume that the transfer server is trusted. As a result, the
transfer server can distinguish between active and passive participants. This
can be mitigated using private information retrieval (PIR) methods such as
the one used in Pung [11], PIR-tor [153], pynchon gate [183] and Rif�e [ 128],
or ORAMs such as PathORAM [ 195]. As most of these techniques, how-
ever, are computationally expensive, they signi�cantly increase CoverUp 's
overhead.

5 Modern browser claim to prevent any page-loaded JavaScript from checking for installed
WebExtensions unless the extension wants to reveal itself. Speci�cally, any content-scripts
run undetectable by page-loaded JS in an isolated context [48] and any access to resources
of an extension must be allowed explicitly by the extension [ 146].
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Alternatively, CoverUp can be used to strengthen Anonymous Communi-
cation Networks (ACNs) by rendering a user's participation time deniable.
In this scenario, the ACN takes the place of the transfer server. CoverUp
only achieves deniability if the ACN does not leak whether a message is a
dummy or a real message. As dummy messages do not have a recipient, the
ACN has to make sure that they produce the same observable behavior as
real user messages, while each user (be it active or passive) receives dummy
or real messages according to a �xed distribution, e.g., a constant sending
rate. In particular, CoverUp enforces this �xed distribution to ensure that
the active participants' traf�c patterns are predictable by the JS code.

The CoverUp server can be untrusted if the extension checks the in-
tegrity of the JavaScript code byte for byte. This would eliminate any costs
associated with running such an honest-but-curious CoverUp server, but
the client-side timing leakage by such a solution would be signi�cantly
higher.

The entry server can be malicious as it can not distinguish between the
active and passive participant. The entry server may redirect to a malicious
CoverUp server but in that case, the browser extension remains inactive
as it strictly checks for the proper CoverUp server. We assume that the
target ACN acts as an `honest' ACN or that it can be implemented in a
distributed fashion so not to leak information about the communication
between the users. We assume that the ACN implements a secure channel, in
particular, that it provides con�dentially and authenticity between the two
communicating parties. The anonymity guarantees of the CoverUp:Transfer
can, of course, only be as good as the anonymity guarantees of the ACN.
We assume that the ACN satis�es sender and receiver anonymity in the
sense of AnoA [15]. We consider this to be orthogonal to our work in this
chapter.

2.3.2.1 Requirements on the ACN

Does CoverUp work with any application of ACNs? No, CoverUp
increases privacy if the receiving party collaborates and treats dummy
messages as normal messages, e.g., a messenger application could do that.
The dummies could be used to distribute a feed.

For the ACN itself, we assume sender and receiver anonymity in the
sense of AnoA [15]. We additionally need the ACN to constitute a secure
channel, in particular, it has to provide con�dentially and authenticity
between the two communicating parties.
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We require that the ACN handles client-side dummy traf�c in a manner
that is indistinguishable from real client traf�c for a global network-level
attacker, while continuously delivering to all parties some messages (po-
tentially dummy messages) according to a �xed user-behavior distribution
(e.g., at a constant rate). In particular, CoverUp is not compatible with Tor
because traf�c correlation attacks enable a global network-level attacker to
realize whether a client-side produced onion is delivered to a recipient. In
our experimental evaluation, we model the ACN in the experiments as a
central mix to abstract away from ACN-speci�c effects.

Best suited for CoverUp are mix nets that are based on �ushing al-
gorithms, such as threshold mix-nets, timed, threshold pool, timed pool,
timed dynamic pool, stop-and-go, and binomial mix-nets. CoverUp can,
in particular in combination with a messenger application improve the
anonymity set, which in turn could help to bootstrap a user base. Addition-
ally, CoverUp provides the property that an active participant can deny the
intention to participate in the ACN.

Apart from these mix �ushing algorithm, there exist several types of
mix based on transport privacy scheme. Here we list some well known
transport-private ACNs.

store -and -forward . This ACN requires some transfer-delay and
storage at the intermediate server (e.g., Email/XMPP). CoverUp can be
plugged to such ACNs as long as secure communication is ensured.

onion routing . While low-latency onion routing protocols, such as
Tor, may not be good a candidate for CoverUp , as Tor is susceptible to
traf�c correlation attacker and requires a low latency. Also, CoverUp uses a
�xed user-behavior distribution (e.g., constant rate) between the users and
the ACN. This can drastically increase the bandwidth requirement of Tor
making it infeasible for CoverUp .

dc -nets . DC-nets executes in rounds. In every round, a participant can
either submit a secret message or not submit anything. CoverUp would
be suitable for DC-net as all the participants can submit the messages
in its round. The active participants would submit legitimate encrypted
message while the passive participants submit random bit string. DC-nets
can experience higher latency due to increase number of participants (due
to passive users).
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message broadcast . Message broadcast protocols are suitable for
CoverUp . Here all the participants receive messages from others but only
decrypt a speci�c part of the broadcast if the message is intended for him.

pir . CoverUp is compatible with PIR based scheme but will increase
the computational complexity much fold due to the number of passive
participants.

2.3.3 Timing leakage

Our design conceptually produces a timing leakage of active partici-
pants, compared to passive participants. For assessing the severity of the
leakage, we characterize this timing leakage. This section discusses the
timing leakage of our design, i.e., independent of the implementation. Sec-
tion 2.4.2 discusses and Section2.5 measures our implementation-speci�c
timing leakage. As an active network-level attacker can activate the TCP
timestamp-�ag, we assume OS-level accuracy for the timestamps [ 172].

In contrast to passive participants, in CoverUp:Feed active participants
need to run CoverUp -Tool to extract information from the browser. While
this application is external to the browser and does not directly interact
with it, they share system-wide computation resources and scheduling slots,
which in�uences the browser's computation time. In CoverUp:Transfer, the
client additionally installs a browser extension and hence directly in�uences
the browser's computation time. In both cases, the timing pattern of the
issued web requests is in�uenced (in the order of milliseconds) and this is
noticeable by a network-level attacker. While CoverUp:Feed causes minor
timing leakage, CoverUp:Transfer causes signi�cantly more timing leakage,
even though the processing of the active message is separated from the
critical sending part ( ci in Fig. 2.4).

This timing leakage cannot be countered by introducing deterministic
delays, as a JavaScript program cannot measure the processing time of the
systems outside of its context. Analogously, a JavaScript program cannot
precisely enforce a delay. Therefore, we introduce random delays and show
in Section 2.5 that these random delays signi�cantly reduce timing leakage.
To limit the ampli�cation of the leakage, we additionally limit the number
of requests for which the browser extension (of an active participant) is
active. As we trust the browser and the extensions operates in a global
context, this limit bounds the risk that malicious entry servers amplify the
leakage by triggering excessive amounts of page-loads.



2.3 coverup 29

Fi
gu

re
2

.4
:

T
he

tim
el

in
e

of
an

ac
tiv

e
or

pa
ss

iv
e

pa
rt

ic
ip

an
t

in
th

e
br

ow
se

r,
st

ar
tin

g
at

a
re

qu
es

t
to

th
e

C
ov

er
U

p
S

er
ve

r
fo

r
a

Ja
va

S
cr

ip
t

co
de

sn
ip

pe
t

fr
om

an
ifr

am
e.

T
he

co
de

is
ex

ec
ut

ed
an

d
m

ak
es

co
nt

in
uo

us
re

qu
es

ts
to

th
e

F
ee

d/
Tr

an
sf

er
se

rv
er

.
T

he
at

ta
ck

er
ca

n
m

ea
su

re
ne

tw
or

k
tim

es
ta

m
ps

of
th

e
re

qu
es

ts
(L

).
To

de
cr

ea
se

th
e

le
ak

ag
e

s i
of

th
e

sy
st

em
or

br
ow

se
r

in
te

rn
al

s,
w

e
ad

d
ra

nd
om

ly
ch

os
en

de
la

ys
u i

to
th

e
se

nd
in

g
tim

es
t i

.T
he

re
ar

e
tw

o
m

ai
n

so
ur

ce
s

of
le

ak
ag

e:
th

e
se

t-
up

of
th

e
ifr

am
e

co
nt

ex
t(

Lo
ad

in
g)

an
d

th
e

in
te

rv
al

be
tw

ee
n

th
e

co
ns

ec
ut

iv
e

re
qu

es
ts

(P
er

io
di

c)
.A

ny
co

m
pr

eh
en

si
ve

co
m

pu
ta

tio
n

c i
in

si
de

th
e

sc
rip

t
or

by
th

e
br

ow
se

r
ex

te
ns

io
n

(f
or

ac
tiv

e
pa

rt
ic

ip
an

ts
)

is
do

ne
be

tw
ee

n
th

e
se

nd
in

g
in

te
rv

al
s

w
he

n
al

lc
om

po
ne

nt
s

ar
e

id
le

.

u i
=

ar
ti�

ci
al

ly
ad

de
d

no
is

e

t i
=

X
M

LH
ttp

R
eq

ue
st

.s
en

d(
)

ca
ll

s i
=

sy
st

em
no

is
e

c i
=

co
m

pu
ta

tio
n

in
si

de
th

e
sc

rip
t

=
tim

e-
st

am
p

m
ea

su
re

m
en

t



30 deniable up - and download via passive participation

Figure 2.4 illustrates all potential observations of a network-layer attacker
and the timeline of how messages are sent, received, processed in the
browser, and when random delays (i.e., noise) are added. The system delay
si in this �gure refers to the system's computation time (including delays
caused by the OS, the browser, and the network card). Any computation –
and for CoverUp:Transfer the communication with the extension – takes
place in ci with minimal interference.

In the rest of the chapter, we concentrate on two time measurements
that an attacker can perform: i) Loading measurementsdenote the time
between the reception of the JavaScript snippet from the CoverUp server
and the �rst outgoing request to the Feed/Transfer server, and ii) Periodic
measurementsdenote the time between subsequent CoverUp requests to
the Feed/Transfer server. For the CoverUp:Transfer case, Figure 2.5 shows
distributions of timing delays of active and passive participants for Loading
and for Periodic measurements, without adding delays. It illustrates the
importance of adding random delays; without these delays, already the
naked eye can distinguish the distributions.

2.4 coverup ' s implementation

This section describes the CoverUp prototype implementation (available
under https://coverup.ethz.ch/ ) and presents its performance. As the
main purpose of the prototype is the timing leakage evaluation, it solely
contains a dummy feed server and a dummy Transfer server.

2.4.1 Preliminaries

In this section we describe existing tools and techniques that have been
used in our proposed system CoverUp .

2.4.1.1 Fountain Code

Fountain codes [144, 199] are a class of forward error correction (FEC)
codes with the following properties

• Arbitrary sequence of encoding symbols can be generated form a given
set of source symbols i.e., input data.

• Original source symbols can be recovered from any subset of encoding
symbols with size more than a threshold value T.

• Encoding symbols can be delivered regardless of speci�c order.

https://coverup.ethz.ch/
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Figure 2 .5: Distribution of timing (without additional noise) of Loading and Periodic
measurements run on Linux. Each of the graphs overlays the timing distributions of
active and passive participants. For the Periodic measurements, we substraced the
expectation value (it is centered around 0).



32 deniable up - and download via passive participation

• Fountain codes does not show �xed code rate.

In this work, we have used a bit-wise XOR(� ) based fountain code with
error detection mechanism.

In a simple analogy, one can consider an empty glass for water. A fountain
emits the input data encoded in a large amount of droplets in a steady
stream. Anyone can collect them in a glass alternately and if one thinks the
glass is �lled enough, one may try to assemble the data from the water (data
stored in the glass). If the amount of droplets is insuf�cient to reassemble
the data, one has to wait longer to collect more droplets and retries later.

Our speci�c fountain code implementation is not optimal. There exists
ef�cient fountain codes such as Raptor[185] in the literature but most of
them are protected by intellectual property rights.

2.4.1.2 All-or-nothing transformation

All-or-nothing transformation is an encryption mode in which the data
only can be decrypted if all the encrypted data is known. More precisely:
“An AONT is an un-keyed, invertible, randomized transformation, with the
property that it is hard to invert unless all of the output is known.”[ 31].

We modi�ed the all-or-nothing schemeproposed by Rivest [174] which
encrypts all data with a symmetric key cryptography algorithm (in our
implementation, we use AES-128 [118]) in Cipher Block Chaining (CBC)
mode and appends a new block in which the encryption key is XOR'ed ( � )
with the 128bit truncated SHA-256 hashes of all the encrypted blocks. This
guarantees that one needs all encrypted data (or at least its hash) to extract
the decryption key from last block.

(1) Input message block: m1, m2, . . . , mn

(2) Choose random key K R � f 0, 1g128 for AES-128 .
(3) Compute output text sequence m0

1, m0
2, . . . , m0

n, m0
key as follows:

• Let m0
i = Enc(K , mi ) 8 i 2 1, . . . ,n with CBC mode.

• Let m0
key = K � h1 � h2 � . . . � hn

where hi = H i [1, . . . , 128]; H i = SHA-256 (mi ) 8i 2 1, . . . ,n
• Send m0 = m0

1jj . . . jjm0
n jjm0

key

The receiver can recover the keyK only after receiving all message blocks.
He executes the following steps

• K = m0
key � h1 � h2 � . . . � hn.
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• mi = Dec(K , m0
i ) 8 i 2 1, . . . ,n.

2.4.2 Prototype implementation

Our prototype delivers a feed and the upload and download system,
for which we implemented a high-latency mailbox. The CoverUp imple-
mentation consists of �ve components: a CoverUp server, a central server
that acts as the Transfer server (in our prototype the mailbox server), the
message relay and the broadcaster, an external application (CoverUp -Tool),
a browser extension, and a short JS code snippet. The CoverUp server and
the Feed/Transfer server is implemented as a Java Servlet running on an
Apache Tomcat web server. The external application is written in Java. The
browser extension is implemented for the Google Chrome browser using
the JS WebExtensions API. The CoverUp -Tool and the server implemen-
tation consists of about 14 KLoC and the browser extension of about 200
LoC.

We make the following three assumptions about the browser, which
are in line with Chrome's explicitly stated security policies. 1. iframes are
isolated, which we need for the code integrity of CoverUp 's JS snippet.
The parent page of the iframe cannot modify the iframe if the iframe is
originated (domain) from a source other than the parent [ 54]. 2. A JS code
cannot read from or write to another context of a different domain source
without its consent. 3. The JS code can write a small amount of data to the
browser's localStorage cache and this cache cannot be accessed by another
JS code which originates from a different origin. This property is known as
the “same-origin-policy” [ 60], and all modern browsers claim to enforce it.

coverup :feed . For the CoverUp:Feed, all consenting visitors of the
entry server receive identical broadcast content which is encoded with a
fountain code [ 144]. This encoding ensures that any out of order threshold
amount of broadcast packet can recover the data successfully. Our proto-
type implementation uses an XORbased fountain code (for details see Ap-
pendix 2.4.1.1). The JS snippet served by the CoverUp server stores the foun-
tain pieces in the cache database �le located on the mass storage (known
as browser localstorage ). To minimize timing leakage, the CoverUp -Tool
collects and assembles the fountain pieces from the localstorage . Our
implementation also employs an All-or-Nothing-Encryption scheme (one
similar to [ 174]) which ensures that one needs threshold-amount of pieces
of the fountain (i.e. the entire source data) to decrypt it. The JS snippet only
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keeps one fountain piece in the localstorage to ensure that the passive
users do not have any sensitive content on their disk in decipherable form.

coverup :transfer . We extend the uni-directional CoverUp:Feed to
the bi-directional CoverUp:Transfer, which provides a up- and download
channel for arbitrary data. The secure channel is implemented using TLS.
The messages are of the same size and are transmitted at regular time inter-
vals. Beyond padding (dummy) messages with random data, our prototype
does not take additional measures against TLS meta-data leakage.6 The SSL
identi�er is a unique id that is pseudo-randomly generated at the start of a
TLS session and depends on the session key. The Transfer server uniquely
identi�es a sender/receiver of an incoming request using the unique SSL
identi�er without the overhead of sending an additional identi�cation
token. Uniquely identifying senders/receivers prevents session-hijacking
attacks. We implemented the high-latency mailbox protocol example, which
enables the secure exchange of messages between active users by setting
up a end-to-end secure channel. The implementation of the protocol in-
volves indexing the messages as POP (post of�ce protocol [173]) using
curve25519[25] public keys (�rst 48 bits of the hashed public key). When-
ever a new message arrives from a source address, the Transfer server
assigns the message to the index of the destination address. When a request
arrives for the destination address, the Transfer server delivers the message
as the response and removes the message from the previously kept index
location. The mailbox protocol assumes that an active participant added all
long-term public keys of all his trusted peers.

2.4.3 CoverUp performance

CoverUp is suitable to real-world scenario, is feasible for deployment
in large scale and does not incur an intolerable overhead. This section
estimates CoverUp 's overhead, latency, and throughput. CoverUp has
three adjustable system parameters: request payload size, response payload
size and the average request frequency, the average requesting rate for
CoverUp:Feed packets after adding random delays. Increasing the payload
increases the traf�c overhead for passive participants, and a lower request
frequency leaves room for higher random delays, thereby increasing privacy.
Hence, there is a natural trade-off between latency, privacy, traf�c overhead,
and throughput. For our prototype, we choose system parameters (see

6 There is work [ 157] that can prevent this leakage.
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Section2.5 for more) such result in request/response payload sizes between
75 KB to 375 KB, and in sending a request every 60 seconds on average.
Section 2.5 evaluates our choices for system parameters.

computational overhead . The computational overhead of CoverUp
's JS executed in the Browser is negligible. Our implementation of the
CoverUp -Tool takes around 50 MB of main memory and less than 1%
CPU time. Similarly, the CoverUp browser extension incurs an almost
unnoticeable amount of memory and CPU consumption.

traffic overhead . The traf�c overhead of CoverUp:Feed and its sib-
ling CoverUp:Transfer is identical, as they are indistinguishable by design.
The entry server's overhead is minimal: only the size of the iframe tag in
its HTML code. The passive participants' traf�c overhead depends on the
system parameters. We based our estimation of the system parameters on
the Alexa top 15 news sites, in particular since the privacy improvements of
CoverUp 's passive-participation-approach depends on the entry server's
regular number of visitors. The average main-page load-size of the Alexa
Top 15 news sites is around 2.2 MB and will grow in near future. A few
examples are CNN (5.6MB), NYTimes (2.4MB), Huf�ngtonPost ( 6.1MB),
TheGuardian (1.8MB), Forbes (5.5MB), BBC (1.1MB), and Reddit (0.8MB).

CoverUp is parametric in the packet size. Once �xed, the traf�c overhead
for the passive users is proportional to this packet length. We generously
assume a passive participant that has a daily connected to the entry server
for 5 hours each day. This participants would have 22MB (� 5 � 60 � 60s �

1
60s � 75KB) to 110MB (� 5 � 60 � 60s � 1

60s � 375KB) of data overhead per day
and 660MB (= 30� 22 MB) to 3.3GB (= 30� 110MB) per month. For landline
data �at-rates (i.e., for non-mobile visitors), 22 MB is not signi�cant, e.g.,
in comparison to the traf�c caused by streaming videos. We envision a
deployment of CoverUp not to include mobile users. It may, however, be
possible in the near future due to the increased bandwidth of the mobile
networks. Section 2.6 further discusses the ethical aspects of using the
passive participants' resources after an explicit consent.

latency & throughput . We evaluate the performance of CoverUp
for the duration that a tab is open, as the usage of CoverUp is bound to
the visiting patterns of passive participants towards the entry server's sites.
Depending on the entry-server's service, it might be common to keep the
tab open (in the background) for a long time, to visit the site very often,
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or to switch to another entry server if multiple are available. CoverUp
achieves10 to 50 Kbits/s of throughput (for packet size system parameter
75 to 375 KB) and a latency of around 60 seconds on average between
consecutive messages. As the future Internet infrastructure will evolve and
website-size will increase, CoverUp 's packet sizes and thus the throughput
can be increased. Section2.5 explains our choice for the delays.

scalabil ity . For the participants, the workload of the CoverUp chan-
nel itself is independent of the number of participants, and for the Transfer
server the workload linearly increases. Hence, for the participants CoverUp
scales well, and for the Transfer server an infrastructure at the scale of the
entry server suf�ces, rendering CoverUp practical with current infrastruc-
ture.

2.5 timing leakage experiments

We have set up an experiment that measured the timing leakage. The
experiments produced histograms that we use as models for the underlying
processes to estimate the privacy leakage under continual observation. In
the technical report [ 188], we rigorously prove that it suf�ces to analyze the
timing leakage.

2.5.1 Experimental set-up

We assume that the dominant part of the timing leakage will be visible
from the Loadingand Periodicmeasurements, as depicted by the orange
arrows in Figure 2.4. In Loading measurements, we force the iframe to
refresh on the entry server page in the browser. In the corresponding
TCP dump, we measure the timing difference between the response of the
initial iframe HTML source request and its �rst (“passive”) request to the
Feed/Transfer server. This forces to load the extension's content script and
thus captures any distinguishing feature (any timing delay added by the
existence of the browser extension) produced by the extension.

The Periodic measurements model the scenario where the active and
passive participants load the iframe once, followed by JavaScript generated
periodic requests to the Feed/Transfer server and their response. In the
network traf�c dump, we look for the timing difference for two contiguous
CoverUp:Feed/CoverUp:Transfer requests from the browser. Section 2.5.6
discusses the choice to concentrate on these measurements. For both cases,
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we compare the timing measurements of a passive participant and an active
participant.

To simulate realistic scenarios, we set up the passive and both kinds
(CoverUp:Transfer and CoverUp:Feed) of active participants on 12 identical
systems running Windows 10 and Ubuntu 16.04 (both x86-64 and in dual-
boot con�guration) equipped with an Intel Core i 5-2400 3.1 GHz CPU
and 8 GB of main memory. Additionally, the CoverUp and a dummy
implementation of a Feed/Transfer server run as an Apache Tomcat web
server instance on a separate machine in the same sub-net connected by a
10 Gbps switch.

All the communication between the server and the browser are executed
over a local Gigabit Ethernet network. We use tshark[203] to capture the
network traf�c on the participant's network interface. We captured 3.8
million measurements in total. The experiments are conducted on these set-
ups to investigate the timing leakage of the browser, produced by CoverUp
's browser extension and the CoverUp -Tool.

reflecting the attacker model . Our attacker model (Section 2.3.1),
a network-level attacker, is re�ected in our experiments by capturing the
traf�c on the corresponding network interface. As an active network-level
attacker can change the TCP �ag for timestamps and compel the victim's
operating system to add timestamps to the TCP headers [172], the attacker
does to gain strength by our setup where all participants, the CoverUp
server, and the Feed/Transfer server are in the same GigaBit Ethernet
switched network. We measured that the accuracy of the added OS-time-
stamps is 4000ms for Linux, and 400 ms for Windows, respectively.

test modes . We emulate three different user scenarios by using combi-
nations of the browser extension and the CoverUp -Tool. We use Google-
Chrome browser v 57.0 to run our extension which exchanges messages
with the CoverUp -Tool. The three test modes include:

(1) Passive participant: Google chrome with no extension and no CoverUp
-Tool running.

(2) Active CoverUp:Transfer participant: Google Chrome with the extension
installed and the CoverUp -Tool running which communicates with the
aforementioned browser extension by the native messaging interface.

(3) Active CoverUp:Feed participant: Google chrome with no extension and
CoverUp -Tool running assembling CoverUp:Feed chunk from the
browser localStorage .
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These are repeated for both Loading and Periodic measurements (they are
described in Section 2.5.4).

interfering processes . Additionally we constructed one user pro�le
in Linux to understand how the execution of other browsing tabs in�uences
the timing leakage. To demonstrate a simple pro�le we additionally open
another tab in the Google Chrome which is running a 720p video in a loop
(see Figure2.8).

2.5.2 Adding random delays

CoverUp introduces random delays to reduce the timing leakage. To
accelerate testing and increase accuracy, our experiments send requests
at �xed intervals omitting the random delays. In CoverUp , the delays
are chosen from a Gaussian distribution N [0,2m](m, s) with mean m and

standard-deviation 7 s = 2
10m, restricted to the interval [0, 2m], and add this

delay to the minimum delay of one second. The expected delay is therefore

E
h
1 + N [0,2m](m= m, s = 2

10m)
i

= 1 + m. We arti�cially added delays after

the measurements by convolving the resulting histograms with a gaussian
distribution. 8

Adding the noise after the experiments is reasonable for our purpose.
Recall that we use the measurement-experiments to produce a model for the
underlying process, which we use to estimate the timing leakage under long-
term attacker-observation. We experimentally con�rmed that separately
adding the delays (see section 2.5.6) does not signi�cantly distorts our
model.

2.5.3 Data sanitization.

Our test setup was unstable with frequently freezing machines (e.g.,
networkcard stopped working and power outages). We repeatedly ran
the same set-up; hence, we expect the measurement-chunks generated
from the same machine to be fairly consistent. While we kept signi�cantly
represented outliers, we measured 150widely scattered outliers in 3 million

7 There is no speci�c reason for this s, but we wanted to prevent hard noise-distribution
cut-offs as they increasedn. David : By...

8 If we view the histogram as the probability mass function (pmf) for the timing delays,
convolving this pmf with a gaussian distribution the histogram corresponds to addition of
the corresponding random variables, i.e., adding the noise within the experiment.
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measurements. These outliers are too few to be representatives of real effects.
However, such widely scattered outliers distort our timing leakage analysis,
since in theory real outlier effects that only happen in one con�guration
heavily amplify privacy leakage under continual observation.

We removed these unrepresentative, scarcely scattered outliers to extract
a representative model of the underlying response-delay distributions.
To minimize the bias of the model, we dismissed entire batches of 6h
measurements-blocks if they contained clear outliers w.r.t. the rest of the
(sub-)histograms for the same scenario, e.g., periodic active participants. As
a result, we dismissed 20% of all measurements, leaving us with 3 million
measurements.

2.5.4 Estimating the advantage

Our goal is to provide an upper bound on the advantage for the task
of distinguishing active and passive participants. This section explains the
estimators that we use. We assume that the dominant part of the timing
leakage will be visible from two kinds of measurements: Loadingand Periodic
measurements, as depicted by the orange arrows in Figure 2.4.

To quantify the timing leakage we use a quantitative variant of statistical
indistinguishability of two distributions. For a pair of distributions X,Y and
a random sample either from X or from Y, statistical indistinguishability
requires that no attacker can tell whether the sample was chosen from X or
from Y with more than an advantage d, which can be represented as follows:
d(X,Y) := 1

2 å a2W(jpX (a) � pY(a)j).9 Speci�cally, n collected observations
amounts to considering dn,f X,Yg := d(Xn,Yn) for the product distributions
Xn,Yn.

The advantage quanti�es an attacker's success in distinguishing active
from passive participants after n observations, while having perfect knowl-
edge of underlying response-delay distributions of the active and passive
participants of type type 2 f loading, periodicg. Therefore, we write dn,type

for the estimator for the attacker's advantage.
Our analysis relies on three assumptions. First, all the measurement

samples are independent. Second, Loading and Periodic measurements are
independent. Third, the measured distributions accurately represent the
underlying distributions. We believe that the �rst two assumptions hold in
a deployed system because we assume a very high waiting time between

9 This advantage is also known as total variationor statistical distanceand is connected to the
classi�cation-accuracy: acc = ( d/2 ) + 0.5.



40 deniable up - and download via passive participation

requests (around 60s). The third assumption is of theoretical nature. While
we conducted extensive measurements (around 3 million measurements in
total) to render the model more representative, such measurements can only
result in an approximation of the underlying processes due to measurement
uncertainty. Using standard composition results that we prove in a bit
(see lemma2.2), these assumptions enable us to bound the advantage of
CoverUp with total n,m := dn,loading+ dm,periodic, after attacker that makes
n Loading observations and m Periodic observations for either Linux or
Windows.

We now prove the composition ability formally. First, we de�ne the a met-
ric to measure dinstinguishablity between active and passive participants.
The total variation between two probability distributions characterizes the
aggregated differences in occurrence probability masses over all events.

De�nition 2.1 (total variation over �nite domain) . Let X,Y be two discrete
distributions over a �nite domain with a joint domainW. Then, thetotal variation
d of X and Y is d(X,Y) := 1

2 å a2W(jpX (a) � pY(a)j).

Equipped with this distinguishability metric, we can now prove that
(under the previously stated assumptions) the aggregated total variation of
n Loading and m Periodic observations can be bound as follows.

Lemma 2.2 (upper bound for timing leakage) . Let X l , Xp be the Loading,
respectively the Periodic, measurement distribution of the passive user andYl ,Yp

the Loading respectively the Periodic measurement distribution of the active user, all
with a joint DomainW. Let further bedl be the total variation betweenX l and letYl
anddp be the total variation betweenXp andYp. A distribution with the superscript
n or m denotes the resulting distribution aftern or m draws of the originating
distribution. Then, for all Turing machinesA, if all the measurement samples are
independent (AI ), Loading and Periodic measurements are independent (AII ), and
the measured distributions represent the accurate underlying distributions (AIII ),

j Pr[b = 1 : b  A(wl , wp), wl  Xn
l ,wp  Xm

p ]

� Pr[b = 1 : b  A(wl , wp), wl  Yn
l ,wp  Ym

p ]j

� n � dl + m � dp

Proof. Let w
n � X denote n independent draws from a distribution X. Let

Pr[w  X ] = Pr[b = 1 : b  A(w), w  X ] and Pr[wl  X l 1 wp  
Xp] = j Pr[b = 1 : b  A(wl , wp), wl  X l , wp  Xp]. We conclude:

j Pr[b = 1 : b  A(wl , wp), wl  Xn
l , wp  Xm

p ]
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� Pr[b = 1 : b  A(wl , wp), wl  Yn
l , wp  Ym

p ]j

= j Pr[wl
n � X l 1 wp

m � Xp] � Pr[wl
n � Yl 1 wp

m � Yp]j

AI
� j Pr[wl

n � X l _ wp
m � Xp] � Pr[wl

n � Yl _ wp
m � Yp]j

= j Pr[wl
n � X l ] + Pr[wp

m � Xp] � (Pr[wl
n � Yl ] + Pr[wp

m � Yp])j

= j Pr[wl
n � X l ] � Pr[wl

n � Yl ] + ( Pr[wp
m � Xp] � Pr[wp

m � Yp])j

� j Pr[wl
n � X l ] � Pr[wl

n � Yl ]j + j Pr[wp
m � Xp] � Pr[wp

m � Yp]j

AII
� n � j Pr[wl

1 � X l ] � Pr[wl
1 � Yl ]j + m � j Pr[wp

1 � Xp] � Pr[wp
1 � Yp]j

AIII
� n � dl + m � dp

For the numerical evaluation, we also use the Privacy-Buckets-tool [ 150]10

to compute dn,loading and dn,periodic from d1,loading and d1,periodic (for Linux
and Windows, respectively), which we get from the sanitized measurement
histograms. This tool operates under the same assumption as the Lemma
above. Since the Privacy-Buckets-tool is most precise whenn = 2x for some
x, the number of compositions that we use are powers of 2.

2.5.5 Timing leakage results

This section plots the results of our timing leakage estimation. For our
evaluation, we over-approximate the connection pattern to the entry server
with at most 50 site-loads and at most 5 hours of left-open tabs (in the
background) of visited entry servers per day. We consider an attacker that
is able to continuously collect such data for half a year, i.e., 7 days a week
for 26 weeks. We assume that the usage pattern of an active participant is
identical to that of passive participants (see Section 2.5.6 for a discussion
on visiting behavior). We stress that the our analysis also applies to a
continuous observation over 2.5years for users that only make 10 site-loads
at the entry server per day and are connected for at most 1 hour per day to
the entry server.

10 A publicly available numerical tool that computes a provable upper bound for the advan-
tage under continual observation of a given pair of discrete distributions. Its theoretical
foundation is signi�cantly extended in chapter 3 of this thesis.
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Figure 2 .6: Latency versus advantage(upper bounded) for observation of half a year,
with at most 5 hours of visiting the entry server (Periodic-observations) and at most
50 connecting to the entry server (Loading-observations) per day.

latency vs timing leakage . Fixing the observation time to half
a year and the connection pattern as described above, Figure 2.6 plots
how total n,m increases with decreasing delays. Looking at the graph, we
recommend 60s expected delay as system parameters to achieve an overall
advantage of less than 2 � 10� 3 after 6 months of continual measurements
of the user's timing patterns with daily 50 Loading observations and daily
5 hours worth of Periodic observations. We stress that despite the limits of
our evaluation, the bounds that we present are highly over-approximated:
we assume a global network-level attacker that has very precise information
about the state of the system such as which processes are running and how
they in�uence the measurements.

observation -length vs timing leakage . The next angle is the
length of the observation versus the degree of privacy: Figure 2.7. We �x the
expected latency to 60s and plot for an increasing number of observations
the functions dn,loading and dm,periodic. This graph lets us study different us-
age behaviors. E-mail service, such as Google mail or Hotmail, as an entry
server, e.g., would lead to signi�cantly longer sessions than e-commerce
entry servers. E-mail services would, hence, lead to less Loading and more
Periodic observations. This graph shows that the leakage grows at most
linearly with the number of observations. While Loading needs more time
in Linux for the CoverUp:Transfer (presumably because it invokes the exten-
sion each time), it produces less Periodic leakage while running. The graphs
show that in many cases the Feed produces more timing leakage than Trans-
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Figure 2 .7: Leakage over time.The attacker's advantage (y-axis, upper bound) over
the number of observations (x-axis) for Periodic and Loading leakage with a 60s
expected delay. The right end of the x-axes correspond to 3 years of observation.

fer. We believe this discrepancy to be an artifact of the experiments. We
nevertheless included these measurements in our analysis because we could
not con�dently exclude them.

distorting effects of concurrent activit ies . The experiments
of which we saw the results so far do not let any other program run in the
background. In contrast, Figure 2.8 overlays the histogram of the vanilla
experiments (without any other programs running in the background) and
experiments where the browser is rendering a 720p video on Linux. The
experiments are conducted with Loading observations, as those produce
more leakage. We can clearly see that rendering the video has some im-
pact on the measurement (red line vs. blue line in Figure 2.8). Hence, it
will be hard for an attacker to get such clean measurements like those
that we use in our evaluation. This is another reason why we have some
con�dence that our privacy bounds give a good impression of the degree
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Figure 2 .8: Different computation loadslead to different timing distributions. In the
blue video plots, Google Chrome additionally renders a high de�nition ( 720p) video
in a separate tab. Loading measurement. No randomly chosen delays added.

of privacy that CoverUp can offer, and maybe even provide a signi�cant
over-approximation.

2.5.6 Limits of our evaluation

This section discusses the limits of our evaluation of the leakage. While
we do not claim that our evaluation offers provable bounds for the timing
leakage of CoverUp , we believe that it captures the dominant part of the
leakage of CoverUp and is a good indicator of the privacy that CoverUp
offers.

pairs of requests . We stick to pairs of requests since the autocorrela-
tion is low and exploring all possible combinations for a higher number of
contiguous requests increases the number of required measurements expo-
nentially. To reduce potential effects from longer sequences of contiguous
requests, we incorporate into our recommended delays a minimum of 1s
between pairs of requests.

unnoised measurements . We accelerated our measurements by not
adding any additional noise while taking the measurements, as we want
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to evaluate CoverUp with different amounts of noise. During the analysis
phase, we introduce noise by computing the convolution of the resulting
histograms with ideal Gaussian noise. To justify this we additionally con-
struct an experiment with two scenarios: one with added arti�cial noise
during the sending process and another without where we add the arti�cial
noise after the samples are collected.

The second scenario, we conducted similar to the periodic scenario,
but instead of waiting 1000ms for the next droplet request, we drew in
JavaScript a uniformly distributed random number (using Math.random() )
and expanded it in an af�ne way such that an interval ranges from 200ms
to 1800ms. Additionally, we stored each of the drawn random numbers
together with an epoch time stamp. Later in the analysis step, we subtracted
the corresponding random number from the network dump measurement.
This procedure produced measurements artifacts, caused by the time resolu-
tion of our system (which lies slightly under 1us). As we are only interested
in the fact whether arti�cially adding the noise after the experiment is
independent of directly adding the additional noise in the experiments, we
clustered close histogram bars that are not separated by a signi�cant gap.
Figure 2.9 shows the resulting distribution. The statistical distance of these
two distributions is 1.8% which is an acceptable value.

experimenting with real users . Evaluating our method against
pro�ling attacks that are designed to detect whether a particular extension
or a speci�c application is running [ 37] are out of scope of this work.
Additionally, we do not evaluate CoverUp with real users to evaluate other
aspects of the system such as reaction of passive participants, e.g., usage
time of both the active and the passive users.

neglecting the sampling error . Our experiments are limited to 3
million measurements. Hence, the histograms that we analyze do not exactly
represent the underlying distribution. As our timing-leakage-bounds are
computed on the histograms, they are not hard bounds but rather bounds
that hold with high con�dence.

2.6 ethical & deployment considerations

“Passive” participation has to be carefully implemented to avoid ethical
.We address potential ethical considerations that stem from triggering
visitors of some webpage into passively participating in a system like
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Figure 2 .9: Statistical Independenceusing uniform noise: absolute distance: 1.8%
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CoverUp . Our work received formal approval of our Institutional Review
Board (IRB).

Even consenting passive participants that have been informed can experience un-
expected consequences, e.g., by misunderstanding the consequences or by accidental
consent.We are aware of the dif�culties of informing website visitors in a
way that they do not ignore the message and understand the consequences
of consenting. Prior research [22, 164] suggests that the risks of misun-
derstanding and of agreeing by accident can be minimized, e.g. deny by
default [ 4] and consenting in two phases, and highlight the network/battery-
activities.

Are computation and bandwidth resources of passive participants unwittingly
utilized? No, only after an informed consent does CoverUp turn an entry
server visitor to a passive participant; hence utilizing the computation and
bandwidth resources. Passive allocation of resources is nothing unexpected
for a visitor of a webpage; it is regularly done by advertisements or QoS
scripts, such as Google Analytics. Webpages that incorporate CoverUp
would, hence, not cause unexpected behavior on a visitor's browser. The
computational overhead of CoverUp is negligible and the bandwidth
overhead for a visitor is around 20.25MB per day (for a throughput of 10
Kbit/s), which is negligible compared to the data load of video streaming
services.11

Does CoverUp violate a participant's system-security?No, CoverUp uses
standard browser functionality.

Does CoverUp store potentially incriminating data on the machine of passive
participants?No, we carefully incorporated an All-or-Nothing scheme such
that passive participants never contain any useful information on their
machine, as long as they do not actively extract and collect the CoverUp
data packets from the browser's local storage.

Does CoverUp trigger passive participants to open potentially suspicious con-
nections or connections that are detrimental for its reputation?After an informed
consent, CoverUp does trigger a connection to the Feed/Transfer server
(or an ACN), which some parties (e.g., an employer) could indeed view
as suspicious or damage a passive participant's reputation. We propose
to mitigate this risk by only opening the connection after its nature was
explicitly described and an informed consent was received.

Does the CoverUp server collect information about the browsing behavior of the
entry server's visitors?No, while each iframe request of every entry server's

11 We expect this bandwidth overhead to become an even smaller fraction of a user's normal
Internet traf�c as connectivity improves and commercial websites continue to increase the
amount of data that they sent.
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visitor includes the visitor's IP address, an uncompromised CoverUp server
does not collect or store this information in any form.

Who would volunteer to become passive participants?We carefully minimized
the costs12 and risks for passive participants, which minimizes the hurdle
for visitors of the entry-server to altruistically support CoverUp . If the
sense of urgency for hiding meta-data increases in the future and people are
willing to pay for an ACN service, it is also possible to �nancially reward
each entry-server visitor that consents to becoming a passive participant in
CoverUp.

Which parties would bene�t from deploying CoverUp ?Apart from the normal
bene�ciaries of ACNs (e.g., whistleblowers, journalists or political activists),
CoverUp is useful for government agencies that want to hide their agents'
tracks by using an ACN. This usefulness for government agencies could
could help with CoverUp 's deployment.

2.7 deployment

We have witnessed a steady rise of concern regarding privacy. Such
includes state backed surveillance, web based services collecting huge
amount of private information and discrimination of citizens who access
sensitive materials such as leaked documents. In recent years, a number of
countries reformed their privacy protection laws, which speci�cally aims to
provide protections against the misuse of citizens' private data. One major
example is European Union's EU-GDPR and the surveys accompanying
it [ 13, 194] shows that there is a need for privacy-preserving systems.
Anonymous communication networks (ACN) is the basic building blocks
for many privacy preserving protocols. CoverUp provides a strong privacy
guarantee for hiding the intention. Our proposed forced participation
technique achieves this by hiding the active users in the traf�c generated
by the inactive users. Existing systems can easily incorporate CoverUp by
setting up the entry server in their own service. Hence, adapting a CoverUp
-like ACN service, can signi�cantly boost the site's reputation. From a
technical perspective, the effort of integration is neglibible; it requires
almost no modi�cation. The host servers is only required to include an
iframe pointing to the CoverUp server, resulting in a few more bytes of
delivered content.

12 To further improve usability, a cookie can remember previous choices for consenting to
support CoverUp as a passive participant.
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2.8 selected legal questions

One of the challenges in answering the question whether the provision
of CoverUp and the upload of the JavaScript code by the entry server is
legal or not (and many other questions evolving around the use of the Inter-
net) is that, whereas the Internet functions globally, law mostly 13 remains
limited by territory because sovereign states put their own legislation into
effect14,15,16.The legal provisions and possible offenses that apply to the
technical setup of CoverUp , differ from country to country. Moreover, as
law is not an exact science and de�nite legal statements are made by the
courts, we conclude the legal discussion herein with an assessment that we
consider probable. Please note that this section is co-authored by an acting
Swiss law expert, Dr. Daniel Ronzani 17.

Many countries enforce their own laws and have their own (territorial)
jurisdiction, many countries, among others the EU member states and the
USA, have rati�ed 18 in the Convention on Cybercrime 19 (CCC) – the inter-
national treaty on crimes committed via the Internet and other computer
networks. This international treaty criminalizes, among others, illegal access
(Art. 2 CCC), data interference (Art. 4 CCC), and misuse of devices (Art. 6
CCC).

2.8.1 Passive participants

il legal access . Illegal access (Art. 2 CCC) penalizes the entering of
a computer system but does not include the mere sending of an e-mail
message or a �le to a system. The application of standard tools provided
for in the commonly applied communication protocols and programs is not
per se “without right”, in particular not if the accessing application can be
considered to have been accepted (e.g. acceptance of cookies20,21,22,23 by

13 CONVENTION ON CYBERCRIME, Budapest,23.XI.2001.
14 CONSOLIDATED VERSION OF THE TREATY ON THE FUNCTIONING OF THE EURO-

PEAN UNION .
15 EUR Lex.
16 America's Founding Documents | National Archives.
17 Dr. Daniel Ronzani, Ronzani Schlauri Attorneys, Zürich, Switzerland
18 Chart of signatures and rati�cations of Treaty185.
19 CONVENTION ON CYBERCRIME, Budapest,23.XI.2001.
20 DIRECTIVE 2009/136/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL .
21 DIRECTIVE 2002/22/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL .
22 DIRECTIVE 2002/58/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL .
23 REGULATION (EC) No 2006/2004OF THE EUROPEAN PARLIAMENT AND OF THE COUN-

CIL.

http://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest_en.pdf
http://eur-lex.europa.eu/resource.html?uri=cellar:41f89a28-1fc6-4c92-b1c8-03327d1b1ecc.0007.02/DOC_1&format=PDF
http://eur-lex.europa.eu/resource.html?uri=cellar:41f89a28-1fc6-4c92-b1c8-03327d1b1ecc.0007.02/DOC_1&format=PDF
http://eur-lex.europa.eu/legal-content/EN/ALL/?uri=OJ%3AC%3A2012%3A326%3ATOC
%7Bhttps://www.archives.gov/founding-docs%7D
%7Bhttp://tinyurl.com/h8ketgj%7D
http://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest_en.pdf
%7Bhttp://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:337:0011:0036:en:PDF%7D
%7Bhttp://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32002L0022&from=EN%7D
%7Bhttp://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:en:PDF%7D
%7Bhttp://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32004R2006&from=EN%7D
%7Bhttp://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32004R2006&from=EN%7D
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client). However, a broad interpretation of Art. 2 CCC is not undisputed
(refer24, §44 - 50).

Upon request, the entry server delivers a webpage that contains an iframe
request for the CoverUp server, which then delivers the JavaScript to the
browser for the download of the packet. Not only does the entry server
merely send a �le (pointer) to the browser, but the request to download
the JavaScript from the CoverUp server is standard browser functionality
for communication. The same would happen if the entry server were
�nanced by online advertising: upon request the entry server would deliver
a webpage pointing to the advertising server and trigger the download of
the advertising text or pictures to the browser. As this is a standard online
process, we conclude that even in a broad interpretation of Art. 2 CCC, the
provider of the entry server should not be illegally accessing the browser.

data interference . Data interference (Art. 4 CCC) penalizes the
damaging, deletion, deterioration, alteration, or suppression of computer
data “without right”. This provision protects a computer device from the
input of malicious code, such as viruses and Trojan horses as well as the
resulting alteration of data. However, the modi�cation of traf�c data for the
purpose of facilitating anonymous communications (e.g., the activities of
anonymous remailer systems)should in principle be considered legitimate
protection of privacy (refer 25,26,27,28,29,30), and, therefore, be considered as
being undertaken “with right” 31.

CoverUp does not damage, delete, deteriorate, or suppress data on the
participant's client. However, it does alter the data on the hard disk: on the
one hand the webpage with the iframe uses disk space and thus modi�es
the participant's data; on the other hand CoverUp triggers the download
of the JavaScript code and subsequently the packets from the ACN to
the passive participant's browser, which again uses disk space and thus
modi�es the data anew.

24 CONVENTION ON CYBERCRIME, Budapest,23.XI.2001.
25 European Convention on Human Rights (EHCR).
26 Fourth Amendment.
27 Olmstead v. United States,277U.S. 438(1928).
28 Katz v. United States,389U.S. 347(1967).
29 DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL , Recitals

(1) and (35).
30 Federal Constitution of the Swiss Confederation, Art. 13.
31 CONVENTION ON CYBERCRIME, Budapest,23.XI.2001, §61.

http://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest_en.pdf
%7Bhttp://www.echr.coe.int/Documents/Convention_ENG.pdf%7D
%7Bhttps://www.law.cornell.edu/constitution/fourth_amendment%7D
%7Bhttps://supreme.justia.com/cases/federal/us/277/438/case.html%7D
%7Bhttps://supreme.justia.com/cases/federal/us/389/347/case.html%7D
%7Bhttp://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:31995L0046&from=EN%7D
%7Bhttps://www.admin.ch/opc/en/classified-compilation/19995395/index.html%7D
http://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest_en.pdf
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However the explanatory report to the Convention on Cybercrime fore-
sees that the �le causing data interference be “malicious”. Code is malicious
if it executes harmful functions or if the functions are undesirable.

As concluded above, the JavaScript code utililized standard core browser
functionality. Thus from a technical viewpoint, CoverUp is not harmful.
Therefore in our view the provider of the entry server not does cause any
malicious data interference. We advocate that Art. 4 should not apply to
the provision of the webpage with the iframe by the provider of the entry
server.

misuse of devices . Misuse of devices (Art. 6 CCC) penalizes the pro-
duction, making available, or distribution of a code designed or adapted
primarily for the purpose of committing a cybercrime offense, or the pos-
session of such a computer program. It refers to the commission of “hacker
tools”, i.e. programs that are e.g. designed to alter or even destroy data
or interfere with the operation of systems, such as virus programs, or
programs designed or adapted to gain access to computer systems. The
objective element of offense comprises several activities, e.g. distribution of
such code (i.e. the active act of forwarding data to others), or making code
available (i.e. placing online devices or hyperlinks to such devices for the
use by others)32.

One of the main questions relating to the misuse of devices is how
to handle dual use devices (code). Dual use means in our case that the
JavaScript code could be used to download legal content, e.g. political
information, as well as illegal content, e.g. child pornography. Should Art.
6 CCC only criminalize the distribution or making available of code that
is exclusively written to commit offenses or should it include all code,
even if produced and distributed legally? Art. 6 CCC restricts the scope to
cases where the code is objectively designed primarily for the purpose of
committing an offense, therebyusually excluding dual-use devices 33.

First, it is important to note that CoverUp was not designed primarily for
the purpose of committing an offense. While the main purpose of CoverUp
is to protect privacy, it can be used to conceal illegal activities.

Second, can the download of criminal information be considered an illegal
activity if the information is encrypted? Here we draw a legal analogy to
data protection law. Data relating to an identi�ed or identi�able person is

32 Chart of signatures and rati�cations of Treaty185, §72.
33 Chart of signatures and rati�cations of Treaty185, §72–§73.

%7Bhttp://tinyurl.com/h8ketgj%7D
%7Bhttp://tinyurl.com/h8ketgj%7D
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considered personal data34,35. If a person is identi�able or identi�ed, data
protection law applies. However, if the personal data are pseudonymized
or anonymized, then data protection law might not apply anymore because
the (formerly identi�able or identi�ed) person cannot longer be identi�ed.

Recital (83), Art. 6(4)(e), 32(1)(a) and 34(3)(a) of the new General Data
Protection Regulation36 stipulate that encryption renders the personal data
unintelligible and mitigates the risk of infringing the new regulation.

By applying this data protection principle to the encryption of data by
CoverUp we can argue that the data provided by the ACN in the packets
are not information because the data is unintelligible. Not only does the
passive participant not have suf�cient data to reassemble the packet to a
whole, but the data are encrypted in such manner that it is impossible to
make any sense of it. At least from a theoretical viewpoint the encryption
of CoverUp cannot be breached. We therefore conclude that the JavaScript
code, with regard to the passive participant, does not qualify as dual use
device even if it is used for illegal purpose. The data transmitted remain
unintelligible and therefore do not qualify as information. However, the
JavaScript code, with regard to the active participant, can be quali�ed as
dual use device because the encrypted and unintelligible data are decrypted
and reassembled to intelligible information.

legal conclusion . We discussed the applicability of Art. 2 (illegal
access),4 (data interference), and 6 (misuse of device) CCC to CoverUp .
We conclude that the provider of the entry server is probably not illegally
accessing the participant's browser by applying CoverUp ; that the provider
of the entry server probably does not cause any malicious data interference;
and that the use of CoverUp with regard to the passive participant does
not qualify as misuse of device. In regard to the reassembly of the packets
to a meaningful whole, if the information is illegal, CoverUp might qualify
as dual use device and fall under Art. 6 CCC. We conclude that at least with
regard to the risk of indictment pursuant to Art. 6 CCC it seems advisable
that the provider of the entry server does not provide the JavaScript code
for download.

34 DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL , Art.
2(a).

35 REGULATION (EC) No 2006/679OF THE EUROPEAN PARLIAMENT AND OF THE COUN-
CIL, Art. 4(1).

36 Regulation (EU), applicable as of 25.5.2018

%7Bhttp://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:31995L0046&from=EN%7D
%7Bhttp://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=en%7D
%7Bhttp://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=en%7D
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2.8.2 Entry servers

A participant is dependent on Internet service providers ISP. The question
arises whether an (ISP) should be liable for illegal Internet activities of its
subscribers. In the following we discuss legislation and case law on the
ISP's liability in two different jurisdictions: the EU and the USA. For this
discussion it is important to differentiate among the various types of ISPs,
for instance access providers, hosting providers, and content providers 37.

european union . In the European Union, liability of ISPs has been
regulated in the E-Commerce Directive 38. Generally, providers shall not
have any obligation to monitor the information which they transmit or
store, or to seek actively facts or circumstances indicating illegal activity 39.
According to the directive, access providers acting as “mere conduits” shall
not be liable for the information transmitted, on the condition that they do
not initiate, select the receiver of, or select or modify the information con-
tained in the transmission 40.41 Caching providers (ef�ciency transmitters)
shall not be liable for the automatic, intermediate and temporary storage
of information, on the condition that they do not modify the information;
comply with access regulations and industry standards for updating the
information; do not interfere with the lawful use of technology; and act
expeditiously to remove information if removed from the initial source 42.
Hosting providers shall not be liable for the information stored on their
servers, on the condition that they are unaware of illegal activity or in-

37 Weber, R. E-Commerce und Recht,2. Au�age (2010).
38 Directive2000/31/EC of the European Parliament and of the Council of8 June2000on certain legal

aspects of information society services, in particular electronic commerce, in the Internal Market
('Directive on electronic commerce'),2000O.J. L178.

39 Directive2000/31/EC of the European Parliament and of the Council of8 June2000on certain legal
aspects of information society services, in particular electronic commerce, in the Internal Market
('Directive on electronic commerce'),2000O.J. L178. Art. 15 (1).

40 Directive2000/31/EC of the European Parliament and of the Council of8 June2000on certain legal
aspects of information society services, in particular electronic commerce, in the Internal Market
('Directive on electronic commerce'),2000O.J. L178. Art. 12 (1).

41 With regard to the German liability for interference (“Störerhaftung”) according to Sommer
unseres Lebens (I ZR121/ 08), see also decision by the ECJ in Mc Fadden (C-484/ 14).

42 Directive2000/31/EC of the European Parliament and of the Council of8 June2000on certain legal
aspects of information society services, in particular electronic commerce, in the Internal Market
('Directive on electronic commerce'),2000O.J. L178. Art. 13 (1).
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formation or acts expeditiously to remove or disable access to the illegal
information 43.

With regard to the obligations of a hosting provider, the European Court
of Justice decided in SABAM v Netlog 44 that, among other directives, the E-
Commerce Directive precluded a national court from issuing an injunction
against a hosting service provider which requires it to install a system for
�ltering (a) information which is stored on its servers by its service users,
(b) which applies indiscriminately to all of those users; (c) as a preventative
measure; (d) exclusively at its expense; and (e) for an unlimited period;
which is capable of identifying IP-infringing content.

usa . Similarly, in the United States there are limitations on liability
relating to material online 45. There are statutory limitations for transitory
communications (i.e. access provider, “mere conduit”) 46, system caching (i.e.
storage for limited time) 47, information residing on systems or networks
at the direction of users (i.e. hosting)48, and information location tools (i.e.
search engines or hyperlinking) 49.

With regard to the obligations of a hosting provider 50, the United States
Court of Appeals for the Second Circuit, by referencing UMG Recordings,
Inc. v. Shelter Capital Partners LLC, 667F.3d 1022(9th Cir. 2011), argued
that “ [t]he Court of Appeals af�rmed [...] that the website operator was entitled to
safe harbor protection. With respect to the actual knowledge provision, the panel
declined to `adopt [...] a broad conception of the knowledge requirement,' id. at1038,
holding instead that the safe harbor `[r]equir[es] speci�c knowledge of particular
infringing activity,' id. at 1037. The Court of Appeals reach[ed] the same conclusion'
[..] noting that [w]e do not place the burden of determining whether [materials] are
actually illegal on a service provider.' Id. At1038(alterations in original) (quoting
Perfect10, Inc. v. CCBill LLC,488 F.3d 1102, 1114(9th Cir. 2007))”. Hence,
the 2nd Circuit Court concluded, among others, that 17 U.S.C. §512(c)(1)(A)
requires knowledge or awareness of facts or circumstances that indicate
speci�c and identi�able instances of infringement.

43 Directive2000/31/EC of the European Parliament and of the Council of8 June2000on certain legal
aspects of information society services, in particular electronic commerce, in the Internal Market
('Directive on electronic commerce'),2000O.J. L178. Art. 14 (1).

44 ECJ C-360/ 10.
45 17 U.S. Code para.512.
46 17 U.S. Code para.512. Section 512(a).
47 17 U.S. Code para.512. Section 512(b).
48 17 U.S. Code para.512. Section 512(c).
49 17 U.S. Code para.512. Section 512(d).
50 17 U.S. Code para.512. Section 512(c).

https://www.law.cornell.edu/uscode/text/17/512
https://www.law.cornell.edu/uscode/text/17/512
https://www.law.cornell.edu/uscode/text/17/512
https://www.law.cornell.edu/uscode/text/17/512
https://www.law.cornell.edu/uscode/text/17/512
https://www.law.cornell.edu/uscode/text/17/512
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legal conclusion . The entry server is probably not an access provider,
maybe a caching provider and presumably a hosting provider. In the latter
case two points seem relevant: (i) by whom the information is stored on the
entry server and (ii) the entry server's knowledge of any (illegal) activity.

First, depending on how the entry server's webpage is set up, the
JavaScript code may be stored by the entry server itself or by a third
party. Only in the latter case does the provider's liability privilege apply, be-
cause if the JavaScript code is stored on the entry server by the entry server
itself, then it is neither an access, nor a caching nor a hosting provider, but
probably a content provider (assuming that the JavaScript code is quali�ed
as content). The ISP liability privilege does not apply to content providers.

Second, if the JavaScript code is stored by the entry server itself on the
entry server, then the entry server (its provider respectively) obviously has
knowledge of the content. The ISP liability privilege should not apply. If
the JavaScript code is uploaded by a third party (as done in CoverUp ) to
the entry server, and the entry server (its provider respectively) therefore
has no knowledge about the content, then under EU and US legislation
and case law the entry server (its provider respectively) should not be held
liable for the JavaScript code.

2.9 related work

extending the anonymity set via javascript . There are previous
research works on utilizing visitors of a collaborating website to produce
anonymizing cover traf�c via JavaScript. Conscript [ 57] and Adleaks [ 178]
describes upload only uni-directional channel from the users to the mix
network. In contrast, CoverUp provides a private bi-directional transport
channel. Conscript mentioned timing leakage based side channel attacks
but evaluation details are missing except power consumption. Conscript
additionally has deployment hurdles, since it trusts the entry server to
achieve code integrity. While previous work suggests mitigating this trust
assumption by letting the extension check all dynamic content to achieve
code integrity against a malicious entry server, such dynamic checks will
tremendously increase the timing leakage, and thus rendering the active
participants clearly distinguishable from passive ones. The need to trust
the entry server gives the entry server more responsibility and requires
a careful evaluation of the entry servers. The implementation of Adleaks
requires a patched version of the browser. This reduces the set of possible
browsers and therefore reduces the anonymity set massively. Detailed



56 deniable up - and download via passive participation

privacy analysis is not described in their paper, including timing leakages.
The publication [ 20] describes how to include unwilling users to cover
server to server communication. All transport between the servers (by
passive clients) is not encrypted. Therefore, an inspection of the HTTP body
reveals intention. Moreover, the paper does not discuss any implementation
details. Additionally, previous works is missing a legal aspects discussion
of “passive” participation.

transport privacy . Unger et al. in the SoK [207] provided comparison
of different transport-private ACNs and compared their privacy, usability
and adaptation properties. Section 2.3.2.1 provides detailed discussion on
the compatibility of CoverUp with different ACNs.

anonymous uploads and downloads . While CoverUp at its core
provides a bi-directional transport channel on which ACNs could run,
CoverUp has distinctly other goals than traditional ACNs or systems like
Pung [11]: CoverUp 's goal is to enable users to hide their traf�c in the
traf�c of normal web surfers, i.e., to extend the potential anonymity set to
normal web surfers.

covert channels & steganography . Covert channels hide whether
communication took place, and thus achieve full deniability. As covert
channels typically use a piggyback approach to transport data, they depend
on existing data streams, resulting in a dependency of the piggybacked
system for latency and throughput. Steganography is another approach
which is hiding messages in unsuspicious looking data [ 12, 78, 120]. But
once detected, the origin, thus the intention, is obvious. The same applies to
Mixing [ 135]. Off-the-record messaging publishes the MAC key after each
talk, rendering it vulnerable against real-time monitoring [ 28].

McPherson et al. proposed CovertCast, a broadcast hidden in normal
video streams like YouTube [ 147]. Che et al. were able to create a deniable
communication channel based on different levels of noisy channels [ 44]. De-
ploying that system is, however, require a much higher effort by the service
provider (e.g., YouTube) and does not provide any interactive communica-
tion like CoverUp . Freewave [ 114] provides a covet channel where the user
can modulate his internet traf�c signal into acoustic data and transfer it
to a remote server via VoIPs such as Skype. Such system has bandwidth
limitation and is vulnerable to attacks described in [ 92]. SWEET [115] de-
scribes a covert channel e-mail communication where the user can send the
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query to the remote server by using any available mail server. Such system
suffered from inherently very low bandwidth and high latency, making
them practically infeasible for deployment. CloudTransport [ 33] introduced
covert communication which involves publicly accessible cloud servers such
as Amazon S3 which acts as the oblivious mix. However, such services do
not provide protection against attackers learning intention. Infranet [ 84] de-
scribes a system executing covert communication using image stenography,
but it also suffers from inherently low bandwidth.

censorship circumvention . There exist several censorship circum-
vention tools that allow users to reach websites which are otherwise un-
reachable due to local policies. Flash Proxies [86] provides a browser-based
proxy that connects to a tor bridge. Its implementation uses WebSocket and
JavaScript to create many, generally ephemeral bridge IP addresses, effec-
tively surpassing the censor's ability to block them. It is now outdated and
replaced by Snow�ake [ 186] which is a Tor pluggable transport [ 168] with a
design principle identical to Flash Proxies. Other pluggable transports such
as Tor's meek [148] relay data through a third-party server that is hard to
block, for example a CDN, using a mechanism called domain fronting [ 87].
CoverUp is orthogonal to the aforementioned papers. CoverUp does not
provide any form of censorship circumvention, as the censor can disable
CoverUp by blocking all requests to the entry server, the CoverUp server,
or the feed/Transfer server.

2.10 conclusion

We discussed how Passive Participation can improve the privacy of anony-
mous communication network (ACNs).By adding passive participants to
the anonymity set, we achieve not only an increased anonymity set but
also a participation deniability: an attacker cannot tell whether an observed
communication stream originates from an active or a passive participant.
We experimentally evaluated the degree of privacy for our prototype imple-
mentation of CoverUp for CoverUp:Transfer and CoverUp:Feed and found
that the timing leakage is acceptable even under half a year of continual
observation. Even for a state-level agency half a year of continual obser-
vation (on sub-ms-level granularity) of a single party incurs a signi�cant
cost. This approach of Passive Participation can help to bootstrap mid- and
high-latency ACNs.
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An interesting direction for future work would be measuring the changes
in an active user's behavior towards the entry server via a user study.

Our evaluation of the timing leakage of CoverUp (Section 2.5) shows that
the browser extension, used for the bi-directional channel, has some timing
leakages. After many careful observations and experiments, we conjecture
that the timing leakages arises from the browser's internal scheduler. The
extension operates through several layers of heavy abstractions which
makes it non trivial to develop extensions which are such timing sensitive in
nature. We think that a set modi�cations in the browser code will solve such
problem where all the modi�cations can be implemented on native code
rather than high level abstraction (such as the JavaScript based API). Such
modi�cation is nontrivial and requires a high amount of engineering effort,
making it out of scope for our current research. But such modi�cation can
be an immediate followup of this work and would be a major contribution
towards privacy preserving browsing applications.
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P R I VA C Y L O S S C L A S S E S

Quantifying the privacy loss of a privacy-preserving mechanism on po-
tentially sensitive data is a complex and well-researched topic. The current
de-facto standard for privacy measures are #-differential privacy (DP) and
its versatile relaxation (e, d)-approximate differential privacy (ADP). Re-
cently, novel variants of (A)DP focused on giving tighter privacy bounds
under continual observation. In this chapter, we unify many previous works
via the privacy loss distribution(PLD) of a mechanism. We show that for
non-adaptive mechanisms, the privacy loss under sequential composition
undergoes a convolution and will converge to a Gaussian distribution. This
central limit theorem for Differential Privacy leads to several insights: we
can now characterize mechanisms by their privacy loss class, i.e., by the Gaus-
sian distribution to which their privacy loss distribution converges, which
allows us to give novel bounds for mechanisms based on their privacy loss
class. Moreover, we can directly derive many variants of differential pri-
vacy from the privacy loss distribution, including approximate differential
privacy (ADP), probabilistic differential privacy (PDP), and the novel vari-
ants Rényi-differential privacy (RDP) and concentrated differential privacy
(CDP). We derive exactanalytical guarantees for the approximate random-
ized response mechanism and anexactanalytical and closed formula for
the Gaussian mechanism, that, given #, calculatesd, s.t., the mechanism is
exactly (#, d)-ADP, not an over-approximating bound.

3.1 introduction

Privacy-preservation of personal data is an increasingly important design
goal of data processing systems, particularly in combination with recently
enacted strong privacy regulations, such as the European General Data
Protection Regulation [ 169]. Modern systems, however, are increasingly
reliant on personal data to provide the expected services and utility. Hence,
privacy and utility are often diametrical, rendering solutions that satisfy
both goals infeasible. Elevating the search for a clearly optimal solution to
an examination of trade-offs between privacy-preservation and usefulness,
we need to argue about measurable and enforceable de�nitions of privacy.

59
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In this chapter, we introduce advanced methods to quantify privacy in
data processing. Often, personal data of multiple individuals is processed
to aggregated statistics for further use, e.g., descriptive statistics (mean,
variance, etc) or predictive machine-learning models trained on sensitive
data. To enhance the privacy of its contributors, many algorithms limit and
blur the impact of a single individual, usually by slightly noising interme-
diate processing steps. Such stochastic techniques allow the aggregation
of privacy-sensitive personal information into privacy-preserving statistics
while giving individual contributors plausible deniability whether they
were part of the processed dataset or not. When acting under constraints
that incentivize privacy-preserving data processing and proliferation, the
achieved result can be distributed more freely and can be arbitrarily post-
processed. However, the guaranteed privacy bears the risk of dilution if
additional knowledge about the involved individuals is used. This risk is a
natural limitation as such privacy-preserving mechanisms cannot render
the contribution of a single individual completely negligible while still
providing a useful output, and therefore, are prone to statistical attacks.

Often, personal data is not processed only once but multiple times. We
demonstrate new methods to quantify the privacy-leakage when the same
personal data is used for multiple (different) statistics. Or, more formally,
how to compose single privacy leakage guarantees into combined ones. We
emphasize the ability to provide tight bounds on the composed privacy
leakage, as loose bounds require more noising during the computation and,
thereby, degrade the �nal result's utility.

3.1.1 Differential Privacy and its Composition

To quantify the privacy of a mechanism, Dwork et al. [ 73] proposed a
strong privacy notion, called (#, d)-approximate differential privacy (ADP).
Given a privacy preserving mechanism, this de�nition argues about the
maximal output event probability deviation of that mechanism when com-
paring the result of any two neighboringinputs. While the exact meaning of
neighboringdepends on the speci�c task, it can be understood as two inputs
that differ only by the contribution of a single individual. ADP limits the
probability difference that a particular output originates from one input
compared to the other by a factor e#, thereby rendering the contribution
of an individual plausibly deniable. The second parameter d allows viola-
tions of the #-guarantees where bene�cial but must be kept to an absolute
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minimum. Else, it defeats the purpose of this privacy-ensuring de�nition.
Formally,

De�nition 3.1 (approximate differential privacy (ADP) [ 73]). A randomized
algorithm M with domainD is (#, d)-approximate differentially private if for all
S 2 Range(M ) and for all neighboring D0, D1 2 D :

Pr [M (D0) 2 S] � e#Pr [M (D1) 2 S] + d. (3.1)

where the probability space is over the coin �ips of the mechanismM. If d = 0, we
say that M is#-differentially private.

We extend this de�niton later in section 3.4.4 (de�nition 3.11). A very
intriguing property of this de�nition is the fact that arbitrary processing
of ADP-results cannot deteriorate the privacy guarantees, as long as no
additional knowledge about the inputs is incorporated. This is known
as post-processing quanrantee [75]. By now, there is a rich literature on
ADP-mechanisms (e.g., [79, 210]).

Next to approximate-differential privacy, a large number of alternative
de�nitions have been introduced, mostly serving slightly different purposes
depending on their application [ 64]. Notable in terms of this work are
mainly probabilistic-differential privacy [ 103] (PDP), central-differential
privacy (CDP) [ 35, 76], Moments Accountant (MA) and Rényi-differential
privacy (RDP) [ 2, 151], and f-differential privacy [ 72]. These methods started
to more intensely use the privacy lossof a mechanism that has been proposed
by a seminal work by Dinur and Nissim [ 65]. All of them have similar goals
and try to limit or estimate the occurrence probability of privacy-violating
events (with high privacy-loss), i.e., output events that allow determining
the input used with a high success rate.

Most of these approaches, however, introduced novel privacy notions
derived from characterizing the moments of the privacy loss (CDP, MA,
RDP) and only derived loose bounds for well-established privacy notions,
such as ADP. A notable exception is the iterative and numerical Privacy-
Buckets approach [150] that can fall prey to numerical errors, memory
limitations, and discretization problems. We formally introduce them later
in section 3.4.

Notably, all these privacy guarantees naturally deteriorate under repeated
adversarial observation, i.e., continued usage increases(#, d) to a point
where using the mechanism is considered insecure. A tight assessment of
this deterioration is essential since loose bounds can lead to underestimating
how often a mechanism can be used or to using too much noise. Finding
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tight bounds is a challenging task and has inspired a rich body of work [ 2,
35, 76, 119, 150, 151, 208].

There are different types of composition in differential privacy that need
to be distinguished. Basically, we distinguish parallel composition (the
input used for the multiple executions does NOT overlap) and sequential
composition (the input may overlap). Next, there is adaptive composition
(the mechanism takes the output of previous iterations as input) and inde-
pendent composition where consecutive executions do not know previous
iterations. For simplicity in privacy-analysis, adaptive mechanisms are often
reduced to independent ones (e.g. [2]). For further insights and a more
formal description of different composition methods, we refer to the work
of Dwork et al. [ 75].

The literature contains adaptive sequential composition bounds [ 119, 208]
that are mechanism-obliviousin the following sense: given a sequence of
ADP parameters (#i , di ) i , the adversary may in round j adaptively choose
any mechanism that satis�es (#j , dj )-ADP. It has been shown [119, 154] that
analyzing the approximate randomized response (ARR) mechanism, i.e.,
analyzing two worst-case (output) distributionsparametric solely in a ( #j , dj )
pair, exactly yields optimal mechanism-oblivious bounds. These results
have been used [210] to analyze a mechanism by deriving (#, d) before
composition and then computing an adaptive composition bound. This
work considers mostly independent sequential composition.

Often, we are interested in quantifying the privacy leakage of a particu-
lar mechanism under composition instead of the leakage of adversarially
chosen mechanisms. This elevates the analysis of only a(#, d) parameter
pair to an examination of a mechanism's full image space, leading to bet-
ter privacy-guarantees. Several recent works reduced the analysis of their
introduced, differentially private mechanism to a pair of worst-case distri-
butions, proving that all privacy loss events that occur cannot be worse than
the comparison of such two worst-case distributions [ 2, 150]. In addition,
recent results show that better �tting worst-case distributions can lead
to signi�cantly tighter bounds under composition (Concentrated DP [ 35,
76], moments accountant & Rényi DP [ 2, 151], and Privacy Buckets [150]).
In this work, we revise these results, generalize them and provide better
composition results.
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3.2 overview

We illustrate a selection of our results to highlight key ideas. Dwork
and Rothblum de�ned the privacy lossof any observable outcome o of
a mechanism M on inputs x0 or x1 as the logarithmic ratio between the
probability to observe o on input x0 compared to on input x1.

L M (x0)/ M (x1) (o) = ln
�

Pr [M (x0) = o]
Pr [M (x1) = o]

�
.

This privacy loss spans a real-valued random variable obtained by sampling
o � M (x0) and outputting L M (x0)/ M (x1) (o), which in turn de�nes the
privacy loss distribution (PLD).

3.2.1 Worst-case distributions

The privacy loss is computed for two distributions, but is not restricted
to special cases. For many mechanismsM there are so-called worst-case
distributions A and B with a privacy loss maximally as great as that of
M (x0) and M (x1) for all pairs of neighboring inputs x0 and x1. We give
some intuition on how worst-case distributions work and why they typically
exist, but refer to Meiser and Mohammadi's recent work [ 150] for a more
detailed discussion.

For non-adaptive mechanisms, i.e., for mechanisms that do not change
structurally from one execution to the next, there is always such a pair of
worst-case distributions [ 2, 75]. In most cases, the worst-case distribution is
de�ned by the worst possible (in terms of privacy) pair of inputs that is still
considered neighboring. If mechanisms behave structurally differently on
different inputs, the worst-case distributions have to be arti�cially created
by combining the PLDs for all neighboring pairs of inputs, which might be
computationally challenging.

Adaptive queries can often be captured as well: queries can be considered
part of the input, and they are neighboring if, e.g., without adding noise, the
results at most differ by the application-speci�c sensitivity. As an illustrative
example, consider a database-query-response system that adds noise to its
real-valued answers to queries q : X ! R before releasing them: M (x) :=
q(x) + N, where N is a symmetrically distributed random variable with
mean zero, e.g., given by the Laplace distribution or the Gauss distribution.
If q has a sensitivity of 1, i.e., for all allowed pairs of inputs x0, x1 we have
jq(x0) � q(x1)j � 1, as is the case for sum-queries, then the distributions
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obtained by M (0) and M (1) are worst-case distributions. If a subsequent
query q0 differs from q (potentially depending on the mechanism's output
for q), the worst-case distributions remain unchanged, as long as jq0(x0) �
q0(x1)j � 1. Hence, the results we give for the Gauss mechanism, speci�cally
our analytical formula for differential privacy (Theorem 3.32), holds in the
light of adaptive queries.

For analyzing a mechanism, a pair of worst-case distributions has to
exist for M and for all inputs that fall into the neighboring relation. In
doing so, we abstract away from the concepts of utility and sensitivity and
require the privacy analyst interested in applying our results to provide
worst-case distributions. In the remainder of this work we concentrate on
a pair of distributions M (x0) and M (x1) for a mechanism M : X ! U
and two concrete inputs x0, x1 2 X . All our results also apply for a pair of
worst-case distributions.

3.2.2 The privacy loss distribution

Given a pair of distributions, we can consider the corresponding privacy
loss distribution. This privacy loss distribution naturally evolves under
sequential composition as a convolution of privacy loss distributions (Theo-
rem 3.5), as Figure 3.1 illustrates for the Laplace mechanism. By the central
limit theorem, a privacy loss distribution converges to a predictable Gauss
distribution under suf�ciently many compositions (Theorem 3.27).

The privacy loss distribution of the Gauss mechanism also is a Gauss
distribution and under convolution again remains a Gauss distribution. We
give an analytical and ef�ciently computable formula for ADP and PDP
composition bounds for any number of compositions. Note that these are
not approximate bounds, but indeed precise characterizations. Theorem 3.32
proves the exact formula and Figure 3.5 compares it to numerically tight
bounds.

We also provide bounds for arbitrary mechanisms (for which a worst-
case reduction exists); after many (n > 222) compositions, our bounds
outperform previous work. Our representation with PLDs directly shows
that the moments accountant and the RDP bound actually are applications
of the Markov inequality to compute a PDP bound. With our representation,
we can naturally extend that bound to ADP, which results in tighter bounds
(Markov-ADP bound: Theorem 3.24). At the same time, we can apply
normal approximation theorems (the Berry-Esseen Theorem and Nagaev-
Bound) to achieve tight bounds for a very large number of observations
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Figure 3 .2: Comparing bounds for differentially private stochastic gradient descent
mechanism with noise parameter q = 0.01and s = 4. Left: after n = 216 composi-
tions, right: minimal #values over the number of compositions n for d � 10� 4. In
the right graph, the Rényi-DP and Berry-Esseen bound did not fall into the plotting
range and were omitted.
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and very small epsilons, as is, e.g., needed for timing leakage analyses
as in CoverUp introduced in chapter 2, see Figure3.6. The minimum of
these normal approximation bounds and the ADP-version of the Markov
inequality achieves a very competitive bound, in particular for a very large
number of observations. We offer an ef�cient implementation for computing
this minimum.

Figure 3.2 illustrates our results. The left graph plots for a recent mech-
anism for training deep neural networks [ 2] for each # the minimal d(#)
such that the mechanism is still ( #, d(#))-ADP after 216 compositions. The
right graph shows the minimal # for which d(#) < 10� 4 over the number
of compositions n. The �gure displays the performance of our improved
Markov-ADP bound and the performance of our normal approximation
bounds, Berry-Esseen and Nagaev. The �gure even displays that our exact
bound for the Gauss distribution that matches the privacy loss class of the
mechanism is very close to the other bounds. Section 3.7 provides strong
evidence that the privacy loss class is actually an accurate characterization
of the privacy-preservation of a mechanism and even closer to the tight
bounds.

3.3 related work

Vadhan et al. [208] examined the same kind of n-fold adaptive compo-
sition as this work. Roughly speaking, they have shown that privacy will
deteriorate as

p
n#+ n#2 , rather than the (trivial) worst-case n#known in

the literature. Meiser and Mohammadi [ 150] have recently introduced a
novel numerical method for computing ADP bounds, based on a pair of
distributions. Their work investigated the privacy loss of mechanisms and
approximated this loss to give very good ADP bounds (including lower
bounds) under continual observation. Computing their bounds has higher
computation requirements, in particular for a very large number n of obser-
vations. For the Gauss mechanism our results (Theorem 3.32) clearly show
tighter results for very large n. When repeating their CoverUp analysis, our
approach leads to signi�cantly improved results for very high n values,
which is highly relevant for a system like CoverUp.

Kairouz et al. [ 119] derive tight ADP bounds for the approximate ran-
domized response mechanism (ARR) and use these bounds to prove upper
ADP bounds for any mechanism. Their work characterizes set of bounds
for the ARR mechanism that contains the tight bounds. This results in a
non-trivial optimization problem to �nd the minimal bounds in this set of
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bounds. We derive a formula (Example 3.14) for the ARR under sequential
composition that directly computes such minimal bounds.

Recent work on concentrated differential privacy (CDP) [ 35, 76] directly
focuses on the privacy loss for deriving tighter ADP and PDP bounds.
This line of work provides interesting insights into differential privacy and
into improved bounds for the Gauss mechanism; for other mechanisms,
however, these results either provide very loose bounds (e.g., the truncated
Laplace mechanism) or no bounds at all (e.g., [2]). Our work, in contrast,
identi�es the variance, the mean, and the mass of the distinguishing events
of the privacy loss distribution before composition (the privacy loss class)
as a valuable characterization for the degree of privacy that a mechanism
provides. We illustrate that this characterization is accurate and derive
upper and lower ADP and PDP bounds.

Rényi differential privacy (RDP) [ 151] is a privacy notion based on the
log normalized-moments of the privacy loss distribution (the Rényi diver-
gence). RDP is a generalization of the moments account bound (MA) [ 2].
We evaluate MA in Section 3.7 and show an equivalence between RDP's
moments, the PLD, and ADP (Theorem 3.22), which exceeds the RDP to
ADP bound in [ 151].

In a concurrent work, Balle et al. [ 18] revisited the Gauss mechanism
for optimal denoising in differential privacy. Interestingly, their concurrent
work results in the same exact ADP-bound of the Gauss mechanism, without
any composition results, however. Additionally, Balle et al. [ 17] leveraged
the characterization of differential privacy as an f-divergence to achieve
privacy ampli�cation by subsampling. They concurrently proved that ADP
bounds imply RDP bounds but not the converse direction. Wang et al. [ 214]
applied similar ideas to Rényi-DP.

3.4 privacy loss space

We review the privacy loss, a representation of the privacy leakage in-
troduced by Dinur and Nissim [ 65]. We de�ne a probability distribution
from it, the privacy loss distribution(PLD) and show that it is useful for
de�ning many privacy notions from the literature: approximate differen-
tial privacy (ADP) [ 73], probabilistic differential privacy (PDP) [ 103, 143],
and Rényi differential privacy (RDP) [ 151], and concentrated differential
privacy (CDP) [ 35, 76]. For a generalization of ADP (De�nition 3.11) and
for RDP, the PLD is even a canonical, unique, and succinct representation
of the leakage (Theorem 3.22 and corollary 3.23). We further prove that a
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sequential composition translates to convolution of the respective privacy
loss distributions (Theorem 3.5).
Notation. We summarize the required notation in the frontmatter of this
thesis, page xxii. Formally, a probabilistic mechanismM from X to Y describes
function M : X ! (W ! Y), with W :=

S
x2 X Wx and Wx being the set of

measurable sets on which the random variable M (x) (for x 2 X) is de�ned.

3.4.1 Privacy Loss Variables and Privacy Loss Distributions

At the core of this work lies the representation of privacy leakage as
the privacy loss. The privacy loss L of any one output of the mechanism
with respect to two potential inputs is the logarithmic ratio between the
probabilities to observe the output for each input. This ratio is of course not
de�ned if this probability is 0 for either the nominator or the denominator.
For a more uniform treatment of realistic mechanisms, we introduce distinct
symbols ¥ and � ¥ that behave similar to in�nity and minus in�nity. If the
nominator is 0, we de�ne the privacy loss L to be � ¥ , and analogously if
only the denominator is 0 we de�ne it to be ¥ . This captures distinguishing
events, which, if observed, reveal which of the two inputs was used.

De�nition 3.2 (privacy loss random variable) . Given a probabilistic mechanism
M : X ! U , let o 2 U be any potential output ofM and letx0, x1 2 X be two
inputs. We de�ne theprivacy loss random variable of o for x0, x1 as

L M (x0)/ M (x1) (o)

=

8
>>><

>>>:

¥ if Pr [o M (x0)] 6= 0 and Pr [o M (x1)] = 0

ln
�

Pr[o M (x0)]
Pr[o M (x1)]

�
if Pr [o M (xi )] 6= 0 8i 2 f 0, 1g

-¥ else,

where we consider¥ and -¥ to be distinct symbols.

For readability, we write A := M (x0) and B := M (x1) for the output
distributions of M on two particular inputs x0 and x1 and then write

L A/ B (o) = ln
�

Pr[o A]
Pr[o B]

�
for the privacy loss of the observation o.

The privacy loss L naturally gives rise to a probability distribution over
the privacy losses, the privacy loss distribution(PLD), for two given probabil-
ity distributions A and B. The set of privacy lossesY :=

S
o2U f L A/ B (o)g

are the atomic events of the distribution. The respective probability den-
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sity/mass function w of a privacy loss y is de�ned as the cumulative weight
of all observations o in A with privacy loss y:

w (y) := å
f o j L A/ B(o)= y, o2Ug

Pr [o A]

with y 2 Y . Formally, the PLD is the compound probability distribution of
the random variable L . To be able to sum over all events, we require the
universe U to be countable. For continuous distributions we generalize our
results to Lebesgue measurable sets (c.f. Section3.5.2).

De�nition 3.3 (privacy loss distribution (PLD)) . Let A and B be two probabil-
ity distributions over the countable universeU. Theprivacy loss distribution w
of A over B is de�ned as follows:

Y =
[

o2U

f L A/ B (o)g � R

w (y) = å
f o j L A/ B(o)= y, o2Ug

Pr [o A] with y 2 Y

The supportY of w additionally includes the symbol1 -¥ : supp(w) := f y j
w (y) 6= 0g [ f -¥ g. We de�ne8y 2 R : -¥ < y < ¥ , y+ ¥ = ¥ , -¥ + y =
-¥ , -¥ + ¥ = -¥ .

Next, we prove basic properties about the PLD.

Lemma 3.4 (basic properties of the PLD). For two distributionsA and B, let
Y andw (y) be as in De�nition3.3, we have

(1) The setY is countable.
(2) 8y 2 Y : w (y) � 0
(3) å y2Y w (y) = 1
(4) w (¥ ) = å f x j Pr[o B]= 0g Pr [o A]
(5) w (-¥ ) = 0

Proof. The proofs directly follow from De�nitions 3.2 and 3.3.

(1) Y is a mapping from the countable set U and is therefore countable
as well.

(2) Follows from Pr [o A] � 0 8o 2 U .
(3) å y2Y w (y) = å o2U Pr [o A] = 1.

1 We are aware that the support of a probability mass function w (y) is usually de�ned as the
set of y with w (y) 6= 0. The inclusion of -¥ simpli�es notation.
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(4) Follows by the de�nition of the privacy loss L .
(5) By de�nition of L , o 2 U :

w (-¥ ) = å f o j L A/ B(o)= -¥ g Pr [o A]

= å f o j Pr[o A]= 0g Pr [o A] = 0

With these properties at hand, we can prove that the privacy loss distribu-
tion of a pair of independent product distributions A � C vs. B � D is the
same as the convolution of the privacy loss distributions of the pair of single
distributions A vs. B and C vs. D. This theorem is vital because sequential
composition of non-adaptive mechanisms, translates to the independent
product distributions of the respective mechanisms.

Theorem 3.5 (composition) . Let M : X ! U and M 0 : X 0 ! U 0 be indepen-
dent probabilistic mechanisms, and letx0, x1 2 X andx0

0, x0
1 2 X 0. Let w be the

privacy loss distribution created byM (x0) overM (x1) with supportY, andw0

by M 0(x0
0) overM 0(x0

1) with supportY0 respectively. Letwc with supportYc be
the privacy loss distribution created byM (x0) � M 0(x0

0) overM (x1) � M 0(x0
1)

where� denotes the independent distribution product. Then,wc can be derived
from w andw0as follows:

Yc =
�

yc j yc = y + y0 8y 2 Y , 8y0 2 Y 0	

So,8yc 2 Y c n f -¥ , ¥ g we have

wc (yc) = ( w � w0)(yc)

= å
f y, y0jy+ y0= ycg

w(y) � w(y0)

wc (¥ ) = 1 � [1� w(¥ )] �[1� w0(¥ )]

wc (-¥ ) = 0

wherew � w0 is a convolution, and the setYc is countable.

Proof. Let M : X ! U and M 0 : X 0 ! U 0 be two probabilistic mechanisms,
let x0, x1 2 X and x0

0, x0
1 2 X 0. For ease of readability we write U2 = U � U 0.

We put emphasis on the difference between M (x0) and M (x1), as well as
between M 0(x0

0) and M 0(x0
1) respectively, which leads to four different

probability-terms, namely Pr [o M (x0)], Pr [o M (x1)], Pr [o0 M 0(x0
0)],

and Pr
�
o0 M 0(x0

1)
�

all de�ned on o 2 U , o0 2 U 0. We split U2 = U � U 0

into three sets as follows

U2
+ = f (o, o0) j 8(o, o0) 2 U 2, 8i 2 f 0, 1g :
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Pr [o = M (xi )] 6= 0 ^ Pr
�
o0 = M 0(x0

i )
�

6= 0g

U2
0 = f (o, o0) j 8(o, o0) 2 U 2, 8i 2 f 0, 1g :

Pr [o = M (xi )] = 0 ^ Pr
�
o0 = M 0(x0

i )
�

= 0g

U2
¥ = U2 n (U2

+ [ U 2
0 ) (one to three probabilities are 0)

Obviously, they are pairwise distinct and contain together all elements in
U2 = U2

+[ U 2
¥ [ U 2

0 . Therefore, this proof examines these sets separately: �rst,
the set U2

+ (leading to the convolution property), second U2
¥ ( for w (¥ ) and

partly w (-¥ )), and last U2
0 (leftover w (-¥ )).

First, we examine the set U2
+ . This will lead to the convolution property

for y 6= -¥ , ¥ . As the tree sets are separated in a way that no event(o, o0) in
U2

+ has a probability of zero, we do not need to consider wc (¥ ) or wc (-¥ )
in this part. For all events (o, o0) 2 U 2

+ , the privacy loss is additive under
composition: 8(o, o) 2 U 2

+

L (M (x0),M 0(x0
0)) / (M (x1),M 0(x0

1))
�
o, o0�

= ln

 
Pr [(o, o0)  (M (x0), M 0(x0

0)) ]
Pr

�
(o, o0)  (M (x1), M 0(x0

1))
�

!

= ln

 
Pr [o M (x0)]
Pr [o M (x1)]

Pr [o0 M 0(x0
0)]

Pr
�
o0 M 0(x0

1)
�

!

= ln
�

Pr [o M (x0)]
Pr [o M (x1)]

�
+ ln

 
Pr [o0 M 0(x0)]
Pr

�
o0 M 0(x0

1)
�

!

= L M (x0)/ M (x1) (o) + L M 0(x1)/ M 0(x0
1)

�
o0�

since M and M 0 are independent. Let us de�ne

Y+ =
�

yc j yc = y + y0 y 2 Y , y0 2 Y 0, y, y0 6= -¥ , ¥
	

.

As Y and Y0 are countable, their composition Y+ is countable as well. For
readability, let us de�ne

L c
�
o, o0� := L (M (x0),M 0(x0

0)) / (M (x1),M 0(x0
1))

�
o, o0�

L (o) := L M (x0)/ M (x1) (o)

L 0�
o0� := L M 0(x0

0)/ M 0(x0
1)

�
o0�

With yc 2 Y +

wc (yc) = å
f (o,o0) j L c(o,o0)= ycg

Pr
�
(o, o0)  (M (x0), M 0(x0

0))
�
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= å
f (o,o0) j L (o)+ L 0(o0)= ycg

Pr [o M (x0)] � Pr
�
o0 M 0(x0

0)
�

= å
f (y,y0)jy+ y0= ycg

å
f o j L (o)= yg

Pr [o M (x0)] �

0

@å
f o0j L 0(o0)= y0g

Pr
�
o0 M 0(x0

0)
�
1

A

= å
f (y,y0)jy+ y0= ycg

w(y) � w0(y0),

which is a convolution. We have used that the sums considered converge
absolutely; thus, the sum-product is a Cauchy product and thereby the last
equality is valid. For the second equality, we have used the independence
of M and M 0. As there are no events (o, o0) in U2

+ for which one of the four
probabilities Pr [o M (xi )], Pr [o0 M 0(xi )] with i 2 f 0, 1g equals to zero,
we do not need to consider wc (¥ ) or wc (-¥ ) here.

In the second part, we prove the composition of wc (¥ ) and show that
all events in U2

¥ which add to wc (-¥ ) are zero. Next, we de�ne four sets
U¥ , U0

¥ , U+ , U0
+ from the set U2

¥ and then subtract combinations of these
four sets from U2

¥ to de�ne U2
? :

U¥ = f o j Pr [o M (x1)] = 0, (o, o0) 2 U 2
¥ g

U0
¥ = f o0 j Pr

�
o0 M 0(x0

1)
�

= 0, (o, o0) 2 U 2
¥ g

U+ = f o j Pr [o M (x1)] 6= 0, (o, o0) 2 U 2
¥ g

U0
+ = f o0 j Pr

�
o0 M 0(x0

1)
�

6= 0, (o, o0) 2 U 2
¥ g

U2
? = U2

¥ n (U+ �U 0
¥ ) [ (U¥ �U 0

+ ) [ (U¥ �U 0
¥ )

First, let us argue about w (-¥ ): It is always zero as for any corresponding
events of M (x0) have occurrence probability 0 as in Lemma 3.4. In the
authors' opinion, this is the most painful proof in this thesis. If you �nd
this line, you are invited to a be-ver age of you choice. Anyway, by construc-
tion, the sets U+ and U0

+ contain all events o, o0 for which the correspond-
ing Pr [o M (xi )] 6= 0 and Pr

�
o0 M 0(x0

i )
�

6= 0 for i 2 f 0, 1g. Therefore
å o2U+ Pr [o M (x0)] = 1 � w(¥ ) (analogously for M 0). Moreover, all the
leftover events in U2

? have either Pr [o M (x0)] = 0 or Pr [o0 M 0(x0
0)] = 0

or both and are captured in the third and fourth statement. By construc-
tion, if and only if (o, o0) 2 (U+ � U 0

¥ ) [ (U¥ � U 0
+ ) [ (U¥ � U 0

¥ ), then
Pr

�
(o, o0)  (M (x1), M 0(x0

1))
�

= 0 and thus the event is within wc (¥ ).

wc (¥ ) = å
f (o,o0)j Pr[(o,o0) (M (x1),M 0(x0

1)) ]= 0g

Pr
�
(o, o0)  (M (x0), M 0(x0

0))
�
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= å
f (o,o0)j Pr[o M (x1)]�Pr[o0 M 0(x0

1)]= 0g

Pr [o M (x0)] � Pr
�
o0 M 0(x0

0)
�

= å
(o,o0)2 (U+ �U 0

¥ )

Pr [o M (x0)] � Pr
�
o0 M 0(x0

0)
�

+ å
(o,o0)2 (U¥ �U 0

+ )

Pr [o M (x0)] � Pr
�
o0 M 0(x0

0)
�

+ å
(o,o0)2 (U¥ �U 0

¥ )

Pr
�
o M (x0

0)
�

� Pr
�
o0 M 0(x0

0)
�

= [ 1 � w(¥ )]w0(¥ ) + w(¥ )[1 � w0(¥ )] + w(¥ )w0(¥ )

= 1 � [1 � w(¥ )][1 � w0(¥ )]

where we have separated the in�nite sums as before (independence and
Cauchy products) and we have used å o2U+ Pr [o M (x0)] = 1 � w(¥ )
(analogously for M 0).

For the third set U2
0 , the observation that for any (o, o0) 2 U 2

0 the loss
function evaluates to -¥ , but any occurrence-probabilities are zero leads to
the conclusion that its contribution to any event in wc is 0.

We show Yc =
�

yc j yc = y + y0 8y 2 Y , 8y0 2 Y 0	 Note that for all
events in U2

¥ n U2
? we can set y = ¥ and for all events in U2 n (U2

+ [ U 2
¥ )

we can set y = -¥ . Together with the addition rules in De�nition 3.3, it is
valid to de�ne Yc = Y+ [f -¥ , ¥ g. Again, we neglect the set U2

? and U2
0 as

they do not contribute to the privacy loss distribution. Yc is countable as Y
and Y0 and f -¥ , ¥ g are countable. this concludes the proof.

3.4.2 Dual Privacy Loss Distribution

The ADP de�nition is symmetric, but the notion of a privacy loss distri-
bution (PLD) of A over B is inherently asymmetric since w (y) is de�ned by
probabilities in A. We show that it is possible to derive the PLD of B over
A, the dual PLD, directly from the PLD of A over B.

De�nition 3.6 (dual PLD) . Given a probabilistic mechanismM : X ! U , for
a privacy loss distributionw with supportY created byM (x0) overM (x1) (for
x0, x1 2 X), thedual privacy loss distribution (dual PLD) wwith support

Y

is
de�ned as

Y

= f -y j y 2 Yg

w(y) = w (-y) ey 8 y2

Y

w(¥ ) = 1 � å y2 Ynf -¥ , ¥ g

w(y)
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w(-¥ ) = 0

Lemma 3.7 (meaning dual PLD) . Given a probabilistic mechanismM : X ! U ,
for a privacy loss distributionw created byM (x0) over M (x1), then the PLD
created by M(x1) over M(x0) is the dual PLD was de�ned in De�nition 3.6.

Proof. Let us split U in three sets

U+ = f o j L M (x1)/ M (x0) (o) 2

Y

n f -¥ , ¥ g, o 2 Ug

U¥ = f o j L M (x1)/ M (x0) (o) = ¥ , o 2 Ug

U0 = f o j L M (x1)/ M (x0) (o) = -¥ , o 2 Ug

Note that the sets U+ , U¥ , U0 are pairwise distinct and U = U+ [ U ¥ [ U 0.
We look at each set individually. First, the set U+ : As for for all events o 2 U+
neither Pr [o M (x0)] nor Pr [o M (x1)] evaluates to zero, we can use the
logarithmic nature of the privacy loss L M (x0)/ M (x1) (o) = �L M (x1)/ M (x0) (o)
which gives us

Y+ = f -y j 8y 2 Y n f -¥ , ¥ gg. So,8y 2

Y+

w(y) = å
f o j L M (x1)/ M (x0) (o)= yg

Pr [o M (x1)] ,

= å
f x j L M (x0)/ M (x1) (o)= -yg

Pr [o M (x0)] �
Pr [x  M (x1)]
Pr [o M (x0)]

= å
f x j L M (x0)/ M (x1) (o)= -yg

Pr [o M (x0)] � eL M (x1)/ M (x0) (o)

= w (-y) ey

There are no events in U+ which could go into w(-¥ ) or w(¥ ). Next, we
look at U0. We use the fact that for all o 2 U0, L M (x1)/ M (x0) (o) = -¥ and
thus Pr [o M (x0)] = 0. In this case, according to Lemma 3.4: w(-¥ ) = 0.
Next, for the set U¥ , we use

w(¥ ) = å
o2U¥

Pr [o M (x1)]

= å
o2UnU0,U+

Pr [o M (x1)]

= 1 � w(� ¥ )
| {z }

= 0

� å
y2 Y+

w(y)

Finally, note that the support of wnamely

Y

coincides with

Y+ [ f -¥ , ¥ g.
This concludes the proof.
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3.4.3 Inner Privacy Loss Distribution

Most of the privacy bounds in this work and in the literature do not
consider distinguishing events, i.e., w (¥ ) = 0. Hence, these events with
L (o) = ¥ have to be treated differently. We examine the distribution
conditioned on excluding such events.

De�nition 3.8 (inner distribution) . The inner distributionw̄ of a privacy loss
distribution w is the normalized distribution withoutw (� ¥ ) andw (¥ ). 8y 2
Y n f -¥ , ¥ g

w̄ (y) = Pr
y� w

[y j y 6= ¥ ] =
w (y)

1 � w (¥ )

We can de�ne a mechanism M 0 that leads to the inner distribution
directly.

Lemma 3.9 (mechanism for inner distribution) . Let M : X ! U be a prob-
abilistic mechanism andx0, x1 be inputs with common supportO = f oj8 i 2
f 0, 1g, Pr [o M (xi )] 6= 0,o 2 Ug, leading to a privacy loss distributionw.

Let M 0
M,O : X ! U be a probabilistic mechanism withPr

h
o M 0

M,O(x)
i

=

Pr [o M (x)jo 2 O]. Then, the privacy loss distribution created byM 0
M,O(x0)

over M0
M,O(x1) is equal to the inner distribution̄w of w.

Proof. Let Y be the support of w, y 2 Y n f -¥ , ¥ g. Note that 8o 2 U ,

Pr
h
o M 0

M,O(xi )
i

= Pr [o M (xi )jo 2 O]. Note that 8o 2 O,

L M 0
M,O(x0)/ M 0

M,O(x1) (o) = L M (x0)/ M (x1) (o)

and L M (x0)/ M (x1) (o) 2 Y n f -¥ , ¥ g. The restricted privacy loss distribution
of M 0

M,O(x0) over M M,O0(x1) is

w0(y) = å
o2L � 1

M0
M,O (x0)/ M0

M,O (x1)
(y)

Pr
�
o M 0

M,O(x0)
�

= å
o2L � 1

M (x0)/ M (x1) (y)

Pr [o M (x0)]
Pr [M (x0) 2 O]

=
1

1 � Pr [M (x0) /2 O] å
o2L � 1

M (x0)/ M (x1) (y)

Pr [o M (x0)]

=
w (y)

1 � w (¥ )
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= w̄ (y) .

The following technical lemma shows that many of the bounds that
do not consider distinguishing events can be generalized if the bound is
considered to constrain only the inner distribution.

Lemma 3.10 (bound conversion) . Let w be a privacy loss distribution with
supportY. If there exists a boundB(g) on the inner distributionw̄ for a positive
function g : Y ! R and forg 2 Y n f -¥ , ¥ g

å
y� g

g(y) w̄ (y) � B (g)

then the bound can be expressed for the full distribution:

å
y� g

g(y) w (y) � w (¥ ) + [ 1� w (¥ )] B(g)

with g(¥ ) = 1.

Proof. Let the variables be de�ned as in the lemma. The statement follows
immediately from the de�nition, setting g(¥ ) = 1:

å
y� g

g(y) w̄ (y) =
1

1 � w (¥ ) å
y� g, y6= ¥

g(y) w (y) � B (g)

() å
y� g, y6= ¥

g(y) w (y) � [1 � w (¥ )] B(g)

() å
y� g

g(y) w (y) � w (¥ ) + [ 1 � w (¥ )] B(g)

3.4.4 Approximate Differential Privacy

We �rst present the de�nition from the literature and then prove that our
PLD-based de�nition is equivalent.

De�nition 3.11 (ADP revisited) . Let M : X ! U be a probabilistic mechanism
andx0, x1 2 X . We sayM is (#, d)-differentially private (or(#, d)-ADP) for x0, x1
if we have for all sets S� U

Pr [M (x0) 2 S] � e#Pr [M (x1) 2 S] + d.
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We say thatd is tight for #andx0, x1 if there is nod0 < d such that the mechanism
is (#, d0)-ADP for x0, x1. We writed(#) for this tight d of an#. TheADP-graph is
de�ned as(#, d(#)) #2R . Given a neighboring relation, we call the mechanismM
(#, d)-ADP if M is (#, d)-ADP for all neighboring x0, x1 2 X .

The same de�nition applies if, instead of talking about mechanisms that
were based on data universes X , we consider the timing leakage of an
algorithm that is based on a secret key, or if we quantify the dif�culty of
distinguishing two distributions after a single event. For a illustration of
ADP on two probability distributions, see Figure 3.4, following a depiction
in [ 150].

The privacy loss space directly enables us to compute a tight value d
for every value of # such that (#, d)-differential privacy is satis�ed. This
representation is vital for this work. We connect our de�nition from above
to the de�nition of tight ADP [ 150].

De�nition 3.12 (d� (#) from PLD) . For a probabilistic mechanismM : X ! U
with inputs x0, x1 2 X creating a privacy loss distributionw with supportY and
for # � 0 we de�ne

d�
M (x0),M (x1) (#) = w (¥ ) + å

y> #, y2Ynf -¥ ,¥ g
(1 � e#� y) w (y)

We now show that De�nitions 3.11 and 3.12 are equivalent.

Lemma 3.13 (d� (#) equals tight-ADP) . For every probabilistic mechanism
M : X ! U , x0, x1 2 X , and for any values#, d � 0, M is (#, d(#)) -tightly

ADP for x0, x1 as in De�nition 3.11 iff we haved(#) =
�

d�
M (x0),M (x1) (#)

�
(c.f.,

De�nition 3.12).

Proof. Let M be a probabilistic mechanism and x0, x1 2 X be two inputs. For
simplicity, let us denote A(o) := Pr [o M (x0)] and B(o) := Pr [o M (x1)],
and let L� 1

A/ B (y) = f o j y = L A/ B (o), o 2 Ug be the pre-image of y. First,
we show that

å
o2U

max(0, A(o) � e#B(o)) = w (¥ ) + å
y> #, y2Ynf -¥ ,¥ g
(1 � e#� y) w (y)

Afterwards, we apply a lemma from prior work to prove the equivalence of
the left hand side to tight-ADP.

Let us �rst consider only the term max(0, A(o) � e#B(o)) : for any y 2
Y n f -¥ , ¥ g and 8o 2 L � 1

A/ B (y)

y = ln
A(o)
B(o)

() B(o) = e� yA(0)
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This allows us to re-write

max(0, A(o) � e#B(o)) = max(0,(1 � e#� y) � A(o))

=

8
<

:
[1 � e#� y]A(o) if y > #

0 else

where we have used the fact that 8o 2 U , A(0) � 0. After this preparation,
we can come to the next step. Keep in mind that the support Y of w contains
all possible outcomes the loss L A/ B (o) can achieve for all o 2 U . Then

å
o2U

max(0, A(o) � e#B(o)) = å
o2L � 1(¥ )

max(0, A(o) � e#B(o)
| {z }

= 0

)

+ å
o2L � 1(-¥ )

max(0,

= 0z}| {
A(o) � e#B(o)
| {z }

� 0

)

+ å
y2Ynf -¥ ,¥ g

å
o2L � 1(y)

max(0, [1� e#� y] � A(o))

= å
o2L � 1(¥ )

A(o) + å
y> #,y6= ¥

å
o2L � 1(y)

[1� e#� y] � A(o)

= w (¥ ) + å
y> #, y2Ynf -¥ ,¥ g

[1� e#� y]w (y)

= d�
M (x0),M (x1)

= : d�

where we have used the de�nition of w (y) = å o2L � 1(y) A(o), the fact that
e# > 0, and 8o 2 U , A(o), B(o) � 0. By this, we have proven the �rst
equality from the beginning of the proof. What is left is the connection to
tight-ADP; we use Lemma 1 in [ 150]:

Claim ([150, Lemma 1], Connection to tight-ADP) . For every#, two distribu-
tions A and B over a �nite universeU are tightly (#, d)-ADP with

d = max
�

å o2U max (Pr [o A] � e#Pr [o B] , 0) ,

å o2U max(Pr [o B] � e#Pr [o A] , 0)
�
.

which in application directly concludes the proof.

One immediate corollary is the exact tight-ADP formula for the approx-
imate randomized response mechanism M#,d (with parameters # � 0,d 2
[0, 1]), shown to be a worst case mechanism [119] for (#, d)-ADP.



80 privacy loss classes
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Figure 3 .3: Uniform noise and its privacy loss distribution before composition
(n = 1) and after a few compositions (n = 4).

Example 3.14 (approximate randomized response (ARR)) . Approximate
Randomized Response forx � 0, 1� D � 0, is de�ned as follows:Pr [o M (x0)] =
p0(o), Pr [o M (x1)] = p1(o) with

p0(o) =

8
>>>>>><

>>>>>>:

D o = 1
(1� D)ex

ex+ 1
o = 2

(1� D)
ex+ 1

o = 3

0 o = 4

p1(o) =

8
>>>>>><

>>>>>>:

0 o = 1
(1� D)
ex+ 1

o = 2
(1� D)ex

ex+ 1
o = 3

D o = 4

Its privacy loss distributionw can be seen as a shifted binomial distribution, which
has a very simple form under convolution. Using Theorem3.5 and Lemma3.13,
for n compositions, we get the exact result

d(#) =
(1 � d)n

(1 + ex)n �
n

å
k= dkn,#e

�
n
k

� h
1 � e#� x(2k� n)

i
ex(n� k) + [ 1 � (1 � d)n]

with dkn,#e = max[0, min[n, ceil( #+ nx
2x )]]. For a detailed derivation, see Sec-

tion 3.6.1.

Example 3.15 (non-DP uniform noise) . Consider a mechanism that adds uni-
form noise to its input. We refer to Figure3.3 for a graphical depiction. Let
M : X ! U, with U = f� 5, . . . , 5g, x1, x2 2 X, andPr [o M (x0)] = p0(o),
Pr [o M (x1)] = p1(o) be

p0(o) =

8
<

:

1
9 o 2 f� 5, .., 4g

0 o = 5
p1(o) =

8
<

:
0 o = � 4

1
9 o 2 f� 4, .., 5g
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leading to

w (y) =

8
<

:

8
9 y = 0

1
9 y = ¥

The privacy loss distributionw is not (#, 0)-ADP as8#> 0,

#< L M (x0)/ M (x1) (o = � 5) = ¥ , i.e., w (¥ ) 6= 0,

but it is (#, 1
9)-ADP 8# � 0. Moreover,

wn(y) =

8
<

:
( 8

9)n y = 0

1 �
� 8

9

� n
y = ¥

is the PLD after n compositions, according to theorem3.5.

3.4.4.1 Equivalence of PLD and ADP-Graphs

We now show that an ADP-graph is as expressive as the privacy loss dis-
tribution. For distributions with �nite support, it is possible to reconstruct
the PLD from the (#, d(#)) # sequence. In practice, �nite support is typically
the case due to discretization and �nite representations of numbers. From
Lemma 3.13, the opposite direction then follows. This is a signi�cant result,
as the privacy loss distribution is suf�ciently strong for other important
privacy notions.

Lemma 3.16 (equivalence of ADP and PLD) . There exists a bijectionR such
that the following holds. For any probabilistic mechanismM on inputs x0 and
x1 with a privacy loss distribution(Y, w) with �nite cardinality jYj = k (for
k 2 N ), we get the tight ADP-graph(#, d(#)) # for x0, x1 (as in De�nition 3.11)
with R(Y, w) = ( #, d(#)) # and backwards R� 1 ((#, d(#)) #) = ( Y, w).

Proof. To show bijectivity of R, we need to prove injectivy and surjectiv-
ity. First, some general considerations. According to De�nition 3.11 and
Lemma 3.13, for all mechanisms M : X ! U and all inputs x0, x1 2 X , d(#)
of the tight ADP-graph is of the following form, where (Y, w) is the PLD of
M (x0) and M (x1): d(#) = å y> #,y2Y (1 � e#� y) w (y). Moreover, for any PLD
and for all y 2 Y , w (y) > 0 and thus each single summand (1 � e#� y) w (y)
that is included in the sum (i.e., y > #) is always positive.
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� 6 � 4 � 2 0 2 4 6 8

B > e#A

event space

A
B

e#�A
dADP (#)
dPDP(#)

Figure 3 .4: A graphical depiction of the (truncated) Gaussian mechanism on two
inputs, A = N

�
0,s2�

, B = N
�
1,s2�

, and of how to compute ADP dADP (#) and
PDP dPDP(#) for a given value #. Note that e#�A is not a probability distribution.

By de�nition, for all PLDs (Y, w) generated by all M on all inputs x0, x1,
the image of the map

R : (Y, w) !

 

#, å
y> #,y2Y

(1 � e#� y) w (y)

!

#

(3.2)

contains all valid tight ADP-graphs. Therefore, R is surjective.
We now prove injectivity by contradiction. Assume there are two non-

equal PLDs (Y, w), (Y0, w0) for which R outputs the same tight ADP-graph
R(Y, w) = ( #, d(#)) # and R(Y0, w0) = ( #, d0(#)) # with R(Y, w) = R(Y0, w0).

If the PLDs consist of a single and identical y, i.e. Y = Y0 = f yg, from
d(#) = d0(#) follows immediately w (y) = w0(y) as the term (1 � e#� y) is
identical in both. This is a contradiction. Otherwise, if we have more than
a single and identical y, we can �nd the minimal distance between any
two y in Y [ Y 0: As k is �nite and Y, Y0 are discrete, the minimal distance
is h = min y0,y12Y[Y 0,y06= y1

jy0 � y1j > 0. This means that 8y0, y1 2 Y [ Y 0

with y0 6= y1, y1 /2 (y0 � h, y0).
Let yn = maxy2Y[Y 0y. We prove the statement by induction. Base step:

As d0(yn) = d(yn), we get w0(¥ ) = w (¥ ) immediately by De�nition 3.12.
Induction step: Let yn 2 Y , otherwise, switch (Y, w) and (Y0, w0). If yn /2 Y 0,
then 8# 2 (yn � h, yn), d(#) � d0(#) = ( 1 � e#� yn )w0(yn) > 0. Therefore,
d(#) 6= d0(#). This is a contradiction. If yn 2 Y 0, then let #1 = yn � h

2 and

d0(#1) = ( 1 � e#1� yn )w0(yn) + å
y0> yn,y02Y 0

(1 � e#1� y0
)w0� y0� + w0(¥ )
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d(#1) = ( 1 � e#1� yn )w (yn) + å
y> yn,y2Y

(1 � e#1� y)w (y) + w (¥ )

But by previous induction steps:

å
y0> yn,y02Y 0
(1 � e#1� y0

)w0� y0� + w0(¥ ) = å
y> yn,y2Y
(1 � e#1� y)w (y) + w (¥ )

Therefore, by d0(#1) = d(#1) ) w0(yn) = w (yn) as the term (1 � e#1� yn ) is
identical. Now we de�ne yn� 1 = maxy2Y[Y 0nf ymjm� ng y and repeat until

Y [ Y 0n f ymjm � ng = fg . This will give us Y = Y0 and w0 = w, which
is in contradiction to our assumptions. This proves injectivity. As we have
proven injectivity and surjectivity for R, we can conclude bijectivity.

3.4.5 Probabilistic Differential Privacy

Probabilistic differential privacy [ 103, 143] is a very intuitive variant
of approximate differential privacy (see Figure 3.4). The main idea is to
require that with probability 1-d pure #-differential privacy holds. While
this de�nition has a clear semantics and is easy to understand, it is not
closed under post-processing [149], which is a crucial property for practical
applications; hence, this work concentrates on ADP. Nevertheless, we show
that the privacy loss distribution is suf�cient for precisely computing PDP
bounds.

De�nition 3.17(probabilistic differential privacy (PDP) [ 103]). A probabilistic
mechanismM : X ! U is (#, d)-probabilistically differentially private (PDP)
for x0, x1 2 X , where# � 0 and d � 0, if there are setsSd

0, Sd
1 � U with

Pr
�
M (x0) 2 Sd

0

�
� d and Pr

�
M (x1) 2 Sd

1

�
� d, s.t., for all setsS � U , the

following in-equations hold:

Pr
h
M (x0) 2 Sn Sd

0

i
� e# � Pr

h
M (x1) 2 Sn Sd

0

i

^ Pr
h
M (x1) 2 Sn Sd

1

i
� e# � Pr

h
M (x0) 2 Sn Sd

1

i
.

(3.3)

M is tightly (#, d)-PDP for x0, x1 if d is minimal for#, i.e., if for alld0such thatM
is (#, d0)-PDP for x0, x1, d0 � d. Given a neighboring relation, ifM is (#, d)-PDP
for any neighboring x0, x1 2 X then M is (#, d)-PDP.

The conditions of PDP can be directly translated to the privacy loss space
as it requires each of tails with y � #of a PLD w and its dual PLD wto be
smaller than d:
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Lemma 3.18(connection to PDP). Let M : X ! U be a probabilistic mechanism
and x0, x1 2 X two inputs with the PLDw and let wbe its dual PLD, then

M is (#, d)-PDP for x0, x1 ()
å y> #,y2Y w (y) � d

å y> #,y2 Y w(y) � d

Proof. Let w with support Y be created by M (x0) and M (x1). First, notice
that Equation (3.3) in the PDP de�nition is equal to the privacy loss function:
for i 2 f 0, 1g:

L M (xi )/ M (x1� i )

�
Sn Sd

i

�
= ln

Pr
�
M (xi ) 2 Sn Sd

i

�

Pr
�
M (x1� i ) 2 Sn Sd

i

� � #

Let us create two sets

S0
i := f o j L M (xi )/ M (x1� i ) (o) > #, o 2 Sd

i g

As S0
i � Sd

i ) Pr
�
M (xi ) 2 S0

i

�
� d. Moreover,

8o 2 Sd
i n S0

i : L M (xi )/ M (x1� i ) (o) � # (3.4)

by construction. Therefore,

L M (xi )/ M (x1� i ) (o) � # 8o 2 Sn S0
i = ( Sn Sd

i ) [ (Sd
i n S0

i ) (3.5)

which means that all o 2 S with L i (o) > #are in S0
i .

d � Pr
�
M (x0) 2 S0

0
�

I= å
o2S0

0

Pr [o M (x0)]

I I= å
f o j L M (x0)/ M (x1) (o)> #, o2Sg

Pr [o M (x0)]

I I I= å
y> #

w(y) y 2 Y

where we have used independence of elementary events (I), Equation (3.5)
(II), and the privacy distribution de�nition (III). The argument for wfollows
analogously. This proves one direction of the lemma. For the other direction,
note that we have only used equalities, that S0

i � Sd
i , and that 8o 2 Sn

S0
i , L M (xi )/ M (x1� i ) (o) � # ) 8 o 2 Sn Sd

i , L M (xi )/ M (x1� i ) (o) � #. We have
omitted including w (� ¥ ) for clarity as it is always equal to 0.



3.4 privacy loss space 85

3.4.6 Rényi Differential Privacy & Concentrated Differential Privacy

Recent work introduced novel ADP bounds that are based on the Rényi
divergence: concentrated DP (CDP) [35, 76], Rényi DP (RDP) [151], and
the moments accountant [2]. This Rényi divergence closely related to the
moment generating function of the privacy loss random variable and can
be de�ned using the PLD. In particular, as CDP and RDP are based on
the Rényi divergence, Lemma 3.16 implies that RDP and CDP can be
determined from the tight APD-graph (#, d(#)) # (for distributions with �nite
support). These bounds were motivated as more comprehensively capturing
the privacy guarantees of mechanisms. In fact, the work on concentrated
differential privacy can be seen as a direct predecessor of the present work.

The Rényi divergence of two distributions can be directly derived from
their PLD. We begin with de�ning the Rényi divergence, then proceed with
RDP and then with CDP.

De�nition 3.19 (Rényi-divergence and RDP). The Rényi divergence
Da(M (x0)jM (x1)) with a > 1 for a probabilistic mechanismM : X ! U
and two inputs x0, x1 2 X is de�ned as

Da(M (x0)jM (x1)) =
1

a� 1
ln E

o� M (x1)

�
eL M (x0)/ M (x1) (o)

� a

D1(M (x0)jM (x1)) = E
o� M (x0)

�
L M (x0)/ M (x1) (o)

�

Rényi differential privacy characterizes privacy as the sequence of Rényi divergences:
(a, Da)a. Given a neighboring relation,M has#-Rényi differential privacy of order
a > 1 ((a, #)-RDP) if Da(M (x0)jM (x1)) � #for all neighboring x0, x1 2 X .

Note that D1(M (x0)jM (x1) coincides with the Kullback-Leibner (KL)
divergence from M (x0) to M (x1). This is a natural property of the PLD, if
and only if no output o 2 U has an in�nite privacy loss. Analogously, we
get the KL divergence from M (x1) over M (x0) by the dual PLD w.

Rényi differential privacy can be translated to (#, d)-PDP by using a
logarithmic version of the Markov bound as follows: whenever (a, Da)a,
then also (#, aDa � a#)-ADP holds [ 151]. The moments accountant uses the
same characterization and proposes (#, min a(aDa� a#)) as ADP bounds (as
(#, d)-PDP implies (#, d)-ADP).

CDP requires that the Rényi divergence be bounded by an af�ne linear
function, which can lead to tighter bounds for some mechanisms (e.g.,
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the Gauss mechanism) but renders CDP unapplicable for other mecha-
nisms (e.g. [2], see Section3.7). We use the representation from Bun and
Steinke [35], called zero-concentrated DP.

De�nition 3.20 (concentrated differential privacy) . A mechanismM : X !
U satis�es (x, r )-CDP if for all a > 0, and all neighboringx0, x1 2 X (for a
neighboring relation),Da(M (x0)jM (x1)) � x + ra .

3.4.6.1 Equivalence of PLD and RDP

RDP is closely connected to the moments of the privacy loss distribu-
tion [ 214]. In fact, the a-Rényi-divergence Da is the a-1-root of the logarithm
of the moment generating function of the provacy loss random variable
evaluated at a-1. If the moments r l of the exponentiated w are are not
growing too fast, jr l j < cdl l ! for a l > 0, then we have equivalence,
i.e., we can compute the moments from the privacy loss distribution of a
mechanism and vice versa. For privacy loss distributions on a bounded
support we always have equivalence.

Lemma 3.21 (equivalence of PLD and RDP). There exists a bijectionRRDP
such that the following holds. For any probabilistic mechanismM with a countable
support on inputsx0 and x1 with a privacy loss distribution(Y, w), s.t.,w (¥ ) =
0, the Rényi Divergence of orderl with l > 0 of M(x0) and M(x1) is

ml =
1
l

ln
�

E
y� w

el y
�

= D l + 1(M (x0)jM (x1)) (3.6)

Moreover, ifexp( l �ml ) < cdl l ! for two positive constantsc, d, then we get
the Rényi-Divergence-sequenceRRDP((Y, w)) = ( a, Da)a and the PLD by
R� 1

RDP ((a, Da)a) = ( Y, w).

Proof. This proof is separated in three parts. First, we show Equation ( 3.6).
Second, we show that there exists a bijection R0 between Rényi-DP and
the exponentiated PLD (exp-PLD), de�ned as (f exp(y) j y 2 Y g , w � ln ),
where (Y, w) is the PLD of A and B. Third, we show the existence of a
bijection R between the exp-PLD and the PLD itself.

First, let us show the equality between ml and the Rényi-Divergence
Da. For simplicity, let us denote A(o) := Pr [o M (x0)] and B(o) :=
Pr [o M (x1)]. As w (¥ ) = 0, there is no o 2 U where B(o) = 0 and
A(x) 6= 0. Therefore, we can do the following:

1
l

ln

 

E
y� W

el y

!

=
1
l

ln

 

E
o� A

�
A(o)
B(o)

� l
!
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=
1
l

ln å
o2U

A(o)
�

A(o)
B(o)

� l

=
1
l

ln å
o2U

B(o)
�

A(o)
B(o)

� l + 1

=
1
l

ln E
o� B

�
A(o)
B(o)

� l + 1

= D l + 1(A jB)

For the second part, the bijection between RDP and exp-PLD, we derive
for any l the corresponding moment as in the calculation from above. This
is an algebraic identity, i.e. any PLD w generated by two distributions A
and B results in one speci�c Rényi sequence (a, Da(A jB)) a.

The other direction w � ln ( (a, Da)a is more tricky as there are cases
where more than one distribution have the same moments (Hausdorff
moments problem). First, let us de�ne r l := exp( l �ml ) > 0 and notice
that the condition r l < cdl l ! is suf�cient such that the power series

å l > 0 r l
r l

l ! has a positive convergence radius. More formally, if 9c, d, d0> 0,
s.t. 0 < r l < cdl l ! and d0> d, then 8r with 0 < r < 1

d0 the power series

0 < å l r l
r l

l ! < å l cdl l ! r l

l ! < cå l

�
d
d0

� l
< ¥ as 0 < d

d0 < 1 leads to a

geometric series. Now we apply the following claim about probability
measures and moments:

Claim ([26, Theorem 30.1]). Let mbe probability measure on the line having
�nite momentsa =

R¥
¥ xkm(dx) of all orders. If the power serieså k akrk/ k! has

a positive radius of convergence, thenmis the only probability measure with the
moments(ai ) i2N .

By this claim, we know that, if the previous power series has a positive
convergence radius, then there exists a unique probability measure mfor a
given series of moments (Da(A jB)) a. As shown above, the moments of the
exp-PLD are exactly the Rényi divergences; hence, this uniqueness of the
measure implies that mequals the exp-PLD (Y0, w � ln ).

For the third part, we then observe that we can transform any PLD into
the exp-PLD (Y0, w � ln ) and vice versa. This is a bijective step, since the
exponentiation exp : (-¥ , ¥ ) ! (0,¥ ) is bijective and the logarithm ln :
(0,¥ ) ! (-¥ , ¥ ) is bijective on the domain of strictly positive real values.
More precisely, for a probability space (Y, E, w) the following function R is
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bijective, where Y is the set of atomic events, E := 2Y is the set of all events
on Y, and w is the probability measure:

R(Y, w) := ( f exp(y) j y 2 Yg
| {z }

= :Y0

, w � ln| {z }
= :w0

)

Next, we will show that, with E0 = 2Y0
= ff exp(y) j y 2 vg j v 2 Eg,

(Y0, E0, w0) is a probability space. In particular, we show that in this new
probability space, w � ln is countably additive: for any countable collection
f E0

i gi2 I with pairwise disjoint events E0
i 2 E0, we know that there are events

Ei 2 E s.t., E0
i = f exp(v) j v 2 Eig for all i. We show that w0 on f E0

i gi2 I can
be expressed usingw and f Eigi2 I as follows.

w0

 
[

i2 I

E0
i

!

= w

 

ln

 
[

i2 I

E0
i

!!

= w

 

f ln (v0) j v0 2
[

i2 I

E0
i g

!

= w

0

@f ln (exp(v))
| {z }

= v

j v 2
[

i2 I

Ei g

1

A

= w

 
[

i2 I

f v j v 2 Ei g

!

As Y is countable and w is countably additive, we can write this as a sum
(� ). Since the setsEi are pairwise disjoint, equality (�� ) holds. Plugging in
the de�nition of w0 and Ei , we get the following.

w

 
[

i2 I

f v j v 2 Ei g

!
(� )
= å

v2
S

i2 I Ei

w(v)
(�� )
= å

i2 I
w(Ei ) = å

i2 I
w � ln (E0

i ) = å
i2 I

w0(E0
i )

Hence, we obtain that (Y0, w0) (together with E0 = 2Y0
) is a probability

space. Now, we can create a bijection RRDP. As R(Y, w) = ( Y0, w � ln )
and R0(Y0, w � ln ) = ( a, Da)a are both bijections, RRDP := R0� R is also a
bijection and RRDP(Y, w) = R0(R(Y, w)) = R0(Y0, w � ln ) = ( a, Da)a.

3.4.7 Equivalence of Rényi-DP and ADP

From Lemma 3.16, we know that for any mechanism M and any two
inputs x0, x1 the ADP-graph can be bijectively mapped to the PLD and
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vice versa, if the common support is discrete and �nite. From Lemma 3.21,
we know that for any mechanism M and any two inputs x0, x1 the Renyi
Divergences can be bijectively mapped to the PLD and vice versa, as long as
the sequence of Rényi Divergences satisfy a technical sanity condition. As a
result, we can conclude that the series of moments (Da)a, the ADP-graph
and the PLD contain the same information and can be transformed into
one another.

Theorem 3.22 (equivalence of ADP, RDP and PLD). There exists bijections
RADP andRRDP such that the following holds. Given a mechanismM. Let (x0, x1)
be an arbitrary but �xed pair of inputs such that

• 8o 2 U , i 2 f 0, 1g, Pr [o M (xi )] 6= 0
• the supportY of the PLD ofM (x0) andM (x1) has �nite cardinality jYj = k

(for k 2 N ),
• the support of M(x0) and of M(x1) is countable, and

• 8l > 0, Eo� M (x0)

h
Pr[o M (x0)]
Pr[o M (x1)]

i l
< cdl l ! for two positive constants c, d.

Let (#, d(#)) #2R be the ADP-Graph forx0, x1 (De�nition 3.11), let the sequence
(a, Da(M (x0)jj M (x1))) be the Rényi-Divergence-sequence ([151]), let w be the
PLD (De�nition 3.3). Then, the following diagram commutes:

M, x0, x1

PLD
(Y, w)

RDP
(a, Da(M (x0)jj M (x1))) a2N

ADP
(#, d(#)) #2R

RRDPRADP

Proof. Lemma 3.16 states that there is a bijection RADP such that for all
mechanisms and all pairs of inputs x0, x1 such that the support of the PLD
Y has �nite cardinality jYj = k (for k 2 N ) we have RADP ((#, d(#)) #2R ) = w.
Lemma 3.21states that there is a bijection RRDP such that for all mechanisms
with the support of M (x0) and of M (x1) is countable and exp( l � jml j) <
cdl l ! for two positive constants c, d we have RRDP((a, Da(M (x0)jj M (x1))) a)
= w. Note that

ml =
1
l

ln
�

E
y� w

el y
�

=
1
l

ln

 

E
o� M (x0)

e
l ln

Pr[o M (x0)]
Pr[o M (x1)]

!

leads to

E
o� M (x0)

�
Pr [o M (x0)]
Pr [o M (x1)]

� l

< cdl l !
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As both mappings are bijections, the diagram commutes.

The previous result can be extended to mechanisms with non-equal
image space, i.e. with w (¥ ) 6= 0.

Corollary 3.23 (Equivalence with distinguishing events) . Given M on two
inputs x0, x1 with distinguishing events andM 0

M,O(x) as in Lemma3.9, we can
apply Theorem3.22, resulting in a bijection for the inner distribution̄w of M (x0)
overM (x1) (see De�nition3.8), which allows us to consider the distinguishing
events separately.

Proof. This follows directly from Lemma 3.9 and Theorem 3.22.

3.4.8 Markov-ADP Bound

Next, we re�ne an ADP bound introduced by the moments accountant [ 2],
which we coin Markov-ADP bound. We use Markov's inequality to limit
the privacy loss. In contrast to [ 2], we discretize the tail and incorporate its
contribution in a more �ne-grained manner.

Theorem 3.24 (Markov-ADP bound) . A mechanismM : X ! U with two
inputs x0, x1 2 X , and a privacy loss distributionw with support Y created
by M (x0) over M (x1). Let P be any �nite non-empty sub-set ofYn, i.e.,P =
f y0, . . . ,ykg � Rk+ 1 with yi < yi+ 18i . Then, aftern compositions and for#2 P ,
#< y0,

d�
M (x0) (#) � T (yk) + å

yi � #,yi 2P

�
1 � e#� yi

�
� [T (yi ) � T (yi � 1)]

with

T (y) = min
l

E
o� M (x0)

2

4e
l �ln

�
Pr[o M (x0)]
Pr[o M (x1)]

� 3

5

n

� e� l �y

is a upper bound for tight-ADP forx0, x1 and smaller or equal to the PDP bound
given by RDP [151].

Proof. Let wn generated by A = M n(x0) and B = M n(x1) be the distribution
w after n independent self-compositions. The beginning of this proof is
inspired by Theorem 2 of [2] which has already proven the composability
of the log moments

aAn,Bn ( l ) �
n

å
i= 0

aA,B( l ) = n � aA,B( l )
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with

aA,B( l ) = ln E
o� A

e
l ln Pr[o A]

Pr[o B]

for all l > 0. Moreover, by applying Markov's inequality, they have proven
for all g > 0,l > 0,

Pr
y� w

[y � g] = å
y� g,y2Y n

w (y) � exp(aA,B( l ) � lg )

From which follows for wn and the corresponding Yn

å
y� g,y2Y n

wn(y) � min
l > 0

exp(aAn,Bn ( l ) � lg )

� min
l > 0

exp(n � aA,B( l ) � lg )

= min
l > 0

exp
�

n� ln E
o� A

�
e
l ln Pr[o A]

Pr[o B]

�
� lg

�

= min
l > 0

Eo� A

�
e
l �ln Pr[o A]

Pr[o B]

� n

el �g = T (g)

as this is valid for all l , the term can be minimized.
W.l.o.g, we can assumeT (g) to be monotone decreasing (8 h > 0, T (g) �

T (g + h)), else we just setT (g) = T (g + h) as a probability mass cannot
increase while we reduce the evaluated events. For every #2 P we want to
show

å
y> #,y2Y n

(1 � e#� y)wn(y) (3.7)

�T (yk) + å
yj � #,yj 2P

(1 � e#� yj )
�
T

�
yj � 1

�
� T

�
yj

��

Due to the (1 � e#� y) terms, which are smaller than 1 (as in the RDP bound
formula [ 151]), this bound is less or equal to the Rényi-DP bound. To see
why Equation ( 3.7) is true, we �rst investigate properties of wn. Note that
in general, a < b ) (1 � 1

ea ) � (1 � 1
eb ). Thus, for every f � 0 and for all

numbers a0 � a1,

å
a0� a< a1

(1 � e#� a) f (a) � (1 � e#� a1) å
a0� a< a1

f (a).
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We split Yn into chunks with boundaries P = f y0, ..,ykg � Rk+ 1 with
yi < yi+ 18i . We de�ne, for i 2 f 0, ..,kg, T00( i) := å y2Y n,y� yi

wn(y) , T0(k) :=
T00(k), for i < k: T0( j) := T00( i) � T00( i + 1). We retain for every yi 2 P ,

å
y� yi ,y2Y n

wn(y) = å
j � i ,j2f 0,...,kg

T0( j)

We retain for every yi 2 P ,

å
yi � y,y2Y n

(1 � e#� y)wn(y)

= å
j � i ,j2f 0,...,k� 1g

0

@å
yj � y< yj+ 1,y2Y n

(1� e#� y)wn(y)

1

A + å
yk� y,y2Y n

(1� e#� y)wn(y)

� å
j � i ,j2f 0,...,k� 1g

0

@(1 � e#� yj+ 1) å
yj � y< yj+ 1,y2Y n

wn(y)

1

A + å
yk� y,y2Y n

wn(y)

= å
j � i ,j2f 0,...,k� 1g

�
(1 � e#� yj+ 1)T0( j)

�
+ T0(k)

Claim: For functions f1, f2 s.t. for all i 2 f 0, . . . ,kg: å i � j,j2f 0,...,kg f1( j) �
0,å i � j,j2f 0,...,kg f2( j) � 0 and å i � j,j2f 0,...,kg f1( j) � å i � j,j2f 0,...,kg f2( j) and
for all monotonously increasing functions g � 0,

å
i � j,j2f 0,...,kg

f1( j)g( j) � å
i � j,j2f 0,...,kg

f2( j)g( j)

To see why the claim is true, let f1, f2, g be functions as above. We know

å
i � j, j2f 0,...,kg

f1( j) � å
i � j,j2f 0,...,kg

f2( j)

() å
i � j, j2f 0,...,kg

( f1( j) � f2( j)) � 0

We start with this statement, but use it for other values of i subsequently.

å
i � j,j2f 0,...,kg

( f1( j) � f2( j)) � 0

=) g( i) � å
i � j,j2f 0,...,kg

( f1( j) � f2( j)) � 0

() g( i)( f1( i) � f2( i)) + g( i) � å
i+ 1� j,j2f 0,...,kg

( f1( j) � f2( j)) � 0
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Sinceå i+ 1� j,j2f 0,...,kg ( f1( j) � f2( j)) � 0 and g( i) � g( i + 1) we thus know
that

g( i)( f1( i) � f2( i)) + g( i + 1) � å
i+ 1� j,j2f 0,...,kg

( f1( j) � f2( j)) � 0.

We apply this argument repeatedly to yield

å
i � j,j2f 0,...,kg

g( i) � ( f1( j) � f2( j)) � 0

, å
i � j,j2f 0,...,kg

g( i) f1( j) � å
i � j,j2f 0,...,kg

g( i) f2( j).

This shows the claim. Now, we split the Markov tails T into T 0analogously
to how we have split T into T0:

T 0(k) := T (yk)

for i < k: T 0( i) := T (yi ) � T (yi+ 1)

We again retain for every yi 2 P ,

T (yi ) = å
yj � yi ,yj 2P

T 0( i)

Note that for all i 2 f 0, . . . ,kg,

å
i � j,j2f 0,...,kg

T0( j) � å
i � j,j2f 0,...,kg

T 0( j)

and that furthermore we are now �nally able to apply our property. Given
yi 2 P , we get

å
yi � y,y2Y n

(1 � e#� y)wn(y)

� å
j � i ,j2f 0,...,k� 1g

�
(1 � e#� yj+ 1)T0( j)

�
+ T0(k)

� å
j � i ,j2f 0,...,k� 1g

�
(1 � e#� yj+ 1)T 0( j)

�
+ T 0(k)

�T (yk) + å
yj � yi ,yj 2P

(1 � e#� yj )
�
T

�
yj � 1

�
� T

�
yj

��

which concludes the proof.
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Please note that the Markov-ADP bound limits only d�
M (x0) (#). For com-

mon (#, d)-ADP guarantees that are valid for both combinations of in-
put x0 and x1, the dual distribution condensed to d�

M (x1) (#) need to be
evaluated as well. Then, as with RDP, bounds for x0 and x1 are d =
max( d�

M (x0) (#), d�
M (x1) (#) ) for any #> 0. In literature, ADP analyses often

bounds derived by worst case neighboring input pairs to obtain bounds for
all neighboring input pairs. Here, x0 and x1 can be seen as such worst-case
inputs.

It is worth mentioning that theorem 3.24 can be expressed by the Rényi-
divergence directly, similar to Theorem 2 in [ 2].

Corollary 3.25 (Markov-ADP bound with Rényi-divergence) . A mechanism
M : X ! U with two inputs x0, x1 2 X , and a privacy loss distributionw with
supportY created byM (x0) overM (x1). LetP be any �nite non-empty sub-set of
Yn, i.e.,P = f y0, . . . ,ykg � Rk+ 1 with yi < yi+ 18i . Then, aftern compositions
and for#2 P , #< y0,

d�
M (x0) (#) � T (yk) + å

yi � #,yi 2P

�
1 � e#� yi

�
� [T (yi ) � T (yi � 1)]

with
T (y) = min

a
e(a� 1)(n�Da(M (x0)jM (x1)) � y)

is a upper bound for tight-ADP forx0, x1 and smaller or equal to the PDP bound
given by RDP [151].

Proof. Based on theorem3.24, We must how that

min
l

E
o� M (x0)

2

4e
l �ln

�
Pr[o M (x0)]
Pr[o M (x1)]

� 3

5

n

� e� l �y = min
a

e(a� 1)(n�Da(M (x0)jM (x1)) � y)

(3.8)
This is similar to the proof for Lemma 3.21:

min
l

E
o� M (x0)

2

4e
l �ln

�
Pr[o M (x0)]
Pr[o M (x1)]

� 3

5

n

� e� l �y

( i)
= min

l
e� l �y

"

å
o2U

Pr [o M (x0)]
�

Pr [o M (x0)]
Pr [o M (x1)]

� l
#n

( ii )
= min

l
e� l �y

"

exp

 
l
l

ln å
o2U

Pr [o M (x1)]
�

Pr [o M (x0)]
Pr [o M (x1)]

� l + 1
!# n
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( iii )
= min

a� 1
e� (a� 1)�y

"

exp

 
a � 1
a � 1

lnå
o2U

Pr [o M (x1)]
�

Pr [o M (x0)]
Pr [o M (x1)]

� a
!# n

( iv)
= min

a� 1
e� (a� 1)�y [exp ((a � 1)Da(M (x0)jM (x1)) )]n

(v)
= min

a
e(a� 1)(n�Da(M (x0)jM (x1)) � y)

using ( i) the de�nition of exectation values and exp( ln(x)) = x 8x 2 R,
( ii ) extend the summands with 1, ( iii ) l ! a � 1, ( iv) using de�nition of
Rényi-divergence, (v) simpli�cations.

We conjecture that this theorem holds also for arbitrary inputs x 2 X
to a mechanism M if the a-Rényi-divergence used for the minimisation
procedure is an upper bound to Da(M (x0)jM (x1)) for all possible inputs
x0, x1 2 X . Da(M (x0)jM (x1)) . However, we leave the proof to the reader.

This concludes our discussion and review of individual bounds from
our perspective on the privacy loss distribution. We see that considering
privacy loss distributions is insightful and allows for a comprehensive
investigation of a wide variety of privacy aspects. Next, we turn to a
central insight from our analyses of the privacy loss space: the privacy
loss under sequential composition inevitably acquires the shape of a Gauss
distribution. This insight then enables us to present a novel, elegant, and
expressive characterizations for various mechanisms, which we call privacy
loss classes.

3.5 privacy loss classes

We characterize the approximate behavior of the privacy loss distribu-
tion of M (x0) and M (x1) under sequential composition with a notion of a
privacy loss class. The privacy loss class has the following property: with an
increasing number of compositions n, two different privacy loss distribu-
tions (PLD) in the same privacy loss class converge to the same Gaussian
PLD. As composition excluding distinguishing events translates to convolu-
tion of PLDs (Theorem 3.5), the convergence is implied by the central limit
theorem.

The central limit theorem further implies that it suf�ces to know the
variance and mean of the two PLDs before convolution (i.e., composition).
The variance and mean of the combined privacy loss distribution (i.e.,
after convolution) is the sum of the respective values. Thus, by classifying
each mechanism by the variance and mean of the respective privacy loss
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distribution, we can (in the limit) describe the privacy loss of the mechanism
and approximately calculate its privacy loss.

This convergence to a Gaussian distribution does not apply to events
that have an in�nite privacy loss ¥ . Consequently, we focus on the inner
distribution (c.f., Section 3.4.3). Recall that the inner distribution is the
renormalized privacy loss distribution without distinguishing events.

Under composition, the probability that a distinguishing event occurs
changes in a simple and straight-forward way. Consequently, privacy loss
classes have three de�ning elements: (m, s2, w (¥ )), the mean and the vari-
ance of the inner distribution, and the probability of distinguishing events
w (¥ ).

De�nition 3.26 (privacy loss classes (PLC)). A privacy loss distributionw
with supportY belongs to the(m, s2, w (¥ ))-privacy loss class

m= å
y2Ynf -¥ ,¥ g

y � w̄ (y) ,

s2 = å
y2Ynf -¥ ,¥ g

(y � m)2 � w̄ (y)

if w (¥ ) 6= 1, or to the privacy loss class(0, 0, 1) else.

Note that the privacy loss class of every privacy loss distribution coincides
(by de�nition) with the mean and variance of the inner distribution.

3.5.1 The Central Limit Theorem of ADP

We now show our main theoretical result: all privacy loss distributions
converge to Gaussian privacy loss distributions.

Theorem 3.27 (the Central Limit Theorem for ADP) . Let M : X ! U be a
mechanism with two inputsx0, x1 2 X . Let w1 be the corresponding privacy loss
distribution with supportY1 and privacy loss class (m, s2, w (¥ )) wheremands2

are �nite. Let wn be the privacy loss distribution with supportYn aftern repeated
independent compositions of M(x0) and M (x1). Then

Yn =

(

y j y =
n

å
i= 1

ỹi , 8ỹ 2 Y n

)

wn(y) = (~ n
i= 1 w1) [y] 8y 2 Y n n f -¥ , ¥ g
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wn(¥ ) = 1 � [ 1 � w1(¥ ) ]n

wn(-¥ ) = 0

with privacy loss class(nm, ns2, wn(¥ )) where~ denotes convolution. More-
over, if s2 > 0 and the third absolute moment of the inner distributiong =
E jw̄1(y)j3 < ¥ , then the inner distributionw̄n(y) converges in distribution
against a normalized Gaussian with

�
�
�
� Pr
y� wn

[y � z j y 6= ¥ ] � F
�

z� nm
p

ns

� �
�
�
� < cu �

g
p

ns3

8z 2 R, or equivalently

å
y� z, y2Ynf -¥ ,¥ g

wn(y) d�! [ 1� wn(¥ ) ] � F
�

z� nm
p

ns

�

whereF (z) denotes the cumulative distribution function ofN (0, 1) and cu =
0.4748.

Proof. For any i 2 N , let wi denote the privacy loss distribution with
support Yi after i compositions and let (mi , s2

i , wi (¥ )) be the corresponding
privacy loss class. Note that w1 is the original distribution. The proof for
this theorem is split into three parts: �rst, we prove the properties of wn(y)
under composition, second we approach the privacy loss class, and as
a third, we apply the central limit theorem implied by Berry-Esseen to
wn(y) 8y 2 Y n n f -¥ , ¥ g for the Gauss shape. To ease readability we write
y for a vector of elements y1, . . . ,yk and we omit the exact declaration
y = y1, . . . ,yk if that is clear from the context.

The �rst part will be proven by induction based on Theorem 3.5. If we
use the same privacy loss distribution w1 twice for Theorem 3.5, we get
directly

Y2 = f y j y = ỹ1 + ỹ2, 8ỹ 2 Y � Y g

w2(y) =
�

~ 2
i= 1 w1

�
[y] 8y 2 Y 2 n f -¥ , ¥ g

w2(¥ ) = 1 � [ 1 � w1(¥ ) ]2

w2(-¥ ) = 0

and as Theorem 3.5 allows different privacy distributions as input, we use
there w1 and n independent compositions of w1 (creating wn). Then by the
theorem

Yn+ 1 =

(

ŷ j ŷ = y +
n

å
i= 1

ỹi + y, 8y 2 Y , 8ỹ 2 Y n

)
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=

(

ŷ j ŷ =
n+ 1

å
i= 1

ỹi , 8ỹ 2 Y n+ 1

)

wn+ 1(y) = (w � wn) [y] 8y 2 Y n+ 1 n f -¥ , ¥ g

=
�

~ n+ 1
i= 1 w1

�
[y]

wn+ 1(¥ ) = 1 � [ 1 � wn(¥ ) ] � [ 1 � w1(¥ ) ]

= 1 � [ 1 � w1(¥ )]n+ 1

wn+ 1(-¥ ) = 0

which is exactly privacy loss distribution after n + 1 compositions.
For the rest of this proof, we omit wi (-¥ ) as they are always zero and do

not cause any problems. For the second part, we use the well known fact
that for the inner distribution 8y 2 Y i n f -¥ , ¥ g

w̄i (y) = Pr
y� wi

[y j y 6= ¥ ] =
wi (y)

1 � wi (¥ )

which sums up to 1 and with �nite mean and variance, we can add mean
and variance. For any i, j 2 N + :

mi+ j = E
y� w̄i+ j

y = å
y2Y i+ j

w̄i+ j (y) y

= å
y2Y i+ y

å
yi 2Y i

w̄i (yi ) � w̄j (y � yi ) y

I= å
yi 2Y i

w̄i (yi ) � å
y2Y j

w̄j
�
yj

�
(yi + yj )

I I= å
yi 2Y i

w̄i (yi ) � (yi + mj )
I I I= mi + mj

where we have used a variable shift y ! yi + yj and the absolute conver-
gence property to re-order the summands (I), and the property
å yi 2Y i

w̄i (yi ) = 1 and the de�nition of mi (II, III). Exactly the same way
one proves s2

m+ l = s2
l + s2

m, which we omit here. As these mand s2 and
wn(¥ ) coincide with the de�nition of the privacy loss class, the theorem
statement about the obtained privacy loss class follows directly by induc-
tion.

For the third part, we apply Berry-Esseen as stated in de�nition 3.35
directly on the normalized distribution PrWn [y j y 6= ¥ ] = w̄n(y). All its
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requirements, namely �nite g, s2 < ¥ and IID composition of w1, are met
by the theorem assumptions. Therefore, 8z 2 R

�
�
�
�Pr
wn

[y � z j y 6= ¥ ] � F
�

z � nm
p

ns

� �
�
�
� � cu

g
p

ns3

The last theorem statement follows by Lemma 3.10 and by the fact that

Pr
wn

[y � z j y 6= ¥ ] = å
y� z, y2Ynf -¥ ,¥ g

wn(y)

It should be mentioned that privacy loss distributions of different in-
dependent mechanisms can converge to a Gaussian distribution as well
if they satisfy the so-called Lindenberg condition [ 138]. Informally, the
Lindenberg condition requires that no variance of the composing indepen-
dent distributions dominates the other variances too much. This allows
us to combine arbitrary privacy loss distributions while predicting their
privacy loss class and therefore their privacy loss as long as they ful�ll
the Lindenberg condition. Assume that for every input x 2 X to M the
output distribution and therefore for every pair M (x0), M (x1) the PLD
is known. Then the resulting PLD after multiple compositions for each
pair of inputs can be computed (see Theorem 3.5). Instead of invoking
the computationally expensive convolution, the privacy loss class can be
computed directly from the individual mand s of each PLD involved. As
the individual inputs are known, expensive convolution operations on the
PLD of M (x0) and M (x1) can be neglected, and we can directly operate on
the individual inputs to estimate the privacy loss with the bounds from
theorem 3.27.

3.5.2 Generalization to Lebesgue-Integrals

So far we have only considered discrete random variables. Now we
extend our analysis to the continuous case, which formally requires us to
consider Lebesgue integrals. This will eventually lead us to the analysis of
the Gaussian mechanism and its exact ADP-bound.

Lemma 3.28 (Lebesgue-generalization). Let M : X ! eU be a mechanism with
two inputs x0, x1 2 X with continuous universeeU. De�ne a Lebesgue–Rokhlin
probability space( eU, B(R), l i ) where eU 2 R, B( eU) denotes the Borel set and
l i (O � eU) = Pr [M (xi ) 2 O ] is a Lebesgue measure (fori 2 f 0, 1g). Let the
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privacy loss functionL : eU ! B (R) [ f -¥ , ¥ g be generalized to sets as follows:
8O 2 B( eU) :

LM (x0)/ M (x1)(O) = f y j y= LM (x0)/ M (x1)(o), 8o2Og

Let eY = L
�

eU
�

n f -¥ , ¥ g. Let L to be integrable in respect tol . Then we de�ne

the pushforward measurew (y) for a Lebesgue integrable function g as

8A 2 B( eY) :
Z

A
g dw (y) :=

Z

L� 1(A)� eU
g � L (u) dl (u)

if g � L is integrable with respect tol . Moreover,

8y 2 B( eY) : w (y) =
Z

L� 1(y)
dl (u)

Additionally, let w (¥ ) =
R

L� 1(¥ ) dl (u) andw (-¥ ) = 0. This gives us a measure

space( eY, B( eY), w) with the �nite measurew, allowing us to rewrite previous
quantities:

w̄ (y) =
w (y)

1 � w (¥ )
8y 2 B( eY) (3.9)

m=
Z

eY
y dw̄ (y)

s2 =
Z

eY
(y � m)2 dw̄ (y)

dM (x0) (#) = w (¥ ) +
Z

[#,¥ )\ eY
(1 � e#� y) dw (y)

Proof. First, note that l (u) is a s-�nite measure. The push-forward measure
we can de�ne as eY and eU are both a subset ofR [27]. Second, asw (y) and
l (u) are s-�nite measures and l (u) = 0 ) w (y) = 0, the loss random
variable is a valid Radon–Nikodym derivative by the Radon-Nikodym
theorem[27], and we can write w (y).

To the generalized statements: The inner distribution (Equation ( 3.9)) is
just a multiplication with a positive constant (the normalization) to the
measure l (u) which is valid as l (u) 2 R everywhere. The mean and
variance are de�ned as 8y 2 R : w̄ (y) 2 R, and eY � R without -¥ and ¥ .
The derivation of dM (x0) (#) identical to Lemma 3.13 except that the set eY
does not include the distinguishing events.
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One advantage of the continuous perspective is the ability to derive
sometimes an analytic form of the privacy loss distribution directly from
the mechanism distribution itself. If the privacy loss variable L is bijective
and derivable, then we can apply integration by substitution.

Lemma 3.29 (density transformation) . Let M : X ! eU be a mechanism with
two inputs x0, x1 2 X . Let the probability densityA(u) := Pr [u  M (x0)] be
continuous. Let privacy loss distributionw be created byM (x0) overM (x1) with
support eY. For a subsety � eY, let O = L� 1

M (x0)/ M (x1) (y). Let L M (x0)/ M (x1) be

bijective on O, and let the derivative of the inverse¶L� 1

¶y be integrable on y. Then

dw (y) = A( L� 1(y) )
�

¶L� 1

¶y

�
(y) dy

Proof. As we can evaluate a continuous function f (y) in the privacy loss
space as

R
eU f ( L (o) ) A(o) do, we can apply integration by substitution with

L � 1:
Z

O
f (L (o))A(o) do =

Z

L (O)
f (y) A( L � 1(y) )

�
¶L � 1

¶y

�
(y) dy

| {z }
dw(y)

=
Z

L (O)
f (y) dw (y)

This allows us to calculate the privacy loss distribution analytically for
suitable mechanisms if the privacy loss function is injective.

3.5.3 ADP for the Gaussian Mechanism

The Gaussian mechanism applies Gaussian distributed noise to a real-
valued deterministic function, e.g., a query-response mechanism that gets
as input a database D and a query q and outputs q(D) + N

�
0,s2

�
. We

abstract away from the use case and analyze the privacy loss of M (x) =
x + N

�
0,s2

�
. Consequently, we can focus on a simple neighboring relation:

x0 and x1 are neighboring iff jx0 � x1j � s, where s 2 R is the (limited)
sensitivity. In the query-response example, x = q(D); note that we can
easily replace q: queries of subsequent runs can be chosen adaptively
(as long as the sensitivity is not exceeded) and we will still analyze the
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same mechanism on inputs x0, x1 with jx0 � x1j � s. Our analysis also
applies to other use cases as long as the query on neighboring inputs has a
sensitivity bounded by s. We here present a tight analytic formula for d(#)
for the Gaussian mechanism. This result is a signi�cant contribution, as it
allows to compute (not just approximate) the exact privacy loss. We show
that PLD of the Gaussian mechanisms also is a Gaussian distribution and
under composition remains a Gaussian distribution. Thus, we yield a tight
analytic formula for the Gaussian mechanism after an arbitrary number
of compositions. If the actual sensitivity of the underlying function differs
from s our bounds naturally lose their tightness.

Based on the tightness of our analytic formula, we illustrate how the
optimal degree of Gaussian Noise s (the standard deviation) is found, i.e.,
for given privacy constraints expressed by (#, d), we provide the smallest
degree of noise s such that the privacy constraints are still satis�ed after
n compositions; and therefore, maximising utility. While we can provide
such a formula for PDP analytically, the solution for ADP is obtained
numerically.

Lemma 3.30 (PLD of Gaussian mechanism). Let M be a probabilistic Gaussian
mechanism with M: X ! eU and

M (x) � N
�

x, s2
�

for s2 > 0 and letx0, x1 2 X . Then the privacy loss distributionw generated by
M (x0) and M(x1) is a Gaussian distribution

w � N
�

(x0� x1)2

2s2 ,
(x0� x1)2

s2

�

andw (¥ ) = 0 with privacy loss class
�

(x0� x1)2

2s2 , (x0� x1)2

s2 , 0
�

.

Proof. Let the variables be de�ned as in the lemma statement. Let u 2 eU.
This is a application of lemma 3.29. The privacy loss function L : eU ! R is

L N(x0,s2)/ N(x1,s2) (u) = ln
1p

2ps 2
e� (u� x0)2

2s2

1p
2ps 2

e� (u� x1)2

2s2

=
2u(x0 � x1) � (x2

0 � x2
1)

2s2
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Note 8u 2 eU : L N(x0,s2)/ N(x1,s2) (u) 6= ¥ ) w (¥ ) = 0. Let us denote

y := L N(x0,s2)/ N(x1,s2) (u). This function is invertible L � 1(y) = ys2+( x2
0� x2

1)
2(x0� x1)

and it is derivable. As all involved functions are continuous, we can use
Riehmann-integrals. Let A(u) := Pr [u  M (x0)]. Using Lemma 3.29,

dw (y) = A( L � 1(y) )
�

¶L � 1

¶y

�
(y) dy

=
1

p
2ps 2

e� (L � 1(y)� x0)2

2s2

�
s2

2(x0 � x1)

�
dy

=
1

r

2p
h

(x0� x1)2

s2

i exp

0

B
@�

�
y�

h
(x0� x1)2

2s2

i� 2

2
h

(x0� x1)2

s2

i

1

C
A dy

� N
�

(x0� x1)2

2s2 ,
(x0� x1)2

s2

�

This proves the �rst statement. In regard of the privacy loss class, note

that m= Ey� w y = (x0� x1)2

2s2 and s2 = Ey� w y2 = (x0� x1)2

s2 can be read out by
inspection immediately. With priorly proven w (¥ ) = 0, the privacy loss

class of this distribution is ( (x0� x1)2

2s2 , (x0� x1)2

s2 , 0).

Bun and Steinke have already derived the absolute moments of the Gaus-
sian mechanism [35, Lemma 2.4] which implies the result of Lemma 3.30 as
well.

Lemma 3.31 (tight ADP for Gaussian PLD) . Let w be a continuous privacy
loss distribution in the shape of a Gaussian distribution

dw (y) =
1 � w (¥ )
p

2ps 2
e� (y� m)2

2s2 dy

and with privacy loss class(m, s2, w (¥ )) for any0 � w (¥ ) � 1. Then

dM (x0) (#) = w (¥ ) +
1 � w (¥ )

2

�
erfc

�
#� m
p

2s

�
� e#� m+ s2

2 erfc
�

#� m+ s2
p

2s

��

(3.10)

whereerfc(z) = 2p
p

R¥
z exp (� t2)dt is the well studied complementary error

function [3].
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Proof. First, use the de�nition

d(#) = w (¥ ) +
Z ¥

#
(1 � e#� y) dw (y)

= w (¥ ) + [ 1 � w (¥ )]
Z ¥

#
(1 � e#� y)

1
p

2ps 2
e

(y� m)2

2s2 dy

Let us split the integral in two parts and solve them separately.

Z ¥

#

1
p

2ps
e� (x� m)2

2s2 dx =
Z ¥

#� mp
2s

1
p

p
e� u2

du =
1
2

erfc
�

#� m
p

2s

�

Z ¥

#
e#� x 1

p
2ps

e� (x� m)2

2s2 dx = e#
Z ¥

#

1
p

2ps
e� (x� m)2� 2xs2

2s2 dx

= e#
Z ¥

#

1
p

2ps
e� � x2+ 2x(m� s2)� m2� s4� 2ms2+ s4+ 2ms2

2s2 dx

=
1
2

e#+ s2
2 � merfc

�
#� m+ s2

p
2s

�

The lemma statement follows directly by combining everything.

Note:for numerical stability, the second term in Equation ( 3.10) should be
evaluated in log-space as

e#+ s2
2 � m� erfc

�
#� m+ s2

p
2s

�
= exp

�
log_erfc

�
#� m+ s2

p
2s

�
+ #+

s2

2
� m

�

The GNU Scienti�c library offers such a function named gsl _sf _log _erfc .
Recall from Lemma 3.30 that for the Gaussian mechanism with noise

parameter s and sensitivity jx0 � x1j,2 the mean mpld and variance s2
pld

of their respective privacy loss distribution are related: mpld = s2
pld/2 =

jx0� x1j
s

2
/2. Hence, Lemma 3.31 directly implies the following theorem.

Theorem 3.32 (tight ADP for the Gaussian mechanism) . A Gaussian mech-
anism M : X ! eU with sensitivity s and M (x) � N

�
x, s2

�
for s2 > 0 has

exactly

d(#) =
1
2

"

erfc

 
#� nmpldp

2nspld

!

� e#�erfc

 
#+ nmpldp

2nspld

!#

2 As discussed in Section 3.2, for a large class of real-valued queries, the sensitivity can be
represented as jx0 � x1j.
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after n compositions, withspld = s
s and mpld = s2

pld /2 and is tightly (#, d(#)) -
ADP as in De�nition 3.11.

Proof. Let the variables be as in the theorem statement and let x0, x1 2
R with jx0 � x1j = s. By Lemma 3.30 we know that the probabilistic
mechanisms M (x0) and M (x1) are again depicted as a Gauss in the privacy

loss space with the privacy loss class
�

(x0� x1)2

2s2 , (x0� x1)2

s2 , 0
�

. It is well known

that a convolution of two Gauss is a Gauss again

N
�

y1, s2
�

+ N
�

y2, s2
�

= N
�

y1 + y2, 2s2
�

y1, y2 2 R

which can be generalized to
L n

i= 0 N
�
y, s2

�
= N

�
ny, ns2

�
. Applying this,

the privacy loss class, and Theorem 3.27 (CLT for differential privacy) gives
us after n composition a Gauss shaped probability distribution wn created
by M n(x0) and M n(x1) with

wn � N
�

n
(x0� x1)2

2s2 , n
(x0� x1)2

s2

�

and privacy loss class (n (x0� x1)2

2s2 , n (x0� x1)2

s2 , 0). As wn is Gauss shaped, we
can apply Lemma 3.31 and get

dMn(x0) (#) =
1
2

2

4erfc

0

@
#� n (x0� x1)2

2s2
p

2n jx0� x1j
s

1

A � e# � erfc

0

@
#+ n (x0� x1)2

2s2
p

2n jx0� x1j
s

1

A

3

5 ,

where we assumed the root of the variance in the privacy loss space to be
positive. As the discussed problem is symmetric in M (x0) and M (x1), we
get dM n(x0) (#) = dM n(x1) (#) which results according to Lemma 3.13 in tight
(#, d(#)) -ADP.

Corollary 3.33 (tight PDP for the Gaussian mechanism). A Gaussian mecha-
nism M : X ! eU with M (x) � N

�
x, s2

�
for s2 > 0 has forx0, x1 2 X aftern

compositions exactly

dPDP(#) =
1
2

"

erfc

 
#� nmpldp

2nspld

!#

with spld = jx0� x1j
s and mpld = s2

pld /2 and is tightly (#, dPDP(#)) -PDP as in
De�nition 3.17.
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Proof. The corollary follows analogously to Theorem 3.32 by considering
only the tail bound; we simply do not subtract the terms within the tail that
are captured by e# bound.

It is of practical interest to �nd the smallest degree of noise s such that
(#, d)-PDP still holds after n-fold sequential composition. In other words, for
given privacy constraints expressed as (#, d)-PDP, we can �nd the smallest
degree of noise s such that the privacy constraints are still satis�ed after n
compositions. For the Gaussian mechanism, such a formula directly follows
from Corollary 3.33.

Corollary 3.34 (optimal s for Gaussian-mechanism PDP). A Gaussian mech-
anism M : X ! eU with M (x) � N

�
x, s2

�
with m = x0 � x1, x0, x1 2 X

requires for a privacy lossd := d(#) � 1
4 after n compositions

s(#, d, n) =
m

p
n

p
2#

�
erfc� 1(2d) +

q
(erfc� 1(2d)) 2 + #

�

Proof. W.l.o.g., let m� 0. From Corollary 3.33, we know that

d =
1
2

2

4erfc

0

@s# � nm2

2sp
2nm2

1

A

3

5

holds. Hence, we get the following derivation.

d =
1
2

2

4erfc

0

@s# � nm2

2sp
2nm2

1

A

3

5

, erfc� 1(2d) =
s# � nm2

2sp
2nm2

,
q

2nm2 erfc� 1(2d) = s# �
nm2

2s

,

p
2nm2 erfc� 1(2d)

#
s = s2 �

nm2

2#

Let p := �
p

2nm2 erfc� 1(2d)/ #, q = � nm2/2 #, then

, 0 = s2 + ps + q

Using the standard formula for quadratic equations, we get

, s1,2 =
� p �

p
p2 � 4q

2
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=

p
2nm2 erfc� 1(2d)

# �
q

2nm2(erfc� 1(2d)) 2

#2 + 4nm2

2#

2

=

p
2nm2 erfc� 1(2d)

# �
q

2nm2((erfc� 1(2d)) 2+ #)
#2

2

=

p
2nm2 erfc� 1(2d)

# �
p

2nm2
p

(erfc� 1(2d)) 2+ #
#

2

=

p
nm2

p
2#

�
erfc� 1(2d) �

q
(erfc� 1(2d)) 2 + #

�

as s � 0,
p

� is monotonically increasing, and erfc� 1(2d) is positive for
d � 1/4, we get (for d � 1/4)

s(#, d, n) =

p
nm2

p
2#

�
erfc� 1(2d) +

q
(erfc� 1(2d)) 2 + #

�

If we radically approximate the formula, we get the following bounds:

2

r
n
2#

erfc� 1(2d) � s(#, d, n) � 2

r
n
#

erfc� 1(2d)

We omit a proof here.
For ADP, however, there might not be a analytic formula for s because the

inversion of two erfc functions simultaneously is dif�cult; as d() is strong
monotonically decreasing, a unique solution can be found numerically.

3.5.4 ADP for Arbitrary Distributions

We extract practical utility from the theoretical observation of privacy
loss classes and from our analytical formula for Gaussian privacy loss
distributions. We provide a generic way to compute a novel ADP bound
for arbitrary distributions. First, we recall bounds on the distance between
probability distributions under convolution and the Gaussian distribution.
Second, we combine these bounds with our analytical formula to derive
ADP upper and lower bounds.

For reference, we repeat the well known bounds to limit the divergence
from a Gaussianian distribution under convolution.
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Lemma 3.35 (Berry-Esseen and Nagaev bound [166]). Let X1, . . . ,Xn be
independent and identically distributed zero mean random variables with

S := X1 + � � � + Xn, g = E jX i j
3 < ¥ , and s :=

q
E jX i j2

then

j Pr [S > nsz] � Pr [Z > z]j � cu
g

p
ns3

(Berry-Esseen)

j Pr [S > nsz] � Pr [Z > z]j � ct
g

p
ns3(1 + z3)

(Nagaev)

whereZ � N (0, 1), z � 0, cu = 0.4748, ct = 25.80, and wn(¥ ) = 1� [1�
w1(¥ )]n.

There exist similar forms of the Berry-Esseen theorem for non-iid random
variables with slightly worse cu � 0.5600 andct < 31.935 [166].

Theorem 3.36 (ADP under composition) . Let # � 0 and n be arbitrary but
�xed. Let M : X ! U be a mechanism with two inputsx0, x1 2 X . Let w1 be
a privacy loss distribution created byM (x0) overM (x1) with privacy loss class
(m, s2, w1(¥ )) where0 < s2 < ¥ and �nite third absolute moment of the inner
distribution g = E jw̄1(y)j3 < ¥ . Let wn be the privacy loss distribution aftern
independent compositions ofw1. Let the same be valid for the dual distributionw1.
Let

wn(¥ ) = 1� [1� w1(¥ )]n, ru := cu
g
s3 , r t (z) :=

8
<

:

ct
g

s3(1+z3) if z � 0

¥ else

Dw := wn(¥ ) +
1� wn(¥ )

2

�
erfc

�
#� nm
p

2ns

�
� e#� nm+ n s2

2 erfc
�

#� nm+ ns2
p

2ns

��

bw :=
[1 � wn(¥ )]

p
n

min
�
ru, r t

�
z=

#� nm
p

ns2

��

with cu = 0.4748andct = 25.80. Then,M is (#, max (Dw + bw , D w+ b w) )-ADP
for x0, x1.

Proof. Let the variables be de�ned as in the theorem statement. Let F n(z)
be the cumulative distribution function of N

�
nm, ns2

�
. We use a Lebesgue

integrable privacy loss density on a measurable space (R, B(R), w). By
de�nition we have m= E w̄1(y) and �nite s2 = E jw̄1(y) j2. First, we prove
that 8#> 0 we have

�
�
�
� Pr
y� wn

[y � #j y 6= ¥ ] � Pr [Zn � #]
�
�
�
� �

1
p

n
ru/ t

�
z=

#� nm
p

ns2

�



3.5 privacy loss classes 109

where Zn � N
�
nm, ns2

�
and where ru/ t (z) denotes either ru or r t (z) from

Lemma 3.35. As 8z � 0, r t (z) � ¥ and ru � ¥ , we obtain always a
valid bound if we take the minimum for ru and r t . Second, let8y, # 2 R :
g(#� y) := ( 1 � e#� y). Note that 8# 2 R, 8y � #, 0 � g(#� y) < 1. For

simplicity, let d̄w(#) := dw (#)� w(¥ )
1� w(¥ ) .

�
� d̄wn(#) � d̄F n(#)

�
� =

�
�
�
�

Z ¥

#
g(#� y)dw̄n(y) �

Z ¥

#
g(#� y)dF n(y)

�
�
�
�

I
�

�
�
�
�

Z ¥

#
dw̄n(y) �

Z ¥

#
dF n(y)

�
�
�
�

=
�
�
�
� Pr
y� wn

[y � #j y 6= ¥ ] � Pr [Zn � #]
�
�
�
�

I I
�

1
p

n
ru/ t

�
#� nm
p

ns2

�

where we have used the fact that 8#2 R, 8y � #, 0 � g(#� y) < 1 (I), and
(II) we have proven beforehand.

Next, we include wn(¥ ). Theorem 3.27 implies wn(¥ ) = 1 � [1 � w1(¥ )]n.
Multiplying [1 � wn(¥ )] and adding zero results in

[1� wn(¥ )]�
�
� d̄wn(#) � d̄F n(#)

�
� �

[1� wn(¥ )]
p

n
�ru/ t

�
#� nm
p

ns2

�

,
�
�wn(¥ )+[ 1� wn(¥ )]�d̄wn(#) � wn(¥ )

+[ 1� wn(¥ )]�d̄F n(#)]
�
� �

[1� wn(¥ )]
p

n
�ru/ t

�
#� nm
p

ns2

�

, jdwn (#) � dF n (#)j �
[1� wn(¥ )]

p
n

�ru/ t

�
#� nm
p

ns2

�

Together with the de�nition of dwn (#) = d�
M n(x0),M (x1) (#) and Lemma 3.31,

we obtain �
�
�d�

M n(x0),M (x1) (#) � Dwn(¥ )

�
�
� � bwn(¥ )

This de�nes an upper bound: d�
M n(x0),M (x1) (#) � Dwn(¥ ) + bwn(¥ ) . By ap-

plying the same proof before to the dual distribution w

n, we can bound
d�

M n(x0),M (x1) (#) and d�
M n(x0),M (x1) (#). By taking the maximum, we get that

M is (#, max (Dw + bw , D w+ b w))-ADP.

Remark: In this work we have used privacy de�nitions for M on a concrete
pair of inputs x0, x1. If this pair of inputs is worst-case (i.e., M (x0) and
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M (x1) are worst-case distributions), the results immediately generalize to
the whole mechanism. Otherwise, if a pair of worst-case distributions A
and B can be found for that particular mechanism and sensitivity notion,
we can replace all occurrences ofM (x0) by A and all occurrences of M (x1)
by B and our results and proofs still apply word by word.

3.6 examples

This section lists common examples including continuous distributions.
The use of the symbols are according to their de�nitions earlier.

3.6.1 Approximate Randomized Response

This example has already been introduced earlier in example 3.14. Here,
we demonstrate the full derivation of this insight. The following table
illustrates the resulting privacy loss for all events o.

event o M (x0) M (x1) L M (x0)/ M (x1) (o)

o = 1 d 0 ¥

o = 2 (1� d)e#

e#+ 1
(1� d)
e#+ 1 #

o = 3 (1� d)e#

e#+ 1
(1� d)e#

e#+ 1 � #

o = 4 0 d � ¥

This allows us to construct the privacy loss distribution:

y 2 Y w(y) w̄ (y)

y = � ¥ 0 —

y = � # (1� d)
e#+ 1

1
e#+ 1

y = # (1� d)e#

e#+ 1
e#

e#+ 1

y = ¥ d —

By conditioning the distribution to exclude ¥ -losses, we can describe the
inner distribution.

w̄ (y) =

8
<

:

e#

e#+ 1 y = #

1
e#+ 1 y = � #

=
�

2
k

�
pk2,y (1 � p)n� k2,y
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= Bk2,y
(n = 2, p)

with k2,y =
y + 2#

2#
, p =

1
e# + 1

where Bk(n, p) denotes the total success probability of k successes withn
trials and individual trial success probability p according to a Binomial dis-
tribution B(n, p). Moreover, the convolution of two Binomial distributions
is again a Binomial:

B(n, p) ~ B(m, p) = B(n + m, p)

which gives us after n compositions by Theorem 3.27

w̄n(y) =
�

n
kn,y

�
pkn,y (1 � p)n� kn,y

wn(y) =

8
>>><

>>>:

0 y = � ¥

1 � (1 � d)n y = ¥

(1 � d)n � w̄n(y) else

with kn,y =
y + n#

2#
, p =

1
e# + 1

From there follows immediately by de�nition

dA (x) = wn(¥ ) + [1� wn(¥ )] �
n

å
k= dkn,xc

h
1� ex� y(k)

i �
n
k

�
pk(1� p)n� k

= 1 � (1 � d)n +
(1 � d)n

(1 + e#)n �
n

å
k= dkn,xe

�
n
k

� h
1 � ex� #(2k� n)

i
e#(n� k)

with y(k) = #(2k � n) and derounds up to nearest integer. Obviously, kn,x
has to stay between 0 and n. Due to symmetry reasons, d(#) of the dual
PLD is identical.

3.6.2 Gaussian Mechanism

The Gaussian mechanism adds Gaussian noise to a sensitivity-bounded
query output. For eU = R, we can describt the two worst case distributions
as follows where jx1 � x2j equals the sensitivity.

Pr [o M (x0)] =
e� (x� x0)2

2s2

p
2ps
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Pr [o M (x1)] =
e� (x� x1)2

2s2

p
2ps

w.l.o.g., we can assumex0 < x1 and �nd

L M (x0)/ M (x1) (o) =
(x1 � x0)( x0 + x1 � 2o)

2s2

With the privacy loss above, we can derive the wollowing privacy loss
distribution. Note that we have an empty w (¥ ), rendering the privacy loss
distribution equal to the inner one while excluding ¥ and -¥ .

w (¥ ) = 0, w (-¥ ) = 0

8y 2 R, w (y) = w̄ (y) =
1

r

2p
h

(x0� x1)2

s2

i exp

0

B
@�

�
y�

h
(x0� x1)2

2s2

i� 2

2
h

(x0� x1)2

s2

i

1

C
A

From this shape, we can directly infer the privacy loss class parameters by
inspection.

m=
(x0 � x1)2

2s2

s2 =
(x0 � x1)2

s2

w (¥ ) = 0

For dM (x0) (#) we refer to Theorem 3.32. Due to symmetry:

dM (x0) (#) = dM (x1) (#) (3.11)

3.6.3 Laplace Mechanism

Similar to the Gaussian mechanism, the Laplace mechanism adds Laplace
noise to a sensitivity-bounded query output. For eU = R, we can describe
the two worst case distributions as follows where jx1 � x2j equals the
sensitivity.

Pr [o M (x0)] =
1
2b

e
jo� x0j

b



3.6 examples 113

Pr [o M (x1)] =
1
2b

e
jo� x1j

b with x0 < x1

w.l.o.g., we can assumex0 < x1 and �nd

L M (x0)/ M (x1) (o) =

8
>>><

>>>:

x0� x1
b o � x0

x0+ x1� 2o
b x0 � o � x1

x1� x0
b o � x1

Let us denote A(o) := Pr [o M (x0)]. Then we can derive the privacy
loss class as follows:

m=
Z ¥

-¥
L (o) A(o) do = e

x0� x1
b �

b+ x0 � x1

b

s2 =
Z ¥

-¥
(L (o) � m)2 A(o) do

= 3 �
2e

x0� x1
b (b � 2(x0 � x1))

b
� e

2(x0� x1)
b

w (¥ ) = 0

In contrast to the Gaussian mechanism, we require Lebesgue-integrals
because multiple events o lead to the same privacy loss. The privacy loss
distribution is equal to the inner distribution because w (¥ ) is zero.

w (y) = w̄ (y) =
Z

L� 1(y)
A(o) do

=

8
>>>>>><

>>>>>>:

R¥
x1

A(x) y = x0� x1
b

A(x(y)) ¶x
¶y

x0� x1
b < y � x1� x0

b
R0

-¥ A(x) y = x1� x0
b

0 else

=

8
>>>>>><

>>>>>>:

1
2e

x1� x0
b y = x0� x1

b

1
4e

by� x0+ x1
2b dy x0� x1

b < y � x1� x0
b

1
2 y = x1� x0

b

0 else

Applying lemma 3.28 gives us the privacy-bound.

dA (#) =
Z ¥

#
(1 � e#� y) dw (y) with # � 0
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=

8
>>>>><

>>>>>:

1
2e� x0

b

�
e

b#+ x0
2b � e

x1
2b

� 2

+ 1
2

�
1 � e#� x1� x0

b

�
# � x1� x0

b

0 else

Finally, dM (x1) (#) = dM (x0) (#) = dA (#) due to symmetry.

3.7 evaluation

We apply our derived ADP-bounds to different differentially private
mechanisms from the literature. In particular, we compare the Gauss mech-
anism with the Laplace mechanism and see that the former has key ad-
vantages. Additionally, we contrast the importance of the mean mand the
variance s2 of a privacy loss distribution on d(#) for a speci�c privacy loss
class (m, s2, w (¥ )) under sequential composition.

3.7.1 Evaluating Our Bounds

We apply our various theoretical results to several mechanisms from
the literature. For each mechanism, we display a pair of graphs: an ADP-
graph after n compositions (left) and the growth of the minimal #such that
d(#) � 10� 4 over the number of compositions leading up to the number
in the left graph; as an exception, for the CoverUp mechanism we display
the growth of d(0) over the number of compositions. In all �gures, the
labels are ordered by the values of the respective bounds. We only show
bounds that yield reasonable results for the respective graph, e.g., we omit
the Berry-Esseen bound in the right graphs where d(#) � 10� 4 is required.

For certain mechanisms, concentrated differential privacy (CDP, sec-
tion 3.4.6)3 provides compelling bounds.

Our �gures use the approximate zCDP ADP-bound [ 35] only for the
Gauss mechanism, as zCDP requires to prove that the log-normalized-
moments of the privacy loss distribution can be bounded by an af�ne linear
function. While zCDP provides compelling ADP bounds for higher epsilons,
it provides grossly inaccurate values for #= 0 (i.e., total variation) and very
small #values.This observation is important, as #= 0 is an important special
case: the total variation, d(0), is used in the statistical indistinguishability

3 Concentrated-DP [ 76]: A mechanismM : X ! U satis�es(x, r )-CDP if for all a > 0, and all
neighboring x0, x1 2 X (for a neighboring relation),Da(M (x0)jM (x1)) � x + ra .
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notion. This notion is useful when deniability ( #> 0) is irrelevant and only
pure indistinguishability ( #= 0) matters, as, e.g., in the timing analysis of
the CoverUp (see chapter 2)

We use the numerical lower bound provided by the privacy buckets [ 150]
as a benchmark in the right graph, but omit it in the left graphs to ease
readability. In Figure 3.8 we additionally omit Rényi DP and Markov-
ADP, as computing them lead to numerical problems in the underlying
optimization problem.

We discuss each of our bounds separately and refer to different aspects
of each of the graphs. We also portray ADP values directly derived from
the privacy loss class of the mechanism (i.e., our Gauss formula applied to
(m, s2, w (¥ )) to compare them with the bounds.

3.7.1.1 The Mechanisms in Our Evaluation

We evaluate our bounds with the following mechanisms:
The truncated Gauss mechanism that adds truncated Gauss distributed

noise to the result of a computation (see Section 3.2 for more). Figure 3.5
compares previous bounds with our exact characterization of the ADP-
graph at and up to n = 222 compositions.

Gauss distributed noise applied to two histograms based on CoverUp
data4, which results in a pair of Gauss mixture distributions. CoverUp [ 187]
is recent work on anonymous communication which measured timing-
leakage-histograms of network-level delays for a scenario where a partic-
ular browser extension is installed versus a scenario where that browser
extension is not installed. Figure 3.6 displays the ADP-graph after n = 218

compositions and illustrates the growths of d(0) (i.e., total variation) over
the number of compositions n. The authors argue that deniability ( #> 0) is
not reasonable for their scenario; hence, total variation is considered. The
graph shows that our theoretical insights lead to promising approaches for
deriving valuable bounds.

For Abadi et al.'s differentially private stochastic gradient descent (DP-
SGD) mechanism [2], analyzing the following worst-case distributions
suf�ces: a Gauss distribution N

�
0,s2

�
and a Gauss mixture distribution

qN
�
0,s2

�
+ ( 1� q)N

�
1,s2

�
(with q 2 [0, 1]). Figure 3.7 displays the ADP

graph after and up to n = 216 compositions (i.e., around 600ANN training
epochs).

4 We use the data-set Linux periodic loading active from the CoverUp measurements found
at [59].
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Figure 3 .5: Comparison of Gaussian mechanism to known bounds with noise
parameter s2 = 9000002, left: 222 compositions, right: minimal # values over the
number of compositions n for d � 10� 4. Comparing the exact Gaussian-ADP
formula with various bounds. In the right graph, Berry-Esseen bound did not fall
into the plotting range and were omitted.
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10� 4. In the right graph, the Berry-Esseen bound did not fall into the plotting range
and were omitted.



3.7 evaluation 119

The truncated Laplace mechanism. We omit the KOV bound [ 119] as the
privacy buckets bounds offer similarly tight bounds and can be computed
for a higher number of compositions, which is required for our choice of
n = 220 in Figure 3.8.

3.7.1.2 Markov-ADP

In Section 3.4.8 we improved the Rényi DP bound (or moments accoun-
tant) that was previously tailored towards PDP for ADP and called it the
Markov-ADP bound. In Figures 3.5 and 3.8 both the Markov-ADP bound
and the Rényi DP bound are far behind the other bounds; hence, we do
not display them. For both mechanisms, this effect is expected: zCDP is
tailored to the Gauss mechanism and we have an exact characterization
for the Gauss mechanism; for the Laplace mechanism this observation is
consistent with previous results about Rényi DP [ 150].

For CoverUp and DP-SGD in Figures 3.6 and 3.7, Markov-ADP clearly
outperforms the other bounds, except the numerical privacy buckets. In
particular, the Markov-ADP bound outperforms the Rényi DP bound.

3.7.1.3 Normal Approximation Bounds

We have shown in Theorem 3.27 and illustrated in Figure 3.1 that every
PLD converges to a Gauss distribution after suf�ciently many observations;
Theorem 3.36 provides two separate upper and lower bounds for ADP
under n-fold sequential composition, based on the Berry-Esseen and Nagaev
bound.

For CoverUp (Figure 3.6), the left graph shows that the Berry-Esseen
bound is pretty tight until d(#) < 10� 2, similarly for DP-SGD (Figure 3.7)
and Laplace (Figure 3.8) where it is tight almost until 10� 3. The reason
for this decline becomes apparent if we look at the Berry-Esseen bound: it
decreases with a factor of 1/

p
n with the number of convolutions. For a

higher number of convolutions, the Berry-Esseen bound provides an even
tighter bound. For the Nagaev-based ADP bound, the DP-SGD and the
Laplace �gures 5 show that the approach of using tail-bounds (such as the
Nagaev Theorem) for normal approximations is a promising direction.

5 We omitted the Nagaev-based bound in CoverUp (Figure 3.6), since the Nagaev is not tight
for small #values.
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Figure 3 .8: Comparison of Laplace mechanism to known bounds with noise param-
eter l = 1.26� 106, left: 220 compositions, right: minimal #values over the number
of compositions n for d � 10� 4. In the right graph, Berry-Esseen bound did not fall
into the plotting range and were omitted.



3.7 evaluation 121

3.7.1.4 Convergence to ADP of the Privacy Loss Class

We evaluate the accuracy of ADP derived directly from the privacy loss
class of a mechanism(m, s2, w (¥ )). While this characterization is exact for
the Gauss mechanism, it is only approximate for other mechanisms. Fig-
ure 3.5 shows that even the privacy buckets, which we use as a benchmark,
diverge from our exact formula for a very large number of compositions.
Figure 3.6 shows that Gauss-ADP is astonishingly accurate in predicting
the ADP bounds, already after little more than 10 compositions. This gives
evidence that the privacy loss class, already after a few compositions, is a
good characterization of the privacy loss of a mechanism. It appears that
the imprecision of our normal approximation bounds thus mainly stems
from the looseness of these approximation bounds more than from an
imprecision of the ADP values calculated from the privacy loss class. We
leave it for future work to prove tighter ADP-bounds from this privacy loss
class.

3.7.2 Gauss vs Laplace Mechanism

We now compare our results for the Gauss mechanism and the Laplace
mechanism. First, we draw a comparison between the privacy loss classes of
both mechanisms, showing that they indeed are related. Second, show that
the Gauss mechanism has a better variance to privacy trade-off, even if pure
DP is preferred, as long as we can tolerate a cryptographically negligible d.

3.7.2.1 Comparing the Privacy loss classes

We compare the privacy loss class of a Laplace mechanism with parameter
l (and thus with variance s2

L,ev = 2l 2) with that of a Gauss mechanism
with parameter sG,ev = l (thus half the variance s2

G,ev = l 2). Using our
exact formulas for the mean mL,pld and variance s2

G,pld of the privacy loss
class of the Laplace mechanism (Section3.6.3), we show (Section 3.7.2.3)
that

mL,pld > mG,pld , sL,pld
(a)
> sG,pld ,

(mL,pld , sL,pld )
jx0� x1j

l ! 0
�����! (mG,pld , sG,pld )
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Figure 3 .9: Pure DP vs. both ADP and PDP of a Gaussian mechanism: Given a
Laplace mechanism with l , which for n compositions has dLn (n/ l ) = 0 (ADP and
PDP), compared to tight ADP- dGn and tight PDP- dGn of a Gaussian mechanism with
s = l . dGn (n/ l ) becomes negligible quickly, renders it comparable to Laplace, with
half the variance and therefore potentially higher utility.

where (a) requires jx0� x1j
l � 1

2, which is the case whenever a meaningful
degree of privacy is provided. Note that higher values for mand s2 describe
a greater privacy loss and result in higher values for d(#).

As a result, for relevant sensitivity to noise ratios jx0 � x1j/ l , a Gauss
mechanism with parameter sev = l has a strictly, although slightly, better
privacy loss class than a Laplace mechanism (resulting in twice the variance,
l 2 vs 2l 2). When the sensitivity to noise parameter approaches zero, the
privacy loss classes converge. We consider this observation surprising,
as the Gauss distribution has much steeper falling tail than the Laplace
distribution, which comes with a potential advantage: a truncated Gauss
distribution has far less mass in the tail than a Laplace distribution and
hence comes with a smaller inherent distinguishing event w (¥ ).

3.7.2.2 Sacri�cing Pure DP for Gauss?

The Laplace mechanism is a very popular mechanism for achieving dif-
ferential privacy. The most important argument of the Laplace mechanism
over the Gauss mechanism is that the latter cannot achieve pure differential
privacy, i.e., dG(#) > 0 for all # (cf. Theorem 3.32 and corollary 3.33), while
the Laplace mechanism can, e.g., with scale factorl we get dL(1/ l ) = 0. Un-
der n-fold composition, however, the Laplace mechanism can only achieve
dLn (n/ l ) = 0.
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We compare different Laplace mechanisms with noise parameter l and
with variance 2l 2 to Gauss mechanisms with half the variance s2 = l 2

and thus a potentially higher utility. Figure 3.9 illustrates that for # =
n/ l (where dLn (n/ l ) = 0) the dGn (n/ l ) values fall extremely fast (for
ADP and PDP) and for n = 256 compositions even negligibly small in
the (concrete) cryptographic sense (< 10� 50 < 2� 150). These PDP-results
can be interpreted as achieving pure differential privacy with # = 256/ l
with probability 1 � 2� 150 with the Gauss mechanism (l = 40) after 256
compositions.

3.7.2.3 Gauss vs. Laplaces2 Derivation

In this section, we show the superiority of Gauss mechanism over the
Laplace mechanism in terms of a better Privacy Loss Class. Spec�cally,
we show that for relevant sensitivity to noise ratios jx0 � x1j/ l , a Gauss
mechanism with parameter sev = l has a strictly, although slightly, better
privacy loss class than a Laplace mechanism (resulting in twice the variance,
l 2 vs 2l 2). When the sensitivity to noise parameter approaches zero, the
privacy loss classes converge.

Let z = x0� x1
l . The two mechanisms (Gauss and Laplace) are symmetric,

therefore, w.l.o.g., z > 0. The Gauss mechanism has the privacy loss class

( z2

2 , z2, 0) (see Lemma3.30). Using our exact formulas of the privacy loss
class of the Laplace mechanism (Section3.6.3), we get mL,pld = ez � 1 � z.

As ex can be represented as a Taylor expansion,å ¥
k= i

xk

k! = : T( i , x).

mL,pld = T(1,z) � 1 � z =
z2

2|{z}
mG,pld

+ T(3,z)
| {z }

> 0

� mG,pld

Similarly for the variance:

s2 = 3 �
2e

x0� x1
l ( l � 2(x0 � x1))

l
� e2

(x0� x1)
l

= 3 � ez (2 � 4z) � e2z = 3 � ez (2 � 4z + ez)

= 3z2 � (
¥

å
i= 2

zi

z!
) (3 � 3z + ez)

= z2 + z3 �
z2

2

¥

å
i= 2

zi

z!
� (

¥

å
i= 3

zi

z!
)

 

4 � 2z +
¥

å
i= 2

zi

z!

!



124 privacy loss classes

(a)
� z2 + z3 �

z2

2

¥

å
i= 2

zi

z!
� (

¥

å
i= 3

zi

z!
) � (4 � z)

= z2 +
2
6

z3 �
z4

4
�

z5

12
�

z2

2
T(z, 4) � 4T(z, 4) +

z4

6
+

3
2

zT(z, 4)

� z2 +
2
6

z3 �
z4

4
�

z5

12
�

z2

2
T(z, 4) � 4T(z, 4) +

z4

4
+

3
2

zT(z, 4)

� z2 +
2
6

z3 �
1
3

z4 � 4T(z, 5) � z2 +
1
12

z3

Inequality (a) holds since for z � 1
2, 1

2z � T(z, 2) (and the term we removed
is overall positive). Note z2 = sG,pld .

3.8 implementation considerations

In Figure 3.5, the upper and lower bounds from privacy buckets' numeri-
cal approximation [ 150] are as expected very close to the exact bound, yet
they start to lose tightness for very high amount of compositions. This effect
can be credited to numerical errors, memory constraints, and discretization
errors. Our exact analytical bound, in contrast, can be directly evaluated for
number of compositions and any noise parameters sigma without the need
to discretize the Gauss distribution:

d(#) =
1
2

"

erfc

 
#� nmpldp

2nspld

!

� e# � erfc

 
#+ nmpldp

2nspld

!#

where spld = jx0� x1j
s and mpld = s2

pld /2.
We use thegsl _sf _log _erfc function from the GNU Scienti�c Library [ 104]

on the multiplication for numerical robustness. We can achieve high nu-
merical stability with our implementation by rescaling the privacy loss
distribution. Recall that the PLD of the Gauss mechanism is a Gauss distri-
bution with mean mpld and variance s2

pld . By computing m0 := mpld / m= 1

and s0 := spld / mand evaluating d(#) as d(#/ m), we can avoid an over�ow
in computing the exponential function.

3.9 conclusion and future work

We have analyzed the privacy loss of mechanisms and in doing so uni�ed
several perspectives in the (differential) privacy literature, including Rényi-
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DP, the moments accountant, (z)CDP, ADP and PDP. We have shown that the
non-adaptive composition of mechanisms corresponds to the convolution
of their respective privacy loss distribution. Consequently, the central limit
theorem applies and every privacy loss distribution converges to a Gauss
distribution under composition. We categorize each mechanism into a
privacy loss class by the parameters of this Gauss distribution.

For future work, we encourage �nding a tight embedding of novel mech-
anisms into their respective privacy loss classes, in addition to the mech-
anisms for which we already give exact formulas: Laplace, Gauss and
randomized response; and searching for better convergence bounds, which
obviously excludes the Gauss mechanism for which we provided an exact
formula.

In practice, the privacy loss distribution typically converges to a Gauss
distribution faster than the mechanism oblivious Berry-Esseen (BE) bound
indicates. However, for some worst-case examples, the BE bound is tight.
Using a more mechanism aware approximation bound is an interesting
direction for future research.
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4
N U M E R I C A L O P T I M A L N O I S E F O R A D D I T I V E
M E C H A N I S M S

Differentially private mechanisms face the challenge of providing ac-
curate results while protecting their inputs, the so-called privacy-utility
trade-off. In this chapter, we will examine optimal noise for additive mech-
anisms, the simple but powerful technique for DP we encountered towards
the end of the previous chapter that adds noise to sensitivity-bounded query
outputs to blur the exact query output. While a vast body of work considers
in�nitely wide noise distributions, some applications require hard bounds
on the deviations from the real query, and only limited work on such mech-
anisms exist. Examples are real-time (execution time-bounded) operating
systems that intend to blur execution times or anonymous communication
networks noising package forward delays while still maintaining a bounded
transmitting duration. An additive mechanism with truncated noise (i.e.,
with bounded range) can offer such hard bounds.

We introduce a gradient-descent-based tool to learn truncated noise for
additive mechanisms with strong utility bounds while simultaneously opti-
mizing for differential privacy under sequential composition, i.e., scenarios
where multiple noisy queries on the same data are revealed. Our method
can learn discrete noise patterns which are extended to the domain of
irrational numbers when sampling. In contrast to other works, we do not
consider only a prede�ned analytical probability distribution and opti-
mize simply hyper-parameters. Our approach allows for learning arbitrary
shapes.

For sensitivity bounded mechanisms, we show that it is suf�cient to
consider symmetric and that, for from the mean monotonically falling noise,
ensuring privacy for a pair of representative query outputs guarantees
privacy for all pairs of inputs (that differ in one element). We �nd that the
utility-privacy trade-off curves of our generated noise are remarkably close
to truncated Gaussians and even replicate their shape for l2 utility-loss. For
a low number of compositions, we also improved DP-SGD (sub-sampling).
Moreover, we extend Moments Accountant to truncated distributions, allow-
ing to incorporate mechanism output events with varying input-dependent
zero occurrence probability.

127
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4.1 introduction

Differentially private (DP) mechanisms for queries face the challenge of
providing accurate approximations (i.e., high utility) while suf�ciently pro-
tecting the input data points against any curious recipient of the response.
Many DP mechanisms consider a robust family of queries q (sensitivity-
bounded queries) and add noise N(additive mechanisms: D 7! q(D) + N).
For additive mechanisms with known sensitivity, the noise distribution is
independent of the input; hence, additive mechanisms can be easily modi-
�ed by modifying the noise distribution, and �nding strong utility-privacy
trade-offs boils down to �nding suitable noise distributions.

If combined with range-bounded noise distributions (truncated distribu-
tions), additive mechanisms additionally provide strong utility guarantees
on the deviation from the query result q(D), e.g., in real-time operating
systems or for strengthening DP anonymous communication [ 134, 206, 210]
with bounded latency overhead. However, utilizing truncated distributions
comes with additional privacy challenges. With truncated noise, some out-
puts can only originate from speci�c inputs. We call all perturbed output
events where the attacker can clearly exclude a certain set of inputs distin-
guishing events. No prior work provides methods for �nding truncated
additive mechanisms with optimal utility-privacy trade-offs.

In practical applications, privacy has to hold even when an adversary
asks several queries on the same input dataset. There is a line of work on
so-called analytical (Moments Accountant [ 2]) and numerical (PrivacyBuck-
ets [150]) sequential composition bounds that show how differential privacy
bounds are ampli�ed if a DP mechanism responds to multiple queries on
the same dataset. This line shows that a relaxation of differential privacy,
called approximate differential privacy (ADP), leads to stronger sequential
composition bounds than pure differential privacy. ADP accepts a (typi-
cally very small) error d that characterizes the mass that violates the pure
#-differential privacy guarantees. However, prior work does not provide a
generic method for �nding noise distributions with strong utility-privacy
trade-offs for ADP under sequential composition.

4.2 background

This section covers the background required for our contributions in
sections4.3 and 4.4. First, we shortly repeat differential privacy with its vari-
ants and sequential composition results. Second, we discuss additive noise,
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truncated Gaussian distributions, and counting queries before concluding
with a description of utility and optimal noise.

4.2.1 Differential Privacy

To quantify the privacy of a mechanism, Dwork et al. [ 73] proposed a
strong privacy notion, called (#, d)-approximate differential privacy (ADP).
Given a privacy-preserving mechanism, this de�nition argues about the
maximal output event probability deviation of that mechanism when com-
paring the result of any two neighboringinputs, rendering the contribution
of an individual plausibly deniable. While the exact meaning of neighboring
depends on the speci�c task, it can be understood as two inputs that differ
only by the contribution of a single individual. For completeness, we repeat
the de�nition introduced in the previous chapter.

De�nition (approximate differential privacy [ 73]). A randomized algorithm
M with domainD is (#, d)-approximate differentially private ((#, d)-ADP) if for all
S 2 Range(M ) and for all neighboring D0, D1 2 D :

Pr [M (D0) 2 S] � e#Pr [M (D1) 2 S] + d.

where the probability space is over the coin �ips of the mechanismM. If d = 0, we
say that M is#-differentially private.

ADP guarantees that no post-processing can deteriorate its privacy guar-
antees [75], as long as no additional knowledge about the inputs is incorpo-
rated [155].

For probabilistic differential privacy (PDP), a more intuitive formulation,
this does not hold. While we have already introduced PDP in the previous
chapter in de�nition 3.17, the following de�ntion is simpler and easier to
use in this chapter. Besides the missing extention to (#, d)-tight-PDP, they
are equal.

De�nition 4.1 (probabilistic differential privacy (simple) [ 103]). A random-
ized algorithmM with domainD is (#, d)-probabilistic differentially private ((#,
d)-PDP) if for all neighboring D0, D1 2 D we can divide the output space in two
sets O, S such that8o 2 O

Pr [M (D0) = o ] � e# � Pr [M (D1) = o ] and Pr [M (D0) 2 S] � d
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4.2.1.1 Worst-case, Privacy Loss, and Distinguishing Events

Classically, differential privacy argues about the outputs of a probabilis-
tic mechanism M that runs on similar (neighboring) inputs. In literature,
however, a reduction to so-called worst-case output distributions, i.e., a pair
of mechanism output distributions M (D0) and M (D1) such that no pair of
inputs induces more privacy leakage, is common to simplify the privacy
analysis [2, 35, 75, 119, 151, 154]. While this formalization is unconventional
and, at �rst glance, seems to restrict the applicability to particular queries,
this approach leads to far more general results as illustrated in the previous
chapter. For example, analyzing the approximate randomized response
(ARR) mechanism, i.e., analyzing two worst-case output distributions para-
metric solely in a ( #j , dj ) pair, exactly yields optimal mechanism-oblivious
bounds [119, 154]. In particular, we are often interested in quantifying the
privacy of a particular mechanism under composition instead of the privacy
of adversarially chosen mechanisms. Recent results show that better �tting
worst-case distributions can lead to signi�cantly tighter privacy bounds
under composition [ 2, 35, 76, 150, 151]. These methods started to more
intensely use the privacy lossof a mechanism that has been proposed by
a seminal work by Dinur and Nissim [ 65]. In the previous chapter, we
extended this de�nition (de�nition 3.2) and repeat it here for completeness.

De�nition (privacy loss random variable) . Given a probabilistic mechanism
M : D ! R, let o 2 R be any potential output ofM and let D0, D1 2 D be
two inputs. We de�ne theprivacy loss random variable of an outputo of M for
D0, D1 as

L M (D0)/ M (D1) (o)

=

8
>>><

>>>:

¥ if Pr [M (D0) = o ] 6= 0 and Pr [M (D1) = o ] = 0

ln
�

Pr[M (D0)= o]
Pr[M (D1)= o]

�
if Pr [M (D0) = o ] 6= 0 and Pr [M (D1) = o ] 6= 0

-¥ else

where we consider¥ and -¥ to be distinct symbols.

For a speci�c worst-case mechanisms M (D0), the events with privacy
loss L M (D0)/ M (D1) (o) = -¥ do never occur. The events with in�nite privacy
loss L M (D0)/ M (D1) (o) = ¥ , however, reveal immediately that input D0
is used for the mechanism M, which differential privacy tries to hide.
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We encountered such distinguishing eventsoften in the previous chapter.
However, we have never properly de�ned them. Therefore, we do this now.

De�nition 4.2 (distinguishing events) . Let D0,D1 be worst-case inputs for a
mechanismM : D ! R. Then, distinguishing events are de�ned as all eventso in

f o j L M (D0)/ M (D1) (o) = ¥ , o 2 Rg.

4.2.1.2 Composition

Previous de�nitions consider an adversary who has observed one mech-
anism output only. However, when a mechanism is regularly used, an
adversary may encounter multiple (sequential) outputs originating from
the same input D. Intuitively, privacy degrades with increasing numbers of
collected observations. Obtaining a tight bound for privacy leakage under
sequential composition is of essence as loose estimations force to weaken
the mechanism to still ful�ll the overly conservative privacy requirements
while having a devastating effect on the usefulness of the obtained output.
While there are bounds considering adaptive mechanisms [ 2, 77, 119], this
work considers only independent composition because adaptive mecha-
nisms are often reduced to non-adaptive ones for simplifying the privacy
analysis.

Abadi et al. [ 2] introduced Moments Accountantthat allows simple com-
position of adaptive mechanisms and an upper bound of the resulting
ADP-guarantees. To achieve this, they have shown that it is suf�cient to
bound the moment-generating function of the privacy-loss random variable.

Lemma 4.3 (Moments Accountant [ 2, 151]). For l > 0, let aM ( l ) be the
logarithm of the maximal moment-generating function of the privacy-loss random
variable generated by the mechanismM for any auxiliary input aux and any
neighboring inputs D, D0.

(1) Composability: Suppose that a mechanismM consists of a sequence of

adaptive mechanismsM1, . . . ,M k whereM i :
�

Õ
j= 1
i Rj

�
� D ! Ri . Then,

for any D0, D1 2 D , l > 0

aM ( l ) �
k

å
i= 1

aM i ( l )

(2) Tail-bound: For any#> 0, the mechanism is(#, d)-ADP for

d = min
l

exp (aM ( l ) � l# )
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Providing tighter bounds for ADP and PDP, Meiser et al. introduces
PrivacyBuckets [150], a numerical tool for computing tight ADP- and PDP-
bounds for sequential and independent composition, which was re�ned
and analytically consolidated in the previous chapter chapter 3. Their ap-
proach utilizes the distribution of the privacy-loss random variable (c.f.
de�nition 3.2) and the fact that independent sequential composition can
be expressed as a convolution of its (privacy-loss) distribution, obtaining
a new privacy-loss distribution representing the loss of two adversarial
observations, and deriving upper bounds for ADP and PDP guarantees
from it. Their work assumes that the analyzed mechanism can be reduced
to a worst-case distribution that captures the worst privacy leakage pos-
sible. For most mechanisms, this assumption is feasible. We will use an
implementation of PrivacyBuckets by the author of this thesis 1 and denote
the corresponding upper-bound for a given #by dPB.

4.2.2 Sensitivity and Additive Noise

In this work, we search optimal noise for mechanisms with additive noise.
To formally introduce the required notation, we �rst de�ne a noise function
which is in fact a probability density function (pdf):

De�nition 4.4 (noise function and sampling) . Let X = f xigi2Z with xi < xj
for i< j be a discretization ofR. Thenp : X �! [0, 1] is a noise function if8x 2 X

0 � p(x) and å x2 X p(x) = 1

We sample from p by �rst sampling xi 2 X according to p(x) and then sampling
uniformly from [ xi � 1+ xi

2 ,
xi + xi+ 1

2 ).

We introduce the later frequently referenced truncated Gaussian noise as
an example.

Example 4.5 (truncated gaussian noise). A symmetric, zero-centered and at
distance r from zero truncated Gaussian with variances2 is de�ned as

p(x)dx = 1 jxj� r
1

p
2ps 2N

exp
�

�
x2

2s2

�
dx

whereN = erf
�

rp
2s

�
is the normalisation constant witherf as the error function

and1 as the indicator function.

1 Available at https://github.com/sommerda/privacybuckets

https://github.com/sommerda/privacybuckets
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Note that our numerically generated noise functions are discrete, i.e., the
integral is replaced with a sum. Furthermore, the generated noise functions
are generally truncated, which is re�ected by p(x) = 0 beyond a certain
distance from the center. We now de�ne additive noise mechanisms that
add noise to a processed output q(D) for a dataset D 2 D .

De�nition 4.6 (additive noise mechanism) .
Let q : D ! R and p be a noise function. Then, an additive noise mechanism is
de�ned as

Mq(D; p) := q(D) + x, with x � p

In abuse of notation, we writeMq(D; x) = q(D) + x, x 2 R, enforcing a deter-
ministic output of Mq and coin it deterministic additive noise mechanism.

A simple example are counting queries that have been shown to be differ-
entially private when noising them with Laplace noise (noise � #

2e#jxj ) [74].

Example 4.7 (counting queries) . Let q : D ! N count the occurrences of an
attribute in dataset D2 D .

By de�nition, counting queries from two neighboring datasets, i.e., two
datasets that differ only in one record, can only differ by 0 or 1. In literature,
privacy guarantees are often assigned under the constraint that the process-
ing result of two neighboring inputs does not deviate more than a speci�c
value and that less deviation does not incur more privacy loss [ 2, 74, 75].
This maximal deviation is called sensitivity. We have already made use of
this expression in the previous chapter, but now we de�ne it properly.

De�nition 4.8 (sensitivity) . Let q : D ! Rd be a real-valued query function.
Its sensitivity s is de�ned as

s = max
8 neighboring D1,D22D

jjq(D1) � q(D2)jj 2

4.2.3 Utility and Optimal Noise

Utility describes the closeness of the randomized response from a mech-
anism M (D) to the true result q(D). For any D, a large deviation from
q(D) degrades the usefulness of the mechanism. Previous work formalized
utility by a cost-function penalizing such deviations [ 95].
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De�nition 4.9 (utility-loss) . Let Mq : D � R ! R be a deterministic additive
noise mechanism with noise functionp, let u : R ! R be a cost function
penalizing deviations fromq(D). Let D be the space of all possible databases. Then,
a utility-loss function is de�ned as

U (p; u, Mq, D) = sup
D

Z

R
u(Mq(D, x), q(D)) p(x)dx

Note that the utility-loss considers only the deviation from q(D), and is
equal for all D 2 D . The domain R can be seen as a randomness space
and, thereby, allowing the de�nition to be applicable to a much wider
class of mechanisms than just additive noise. In this work, however, we
are applying only L1 and L2 losses, effectively reducing the de�nition to
UL1(p) = E p[jxj ] and UL2(p) = E p

�
jxj2

�
.

Utility and privacy maximization stand in direct con�ict with each other.
The mechanism Mq delivering the highest possible utility is returning
the result q(D) directly without noise, neglecting any privacy concerns.
On the other hand, a mechanism M guaranteeing high privacy might
need to distort the output close to complete uselessness. Thus, we are
interested in the noise that maximizes utility while not violating given (#, d)-
differential privacy constraints. As we focus on truncated noise distributions,
we encounter necessarily distinguishing events and, thereby, a non-zero d.

Previous work has formalized optimal noise as a minimization problem,
optimizing the utility-loss as much as possible while ful�lling pure #-DP
((#, 0)-ADP) [ 96]. As our �rst contribution, we extend this de�nition to
include a non-zero d.

De�nition 4.10 (optimal noise) . Let U be a utility-loss function andMq :
D � P ! R a randomised mechanism. Then, for any#, d > 0, optimal noise is
de�ned as

p̂ = min
p

U (p; u, Mq, D)

where Mq(D; p) is (#, d)-ADP.

Note that our optimization algorithm that we introduce later does not
take #and d as input but balances between utility-loss and d for a �xed #.

4.3 approach & theoretic results

This section presents our approach to �nding optimal noise numerically
and elaborating on our theoretical results. First, we prove that it is suf�cient
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for many cases to consider symmetric noise distributions and argue about
monotonicity assumptions (section 4.3.1). For a �xed #, we aim to mini-
mize a weighted sum of utility-loss and the resulting privacy parameter
d by searching a suitable noise p with gradient descent (section 4.3.2). We
provide three numerical and derivable upper bounds for the minimizer:
our Extended Moments Accountant incorporating distinguishing events
(section 4.3.4.1) and an ADP and PDP bound based on PrivacyBuckets
(sections4.3.4.2 and 4.3.4.3).

4.3.1 Monotonicity & Symmetry Assumptions

Now, we introduce simplifying assumptions about the additive optimal
noise-shape and show them to be feasible. Under the reasonable assumption
that the utility-loss u is symmetric, we will show that it is suf�cient to
consider only symmetric noise distributions and argue that we only need
to consider monotonically falling distributions.

Intuitively, the symmetry property of optimal noise originates from the
fact that we do not know in what direction the difference in outputs of
q(D) and q(D0) will occur. In compliance with the information-theoretic
guarantees of differential privacy, we need to protect both equally. Hence,
the symmetry. For our case, it is suf�cient to show that there exists a sym-
metric noise distribution producing the same utility-loss as an asymmetric
one while ful�lling the same ADP-guarantees and, thereby, be equally
considerable optimal noise.

Lemma 4.11 (symmetry reduction) . Let u be a cost function symmetric inx.
Let #, d > 0. Given a noise distributionp satisfying (#, d)-ADP, there exists a
symmetric noise distribution̂p satisfying (#, d)-ADP and

U (p; u, M p, D) = U ( p̂; u, M p, D)

Proof. De�ne p̂(S) as follows: 8 measurable setsS � R: p̂(S) = p(S)+ P(� S)
2

This p̂ is symmetric and as the Loss function u is symmetric p(S) and p̂ have
the same utility loss. Next we show that p̂ also satis�es (e, d)-differential
privacy:

j p̂(S) � eep̂(S+ d)j

= j(
p(S) � p(� S)

2
� ee p(S+ d) + p(� S � d)

2
j

= j
p(S) � eep(S+ d)

2
�

p(� S) � eep(� S � d)
2

j
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�j
p(S) � eep(S+ d)

2
j + j

p(� S) � eep(� S � d)
2

j

�
d
2

+
d
2

= d

similar to Geng et al. [ 93].

We argue now that it is suf�cient to consider piece-wise continuous (c.f.
de�nition 4.4) and monotonic noise. Geng et al. have shown that, for a
given d, the optimal noise for a singlemechanism invocation is monotonic
on all measurable sets with a potential point mass at 0 [93], maximizing
utility by potentially returning the true query result in certain settings.
However, in our setting where we aim to minimize d together with the
utility-loss, such a centered point mass is detrimental as the impact of d gets
strongly ampli�ed under composition, see section 4.3.4 for mathematical
descriptions. Furthermore, our monotonic noise without a centered point
mass still allows for a large mass at the center if preferred by the optimizer.
Besides the center, a monotonic noise distribution is de�nitely optimal
because non-monotonicity implies that there exist two query output differ-
enceso, o0 with joj < jo0j < s where o leads to higher d for a �xed # than
o0 (compared to the center) while o0 is occupying more probability mass,
effectively worsening utility for the same d.

The optimal noise p we search for must provide differential privacy
guarantees to Mq for any deviations q(D) - q(D0) considering neighboring
D, D0. While a numerical approach could check the conditions for any
(discrete) deviation, the computational complexity increases linearly with
the number of discretization steps. However, if we assume from the center
monotonically falling noise and two inputs D, D0 with a deviation smaller
than the maximal sensitivity s, then the two identically shaped but dif-
ferently centered output distributions produced by Mq cannot induce a
higher privacy leakage than the one occurring by inputs that deviate by s
because for any output events o, the privacy-loss is smaller or equal due to
monotonicity. Therefore, it is suf�cient to check for DP-abidance only at the
maximal deviation s. In combination with the previously shown symmetry
property, such noise needs to be centered at zero.

Before we prove this simpli�cation, we introduce a technical lemma
proving that considering only the discrete noise occurrence probabilities
p(x) is suf�cient to guarantee ADP for any query output q(D) and any
drawn noise in R. This effectively connects our discrete numerical search
to the continuous domain. While we only show the claim for ADP, we
conjecture its validity for PDP as well.
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Lemma 4.12 (discrete noise reduction). Let Mq be a additive mechanism with
noisep and sensitivitys. Let X = f xigi2Z be a equidistant and ordered (cf.
de�nition 4.10) discretization ofR with s = xi � xj for somei, j. Then, for any
r 2 f xi � xj j i , j 2 Z g, r � s and any S� X

å
x2S

p(x) � d+ e# å
x2S

p(x + r)

implies that Mq is (#, d)-ADP for any query output inR.

Proof. Let # be �xed. Let n = min f xi � xj j i , j 2 Z g be the equidistant
discretization step. We use p(x) to denote the probability to sample a
discrete x 2 X from p, i.e., the probability mass function. By de�nition, the
continuous probability density function of p has the shape of horizontal
segments (plateaus), one for eachx 2 X where that x is in its center, and
with width n:

pdf p(q) dx = å
x2 X

1q2 [x� n
2 ,x+ n

2 )
p(x)

n
dx

It is suf�cient to show that 8r, jr j � s, and 8Q � R

Pr [[] p]Q � e#Pr [[] p]Q + r � d

where we de�ne Q + r = f q+ r j q 2 Qg.
Let the the next lower and next higher integer multiple of n of r be

de�ned by r l = n � b r
nc and rr = n � b r

n + 1c. For eachx 2 X, we de�ne two
subsets, depending on what segment (either r l or rr distant from x) the
points q residing on segment x are shifted.

Qx
l = f q j q � x 2 [�

n
2

, �
n
2

+ rr � r), q 2 Qg

Qx
r = f q j q � x 2 [�

n
2

+ rr � r,
n
2

), q 2 Qg

Note that 8x 2 X, 8q, q0 2 Qx
l , pdf p(q) = pdf p(q0) as all events on the same

segment are distributed uniformly. Same for Qx
r . We denote Ql =

S
x2 X Qx

l
and Qr =

S
x2 X Qx

r and note that Q = Ql [ Qr , and that all Qx
l and Qx

r are
pairwise distinct.

Let the fraction of the segement x shifted to r l and rr be

xl =
maxx2 X vol (Qx

l )
n

�
vol ([� n

2 , � n
2 + rr � r))
n

xr =
maxx2 X vol (Qx

r )
n

�
vol ([� n

2 + rr � r, n
2))

n
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By construction,

xl + xr �
vol ([� n

2 , n
2) )

n
=

n
n

= 1

Let Sl = f xjQx
l 6= fg , x 2 Xg containing all relevant segment centers for Ql .

Similarly, let Sr = f xjQx
r 6= fg , x 2 Xg = Sl + n. Then,

Pr [Q] � e# Pr [Q + r ]

= Pr [Ql ] � e# Pr [Ql + r ] + Pr [Qr ] � e# Pr [Qr + r ]
( i)
= å

x2Sl

Z

Qx
l

pdf p(q) � e#pdf p(q+ r l ) dx

+ å
x2Sr

Z

Qx
r

pdf p(q) � e#pdf p(q+ rr ) dx

( ii )
� å

x2Sl

xl �
Z

[x� n
2 ,x+ n

2 )
pdf p(q) � e#pdf p(q+ r l ) dx

+ å
x2Sr

xr �
Z

[x� n
2 ,x+ n

2 )
pdf p(q) � e#pdf p(q+ rr ) dx

( iii )
= xl � å

x2Sl

p(x) � e# p(x + r l )

+ xr � å
x2Sr

p(x) � e# p(x + rr )

( iv)
� xl � d+ xr � d � d

with ( i) countability and absolute convergence for in�nite sums is given as
we consider well-de�ned probability densities always greater than 0, ( ii ) by
construction, ( iii ) applying de�nition of p, and ( iv) by initial assumption
for any S.

Now, we prove the sensitivity-reduction property for a 1-dimensional
noise distribution as one of our main theoretic contributions. Note that it
is straightforward to generalize the claim to arbitrarily dimensional and
spherically rotation-symmetric noise distributions and sensitivity conditions
because these problems can be reduced to a1-dimensional privacy analysis
as, e.g., Abadi et al. [2] have shown. While we only show the claim for ADP,
we conjecture its validity for PDP as well.

Theorem 4.13 (shift invariance) . Let p be a symmetric and from0 monotonically
decreasing noise function, i.e., for0 < r0 < r,

p(� r) = p(r) (symmetry)
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p(r0) � p(r) (monotonicity)

Let Mq be a additive noise mechanism with sensitivity s. If8S � X

å
x2S

p(x) � d+ e# å
x2S

p(x + s)

Then Mq(D) is (#, d)-ADP for any input D 2D .

Proof. This proof is an extended version of Sheila Zingg's semester thesis
An Approach to Exploring Optimal Noise, written at ETH Zürich in 2019. We
need to show that 8s0. � s� s0� s

å
x2S

p(x) � d+ e# å
x2S

p(x + s)=) å
x2S

p(x) � d+ e#å
x2S

p(x+ s0)

Since p is symmetric and the statement is trivially true for s0 = 0 we can
limit ourselves to showing the statement 8s0. 0 < s0 � s. We de�ne the set
S0 � S as the set ofx with p(x) > e#p(x + s) and rewrite our assumption to

å
x2S0

p(x) + å
x2S;
x/2S0

p(x) � d+ e# å
x2S0

p(x + s) + e# å
x2S;
x/2S0

p(x + s)

As the statement must hold for any set S, speci�cally also for sets containing
only one x, this can be split into two separate assumptions:

8x 2 Sn S0. p(x) � p(x + s)

and å
x2S0

p(x) � d+ e# å
x2S0

p(x + s)

Therefore, it is suf�cient to show the two sub-statements

8x 2 Sn S0. p(x) � p(x + s) =) p(x) � p(x + s0)

and å
x2S0

(p(x) � e#p(x + s)) � d =) å
x2S0

(p(x) � e#p(x + s0))

First, we de�ne the following statements to make the following proof more
consise.

A1 : p(x) � e#p(x + s)

A2 : x /2 S0 and 0 < s0 � s

and p is symmetric

and p is a monotonously decreasing function from p(0)
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B : p(x) � e#p(x + s0)

The �rst part of the proof shows that 8s, s0, p, x. A1 ^ A2 ) B. We prove
this by contraposition, i.e., prooving that 8s, s0, p, x. A1 ^ : B ) : A2. We
�rst show that the contraposition statement is equivalent to the required
statement:

A1 ^ A2 ) B , : (A1 ^ A2) ( : B jDe Morgan

, (: A1 _ : A2) _ B j implication rule

, : A2 _ (: A1 _ B)

, : A2 ( : (: A1 _ B) j implication rule

, A1 ^ : B ) : A2

Let x 2 R and x /2 S0. We need to consider two cases,x + s0 > 0 and
x + s0 � 0, and prove p(x) � p(x + s) =) p(x) � p(x + s0). Because of the
symmetry assumption, we include shifts in the negative direction as well.
Case1: x + s0 > 0.

Since x + s0 > 0 and s � s0, we have x + s > 0. Since x + s � x + s0,
by monotonicity of p, we know that p(x + s0) � p(x + s). Furthermore, by
design, we have x � s � x � s0 � x + s. If p(x � s0) would be smaller than
both p(x � s) and p(x + s), then x � s0 has to be either smaller than x � s
or larger than x + s both of which is not possible. Thus, formulating this
we get:

A2 ) p(x + s0) � p(x + s)^
�
p(x � s0) � p(x + s) _ p(x � s0) � p(x � s)

�

Furthermore, we get the following expressions for A1 and : B:

A1 , p(x) � eep(x + s) ^ p(x) � eep(x � s)

: B , p(x) > eep(x + s0) _ p(x) > eep(x � s0)

We use the above de�ned statements to prove the contraposition:

A1 ^ : B ) A1 ^
�
p(x) > eep(x+ s0) _ p(x) > eep(x� s0)

�

) [f p(x) � eep(x+ s) ^ p(x) � eep(x� s)g

^ p(x) > eep(x+ s0)]

_ [f p(x) � eep(x+ s) ^ p(x) � eep(x� s)g

^ p(x) > eep(x� s0)]
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)
�
p(x) � eep(x+ s) ^ p(x) > eep(x+ s0)

�

_ [
�

p(x) � eep(x+ s) ^ p(x) > eep(x� s0)
	

^
�

p(x) � eep(x� s) ^ p(x) > eep(x� s0)
	

]

) p(x+ s0) < p(x+ s)

_
�
p(x� s0) < p(x+ s) ^ p(x� s0) < p(x� s)

�

): A2

Case2: x + s0 � 0.

Since x + s0 � 0 and s, s0 > 0, we have x, x � s � 0. Since x � s � x + s0

as well as x � s � x � s0, by monotonicity of p, we know that p(x + s0) �
p(x � s) as well as p(x � s0) � p(x � s).Thus, formulating this we get:

A2 ) p(x + s0) � p(x � s) ^ p(x � s0) � p(x � s)

Furthermore, we get the following expressions for A1 and : B:

A1 , p(x) � eep(x + s) ^ p(x) � eep(x � s)

: B , p(x) > eep(x + s0) _ p(x) > eep(x � s0)

We use the above de�ned statements to prove the contraposition:

A1 ^ : B ) [p(x) � eep(x + s) ^ p(x) � eep(x � s)] ^ : B

) p(x) � eep(x � s)

^
�
p(x) > eep(x + s0) _ p(x) > eep(x � s0)

�

)
�
p(x) � eep(x � s) ^ p(x) > eep(x + s0)

�

_
�
p(x) � eep(x � s) ^ p(x) > eep(x � s0)

�

) p(x + s0) < p(x � s) _ p(x � s0) < p(x � s)

): A2

These two cases conclude the proof for the �rst sub-statement 8x 2 Sn
S0. p(x) � p(x + s) =) p(x) � p(x + s0). Now, we show the second sub-
statement, namely

å
x2S0

(p(x) � e#p(x + s)) � d =) å
x2S0

(p(x) � e#p(x + s0)) � d

By the monotonicity and symmetry assumption we can conclude that
8x 2 S0. p(x + s) < p(x + s0). From this follows

) å
x2S0

e#p(x + s) � å
x2S0

e#p(x + s0)
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) å
x2S0

(p(x) � e#p(x + s)) � å
x2S0

(p(x) � e#p(x + s0))

) å
x2S0

(p(x) � e#p(x + s)) � d

=) å
x2S0

(p(x) � e#p(x + s0)) � d

This proves the second and last required sub-statement. By the derivation
at the beginning of this proof, we have now shown

å
x2S

p(x) � d+ e# å
x2S

p(x + s)=) å
x2S

p(x) � d+ e#å
x2S

p(x+ s0)

Applying lemma 4.12 generalises this result to any query output and drawn
noise in R which concludes the proof.

4.3.2 Optimal Noise by Gradient Descent

Gradient descent locally minimizes a differentiable function by stepping
in the opposite direction of its gradient. We search for optimal noise p by
minimizing the utility-loss U, i.e., minimizing the dispersion of additive
noise while simultaneously punishing the algorithm for privacy leakage. We
�x the maximal privacy-loss we allow without contributing to d, represented
by the parameter #, and then minimize the incurring utility-loss together
with a numerical upper bound lX on the d originating from the generated
noise p. We provide three different methods for lX later in this section,
namely l MA , l ADP , and l PDP. Speci�cally, we apply gradient descent with
the following loss function

Lwt ,#,n
D ,Mq

(p) = lX ( I p
0 , I p

1 ; #, n) + wt � U (p; u, M p, D) (4.1)

where the utility-weight wt is a weighting coef�cient which might depend
on the training epoch t, and n denotes the number of mechanism invocations
we consider. The distributions I p

0 and I p
1 are worst-case distributions of

Mq, resulting in maximal privacy leakage after adding noise. For many
applications, such worst-case distributions are known as, e.g., for counting
queries where I p

0 = p and I p
1 = pshifted-by- 1. Theorem 4.13 has shown that

for symmetric and monotonic noises p, such I exist.
To achieve as much generality as possible, we do not choose a well-known

probability distribution and optimize its hyper-parameters. Instead, we use
trainable noise-models that provide a discrete probability density function
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p at prede�ned discretization steps X with suf�ciently high granularity.
Including all assumptions, we obtain for l 2 f 1, 2g referring to L1 or L2
utility-loss

Lwt ,#,n
D ,Mq,l (p) = lX ( I p

0 , I p
1 ; #, n) + wt �

 

å
x2 X

jxj l p(x)

! 1
l

(4.2)

In accordance with eq. (4.2), we linearly interpolate the cost-function u
between discretization steps x to reduce computational complexity.

uti l i ty -weight decay Fixing the utility-weight wt often resulted in
a large utility-loss, dominating the corresponding privacy-loss d enough
to let the optimizer prefer a centrally collapsed noise distribution with all
mass in the center. Such a distribution (illustrated in �g. 4.6) has almost
no utility-loss but a d = 1 which goes against the spirit of differential
privacy. We have found to achieve more reliable results when we let the
utility weight decay exponentially from a starting value wstart with the rate
d, especially for a higher number of compositions. A lower bound wmin
limits the decay.

wt = max
� wstart

2t/ d
, wmin

�
(4.3)

convergence For from the center monotonically falling noise, we argue
that the loss in eq. (4.2) has a convex minimum. The monotonic noise can be
characterized solely by the steepness of the noise function gradients. On the
one hand, the applied utility-loss is convex in that steepness. On the other
hand, we argue that a tight d-bound is also convex in said steepness. There
are two extreme cases: �rst, all probability mass is concentrated at the center
(dPB = 1), and second, a horizontal line induces maximal distinguishing
events at the outermost regions (dPB= w¥ ). Starting from the latter, an in-
creasing steepness �rst monotonically decreasesdPB because distinguishing
events shrink and the privacy-loss approaches #(monotonically reducing d),
before the noise is too steep, diverging from the minimum again towards
the other extreme case. While lX are upper bounds for such a tight d, at
least Meiser et al. have shown that the in�nite limit tightens their bound.
Finally, the sum of two convex functions is convex again.
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4.3.3 Noise Models

Our examinations have shown that the noise generating model requires
strong dependence between neighboring discretization-steps xi on the x-
axis. From the many model variants we tried, two produced stable results:
a model based on Sigmoid functions and a model based on a convolutional
neural network (CNN) architecture. Unfortunately, the latter was not able
to produce small privacy guarantees while the former allows only for
monotonous noise functions. Therefore, we applied mostly the Sigmoid
model in our evaluation with the CNN model illustrating non-monotonicity
insights. We now describe the two variants in more detail.

4.3.3.1 Sigmoid Noise Model

When designing the Sigmoid model, we decided to generate the �rst,
monotonically increasing half of the noise p from a model of K stacked
Sigmoid functions s(x) = (1 + e� x) � 1. Their output is then normalised by
a SoftMax(r i ;

�! r ) = er i / å j er j step before being mirrored and concatenated
to obtain symmetric noise. We evaluate this model on 2N discretised and
equidistant steps xi on the x-axis, xi 2 [� r, r ], i 2 f 1, . . . , 2Ng, xi = i � r

N �
r. Due to mirroring, we only need to consider xi < 0. Our model p is
composed as follows: for i 2 f 1, . . .Ng,

r i = ln

"

A2 +
K

å
j= 0

B2
j � œ

�
C(xi � D j )

�
#

pi =
1
2

SoftMax (r i ; f r0, . . . ,rN g)

pj = p2N � j+ 1 for j 2 f N+ 1, . . . , 2Ng

(4.4)

The parameters A, Bj , and D j 2 R are learned by gradient descent while
the slope C 2 R is a �xed hyper-parameter, usually set to 500 to allow
sudden jumps of the noise p. We have initialised A with 10, the Bj are drawn
uniformly from [0, 1], and all D j are initially equidistantly distributed in
[� r, 0] where r is the half-width of the noise, more distant from the center
we truncate. By squaring A and Bj , we enforce a monotonic increasing
output. By applying SoftMax, we obtain 8i , pi > 0 and å i pi = 1.

This model cannot support perfectly vertical jumps, which poses an
important limitation. However, we avoid these effects by choosing a high
slope C such that the output can suf�ciently change between neighboring
discretization-steps xi .
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4.3.3.2 CNN Noise Model

We considered also a noise model based on neural network design ele-
ments, namely linear-layers and 1D-convolutions, commonly referred to as
CNN model. However, we discovered signi�cant numerical instabilities lead-
ing to overly high dPB, especially but not limited to when we tried to enforce
monotonicity. Therefore, we use this model to illustrate non-monotonic
noise without the requirement to produce a low dPB. Similarly to eq. ( 4.4),
we evaluate the model by considering only the points on the negative x-axis.
For weight matrices G and H with bias vectors I and J, �lters Kt (t 2 [0, 10)),
~ denoting convolution, and i 2 f 1, . . .Ng and j 2 f 1, . . . 100g describing
layer-widths, we obtain p as follows:

r j,0 = x � GT + I j // linear layer

r j,t+ 1 = r j,t ~ Kt for t 2 [0, 10) // 10 convolutional layers

vi = r10 � HT + Ji // linear layer

pi =
1
2

SoftMax (vi ; f v0, . . . ,vN g) // 1 st noise half

pk = p2N � k+ 1 for k 2 f N+ 1, . . . , 2Ng // 2 nd half

4.3.4 Privacy Bounds

We now introduce three different numerical upper differential privacy
bounds for ld( I p

0 , I p
1 ; #, n), namely l MA through our Extended Moments

Accountant, and l ADP and l PDP via PrivacyBuckets.

4.3.4.1 Extended Moments Accountant

Frequently used when applying differential privacy to Deep Learning,
Moments Accountant (MA) (see lemma 4.3) and its ADP bound is applied.
However, the formulation by Abadi et al. [ 2] does not incorporate the exis-
tence of distinguishing events. Their theorem assumes implicitly in�nitely
wide noise that nowhere has zero occurrence probability. To remedy this
shortcoming and to allow the analysis of truncated noise, we introduce our
second major theoretical contribution, the Extend Moments Accountant,
that incorporates the existence of such distinguishing events. Subsequently,
we derive our numerical ADP-bound l MA .

This extension, however, comes at a formal cost: we cannot simply include
adaptive mechanisms by taking the largest moment a( l ) for a given l to
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capture the maximal privacy-loss, as we need to ensure a second value, the
probability mass of distinguishing events ( w¥ ), to be bounded simultane-
ously. Moreover, these two values, the maximal a( l ) and the maximal w¥

need to be produced by a single pair of worst-case output distributions
M (D0) and M (D1) such that no inputs D, D0, and aux to the mechanism
leads to more privacy leakage. These output distributions may come from a
worst-case input triple (D0, D1, aux) but can also be de�ned freely, as long
as they are worst-case.

Such worst-case output distributions M (D0) and M (D1) usually exist
and are applied often to simplify the privacy analysis. In literature, many
mechanisms implicitly assume such worst-case inputs, for example, by
de�ning a sensitivity. The work by Abadi et al. [ 2] reduces its privacy
analysis to worst-case output distribution and compares Gaussian noise vs.
a Gaussian-mixture. The use of such worst-case distributions renders the
theorem itself to include adaptive mechanisms (the mechanism is allowed
to use previous outputs) as no other inputs can achieve a higher privacy
leakage by de�nition.

We now introduce extended de�nitions, which are required to prove our
Extended Moments Accountant later in this subsection.

De�nition 4.14 (worst-case inputs for Moments Accountant) . For any neigh-
boring D, D0 2 D , mechanism M, auxiliary input aux

c(oi ; M i , aux, D, D0) =

8
>>>>>>>>>><

>>>>>>>>>>:

¥ if Pr[M1:i (D; aux)= o1:i ] 6= 0

and Pr[M1:i (D0; aux)= o1:i ] = 0

ln Pr[M1:i (D;aux)= o1:k]
Pr[M1:i (D0;aux)=o1:i ]

if Pr[M1:i (D; aux)= o1:i ] 6= 0

and Pr[M1:i (D0; aux)= o1:i ] 6= 0

� ¥ else

aM i
( l ; aux, D,D0) = log E

oi � M i (D)
[el c(oi ;M i ,aux,D,D0) joi 6= ¥ , -¥ ]

w¥
�
M i , aux, D, D0� = Pr

o� M i (D)
[c(o; M i , aux, D, D0) = ¥ ]

Let D0, D1 be worst-case inputs such that the following is true for eitherk = 0 or
k = 1:

auxk = arg max
aux0

aM i
( l ; aux0, Dk, D1� k)

auxk = arg max
aux0

w¥ (M i , aux0, Dk, D1� k)
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aM i
( l ; auxk, Dk, D1� k) � max

D,D0,aux0
aM i

( l ; aux0, D, D0)

w¥ (M i , auxk, Dk, D1� k) � max
D,D0,aux0

w¥
�
M i , aux0, D, D0�

Further, let

aM i
( l ; Dk, D1� k)= aM i

( l ; auxk, Dk, D1� k)

w¥ (M i , Dk, D1� k) = w¥ (M i , auxk, Dk, D1� k)

Contrarily to Moments Accountant by Abadi et al. [ 2], we de�ned aM ( l )
to be the expectation over a normalised output distribution generated by
M (D0):

Pr[M (D0; aux) = o j o 6= ¥ , -¥ ] =
Pr[M (D; aux)= o]

1 � w¥ (M, aux, D0, D1)

The events with o = -¥ do not occur. The privacy loss c(o), however,
is generated by non-normalised distributions. Also note that only one
pair (aM i

( l ; D l , D1� l ), w¥ (M i , D l , D1� l ))i2f 0,1g needs to dominate all other
values. Which one, however, might depend on the required #. See �g. 4.11
for an illustrative example.

Under the assumptions that the algorithm we consider allows such
worst-case inputs (or a reduction to output distributions) that lead to an
always dominating a( l ) and w¥ , we can prove ADP-guarantees for such
an algorithm.

Theorem 4.15 (Extended Moments Accountant) . Let the variables be de�ned
as in de�nition 4.14. Then for k2 f 0, 1g,

(1) [Composability] Suppose that a mechanism M consists of a sequence of

adaptive mechanismsM1, . . . ,Mn whereM i = Õ
i � j
j= 1 Rj � D ! Ri . Then,

for any l > 0

aM ( l ; Dk, D1� k) �
n

å
i

aM i
( l ; Dk, D1� k)

w¥ (M, Dk, D1� k) = 1 �
n

Õ
i

[1 � w¥ (M i ; Dk, D1� k)]

(2) [Tail Bound] For any # > 0, M is (#, d)-differentially private ford =
max(dD0,D1, dD1,D0) with

dDk,D1� k
= w¥ (M, Dk, D1� k)

+ min
l

(1� w¥ (M, Dk, D1� k)) � exp (aM ( l ; Dk, D1-k) � l � #)
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Proof. This proof is inspired by the proof of Theorem 2 in [ 2] with consider-
ations from theorem 3.5. Composability: For k 2 f 0, 1g, there are three sets
an output of M i (Dk) can occur:

U¥
M i

= f oi j c(oi ; M i , auxk, Dk, D1� k) = ¥ g

U+
M i

= f oi j c(oi ; M i , auxk, Dk, D1� k) /2 f ¥ , ¥ gg

U -¥
M i

= f oi j c(oi ; M i , auxk, Dk, D1� k) = -¥ g

These sets might differ depending on i. We now consider only the com-
position of M i and M i+ 1. There, outputs oi and oi+ 1 each originating
from one of their individual three sets, resulting in 9 possible combina-
tions: U¥

M i
� U¥

M i+ 1
, U¥

M i
� U+

M i+ 1
, U¥

M i
� U -¥

M i+ 1
, U+

M i
� U¥

M i+ 1
, U+

M i
� U+

M i+ 1
,

U+
M i

� U -¥
M i+ 1

, U -¥
M i

� U¥
M i+ 1

, U -¥
M i

� U+
M i+ 1

, U -¥
M i

� U -¥
M i+ 1

. In the proof of the-
orem 3.5, we have shown that all sets including a privacy loss of -¥ have
zero occurrence probability and can be neglected. Moreover, Abadi et al.
have already shown the caseU+

M i
� U+

M i+ 1
[2]:

aM i+ 1� M i
( l ) � aM i

( l ) + aM i+ 1
( l )

Their proof requires only independence of output events in the analysed
worst-case setting, which is valid for us as well.

We show now that the combinations U¥
M i

� U¥
M i+ 1

, U¥
M i

� U+
M i+ 1

, and

U+
M i

� U¥
M i+ 1

all contribute solely to w¥ . The caseU¥
M i

� U¥
M i+ 1

is already

shown by theorem 3.5. In the case ofU+
M i

� U¥
M i+ 1

, we have by de�nition

c(oi ; M i , auxk, Dk, D1� k) = ¥

and c(oi+ 1; M i+ 1, auxk, Dk, D1� k) 6= -¥

It follows

c(oi ; auxk, Dk, D1� k) = ¥

=) Pr[M i (Dk)= oi jauxk] 6= 0

and Pr[M i (Dk� 1)= oi jauxk] = 0

and

c(oi+ 1; M i+ 1, auxk, Dk, D1� k) 6= -¥

=) Pr [M i+ 1(Dk) = oi+ 1jauxk] 6= 0
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We show now that c(oi :i+ 1; M i :i+ 1, auxk, Dk, D1� k) = ¥ :

c(oi ; M i , auxk, Dk, D1� k) = ¥

=) Pr[M i (Dk)= oi jauxk] 6= 0

and Pr[M i (Dk� 1)= oi jauxk] = 0

=) Pr [M i (Dk) = oi jauxk] 6= 0

and
i+ 1

Õ
j= i

Pr
�
M j (Dk� 1) = okjauxk

�
= 0

( i)
=)

i+ 1

Õ
j= i

Pr
�
M j (Dk) = okjauxk

�
6= 0

and
i+ 1

Õ
j= i

Pr
�
M j (Dk� 1) = okjauxk

�
= 0

=) Pr[M i :i+ 1(Dk; auxk)= oi :i+ 1] 6= 0

and Pr[M i :i+ 1(Dk� 1; auxk)= oi :i+ 1] = 0

=) c(oi :i+ 1; M i :i+ 1, auxk, Dk, D1� k) = ¥

where we used (i) Pr [M i+ 1(Dk) = oi+ 1jauxk] 6= 0. The claim for U+
M i

�
U¥

M i+ 1
follows analogously to U¥

M i
� U+

M i+ 1
by switching indices. The state-

ment of composability follows by induction.
Tail-Bound: For a �xed k 2 f 0, 1g, we show dDk,Dk� 1

= min l (w¥ ) + ( 1 �
w¥ )) � exp(aM ( l ) � l# )) . In accordance with the reasoning in the previous
chapter, we consider a privacy loss c(o) = ¥ to be larger than any e 2 R.
Then we have,

Pr
o� M (Dk)

[c(o) � #] = ( 1 � Pr
o� M (Dk)

[c(o) = ¥ ]) � Pr
o� M (Dk)

[c(o) � #jc(o) 6= ¥ ]

+ Pr
o� M (Dk)

[c(o) = ¥ ] � Pr
o� M (Dk)

[c(o) � #jc(o) = ¥ ]

= ( 1 � w¥ ) � Pr
o� M (Dk)

[c(o) � #jc(o) 6= ¥ ] + w¥

= ( 1� w¥ ) � Pr
o� M (Dk)

[exp( l c(o) � exp( l# )jc(o) 6= ¥ ])+ w¥

( ii )
� (1 � w¥ )

Eo� M (Dk) [exp( l c(o))) jc(o) 6= ¥ ]

exp( l# )
+ w¥

( iii )
� (1� w¥ ) exp(aM ( l ) � l# ) + w¥
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Where ( ii ) we used Markov's inequality and ( iii ) by de�nition aM ( l ) =
max aM ( l ; aux, Dk, D1� k). After this we can use a similar ADP reduction
as seen in [2].

Let B = f o : c(o) � eg. Then for all S.

Pr[M (D) 2 S] = Pr[M (D0) 2 S \ BC]+ Pr[M (D) 2 S\ B]

� ee � Pr[M (D0) 2 S \ BC]+ Pr[M (D) 2 B]

� ee � Pr[M (D0) 2 S]+( 1� w¥ ) exp(aM ( l ) � l# )+ w¥

The claim follows as the result is valid for all l . Finally, we take the
maximum d = max(dD0,D1, dD1,D0), ful�lling ADP-guarantees for auxk, D0,
and D1. For a given e, we argue that for any inputs D, D0, aux to M, the
resulting privacy-loss is smaller or equal to d because by de�nition we have
chosen the worst-case inputs such that 8l no other inputs lead to a larger
w¥ or a( l ). As we have only used upper bounds or equality to express the
impact on the privacy-loss, the ADP bound is guaranteed for any inputs
D, D0, aux to M.

From his theorem, we derive our fully differentiable and gradient de-
scent suitable upper bound l MA for two worst-case mechanism output
distributions M (D0) and M (D1).

Proposition 4.16 (numerical Extended Moments Accountant) .
Let M (D0) and M (D1) be worst-case mechanism output distributions. With the
number of compositions n� 1, #> 0, and

wA,B
¥ = Pr [L A/ B (o) = ¥ ]

Gl (A jj B) = log å
f o j Pr[o A],Pr[o B]6= 0g

Pr [o  A]
�

Pr [o  A]
Pr [o  B]

� l

dMA
A,B (#) = min

l
1 �

h
1 � wA,B

¥

i n
+ en�Gl (A jj B)� l �#,

the mechanism M is(#, d)-ADP with

d = max(dMA
M (D0),M (D1) , dMA

M (D1),M (D0) )

Proof. This is a special case of the more general theorem4.15 for worst-case
inputs D0, D1. Let A(o)=Pr [o M (D0)] and B(o)=Pr [o M (D1)].

aM i
( l ; aux, D0, D1) = log å

o

A(o)
1 � w¥

exp
�

l log
A(o)
B(o)

�
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= log

"
1

1 � w¥
å
o

A(o)
�

A(o)
B(o)

� l
#

= log
�

1
1 � w¥

�
+ Gl (A jj B)

Applying n compositions and the tail-bound of theorem 4.15,

dDk,D 1-k= wDk,D1-k
¥ ,M + min

l

�
1� wDk,D1-k

¥ ,M

�
�e

�
a

Dk,D1-k
M ( l )� l �#

�

= wDk,D1-k
¥ ,M + min

l

�
1� wDk,D1-k

¥ ,M

�
�e

�
n�a

Dk,D1-k
Mi

( l )� l �#
�

= wDk,D1-k
¥ ,M + min

l

�
1� wDk,D1-k

¥ ,M

�

�en�( log[ 1
1� w¥ ]+ Gl (A jj B))� l �#

= wDk,D1-k
¥ ,M + min

l
e(n�Gl (A jj B)� l �#)

becausewDk,D1-k
¥ ,M = 1 � [1 � w¥ ]n. The claim follows.

While this theorem formally proves ADP-guarantees, the tail estimation of
the privacy leakage is obtained by the Markov inequality, actually producing
a PDP-guarantee (which itself implies ADP) identically to the original
theorem by Abadi et al. [ 2]. For certain optimization scenarios shown
later, the noise obtained will resemble a result from the PrivacyBuckets
PDP-bound more than the PrivacyBuckets ADP-bound.

implementation of l MA We compiled l MA to be equal to d in proposi-
tion 4.16, optimizing l and the noise p simultaneously. We �x the truncation
range of the learned noise p to avoid problems with non-differentiable dis-
crete inclusion-indices of distinguishing events w¥ . To ensure numerical
stability, we executed all computations in log-space 2. Additionally, we set
l = l 2

sq+ 10� 4 and trained l sq to enforce positivity.

4.3.4.2 PrivacyBuckets ADP-bound

PrivacyBuckets [150] is another method to provide upper bounds for
privacy leakage. It utilizes that the privacy-loss random variable of two
independent invocations of a mechanism is equal to a convolutionof the

2 We used PyTorch's built-in function logsumexp (https://pytorch.org/docs/stable/

generated/torch.logsumexp.html )

https://pytorch.org/docs/stable/generated/torch.logsumexp.html
https://pytorch.org/docs/stable/generated/torch.logsumexp.html
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privacy-loss random variables produced by single invocations. Based on
this observation, PrivacyBuckets distributes probability mass in a �nite
amount of equidistant and discrete buckets spanning a speci�c privacy-loss
range and convolves them, in contrast to evaluating each combination of
privacy-losses individually which grows exponentially with the number of
compositions. The estimation accuracy depends on the number of buckets
and their width described by the discretization factor f > 1 (while f � 1
stays small), capturing the maximal difference between two privacy losses
that obtain the same bucket. This method is used in practice in Google's
Differential Privacy Library. 3 Due to computational complexity, we did not
implement error-correction [ 150].

Formally, given D, D0and utilizing the discrete output distribution f pD
i gi

originating from M (D; p), we combine the probability mass of similar
privacy-loss occurrences in discrete buckets referenced by their index j 2 Z

t 1( j) = å
f j-1< e

L M (D;p)/ M (D0;p) � f j

pD
i

for a suitable discretization-factor f . The subscript denotes the number of
mechanism invocations, only one in this case. The events with privacy-loss
L (o) = ¥ are collected separately in their own bucket t 1(¥ ), a corner case
with special treatment. For discretization purposes, the number of buckets
are limited to 2h such that both ends span a series of indices from � h to
h. We denote these con�ned buckets by t̄ ( j), j 2 f� h, . . . ,hg. We de�ne
the bucket t̄ 1(� h) = å

e
L M (D;p)/ M (D0;p) � f � h

pD
i to contain all masses with

privacy loss smaller or equal than log( f � h) and incorporate the resulting
events larger than log f h in t̄ 1(¥ ) = t (¥ ) + å

f h< e
L M (D;p)/ M (D0;p)

pD
i . All

other buckets with i 2 [-h+ 1,h]N stay same:t̄ 1( i) = t 1( i). Meiser et al. [150]
have shown that independent sequential composition can be expressed as

t̄ 2( j) = å
i2fj j j� h,hg

t̄ 1( i) � t̄ 1( j � i) for j 2 f� h + 1, . . . ,hg

t̄ 2(� h) = å
j2f� 2h,� hg

å
i2f� h,h+ jg

t̄ 1( i) � t̄ 1( j � i) and

t̄ 2(¥ ) = 2 � t̄ 1(¥ ) � ( t̄ 1(¥ )) 2+
2h

å
j= h+ 1

h

å
i= j � h

t̄ 1( i) � t̄ 1( j � i)

As illustrated in the previous chapter, this composition is equivalent to a
convolution of the buckets and it can be repeated as long as numerically
3 https://github.com/google/differential-privacy/tree/main/python/dp _accounting

https://github.com/google/differential-privacy/tree/main/python/dp_accounting
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feasible, even with other n than exponents of two [ 150]. We obtain the upper
bound after n compositions by evaluating

dADP
M (D0),M (D1) = t̄ n(¥ ) + å

j � #
log f

�
1 � ej �log( f )� #

�
� t̄ n( j)

with the �nal d = max
�
dADP

M (D0),M (D1) , dADP
M (D1),M (D0)

�
.

implementation We implemented l ADP according to the d introduced
above, computing values in log-space where possible. For non-symmetric
problems, we computed l ADP

A,B and l ADP
B,A separately and chose the noise-

producing the smaller dPB. The distinguishing events are included in t̄ n(¥ ).
For gradient-descent algorithms, the gradients need to be derivable, which
is problematic for equaland smallerrelations or for the ceiling function when
computing indices. As a remedy, we replaced the derivative of such Boolean
functions with a sharp function while relying on the built-in function for the
forward-pass. Only for smallerThan, we replaced the forward-pass function
with a Sigmoid and used its derivative for the backward-pass.

smallerThan(x, y) := œ(� 5 � (x � y + 0.5))

¶
¶x

equal(x, y) :=
1

1 + (x� y)2

0.01

¶
¶x

ceil(x) := 1

4.3.4.3 PrivacyBuckets PDP-bound

For this bound, we used the same composition technique as for the
previously introduced PrivacyBuckets ADP-bound. In contrast to dADP,
events with a privacy-loss exceeding #are not weighted correspondingly
but fully included, see lemma 3.18.

dPDP
M (D0),M (D1) = t̄ n(¥ ) + å

j � #
log f

t̄ n( j)

The numerically differentiable bound l PDP is obtained analogically to l ADP

with the same constraints applying.
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4.4 evaluation

In this section, we present the results of our implementation. Section 4.4.1
introduces the methodology and implementation. Then, we reproduce
the analytical results from Geng et al. [ 95] in section 4.4.2. Section 4.4.3
points out the trade-offs between utility and dPB and partly outperforms
truncated Gaussian noise. In addition, we generated noise for DP-SGD in
section 4.4.4 and illustrate truncation effects for �nite additive noise events
in section 4.4.5. Finally, section 4.4.6 presents the numerical stability of our
approach. We have made the source code for our approach available on
GitHub 4.

4.4.1 Evaluation Details

While we have minimized the noise distributions with different losses lX ,
any shown value for (#, d)-ADP (or PDP) guarantees are computed using
the GitHub PrivacyBuckets implementation 1 with the generated worst-
case noise distribution(s) as input. This implementation supports error
correction for its upper-bounds dPB, which outperforms our complexity-
reduced lossesl ADP and l PDP. Please note that such provided dPB for the
noises generated are accurate and numerical errors are negligible. For
comparative reasons, we produce for l PDP an ADP-dPB as well, despite
the PDP-formulation used during optimization. We used 250.000buckets
and an adaptively chosen factor f . For worst-case output distributions, we
evaluated both combinations dPB

A/ B and dPB
B/ A for the indicated #and showed

their maximum.
Contrarily to the broad understanding of ( #, d)-differential privacy guar-

antees as a property of mechanisms, we aim to �nd the minimal d for a
given #. Accordingly, we say that two worst-case noise distributions pro-
ducea (minimal) d. If not otherwise indicated, we restricted ourselves to
optimizations for #= 0.3.

implementation details We use PyTorch(v1.7.1) [163] as optimiza-
tion framework performing gradient descent in double-precision with
Adam [ 123] while applying an exponential learning-rate and utility-weight
decay. We use the following hyper-parameters if not otherwise indicated:
The noise model (section 4.3.3) contains K = 10000Sigmoid functions and
the corresponding parameters are initialized uniformly at random. The

4 https://github.com/teuron/optimal _truncated _noise

https://github.com/teuron/optimal_truncated_noise
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model is evaluated at 60000equidistant points on the x-axis within a sym-
metric range [� r + a, r + a] for 500. For numerical stability, we bias the
range by a = 10� 5 as numerical instabilities can occur at x=0. Also, using
more discretization steps and more Sigmoid functions did not result in
considerably better noise due to numerical instability and internal rounding
errors. We minimize eq. (4.2) with a learning rate q = 0.001(exponential
decay factor 0.99995) and a utility-weight w = 0.5(halving period d = 2.500
epochs, wmin = 10� 7). The privacy bound l MA is evaluated in 100.000
epochs and l ADP and l PDP in a coarseness factorf = 1.000001and 15.000
epochs using 2h=1000 buckets.

hardware details We run our experiments on a cluster which consists
of 8 Nvidia A 100 40GB GPUs, an AMD EPYC 7742CPU, and 1TB RAM.
A single run of l ADP or l PDP takes 1h 21min, l MA is faster with 1.02h.
Extending the number of buckets increases the computational complexity
exponentially; a single run with 10000 buckets requires 1.41 days. Re-
running all experiments once requires approximately 25 days.

4.4.2 Reproduction of Analytic Optimal Noise

Geng et al. [95] proposed to replace the Laplace mechanism (additive
Laplace noise to sensitivity bounded mechanisms) with their staircase
mechanism. They showed that the staircase mechanism provides the same
#-ADP guarantees as the Laplace mechanisms but minimizes the L1-utility-
loss E p|x| for sensitivity 1.

First, we show in �g. 4.1a that our numerical approach l ADP reproduces
the staircase-mechanism for L1 utility. Contrarily to our numerical ap-
proach, the analytic staircase noise is stretched in�nitely. For comparison,
we truncated and re-normalized the proposed analytic noise, resulting in
distinguishing events at the outermost stair-step. Consequently, the trun-
cated analytic mechanism is not pure #-ADP anymore but contains a small
d. The relative difference for dPB between the generated and analytic noise
is smaller than 10� 2. For completeness, we show the optimization results
for our other mechanisms l MA and l PDP as well. As l MA internally uses a
PDP-bound (discussed in section 4.3.4.1), its generated noise is similar to
l PDP. With this �gure, we want to illustrate that our implementations are
sound: l ADP reproduces the analytic noise, and l MA and l PDP produce sim-
ilar results despite being conceptionally different. We show full #-d-graphs
and closeness to the analytic noise in �g. 4.2.
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Figure 4 .1: Log-noise of numerically approximated staircase mechanism compared
to optimal noise (Geng et al. [ 95]). (a) l ADPcovers the analytic noise with a relative
difference in dPB of 10� 2. The half-step shift for lMA coincides with l PDPas l MA is
conceptionally PDP. (b) without monotonicity enforcement, our method produces
"pointy towers" guaranteeing ADP with lower utility-loss only for output differences
exactly 0 or 1. #= 0.3,q = 0.01.
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Figure 4 .2: The dPB(#) graphs for truncated staircase mechanism [95] (ana) and the
reproduced noise distribution ( rep) compared, both generated with #=0.3. Note that
this #and the privacy-loss # in the graphs differ. The difference between l ADPand
[95] is negligible, mostly dominated by distinguished events occurring after #= 0.3

Without the monotonicity enforcement (see section 4.3.1) on a CNN model
(see section4.3.3.2), the gradient-descent based tool does not consider un-
noised mechanism outputs q(D) other than 0 or 1; the model optimizes for
privacy only at the edges 5 of the steps. There, the optimizer shifts probability
mass towards the center of the steps, creating thereby shapes resembling
pointy towers, illustrated in �g. 4.1b. Note that the pointy-tower noise still
guarantees (#, d)-ADP with lower utility cost ( l ADP : UL1 = 1.879, Geng et
al. UL1 = 1.884), but only for cases where the differences jq(D) � q(D0)j of
neighboring D, D0 results exactly in 0 or 1 as, e.g., for counting queries.

4.4.3 Utility vs. d(#) under Composition

Utility, the usefulness of the perturbed output M (q; p), degrades with a
larger width of noise. Adding wider noise increases the expected deviation
from the real value, while a lower width comes with lower privacy guaran-
tees. We examine the trade-off between utility and the corresponding dPB

for a �xed #= 0.3. Varying utility-outcomes are achieved by weighting the
penalty for low utility via w in our loss-function differently (see eq. ( 4.1)).
The effective utility-weights w span a range from 10� 7 to 2.

Figure 4.3 illustrates our results for real-valued sensitivity-bounded query
functions for L1 and L2 utility losses. Next to a single invocation of the mech-
anism M, we extend our results to independent sequential composition, i.e.,
the case where an adversary receives multiple independent outputs from
a mechanism, all based on the same input D and the same noise function
p. Moreover, we trained the model with and without utility weight decay.
The upper-bounds dPB

n are obtained by the GitHub implementation 1 where

5 Did you know that The Abyss' Edge: Pushing Personal Data Privacyalmost made it to the title
of this thesis?
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(c) PrivacyBuckets l ADP with L2 utility-loss
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Figure 4 .3: Utility-loss vs. privacy leakage for sensitivity-bounded queries (sensitiv-
ity s= 1) and multiple number of compositions n. PrivacyBuckets-ADP l ADP and
Extended Moments Accountant (MA) l MA are compared to the truncated Gaussian
mechanism. (e) Despite the clear tendency for L2-loss, the KL-divergence shows
erratic behavior for a �xed n due to numerical challenges. #= 0.3
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n=128.

the privacy leakage of a single invocation was composed with the required
number of compositions n. A selection of generated noises are illustrated in
�g. 4.4. Noise that needs to achieve a certaind after multiple compositions is
wider than noise aiming for the same d with fewer compositions, resulting
in lower utility for higher n. We compare our results to the privacy leakage
of truncated Gaussian noise generated by clipping a zero-centered Gaussian
distribution to the same range in which we optimize our numerical optimal
noise. See example4.5 for a formal de�nition.
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Figure 4 .5: Illustrating the (non-trivial) continuous mapping between the dPB
n and

the standard deviation s for truncated Gaussians.
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Figure 4 .6: Illustration of a collapsed model trained using Extended Moments
Accountant with #= 0.3, n = 4 compositions, and no utility weight decay, compared
to Geng et al. [95] with # = 0.3

4 . While the utility-loss is small for a noise with a
utility-loss that considerably greater than the d (factor 1000+), the resulting dPB is
almost equal to 1, going against the purpose of �nding suitable noise.

There exists a minimal dPB for truncated Gaussian noise. With a small
standard deviation s, the resulting dPB is large but reduces with increasing
s. However, with growing s, probability mass is shifted to the outermost
regions of the noise just before the truncation-barrier and increasingly
contributes distinguishing events which not only dominate dPB for large
s but also increase it again. This effect is shown in �g. 4.5 and applies in
a broader sense to our generated noise as well. As the standard deviation
corresponds to the utility-loss monotonically, the optimality-graphs shown
in �g. 4.3 would increase again for larger s. There is no meaning in having
noise with larger dPB and larger utility-loss. Therefore, we replace these
increasing values with the more optimal minimal, producing the horizontal
lines.

Our numerical setup produced inappropriate results for certain hyper-
parameter con�gurations, primarily due to collapsing noise distributions
with low utility-loss and d � 1 originating from a bestriding penalty for the
utility-loss. See �g. 4.6 for an example of such noise. For illustration clarity,
we removed these samples from our plots.

In conclusion, we are remarkably close to the results for truncated Gaus-
sians. While we can outperform the Gaussian in certain cases for l MA , we
need to admit that these differences are minor (< 4%), except for l MA for
n = 8 and n = 16 compositions where they are larger. With l ADP , our
optimality graphs were always above the truncated Gaussians. With l ADP
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for L2-utility-loss, however, we reproduced the shape of a Gaussian with a
KL-divergence of < 10� 4 for 128compositions, illustrated in �g. 4.3e. Our
results suggest that this difference shrinks with a larger number of compo-
sitions, posing (truncated) Gaussians as a near-optimal shape considering
L2-loss. The performance of other privacy budgets parameters than #= 0.3
are illustrated in �g. 4.3f.

4.4.4 DP-SGD

Differentially private stochastic gradient descent (DP-SGD) is a technique
to train parameters with an SGD algorithm differentially private, protecting
individual training samples. The highly in�uential work by Abadi et al. [ 2]
showed that the privacy leakage is suf�ciently bounded by comparing the
following two noise distributions:

A := N (0,s)

B := ( 1 � q) � N (0,s) + q � N (C, s)

for a clipping constant C, a sampling probability q, and a noise-multiplier
s. As the added noise is monotonically falling from the mean, any gradient-
update resulting in less than C deviation has less privacy leakage than
when maximally distanced by C due to the larger overlap of the noising
Gaussians. We adapted our algorithm to optimize p by constructing the
following intermediate worst-case distributions

A := p

B := ( 1 � q) � p + q � pshifted-by- C
(4.5)

and then minimizing lX
A,B and lX

B,A (instead of lX
p,p+ s for sensitivity s). While

we have not proven the Shift Invariance theorem 4.13 for this case, we
argue that this assumption is applicable as well because the same reasoning
applies: With sensitivity C, all outputs with smaller deviation than C induce
less privacy leakage.

For each of the two casesX 2 f MA , ADPg, we run the minimizer twice
(once for lX

A,B and once for lX
B,A ), each run producing two graphs dPB

A/ B and
dPB

B/ A , eight graphs in total. For a given #, the optimal noise p originates
from the run where d = max(dPB

A/ B, dPB
B/ A ) is smaller. We �nd that for our

setup, it is suf�cient to consider lX
B,A only as it dominates lX

A,B everywhere.
For clari�cation, the four corresponding lines for each case are shown in
�g. 4.11.
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B,A with L2 utility-loss
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Figure 4 .7: Illustration of generated noise distributions for mul-
tiple numbers of compositions n in the DP-SGD setting (sub-
sampling probability q = 0.1 and clipping distance C = 1), con-
sidering L1 and L2 utility-loss. They do not show equal dPB or
equal utility-loss. See �g. 4.9 for a dPB vs. utility-loss comparison.
#= 0.3.
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n = 128
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Figure 4 .9: Generated distributions by PrivacyBuckets-ADP l ADP

and Extended Moments Accountant l MA are compared to the
truncated Gaussian mechanism with same dPB in the DP-SGD
setting (sub-sampling probability q = 0.1 and clipping distance
C = 1). Right column:generated noise distributions and the cor-
responding truncated Gaussian are equally range-reduced, i.e.,
the lateral plateaus are removed before searching Gaussian noise
with the same dPB (see �g. 4.14 for an illustration). #= 0.3
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Figure 4 .11: Resulting dPB(#)-graphs for generated DP-SGD worst-case distribu-
tions (eq. (4.5)) and n = 128 compositions. For X 2 f MA , ADPg, the preferable
distribution is generated by lX

B,A , resulting in a lower dPB than lX
A,B. The �nal dPB

is max(dPB
A,B, dPB

B,A ) with p found according to lB,A . The noise p was generated by
#= 0.3,q = 0.1,C = 1.

A selection of generated noise distributions for a �xed #= 0.3 and C = 1
are shown in �g. 4.7. We chose a high q = 0.1 to make potential effects
visible. Please note that we did not run as extensive experiments as in
the previous section without sub-sampling. Therefore, the distributions
illustrated for different number of compositions n and L1 and L2 utility-loss
are not directly comparable. We conjecture that the appearing horizontal
plateaus originate from the pursuit of the optimizer to achieve zero there,
but the bias A in our model prevents that. The combinations lX

A,B and noise
by l PDP are shown in �g. 4.12. For numerical reasons revisited later in
the discussion, we did not allow our model to learn the truncation range
adaptively.

In �g. 4.9, we compare our generated noise to truncated Gaussians
spanning the full range [� 500, 500] and with adapted standard deviation
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Figure 4 .12: Additional generated noise p for multiple number
of compositions n for completeness. The subscripts A, B and B, A
indicate the orientation of the privacy-loss used during training.
Note that we have not proven Shift Invariance (theorem 4.13) for
the PDP-case but still apply it here. q = 0.1,C = 1, #= 0.3
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s to produce the same dPB
n . A single plot-line is produced by the differ-

ent number of compositions. Unfortunately, all generated noise distribu-
tions with obtained horizontal plateaus have a higher utility-loss, most
likely due to these plateaus. In contrast, noises without plateaus ( l MA for
n=16, 32, 64, 128) show better utility. For remedy, �gs. 4.9b and 4.9d illus-
trate the same procedure, but the range of the already trained generated
noise and the Gaussian is reduced to the point where the horizontal plateau
begins, minus 1 range-unit to minimize the distinguishing events when
the curve is shifted by sensitivity 1. For l MA , this is only meaningful for 8
compositions. It did not bring the desired effect, most likely because the
reduction required a noise-renormalization the optimizer did not antici-
pate. Figure 4.14 illustrates truncated Gaussians for both cases, full-range
and reduced. They almost overlap with a maximal relative difference in
their standard deviation of 0.33%. In contrast to the noise discussed in the
previous section, however, DP-SGD generated noise does not resemble a
Gaussian shape.

sampling from our numerical distribution Rotation-symmetric
noise can be reduced to a1-dimensional privacy-analysis [ 2] for which we
provide an optimization method. To sample from the generated noise, we
can extend the 1-dimensional numerical optimal noise p to a d-dimensional
rotation-symmetricdistribution, expressed by a point on the unit-sphere,
which is then projected (multiplied) by the radius r from the origin. The
point on the unit-sphere can be sampled by drawing d normally distributed
(m = 0,s = 1) random numbers Yi and normalize them by their normq

å i Y2
i , see [124]. The radius r is sampled from the generated noise p di-

rectly according to de�nition 4.4. We leave a proof and a detailed evaluation
of the proposed sampling method for future work.

4.4.5 Truncation Effects

Analytical noise distributions in differential privacy usually spread to
in�nity, e.g., the staircase mechanism by Geng et al. [ 95]. Our numerical
approximation considers only bounded widths of additive noise, resulting
in distinguishing events at the outermost areas of the noise pattern as such
events can only originate from one of the two possible inputs D or D0. Our
numerical approach seeks to minimize such distinguishing events, as their
probability mass directly contributes to lX . Consequently, the center of the
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(b) For l MA and UL1 but for n = 8 composi-
tions (because no plateaus forn� 16). Rela-
tive difference between truncated Gaussians
std-dev: 0.15%.
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(c) For l ADP, n=128and UL2 . Relative differ-
ence between truncated Gaussians std-dev:
0.23%.
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(d) For l MA and UL2 but for n = 32 com-
positions (because no plateaus for n� 64).
Relative difference between truncated Gaus-
sians std-dev: 0.75%.

Figure 4 .14: Illustration of generated vs. truncated vs. range-
reduced truncated noise with equal dPB and for L1 and L2
utility-loss. For range-reduced evaluations, we removed the
horizontal plateaus and searched truncated Gaussian noise
with equal dPB.
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Figure 4 .16: Truncation effects illustrated
on l ADP for different ranges by compar-
ing to truncated and re-normalized an-
alytic staircase noise (Geng et al. [95])
with sensitivity s = 1 for a single mech-
anism invocation n = 1. The model
attempts to minimize l ADP and conse-
quently shifts mass away from the dis-
tinguishing events w¥ . Learning rate
q = 0.01,#= 0.3
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noise distribution is elevated due to the normalization requirement that all
probabilities sum up to 1.

This particular effect is visible in the noise distributions shown in �g. 4.16
where we compare generated noise patterns to the truncated and re-
normalized staircase mechanism: the wider the truncated noise, the more
visible this effect.

4.4.6 Numerical Reproducibility

Our approach provides reproducible and stable results for different
random parameter initialization. For the analytic noise reproduction experi-
ment with range [� 5, 5] and n = 1, we have run each privacy accountant
method 10 consecutive times with different initialization seeds. The gained
insights apply to the other setups as well. Section 4.4.6 illustrates the
convergence of the resulting dPB and its variance, obtained from 10 runs.
The privacy-bound methods l ADP and l PDP converge between 5 000and
8 000and l MA roughly after 80 000. Consequently, we have set the training
duration to 15 000, and 100 000 respectively.
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Figure 4 .18: Numerical stability of our model over 10 runs with differently seeded
initialization. Note that l ADP and l PDP already converged within 10k epochs and
that l MA approaches l PDP, not l ADP.

As demonstrated in �g. 4.18b, all three methods show a signi�cantly
smaller standard deviation of the corresponding lX compared to the abso-
lute value j lX j (<1%), indicating stable convergence. The alternating pattern
of l ADP and l PDP is an artifact of the logarithmic y-axis. The method l MA

alternates in a similar absolute range.

4.5 discussion

Our proposed algorithm outputs noise distributions for which we can
guarantee an upper-bound for ( #, d)-ADP. Simultaneously, we cannot pro-
vide a method to estimate how much our result deviates from the target
optimum that minimizes our optimal noise requirements. However, when
reproducing previous analytical results (section 4.4.2), we have shown in
�g. 4.2 that the relative difference between the analytic and numerical
optimal noise is smaller than 10 � 2.

closeness to truncated gaussians Another argument for our
soundness: our algorithm produces noise with ( #, d)-ADP guarantees similar
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to truncated Gaussians while also creating similar utility-loss as shown
in �g. 4.3. We are often below the ones of a truncated Gaussian, also for
DP-SGD. For L2-utility-loss and sensitivity-bounded queries, we generate
almost perfect Gaussian-shaped numerical optimal noise. These effects
might indicate that (truncated) Gaussians are close to optimal in a simple
setting, especially under independent sequential composition and L2-utility-
loss.

why adp ADP is broadly accepted within the community because it is
closed under post-processing[75], i.e., other algorithms that take the output
of an ADP mechanism cannot worsen the privacy guarantees, which is
not valid for its more intuitive alternative formulation PDP. In addition,
Moments Accountant [ 2] analyzes its privacy leakage for ADP as well.

why gradient descent We decided to search for optimal noise by
applying gradient descent because it allows us to use complex (deep) noise-
generating models for searching a full (discrete) output distribution, not
only hyper-parameters. Next to its great tooling support and available
documentation (PyTorch), it also allows us to try different models in an
easy plug-and-play fashion.

why sigmoid -model We tried several different models starting from
a multi-layer-perceptron over convolutional neural networks to more con-
strained methods like our �nal Sigmoid-approach. We found that for pro-
ducing intermediate horizontal lines like in �g. 4.1a, we require a strong
dependence between neighboring x-axis points that neural networks were
not able to deliver easily. In the end, we achieved the best results with the
used Sigmoid-model, while higher values for the number of Sigmoids K or
x-axis discretization steps did not yield better results.

numerical and complexity issues Due to the complexity and RAM
requirement on our hardware, we were not able to produce more than 128
compositions with l ADP and l PDP. The simpler l MA can achieve up to 210

compositions. We also tried to adapt the truncation range of the generated
noise automatically during training. While easy to adapt l ADP and l PDP,
the loss l MA treats the exclusion of distinguishing events in a discrete non-
differentiable manner. However, this induced for all methods unanimous
additional instabilities leading to higher privacy leakage. While analytic
distributions (and sampling therefrom) might deliver better results in certain
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scenarios, our solution can adapt to more complex cases and provides
a general method to �nd noise independent of the speci�c underlying
problem.

application scenarios Truncated optimal noise is useful where a
minimal and limited utility-loss is preferred. Examples are noised real-time
systems with privacy requirements where a delay imposes utility-loss, e. g.,
privacy-aware operating system modules or anonymous communication
networks (ACNs). Speci�cally, the ACN Stadium [206] delays package
forwarding by adding Poisson noise due to its closed analytical expression
under composition. Another interesting scenario is DP-SGD [ 2] itself: In
the unlikely case that a huge Gaussian noise is drawn that demolishes the
model in training completely, the entire training will be repeated, restricting
the width of the applied noise distribution more broadly.

extension to non -binary worst -case distributions In the �rst
sections of our evaluation, we focus on the case where the worst-casequery
output distribution for neighboring inputs jq(D) � q(D0)j, the input to our
optimization, are single events (either 0 or 1). For DP-SGD, we extended our
approach to a mixture input distributions that are then convolved with the
learned noise distribution. If the worst-case output-frequency distribution
of the functional jq(D) � q(D0)j for neighboring inputs are known, a noise
distribution with lower utility-loss than considering only the maximal
deviation s might be generated while still guaranteeing (average) ( #, d)-ADP.
Single events from certain input pairs might still have a higher privacy-loss
than the average ADP-guarantee, but their occurrence probability is by
design suf�ciently small such that their weighted contribution to d does not
break the average ADP-guarantees.

We conjecture that for output-frequency distributions that are symmetric
around 0, our monotonicity and symmetric of noise result (theorem 4.13) ap-
plies as well. If this is not the case, for example, with asymmetric worst-case
frequency distributions of q, then our approach is still applicable, deploying
a different non-monotonic and non-symmetric model. The same argumen-
tation applied to privacy guarantees under limited background knowledge
where the uncertainty of an attacker due to incomplete knowledge of the
input datasets is modeled by a distribution of possible outputs of q [63].

beyond additive mechanisms The exponential mechanism, a widely
used and very �exible technique in differential privacy, has been shown
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to equal to adding Gumbal noise to a mechanism output and then pick-
ing the noisy maximum [ 75]. Our method might be extended to search
optimal noise for such post-processing as long as there are two resulting
worst-case distributions, as long as the delta-bound and the utility-loss are
derivable or can be suf�ciently approximated by derivable functions and
that the optimization converges. This might encompass a wide variety of
DP mechanisms.

4.6 related work

Differential privacy has many variants. The ones considered in this work
are Rényi-differential Privacy/Moments-Accountant [ 2, 151], approximate
differential privacy [ 73], and probabilistic differential privacy [ 103]. Des-
fontaines et al. compiled a comprehensive list of other variants [ 64].

composition . Vadhan et al. [77] have shown that privacy will deteri-
orate as

p
n#+ n#2 under sequential composition, rather than the (trivial)

worst-case n# from previous work. Meiser and Mohammadi [ 150] have
recently introduced a numerical method for computing nearly tight ADP
bounds (including lower bounds). Koskela et al. [ 126] extend PrivacyBuck-
ets by convolving the privacy-loss random variables via FFT. While relevant
to our approach, their error estimation is dif�cult to control with gradient
descent at the time of writing. Kairouz et al. [ 119] derived ADP bounds to
prove upper ADP bounds for any mechanism, but their bounds are less tight
than the Moments Accountant or PrivacyBuckets. Dong et al. [ 71] provide
a nearly optimal composition theorem for the exponential mechanism.

optimal noise and truncation . Ghosh et al. [98] studied a very
general utility-maximization framework for a single count query with a
sensitivity one under #-differential privacy. Gupte et al. [ 109] derived the
optimal noise probability distributions for a single count query with a
sensitivity one for minimax (risk-averse) users. Geng examined optimal
noise-adding mechanisms with varying co-authors [ 93, 95–97], focusing
on optimal noise for (#, 0)-ADP and (0,d)-ADP settings. In contrast to our
work, they only considered one query (n= 1). Soria-Comas et al. [193] also
independently derived the staircase-shaped noise probability distribution
under a different optimization framework. Kumar et al. [ 127] provided an
optimal noise-adding mechanism for matrices in machine learning. Balle
et al. [18] optimized the Gaussian mechanism by bounding the privacy
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loss directly without using a tail-bound as used in Moments Accountant.
Bun et al. [34] extended concentrated differential privacy to accept a sub-
exponential instead of a sub-Gaussian tail, based on the Rényi-divergence.
This kind of truncation, however, still does not incorporate distinguishing
events. Geng et al. [94] and Holohan et al. [ 113] worked on the truncated (or
bounded) Laplace mechanism. In contrast to our work, they searched only
for optimal hyper-parameters for Laplace noise. Cesar et al. [ 41] showed
the superiority of Gaussian over Laplacian mechanism under composition
when noising histograms. To our best knowledge, there is no other work
aiming to search for general optimal noise numerically without optimizing
only hyper-parameters of a prede�ned probability distribution.

4.7 conclusion

We have introduced a novel tool for learning truncated additive DP mech-
anisms with strong (and sometimes near-optimal) utility-privacy trade-offs
for sensitivity-bounded queries and DP-SGD. We have proven that learn-
ing such mechanisms can be reduced to optimizing symmetric and from
the mean decreasing noise distribution with gradient descent. Potentially
of independent interest, we extended the Moments Accountant (MA) to
incorporate distinguishing events. As that turned out to be non-trivial in
general, we identi�ed suf�cient conditions for which MA can be feasibly
computed, even if distinguishing events occur. For sensitivity-bounded
queries, our learning method reproduces the proven optimal mechanism
of Geng et al. [95] and (for a high number of compositions) generates –
using MA as privacy estimator – a noise distribution that is comparable to
and sometimes better than truncated Gaussian noise. For the worst-case
output distribution of DP-SGD, we achieve similar privacy-utility trade-
offs to the truncated Gaussian. An interesting direction for future work
is utilizing our gradient-descent approach to numerically �nd and vali-
date noise distributions for complex, potentially randomized scenarios. We
consider it interesting for future work to extend our model to non-binary,
non-monotonous or asymmetric worst-case distributions.
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5
P R O B A B I L I S T I C M A C H I N E U N L E A R N I N G
V E R I F I C AT I O N

This chapter tackles the Right to be forgotten, also known as the right to
erasure. This is the right of individuals to have their data erased from an
entity storing it. The status of this long held notion was legally solidi�ed
recently by the General Data Protection Regulation (GDPR) in the European
Union. As a consequence, there is a need for mechanisms whereby users can
verify if service providers comply with their deletion requests. In this work,
we take the �rst step in proposing a formal framework to study the design
of such veri�cation mechanisms for data deletion requests – also known
as machine unlearning– in the context of systems that provide machine
learning as a service (MLaaS). In this chapter, we introduce our framework
that allows the rigorous quanti�cation of any veri�cation mechanism based
on standard hypothesis testing. Furthermore, we propose a novel backdoor-
based veri�cation mechanism and demonstrate its effectiveness in certifying
data deletion with high con�dence, thus providing a basis for quantitatively
inferring machine unlearning.

We evaluate our approach over a range of network architectures such
as multi-layer perceptrons (MLP), convolutional neural networks (CNN),
residual networks (ResNet), and long short-term memory (LSTM) as well as
over 5 different datasets. Through such extensive evaluation over a spectrum
of models and datasets, we demonstrate that our approach has minimal
effect on the accuracy of the ML service but provides high con�dence
veri�cation of unlearning. Our proposed mechanism works with high
con�dence even if a handful of users employ our system to ascertain
compliance with data deletion requests. In particular, with just 5% of users
participating in our system, modifying half their data with a backdoor,
and with merely 30 test queries, our veri�cation mechanism has both false
positive and false negative ratios below 10� 3. We also show the effectiveness
of our approach by testing it against an adaptive adversary that uses a
state-of-the-art backdoor defense method. Overall, our approach provides
a foundation for a quantitative analysis of verifying machine unlearning,
which can provide support for legal and regulatory frameworks pertaining
to users' data deletion requests.

175
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5.1 introduction

Machine learning models, in particular neural networks, have achieved
tremendous success in real-world applications and have driven technology
companies, such as Google, Amazon, Microsoft, to provide machine learn-
ing as a service (MLaaS). Under MLaaS, individual users upload personal
datasets to the server, the server then trains a ML model on the aggre-
gate dataset and then provides its predictive functionality as a service to
the users. However, recent works have shown that ML models memorize
sensitive information of training data [ 39, 89, 90, 184], indicating serious
privacy risks to individual user data. At the same time, recently enacted
legislation, such as the General Data Protection Regulation (GDPR) in the
European Union [ 169] and the California Consumer Privacy Act (CCPA) in
the United States [117], recognize the consumers' right to be forgotten, and
legally requires companies to remove a user's data from their systems upon
the user's deletion request.

However, there is a noticeable lack of concrete mechanisms that enables
individual users to verify compliance of their requests. Prior works in
machine unlearning [ 21, 30, 38, 101, 108] focus on the scenario of an honest
server who deletes the user data upon request, and do not provide any
support for a mechanism to verify unlearning. In this work, we formalize
an approach that allows users to rigorously verify, with high con�dence,
if a server has “deleted their data”. Note that it is hard to ascertain if
the data was actually physically deleted from storage, and in this work,
deletion refers to the exclusion of a user's data from a MLaaS' model
training procedure. This is a reasonable model for real world systems such
as Clearview AI which contains image data about millions of users and
was reported to violate the privacy policies of Twitter [ 50, 205].

formalizing machine unlearning . In this work, we take the �rst
step towards solving this open problem of veri�ed machine unlearning by
individual users in the MLaaS setting. First, we formulate the unlearning
veri�cation problem as a hypothesis testing problem [ 137] (whether the
server follows requests to delete users' data or not) and describe the metric
used to evaluate a given veri�cation strategy. Note that for a veri�able un-
learning strategy to be effective, it needs to satisfy two important objectives.
On the one hand, the mechanism should enable individual users to leave a
unique tracein the ML model after being trained on user data, which can be
leveraged in the veri�cation phase. On the other hand, such a unique trace
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needs to have negligible impact on the model's normal predictive behavior.
One possible approach is enabled by membership inference attacks such
as Shokri et al. [184], Song et al. [192], or Chen et al. [46]. However, this
line of work suffers from a number of limitations – low accuracy due to
the training data not being actively adapted, extensive knowledge of the
MLaaS model's architecture for white-box attack variants, access to auxil-
iary or shadow data and computational power in an extent similar to the
MLaaS provider – all of which limit the feasibility of such approaches for
our problem setting. We propose a novel use of backdoor attacks in ML
as our mechanism for probabilistically verifying machine unlearning and
demonstrate how it meets the two requirements above.

proposed mechanism . In the classical backdoor attacks [107, 142],
the users (adversaries in these settings) manipulate part of training data
such that the �nal trained ML model ( 1) returns a particular target label
as the classi�cation on inputs that contain a backdoor trigger(e.g., �xed
pattern of pixel values at certain positions in the image) and ( 2) provides
normal prediction in the absence of the trigger. In our machine unlearning
veri�cation mechanism, we extend a backdoor proposed by Gu et al. [ 107].
In our approach, where a fraction of users called privacy enthusiastsare
interested in the veri�cation, individually choose a backdoor trigger and
the associated target label randomly, then add this trigger to a fraction of
their training samples (called data poisoning) and set the corresponding
labels as the target label. This locally poisoned data is then provided to the
MLaaS server. While each privacy enthusiast acts independently, i.e., they
do not share information about their individual backdoor or target label,
our approach supports an arbitrary fraction of such enthusiasts, up to the
point where every user in the training dataset is applying our method. We
demonstrate that the ML model trained on such data has a high backdoor
success rate (i.e., target label classi�cation in the presence of the trigger)
for every user's backdoor trigger and target label pair. When the privacy
enthusiast later asks the MLaaS provider to delete its data, it can verify
whether the provider deleted its data from the ML model by checking the
backdoor success rate using its own backdoor trigger with the target label.
A low backdoor success rate is indicative of a model that is not trained on
the poisoned data and thus signals that the server followed the deletion
request. Through a rigorous hypothesis testing formulation, we can show
that this mechanism can be used for high con�dence detection of deletion
requests.
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experimental evaluation . We theoretically quantify the perfor-
mance of our backdoor-based veri�cation mechanism under the proposed
formulation of hypothesis testing. Furthermore, we experimentally evaluate
our approach over a spectrum of 5 popular datasets (EMNIST, FEMNIST,
CIFAR10, ImageNet, and AGNews) and 4 different neural network architec-
tures – multi-layer perception (MLP), convolution neural network (CNN),
residual network (ResNet), long short-term memory (LSTM). We show that
our mechanism has excellent performance – using 50%poisoned samples
and merely 30 test queries achieves both false positive and false negative
value below 10� 3 (and can be further lowered as shown in table 5.1). We
also evaluate the mechanism under an adaptive malicious server, one which
uses state-of-the-art backdoor defense techniques to decrease the backdoor
attack accuracy. We �nd that such a server can lower the backdoor suc-
cess rate, especially for a low poisoning ratio, but they are still signi�cant
enough to validate unlearning with high con�dence.

5.2 machine learning preliminaries

Computers are deterministic machines, only able to execute prede�ned
commands. They are mostly limited to adding, multiplying, and dividing
numbers. However, they do this extremely fast, allowing them to process
complex computations and vast amounts of data much quicker and more
reliable than humans can ever do. In recent years, computers have been
increasingly applied to else-wise time-consuming tasks, e.g., making data-
heavy decisions without humans supervising all intermediate processing
steps.

Machine Learning is the study of computer algorithms that improve
automatically through experience and by the use of data [ 152]. Coarsely,
they can be divided into supervised-learning and unsupervised-learning.
Supervised-learning algorithms are trained by optimizing on input where
the desired output is known, with the goal to be able to generalize this
learned characterization later for data with unknown output. Today, the
majority of practical algorithms are supervised. Notable examples include
classi�cation algorithms, i.e., assigning a meaningful class to inputs (e.g.,
the picture shows a "dog"). Unsupervised algorithms do not try to �t a
desired output but aim to �nd structures in the input data itself. Most
common examples are clustering algorithms that try to assign input data
points to a (single) cluster based on shared similarities between data points
within the same cluster. Algorithms that sit conceptually between these
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two distinctions are called semi-supervised learning. This chapter primarily
discusses supervised machine learning algorithms and argues about the
traces that training data leaves in trained algorithms. Therefore, the focus
will lay on supervised algorithms.

In general, supervised machine learning algorithms act on training data
D with desired output yD . They search a set of parametersq̂ 2 Q to a
prede�ned function fq, such that the loss between the predicted output by
fq(D) and the desired output yD is minimized according to a loss function
L : D � D ! R is minimized over available data samples D:

q̂ = arg min
q2Q

L( fq(D), yD ) (5.1)

Such a loss function characterizes the missing quality (i.e., loss) of the
parameters appropriately, depending on the function f and the speci�c
task under consideration. Their goal is to predict the correct output for
previously unseen data-points.

Recently, a new class of supervised-learning algorithms has emerged, so
called-neural networks. These algorithms derive their name as they try to
mimic the workings of biological neural networks such as the human brain.
With increased computational power, modern neural networks operate on
large amounts of data and with millions of con�gurable parameters. In
contrast to previous algorithms that tried to minimize the number of used
parameters, Neural Networks pro�t from overly many parameters. They
learn predictions based on high-dimensional data distribution better than
previous algorithms. These algorithms are very successful in previously
unsolved problems with high-dimensional and highly dependent input
data-variables like image-labeling and human-like text processing tasks.

Due to the immense complexity of the non-convex parameter space, the
learning of parameters is not optimized globally, but in an iterative fashion
trained with data split in mini-batches using the stochastic gradient descent
algorithm and its variants [ 123, 175]. However, such an ample optimization
space allows many acceptablesolutions, allowing the parameters to over-�t
on the training data. Recent works have shown that ML models memorize
sensitive information of training data [ 39, 89, 90, 184], indicating severe
privacy risks to individual user data, especially considering the increasing
complexity of the proposed algorithms.

Over the years, various network architectures have been proposed that
have shown promise in different target applications. Multi-layer percep-
trons [177] were the �rst design of neural networks. They consist of multiple
consecutive layers of neurons where the input can be seen as the �rst
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layer. Then, every neuron of a layer passes its aggregated signal-value to
every neuron of the next layer. Every connection between any neurons is
multiplied by its individual weight. These weights are set during the train-
ing process and shape the information-�ow through the network. In the
end, the most activated neuron (containing the highest value) indicates the
predicted output. This architecture is also called a fully-connected neural
network.

The individually weighted signal-passing in multi-layer perceptrons is
expensive and dif�cult to handle as networks grow in size. To remedy
this, convolutional networks[136] reduce the number of required weights by
convolving the array of neuron inputs with the same �lter for every output
neuron. Instead of individuals weights, the �lter is learned during training.
Next, neural networks have grown deeper (more consecutive layers), and
the gradients required for training the networks tended to vanish. Residual
networks[111] introduce shortcuts for signal-propagation by allowing jumps
over one or more layers and have achieved tremendous success in computer
vision. However, hitherto discussed neural network architectures do not
provide internal mechanisms to store previous inputs and are limited to
processing single data-points only. Recurrent networks, e.g., long short-
term memory(LSTM) architectures [112], introduced feedback connections,
allowing the processing a sequence of data-points, e.g., a video stream.
They excel in applications in natural language processing.

5.2.1 Backdoor Attacks and Defenses

In a backdoor attack, the adversary maliciously augments training sam-
ples with a hidden trigger into the training process of the target deep
learning model such that when the backdoor triggeris added to any test
input, the model will output a speci�c target label. Compared to data poison-
ing attacks which cause intentional misclassi�cations on clean test samples
via training set manipulations, backdoor attacks only alter the model's
predictions in presence of the backdoor trigger and behave normally on
clean samples.

In our work, we build upon the attack of Gu et al. [ 107]. For a subset of
the training samples, their attack chooses a backdoor pattern (�xed pixels
and their color/brightness), applies this pattern to the samples, and changes
the labels to the target backdoor label. During the training process with
the full dataset, the target model �nally learns to associate the backdoor
trigger with the target label. Recent works have improved this approach [ 47,
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142, 181], extended it to transfer learning [ 218], and avoided alteration of
the original labels of poison samples [ 180, 204]. Compared to prior work
on backdoors, we propose and analyze a multi-user scenario where each
interested user can employ an individual backdoor. We note that the search
for even better backdoor attacks is orthogonal to the goals of this work.

In parallel, defense mechanisms against backdoor attacks have been
explored as well. Wang et al. [ 213] introduced Neural Cleanse, a backdoor
detection and mitigation mechanism that we use in our work. For each
possible label, the approach searches for candidate backdoor trigger patterns
using optimization procedures. If at least one of the reverse-engineered
patterns is small enough, Neural Cleanse concludes that the model suffers
from a backdoor. Then, three mitigation techniques are applied. First,
Neural Cleanse �lters out test samples with similar neuron activation
patterns as the reversed trigger. Second, Neural Cleanse prunes the neurons
which have signi�cant activations only on samples with reversed trigger.
However, these two methods suffer from adaptive attacks [ 200]. In the third
approach, Neural Cleanse adds the reversed trigger to some known clean
training samples and then �ne-tunes the model with those samples along
with correct labels. Other recent works on mitigating backdoor attacks
analyze neuron activation patterns [ 45, 140, 141], remove training samples
based on computed outlier scores [202], and reconstruct the backdoor [ 141].
However, strategic backdoor attacks with adaptive considerations of these
defenses can signi�cantly mitigate their performance [ 140, 200, 211].

5.3 framework for machine unlearning

In this section, we formalize a framework to study machine unlearning
in the context of machine learning as a service (MLaaS). In such systems,
users interact with a server that provides MLaaS. However, users who
request the removal of their data from the training set of a machine learning
service currently have no guarantee that their data was actually unlearned.
Thus, there is an important need to uncover a strategy that can verify
if user data was used in the generation of a machine learning model 1.
We formalize a framework to study the effectiveness of such machine
unlearning veri�cation strategies. For this, we use a standard off-the-shelf
hypothesis test. This has been well studied in the statistics literature and
forms a rigorous foundation for our framework in Section 5.3.1. However, in

1 Given that the data is outsourced to the server, it is dif�cult to infer directly if the data was
used in the training set or not.
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Section 5.4, we extend this basic set-up to provide a closed form expression
of the effectiveness of machine unlearning as well as study other important
connections such as bounds on the effectiveness given that the users do not
know the ground truth parameters.

framework overview . In order to enable such a system for verifying
machine unlearning, we propose an approach that leverages the users'
ability to inject stealthy backdoors into their data. In particular, a small
fraction fuser of users which we call privacy enthusiastslocally perturb a
fraction fdata of their data, henceforth called poisoning, and thus inject a
stealthy backdoor in the data, that is only known to them. If the MLaaS
provider trains the model on such data, the backdoor can help the user
detect the models trained on the poisoned data. Consequently, this behavior
can be used to reveal dismissed data deletion requests. Note that our system
does not requireall users to participate in the veri�cation and, in particular,
is shown to work even when only 5% of the users are privacy enthusiasts2.
Our approach is illustrated in Figure 5.1.

Finally, to quantify the effectiveness of any strategy employed by the
users, we use a standard hypothesis test. This has been well studied in the
statistics literature and forms a rigorous foundation for our framework.
Note that in Section 5.4, we provide the required calculations to give a
closed form expression for the effectiveness of our strategies as well as
study other important characteristics, including the effectiveness of the
strategy given that the users do not know the ground truth parameters.

threat model and assumptions . We run our evaluation on both,
a non-adaptive server algorithm that does not apply backdoor defense
techniques, and an adaptive server algorithms that does. We require that
users can control and manipulate the data before they provide it for training
and thus might not be applicable in certain scenarios where users do not
have adequate capabilities. We assume that privacy enthusiasts possess suf-
�cient data for successful poisoning. We require only black-box prediction
access to the MLaaS provider's model, however, the provider is not able to
determine which user is querying the trained machine learning model. This
can be achieved using of-the-shelf anonymous communication schemes
like [ 201, 210]. Finally, we note that the scope of our approach is limited
to validating if users' data was deleted from a speci�c machine learning

2 And this too, is limited only by the size of the datasets, the results should extend for smaller
participating groups.
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(a) Backdoor injection during model training.
Here, user1, usern are represented as privacy
enthusiasts (poisoning data) and user2 is not.

(b) When the server deletes the user's data
(H0), the predictions of backdoor samples
are correct labels with high probability.

(c) When the server does not delete the
user's data (H1), the predictions of backdoor
samples are target labels with high probabil-
ity.

Figure 5 .1: (Overall system operation.) First, users inject backdoor samples over
which the server trains the model. At a later stage, users leverage model predictions
on backdoored test samples to detect whether the server followed their deletion
requests or not – as shown by the difference between �g. 5.1b and �g. 5.1c.

model exposed by the MLaaS provider, and does not include validating
deletion from other computing or storage resources at the provider.

5.3.1 Hypothesis Testing

We apply a hypothesis test to decide whether a MLaaS provider has
deleted the requested user data from its training set or not. We de�ne the
null hypothesisH0 to be the state when server deletes the user data and the
alternative hypothesisH1 to be the state when the server does not delete the



184 probabil istic machine unlearning verif ication

data. We de�ne the Type I errors as a (false positive) and Type II errors as
b (false negative) given below:

a = Pr [RejectH0 j H0 is true]

b = Pr [Accept H0 j H1 is true]
(5.2)

We de�ne the effectiveness of a veri�cation strategy s for a given server
algorithm A for a given acceptable tolerance of Type I error (a) to be the
power of the hypothesis test formulated above, i.e.,

r A,a(s, n) = ( 1 � b)

= 1 � Pr [Accept H0 j H1is true]
(5.3)

where b, as shown in Section 5.4, can be computed as a function of a, s,
and n. Informally speaking, r quanti�es the con�dence the user has that
the server has deleted their data. This deletion con�dence (1 � b), the
power of the hypothesis test, is the probability that we detect the alternative
hypothesis when the alternative hypothesis is true. On the other hand, a
refers to the acceptable value of the server being falsely accused of malicious
activity when in practice it follows the data deletion honestly. For a given
value of n, a and b cannot be simultaneously reduced and hence we usually
set an acceptable value ofa and then (1 � b) quanti�es the effectiveness of
the test.

5.3.2 Our Approach

As described earlier, we propose a system where a small fraction of users
(privacy enthusiasts) actively engage in veri�cation of machine unlearning.
These privacy enthusiasts modify their data locally using a private backdoor
that is only known to them individually, then they hand their (poisoned)
data to the MLaaS provider. The models trained on the poisoned data(the
data which contains such private backdoors) provide different predictions
on very speci�c samples compared to models trained on data without
poisoning. This property can be used to detect whether the server complies
with data deletion requests or not. Thus, the overall system consisting of
the server, normal users, and privacy enthusiasts can be described as shown
below:
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Privacy Normal
Server

Enthusiasts Users

I
Send partially Send normal

Receive data
poisoned data data

II
Send data Send data Receive data

deletion request deletion request deletion requests

III
Verify data

– –
deletion

Note that the accusation of a non-deleting service is based on the success
of a backdoor attack. Privacy enthusiasts generate individual backdoor
patterns that alter the predictions of samples to a �xed target label and
subsequently provide their samples to the service. Once model prediction
is accessible (before or after uploading of samples), the privacy enthusiasts
gather statistics on the backdoor success rate when a backdoor has not been
seen by a model for later hypthesis testing. This is achieved either by testing
the backdoor before uploading, or testing with another backdoor pattern
once the model is accessible (see end of this section for details). Finally, in
the veri�cation phase, the privacy enthusiasts can study the predictions on
n backdoored samples and based on the predictions run a hypothesis test
to infer if the server complied with their request or not. The full veri�cation
procedure should be handled timely to avoid unlearning-effects due to
potential continuous learning.

We also provide ways in which multiple such privacy enthusiasts can
combine their requests to minimize the overall statistical error in correctly
detecting server behaviour. For such a system to work well, it is imperative
that there exists a statistically signi�cant distinguishing test between models
trained with vs without the backdoored user's data. At the same time, the
backdoored data should have minimal impact on the model's normal
performance. Through extensive evaluation (section 5.5), we show these
hold for our mechanism.

details on the underlying hypothesis test . We apply a back-
door using the method described in section 5.2.1, i.e, setting 4 user-speci�c
pixels, spots, or words to a dataset dependent value and changing the
label to a user-speci�c target label. Note that the success of altering the
prediction using backdoored samples is usually not guaranteed every single
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time but in a probabilistic manner. Thus, the decision on whether the data
has been deleted or not is determined by a hypothesis test. For an effective
backdoor algorithm, when the model was trained on backdoored data, the
probability of receiving the target label in presence of the backdoor pattern,
i.e., backdoor success rate, should be high. At the same time, when the
provider has deleted the user's data (the model has not been trained on the
user's backdoored samples), the backdoor success rate should be low. In
this way the hypothesis test can distinguish between the two scenarios.

We aim to distinguish the scenario of an honest server who follows the
data unlearning protocol from that of a dishonest server who can arbitrarily
deviate from the protocol. In particular, we consider two speci�c models
for the dishonest server – the �rst is non-adaptive and does not delete user
data yet expects to not get detected, while the second is adaptive and em-
ploys state-of-the-art defense mechanisms to mitigate user strategies (while
also not deleting user data) and thus actively works to evade detection.
Throughout this chapter, the two probabilities corresponding to backdoor
attack accuracy for deleted data and undeleted data are referred to as q
(lower), and p (higher) respectively. Furthermore, the con�dence of this test
increases with n, the number of backdoored test samples a user queries the
trained ML model with. Thus our veri�cation mechanism can be used to
detect missing deletion with high con�dence by increasing the number of
test samples.

Given that estimation of p and q is central to the detection of non-
compliance, we describe the approach from an individual user perspective
below.

(1) Estimating p: A user can obtain an estimated p̂ by querying the model
with backdoored samples, immediately after the model has been
trained with its data. At this moment, a user can determine whether
the backdoor strategy is working. If the resulting p̂ is close to the
random prediction baseline, either the applied backdoor strategy s is
not working, or its data has not been used in training. However, if p̂
is signi�cantly higher than the baseline, our strategy s can work well
and we can use p̂ as an estimate.

(2) Estimating q: There are two ways of obtaining an estimate q̂: If the
algorithm can be queried before the user provides its data, q̂ can be
obtained by querying the algorithm using samples with the user's
backdoor the algorithm has not seen before. If this is not possible, the
user can estimate q̂ by applying another random backdoor pattern
to its data and querying the algorithm. The output should be similar
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to the case where the algorithm has never seen the user's legitimate
backdoor pattern.

In the highly improbable event when the estimated p is close to the esti-
mated q (cf. Section5.6 for why this might happen), the privacy enthusiasts
can detect this and use alternative strategies (cf Section5.7.4). We can only
validate whether a MLaaS provider has learned on the data in question,
and not its deletion from storage. While provider might use only a subset
of its dataset for training its algorithms, this is uncommon in practice. Note
that backdoor patterns that once worked could be overwritten by new
data (for instance in the case of continuous learning). To mitigate this, we
recommend privacy enthusiasts to perform the estimation of p and q close
to the data deletion request.

5.4 theoretical analysis

In Section 5.3, we set-up the problem of measuring the effectiveness
of user's strategies as a hypothesis test. The hypothesis test allows us to
know what to measure, i.e., the con�dence, for a meaningful quanti�cation
of the effectiveness. However, we still need to measurethis con�dence as a
function of system parameters and this is what we achieve in this section. In
particular, we provide a closed form expression for the con�dence r A,a(s, n)
and provide crucial bounds when measured parameters (empirical values)
are different from the ground truth (theoretical values).

The con�dence, expressed by the metric r A,a(s, n), is based on a hypoth-
esis test where two cases are compared:H0 – the data has been deleted,
and H1 – the data has not been deleted. We measure the Type II error b
which denotes the probability that the server evades detection, i.e., the
server behaves malicious but is not caught. Note that this requires we set
a level of acceptable Type I error a, i.e., the probability that we falsely
accuse the server of avoiding deletion. Hence, the metric r A,a(s, n) = 1 � b
is a function of the backdoor strategy s and the number of predictions on
backdoored test samples n for a given MLaaS server A and a value of Type
I error a. Figure 5.3 shows the mechanics of the hypothesis test. For an
illustration how b decreases with increasing number of test samples, we
refer to �g. 5.2.
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Figure 5 .2: This �gure intuitively shows how the con�dence in distinguishing
between H0 and H1 improves with the number of samples. With additional number
of measured samples n, the distributions concentrate around the mean, thus simul-
taneously decreasing both a and b. Height of curves are adjusted for demonstration
purposes. q = 0.1,p = 0.8
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Figure 5 .3: This �gure shows intuitively the relation between the threshold t and
the Type I (a) and Type II ( b) errors for number of measured samples n = 5, with
q = 0.1, and p = 0.8
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5.4.1 Formal Hypothesis Testing

We query the ML-mechanism A with n backdoored samples f sampleign
i= 1

of a single user and measure how often the ML-mechanism does classify the
samples as the desired target label, denoted asTargeti. Then, the measured
success rate is

r̂ =
1
n

n

å
i= 1

8
<

:
1 if A(samplei) = Targeti

0 otherwise
(5.4)

Furthermore, we de�ne two important quantities, q, p that quantify the
probability that the prediction on backdoored samples is equal to the target
label for the null hypothesis vs the alternative hypothesis. For all available
data points i,

q = Pr [A(samplei) = Targeti j H0 is true]

p = Pr [A(samplei) = Targeti j H1 is true]
(5.5)

Note that the measure r̂ approaches q if the null hypothesis H0 (data was
deleted) is true and approaches p if the alternative hypothesis H1 (data
was not deleted) is true. To decide whether we are in H0 or H1, we de�ne
a threshold t and if r̂ � t we output H0 else output H1. The false-positive
error a (Type I error) and false-negative error b (type II error) are the
respective leftover probability masses that we have decided wrongly. This
is illustrated in �g. 5.3.

The threshold t is set according to the desired properties of the hypothesis
test. As common in statistics, t is set based on a small value of a (also
known as p-value), the probability that we falsely accuse the ML-provider
of dismissal of our data deletion request.

5.4.2 Estimating Deletion Con�dencer A,a(s, n)

To derive an analytic expression for r A,a(s, n), we note that the order in
which we request the prediction of backdoored samples does not matter.
Moreover, we assume that the ML provider returns the correct target pre-
diction label with probability q for users with ful�lled deletion requests,
and p otherwise. Further, we assume that the ML provider is not aware
which user is querying. Else, the provider could run user speci�c evasion
strategies, e.g., having for each user a unique model with only the user's
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data excluded. This can, for example, be achieved by an anonymous com-
munication channel. Since the user strategy is completely de�ned by the
the two parameters q, p, we will often interchangeably express a strategy s
for these cases bys = ( q, p).

First, we show that the occurrence probability of a user-measured average
backdoor success ratio r̂ follows a binomial distribution with abscissa
rescaled to [0,1] with mean q (deleted), or p (not deleted) respectively. Then,
we compute the Type II error b based on the Type I error a that results
from the overlap of these two binomial distributions. Finally, we derive an
analytic expression for the veri�cation con�dence:

Theorem 5.1 (deletion con�dence) . For a given ML-mechanismA and a given
acceptable Type I error probabilitya, the deletion con�dencer A,a(s, n) is given by
the following expression:

r A,a(s, n) = 1 �
n

å
k= 0

�
n
k

�
pk(1 � p)n� k�

H

"
k

å
l= 0

�
n
l

�
ql (1 � q)n� l � 1 � a

# (5.6)

wherep, q are as given by eq.(5.5) and H (�) is the heavy-side step function, i.e.,
H (x) = 1 if x is True and0 otherwise.

Theorem 5.1 gives a closed-form expression to compute the backdoor
success probability as a function of the system parameters.

For the rest of this subsection, we are going to prove this lemma 5.3. We
break down the procedure to compute the metric r A,a(s, n) for a given Type
I error a into the following steps:

(1) Compute the optimal value of the threshold t for a given value of a,
the Type I error

(2) Compute the value of b, the Type II error, for the given optimal
threshold t

(3) Compute r A,a(s, n) from the previously computed b

The proof relies on the independence of prediction order. We de�ne a
test of the backdoor success ofn consecutive samples as follows:

De�nition 5.2 (testing accuracy). Given oracle access to the predictions onn
samplesf sampleign

i= 1, for r 2 [0, 1], we de�neTestn,r as a random variable that
returns a value inf 0, 1gn where each entry is1 with probability r and 0 with
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probability1 � r assuming the order of the predictions is immaterial and that they
are processed independently.

If r is set to the backdoor success probability p or q, then the above
de�ned Testn,r mimics the output of the corresponding ML-mechanism as it
effectively measures the ratio of cases where a backdoor was able to change
the prediction of its sample to a target label. Hence, for the hypothesis test,
it is suf�cient to compare the backdoor success ratio p where the backdoor
works (data not deleted) to the case where it does not work (data deleted)
with ratio q. Next, we prove that the random variable r̂ follows a rescaled
binomial distribution.

Lemma 5.3 (measured backdoor success rate). Let n 2 N . Let o 2 f 0, 1gn be
a random draw from Testn,r with r 2 [0, 1], the following statements hold:

(1) The random variablêr = 1
n å n

j= 1 oj follows a binomial distribution with
abscissa scaled to[0, 1] with drawsn and success probabilityr whereoj is
the jth draw output of o. We call̂r the discrete success rate probability.

(2) The standard-deviation ofr̂ shrinks as O( 1p
n
)

(3) The tail probability mass of̂r can be computed forx 2 [0, 1] using the
following relation (and a symmetric relation forr̂ � x):

Pr[r̂ � x] =
n

å
k� n�x

�
n
k

�
rk(1 � r)n� k (5.7)

Proof. As we assumed the independence of prediction order, the output of
Testn,r follows a binomial distribution binom (n, r) where n is the number
of draws and r is the success probability.

(1) For k 2 f 0, . . . ,ng, let Ck be the set of all possible outputs c of Testn,r

with å n
j= 0 cj = k. Note that all outputs are equally likely. Then, the

occurrence probability for r̂ = k
n is given by:

Pr[r̂ =
k
n

] = å
8c2Ck

rk(1 � r)n� k

=
�

n
k

�
rk(1 � r)n� k

= Pr
binom

[k = kjn, r ]

(5.8)

(2) The variance of a binomial distribution is s2
n = nr(1 � r). With scaled

abscissa by1/ n, the standard deviation becomes s =
p

s2
n / n2 =p

r(1 � r)/
p

n.
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(3) The mass in the tail is the sum over the probabilities for the cor-
responding discrete events. Hence eq. (5.7) directly follows from
summing eq. (5.8) for k � n � x

Proof. Lemma 5.3 can be directly applied to prove the results in Theorem 5.1.
In particular, the hypothesis test consists of distinguishing two scaled
binomial distributions with r = q in case H0 (the data has been deleted) and
r = p for H1 (data has not been deleted). Figure5.3 graphically illustrates
this. As seen in Lemma 5.3, the scaled distributions concentrate around the
mean, thus reducing the probability in the overlapped areas, which in effect
reduces the Type I and Type II error probabilities.

By Lemma 5.3, the shape of the hypothesis distributions depends on q
for H0 and p for H1. Therefore, for a given a threshold t 2 [0, 1], the Type I
error at and the Type II error bt for the hypothesis test depend on p and q
respectively.

at
q = Pr[r̂ > t jH0, n]

=
n

å
k> n�t

�
n
k

�
qk(1 � q)n� k (5.9a)

bt
p = Pr[r̂ � t jH1, n]

=
n�t

å
k= 0

�
n
k

�
pk(1 � p)n� k

(5.9b)

Given that a is set by systemic constraints, we invert eq. (5.9a) to get the
optimal value of the threshold t and then plug that into eq. ( 5.9b). Consider
the following equality de�ning ta given a:

H
�

k
n

� ta

�
:= H

�
Pr

�
r̂ �

k
n

�
�
� H0, n

�
� 1 � a

�
(5.10)

We can then use this implicit de�nition of threshold ta to determine the
Type II error b given a value of p:

ba
p,q=

n

å
k= 0

Pr
�
r̂ =

k
n

�
�
� H1, n

�
� H

�
k
n

� ta

�

=
n

å
k= 0

Pr
�
r̂ =

k
n

�
�
� H1, n

�
� H

�
Pr

�
r̂ �

k
n

�
�
� H0, n

�
� 1� a

�
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=
n

å
k= 0

�
n
k

�
pk(1� p)n� k� H

"
k

å
l= 0

�
n
l

�
ql (1� q)n� l � 1� a

#

Finally, to connect this value with r A,a(s, n), we use eq. (5.3) from section 5.3
and s = ( p, q):

r A,a(s, n) = 1 � ba
p,q

= 1 �
n

å
k= 0

�
n
k

�
pk(1 � p)n� k�

H

"
k

å
l= 0

�
n
l

�
ql (1 � q)n� l � 1 � a

#
(5.11)

which gives us an analytic expression for the con�dence that we are in case
H1, i.e. that our data has not been deleted as requested. If this value is
high, the user has high con�dence that the server does not follow deletion
request.

5.4.3 Relaxation to Single User Perspective

In our theoretical analysis above, we have assumed to know p and q
perfectly. In a real-world setup, these values are always measurements.
While a machine learning service provider has the ability to quantify p
and q accurately on a lot of samples, single users that want to verify the
unlearning of their data do usually not have this kind of opportunity. They
need to work with estimated values p̂ and q̂ which can be obtained on a low
number of samples n as described in section 5.3.2. We observe that if we
overestimate q̂ with a bound q̂0 and underestimate p̂ with a bound p̂0, then
the metric r A,a(s, n) provides a lower bound, i.e., the con�dence guarantees
given by r do not worsen if the distance between q̂ and p̂ increases.

r A,a(s = ( q̂0, p̂0), n) � r A,a(s = ( q̂, p̂), n) (5.12)

with q̂ � q̂0 and p̂ � p̂0. This comes from the fact that for a given a the
overlap of the two scaled binomial distribution decreases when they are
moved further apart, and thereby decreasing the b which in terms de�nes
r .

Alternatively, users can assume priors for p and q, apply Bayes' theorem,
and compute r A,a as the expectation over all possible p and q:

Pr[r j r̂ , n] =
Pr[r̂ jr, n] Pr[r ]

Pr[r̂ jn]
(5.13)
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for r 2 f q, pg given an estimation r̂ 2 f q̂, p̂g. (Pr[r̂ jn] = å r Pr[r̂ jr, n].) Then

r A,a(s = ( q̂, p̂), n) = EPr[qjq̂,n],Pr[pj p̂,n] [r A,a(s = ( q, p), n)]

5.5 evaluation

In this section, we describe the important results of our experimental
evaluation. Before elaborating on datasets and the experimental setup in
section 5.5.1, we mention the central questions for this study as well as
results brie�y:

- Q: How well does the veri�cation mechanism work in detecting avoided
deletion? Does this generalize to complex and non-image datasets and dif-
ferent architectures?We answer all these questions af�rmatively in
section 5.5.2. These results are presented in �g. 5.5.

- Q: What happens when the server uses an adaptive strategy such as using a
state-of-the-art backdoor defense algorithm to evade detection?While the
detection accuracy is slightly reduced, our approach still excels. This
is discussed in section 5.5.3 and shown in �g. 5.6.

- Q: How do the results change if the fraction of users participating in unlearn-
ing detection?Our approach works for an arbitrary fraction of privacy
enthusiasts. See �g. 5.5c and �g. 5.6c.

Furthermore, in Sections 5.6 and 5.7, we look at other aspects of our work
including the limitations of our approach when used in practice. We will
make our code publicly available to facilitate reproducible experiments.

5.5.1 Experimental Set-up

We evaluate all our experiments, wherever applicable, on the 5 datasets
described below and on 4 different model-architectures. Table 5.1 presents
an overview.

extended mnist (emnist ). The dataset is composed of handwritten
character digits derived from the NIST Special Database 19 [105]. The in-
put images are in black-and-white with a size of 28 � 28 pixels. In our
experiments, we use the digits form of EMNIST, which has 10 class labels,
each with 280,000samples [51]. We split the dataset into 1,000users in an
independent and identically distributed (IID) manner, with 280samples per
user. For the model architecture, we use a multi-layer perceptron (MLP),
which contains three layers with 512, 512, and 10 neurons. Using the Adam
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optimizer [ 123], we train the model with 20 epochs and a batch size of128.
On a clean dataset, the model achieves99.84%training accuracy and 98.99%
test accuracy. For the backdoor method, each user chooses a random target
label and a backdoor trigger by randomly selecting 4 pixels and setting
their values as 1.

federated extended mnist (femnist ). The dataset augments Ex-
tended MNIST by providing a writer ID [ 36]. We also use the digits, con-
taining 10 class labels and382,705 samples from 3,383 users, rendering
it IID due to the unique writing style of each person. Same as EMNIST,
the input image is in black-and-white with 28 � 28 pixels. Different from
EMNIST, this dataset does not include additional preprocessing, such as
size-normalization and centering. Also, the pixel value is inverse: the value
of 1.0 corresponds to the background, and 0.0 corresponds to the digits.
Therefore, we use the same backdoor method as for EMNIST, but setting the
pixels to 0 instead of 1. For the model architecture, we use a convolutional
neural network (CNN), containing two convolutional layers with 3 � 3
kernel size and �lter numbers of 32 and 64, followed by two fully connected
layers, containing 512and 10 neurons. We use the Adam optimizer [ 123] to
train the model with 20 epochs and batch size of128. Without backdooring,
the model achieves 99.72% training accuracy and 99.45% test accuracy.

cifar10 . Providing 32 � 32 � 3 color images in 10 classes, with 6,000
samples per class, we split this dataset in into 500users in an IID manner,
120samples per user. Applying a residual network (ResNet) [ 111], contain-
ing 3 groups of residual layers with number of �lters set to ( 16, 32, 64), and
3 residual units for each group, and using Adam [ 123] for training with
with 200epochs and batch size of32, this model achieves 98.98%training
accuracy and 91.03%test accuracy on a clean dataset without backdoors.
We use standard data augmentation methods (e.g., shift, �ip) for good
accuracy performance. The backdoor method is identical to EMNIST. Note
that we consider RGB channels as different pixels.

imagenet . This widely used dataset contains 1331168differently sized
images used for object recognition tasks, assigned to1000distinct labels [ 62].
We removed 23pictures due to incompatible jpeg-color schemes, and trained
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a ResNet50 model [ 111]. Due to computation power restrictions, we applied
transfer-learning with a pre-trained model provided by the torch frame-
work [ 52]. Without backdooring, the pretrained model achieves 87.43%
training accuracy and 76.13%test accuracy. The generation of the backdoor
is identical to CIFAR 10, except that due to the varying sizes of ImageNet
pictures, we colored 4 random color-channels of a transparent 32x32x3
pixel mask-image and then scale the mask-image up to the corresponding
ImageNet picture size when applying the backdoor.

ag news . This is a major benchmark dataset for text classi�cation [ 221].
The raw dataset [8] contains 1, 281, 104news articles from more than 2, 000
news sources (users). Similar to Zhang et al. [221], we choose the 4 largest
news categories (Business, Sci/Tech, Sports, World) as class labels and
use the title and description �elds of the news to predict its category.
We �lter out samples with less than 15 words and only keep users with
more than 30 samples to improve statistical evaluation reliability. The �nal
dataset has549, 714samples from 580 users. For the model architecture,
we use a long short-term memory (LSTM) network [ 112]. The model �rst
turn words into 100-dimension vectors, and then uses a LSTM layer with
100 units to learn feature representations, and �nally a linear layer with
4 neurons for classi�cation. We use the Adam optimizer [ 123] to train
the model with 5 epochs and batch size of64. Without backdooring, the
model achieves 96.87%training accuracy and 91.03%test accuracy. For
the backdoor method, each user chooses a random target label and a
backdoor pattern by randomly picking 4 word positions in last 15 words
and replacing them with 4 user-speci�c words, which are randomly chosen
from the whole word vocabulary.

5.5.1.1 Machine Unlearning Veri�cation Pipeline

The �rst part of our evaluation examines the distinguishability of back-
door success rates for data owner whose data has been deleted by a benev-
olent MLaaS provider versus the case where the provider has maliciously
avoided deletion. First, privacy enthusiasts (with a fraction of fuser among
all users) apply their speci�c backdoor patterns on a certain percentage
( fdata) of their training samples, i.e., 4 random pixels, spots, or words are
overwritten and their labels are set to a user speci�c target label. After
training the model with the partially backdoored dataset, we compute the
backdoor success rate for each privacy enthusiast's backdoor trigger with its
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target label, formerly denoted by p in Equation (5.5). Then, we compute the
backdoor success rate on poisoned users whose data have been excluded
before training, introduced as q in Equation (5.5). We compare these values
against the benign accuracy of the models on unpoisoned inputs. Finally,
we illustrate the decreasing average Type-II error b (cf. eq. (5.2)) for a range
of number of measurements n with a given Type-I error a, leading to an
increasing average deletion con�dence r A,a(s, n).

As MLaaS providers can defend against backdoor attacks, we illus-
trate the success of our approach in a comparison of a non-adaptive
MLaaS provider that does not implement backdoor defenses to an adaptive
provider that implements state-of-the-art defense Neural Cleanse [ 213] (cf.
section 5.2.1).

Optimally, such an evaluation excludes each poisoning user individually
from the full dataset and then retrains the model for each exclusion again
from scratch. Due to computation power restrictions, on all tested datasets
except ImageNet, we separated20% of the available users before training,
and trained the models on the leftover 80% of the users. Therefore, the �rst
20% of users were not included in any training and act in the evaluation
as users where the service provider complies their data deletion requests
(H0). We call them “deleted users”. In contrast, we have split remaining
users' data into a training and a test set (80% samples are in training set,
and remaining 20%samples are in test set). We trained the model on the
training set. The test set was used to evaluate the case where the users'
data was not deleted (H1). Accordingly, we call them “undeleted users”.
On the large-scale ImageNet, we follow the existing training/test split to
include all users' training samples to train the ML model and obtain the
backdoor success of “undeleted users” (p). To simulate the behaviors of
“deleted users”, we apply newly generated backdoor patterns to the test-
split, and derive the unseen backdoor successq based on their predictions.
Where the resulting numbers were statistically insuf�cient due to a very
low privacy enthusiasts fraction fuser, we repeated the experiments with
different random seeds and took the average.
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(a) non-adaptive Server

Not available. State-of-the-art back-
door defense methods, such as
the applied Neural Cleanse, do
not generalise to non-continuous
datasets such as AG-News. See
section 5.5.3 for more details.

(b) Adaptive Server

Figure 5 .4: Veri�cation performance for with different Type-I error a. We have set
the author poison fraction fuser = 0.05and the poison ratio fdata = 50%. Each row
of plots is evaluated on the data-set speci�ed at the most-left position. The left
column depicts the result for the non-adaptiveServer and the right column for the
AdaptiveServer.
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Figure 5 .5: Our backdoor-based
machine unlearning veri�cation
results with a non-adaptive server.
Each row of plots is evaluated on
the data-set speci�ed at the most-
left position. Each column of plots
depicts the evaluation indicated
in the caption at its bottom. The
colored areas in columns (a) and
(c) tag the 10% to 90% quantiles.
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(a) Model accuracy and backdoor suc-
cess rate for poisoning user fraction
fuser = 0.05.
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(b) Veri�cation performance with dif-
ferent poison ratios fdata for a �xed
a = 10� 3.

(c) Model accuracy and backdoor suc-
cess rate for �xed poison ratio fdata =
50%.
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Figure 5 .6: Our backdoor-based
machine unlearning veri�cation
results with the Adaptive server.
Each row of plots is evaluated on
the data-set speci�ed at the most-
left position. Each column of plots
depicts the evaluation indicated
in the caption at its bottom. The
AG News dataset is omitted as
Neural Cleanse is not applicable
for non-continuous datasets. The
colored areas in columns (a) and
(c) tag the 10% to 90% quantiles.
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(a) Model accuracy and backdoor suc-
cess rate for �xed user poison fraction
fuser = 0.05.
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(b) Veri�cation performance with dif-
ferent poison ratios fdata for a �xed
a = 10� 3.

(c) Model accuracy and backdoor suc-
cess rate for �xed poison ratio fdata =
50%.
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5.5.2 Results for the Non-Adaptive Server

We �rst present the evaluation results for the non-adaptive server, where
the server uses the non-adaptive learning algorithm to train the ML model.
On each dataset, we compute the backdoor success rate for each privacy
enthusiasts, and compute the undeleted users' average success ratep and
deleted users' average success rate asq to evaluate the performance of our
machine unlearning veri�cation method with different numbers n of test
queries, following Theorem 5.1.

First, our veri�cation mechanism works well with high con�dence on
the EMNIST dataset. From �g. 5.5a for EMNIST, we can see that the attack
accuracy for undeleted users (p) increases with the poison ratio, while
the attack accuracy for deleted users (q) stays around 10%(random guess
accuracy). At the same time, poison ratios as high as 90%have negligible
impact on model accuracy for clean test samples. Besides plotting the
average accuracy across users, we also show the 10%–90% quantile ranges
for individual users' accuracy values, examined in more detail in section 5.6.
Figure 5.5b for EMNIST shows that a higher poison ratio also leads to
a lower Type-II error in our veri�cation mechanism due to a larger gap
between p and q, therefore increasing the con�dence in distinguishing
between H0 and H1. For curious readers, we further show the veri�cation
performance with different the Type-I error tolerances ( a) for a �xed data
poison ratio fdata of 50% in �g. 5.4a.

Given a Type-I error a and a �xed number of test samples n, the computa-
tion of the type II error b is discrete as the corresponding rescaled binomial
distribution is discrete and thus the probability mass in the tails usually
does not sum up exactly to a (cf. section 5.4). This property leads to jumps
when plotting b over different n as the probability mass of a discrete event
might not be included in the tail with maximal size a anymore, and be
added to b instead. This is the case for all plots evaluating b over different
number of test samples, not only for EMNIST. For ImageNet, however, the
extreme small q value reduces the effect, leading to almost straight lines.

Second, our veri�cation mechanism generalizes to more complex image
datasets. The accuracy performance and the veri�cation performance for
the non-IID FEMNIST dataset, the CIFAR 10 dataset, and the much more
complex ImageNet dataset is presented in �g. 5.5 as well. Similar to EMNIST,
the gap between p and q becomes larger when increasing the poison ratio.

3 As the ImageNet dataset contains large colorful pictures of various resolutions, we decided
to create a transparent 32x32x3 pixel mask with 4 pixels backdoored and upscale this to the
corresponding picture size before applying.
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For ImageNet, the backdoor attack accuracy for deleted users and its 80%
quantile are comparatively small as its number of prediction classes, namely
1000compared to 10 or 4 for the other datasets, reduces the probability for
accidental backdoor collision signi�cantly.

Third, our veri�cation mechanism is also applicable to non-image
datasets, illustrated for the AG News dataset from Figure 5.5a. The un-
deleted users' backdoor attack accuracy is around 100%with a poison ratio
greater than 30%, while the deleted users' backdoor attack accuracy stays
around 25% (random guess accuracy).

Fourth, our mechanism works for arbitrary fraction fuser of privacy en-
thusiasts testing for deletion veri�cation, illustrated in �g. 5.5c. Previously,
we only considered a user backdooring rate f of 0.05. While such a scenario
is more realistic, i.e., when only a few privacy enthusiast test a ML provider
for deletion validity, it might happen that more users test. Even when all
users are testing, the benign accuracy of the models are barely impacted.For
EMNIST, a larger fuser leads to an increased number of backdoor collisions:
While the average of the backdoor attack accuracy for deleted users in-
creases only minimally, a few deleted users measure a high success rate.
We discuss mitigation strategies in section 5.6.

5.5.3 Results for the Adaptive Server

We choose the state-of-the-art backdoor defense method, Neural Cleanse
[213], for the Adaptive server. Proposed by Wang et al. [ 213], Neural Cleanse
�rst reverse engineers the backdoor triggers by searching for minimum
input perturbation needed for a target label classi�cation, then uses the
reverse engineered backdoor trigger to poison certain samples with correct
labels to retrain the model for one step. We extend this defense method to
our setup where different users inject different backdoors into the model.
Speci�cally, the Adaptive server runs the Neural Cleanse defense method
for individual user's data and augments the model sequentially with all
the user-speci�c found reversed backdoor patterns. We provide results only
for the four image datasets as Neural Cleanse needs gradient information
with regard to input samples for reverse engineering the backdoor which is
not available for the discrete AG News inputs.

First, the Neural Cleanse method reduces the backdoor attack success
rate. As shown in �g. 5.6a, the undeleted users' backdoor attack accuracy
(p) is reduced, especially for smaller data poison ratios fdata. Nonetheless,
a ratio fdata = 50%gives still a signi�cantly higher undeleted users' attack
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accuracy than its deleted counterpart. Thus our veri�cation can still have
high con�dence performance with enough test samples as illustrated in
�g. 5.6b.

Second, the Neural Cleanse method has limited defense performance
on more complex image datasets with more complex model architectures.
The accuracy performance of CIFAR10 and ImageNet classi�ers, shown in
�g. 5.5, are higher than for the simpler FEMNIST and EMNIST classi�ers.
Note that for CIFAR 10, due to statistical variances, the undeleted backdoor
accuracy lowers slightly from fdata = 70% to 90%, leading to the higher
Type-II error b for fdata = 90% in �g. 5.6b.

Third, Neural Cleanse defense weakens with increasing fraction fuser of
users testing for deletion veri�cation, illustrated in �g. 5.6c. We can see that
the performance of Neural Cleanse drops with a larger fraction of poisoning
users (fuser). For ImageNet, Neural Cleanse reduces the averagep, but at
the same time the benign accuracy drops from 76% to 72%, compared to
the non-adaptive case. As q � 0.001, our approach still works satisfactory.

5.6 heterogeneity across individual users

So far, our analysis on deletion veri�cation performance is evaluated
based on the “average” backdoor attack accuracy p across all undeleted
users and the average backdoor attack accuracyq across all deleted users.
Next, we evaluate the heterogeneity in the performance of stochastic dele-
tion veri�cation across individual users, to account for the variance in
individual users' backdoor attack accuracy values. We �nd that while most
privacy enthusiasts are able to conclude correctly whether their data has
been deleted, a small subset of deleted users also have high backdoor attack
accuracy although the ML model never trained on their backdoor triggers
and target labels.

To quantify this effect, we present the cumulative distribution plots for
non-adaptive server over different datasets in �g. 5.7, where we �x the
fraction of privacy enthusiasts fuser as 0.05and data poison ratio fdata as
50%. Similar results for the Adaptive server are shown in �g. 5.8. As shown
in Figure 5.7, almost all undeleted users have high backdoor attack accuracy
close to 100%. However, several deleted users indeed have high backdoor
attack accuracy. We think the reason is that there are one or more undeleted
users with similar backdoor triggers and the same target labels as those
rare deleted users, resulting in their high backdoor attack accuracy without
their data being used in the training set of the ML model. In fact, popular
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EMNIST FEMNIST

CIFAR10 ImageNet

AG News

Figure 5 .7: The CDFs of backdoor attack accuracy for deleted and undeleted users
for different datasets ( fuser = 0.05, fdata = 50%).

image classi�cation architectures, such as CNN and ResNet, are trained to
behave similarly for images with rotation, translation, and transformation,
leading to behave similarly on similar triggers.

On those deleted users with high backdoor attack accuracy, our veri�ca-
tion mechanism is likely to wrongly blame the server for not deleting the
data. To resolve this issue, we propose that multiple users cooperate with
each other by sharing their estimated backdoor success rates and thereby
achieve high con�dence veri�cation. Speci�cally, we decide whether or
not to reject the null-hypothesis H0 (the server does delete) based on ac-
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(a) EMNIST (b) FEMNIST

(c) CIFAR10 (d) ImageNet

Figure 5 .8: The cumulative distributions of backdoor attack success rates for deleted
and undeleted users for several datasets in the presence of an adaptive server
(data poison ratio fdata = 50% and privacy enthusiasts fraction fuser = 0.05).
Similar to Section 5.6, here we focus on the heterogeneity in performance across
individual users when the Adaptive server uses Neural Cleanse [ 213] to defend
against backdoor attacks.

EMNIST FEMNIST CIFAR10 ImageNet AG News

1 user 2.1� 10� 2 2.5� 10� 2 3.8� 10� 2 4 � 10� 4 8.1� 10� 2

2 users 1 � 10� 4 3 � 10� 4 1 � 10� 3 4 � 10� 5 1.3� 10� 2

3 users < 10� 5 < 10� 5 < 10� 5 < 10� 5 4 � 10� 4

Table 5 .2: The likelihood falsely assuming that a non-deleting server is following
the deletions requests, i.e., that b � 0.001, given single/multiple users jointly run
the hypothesis testing. With just 3 collaborating privacy enthusiasts, our techniques
allows extremely low probabilities of false negatives. We use 30 samples and set
fuser = 0.05, fdata = 50%,a = 10� 3.
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cumulated p and q values. Therefore, c collaborating users compute the
mean of their p and q, decide for an a (Type-I-error) and a upper bound for
b (Type-II-error). If the estimated Type-II error is smaller than the bound,
the null hypothesis is rejected. Note that if c users share their results, and
each user testedn backdoored samples, then the accumulated number of
tested samples isc � n. In Table 5.2, we show the probability that a server
does not ful�l deletion requests, but the null-hypothesis is falsely accepted
(false negative), for a as 10� 3 and an upper bound for b as 10� 3. For com-
putational ef�ciency, we applied Monte-Carlo-sampling. With multi-user
cooperation, the probability of false negatives can be greatly reduced.

To further make our veri�cation mechanism more reliable, we can use
multiple backdoor triggers with multiple target labels for each user and
estimate the lowest backdoor success rate among all triggers. As long as the
deleted user has at least one trigger leading to low attack accuracy, we can
obtain reliable performance from a worst-case perspective. We discuss the
number of possible backdoors based on coding theory in the section 5.7.2.
Another direction is to combine our method with other veri�cation methods,
such as user-level membership inference attacks to detect whether a user's
data was used to train the ML model or not [ 192]. We leave this as future
work.

5.7 discussion

Here, we elaborate on additional aspects such as usefulness of our mech-
anism for regulation compliance, effects of future backdoor defenses, and
limitations of our system.

5.7.1 Server-Side Usefulness of our Mechanism

Besides leveraging the backdoor attacks for deletion veri�cation at the
user side, our approach also provides bene�ts to an honest server. First,
the server can use our method to validate that their data deletion pipeline
is bug-free. In cases where the MLaaS providers do not want backdoors
in their ML models, such backdoor-based veri�cation mechanism can be
applied in production by setting the target backdoor labels to a speci�c
“outlier” label, which is not used for future prediction.

Second, the server can use our backdoor-based mechanism to quantita-
tively measure the effectiveness of recently proposed deletion approaches
without strict deletion guarantees, such as [ 21, 108]. These approaches
directly update the model parameters to remove the impact of the deleted



210 probabil istic machine unlearning verif ication

data without retraining the model. Our framework can be an ef�cient way
to evaluate their performance.

5.7.2 Number of Users Sustainable

Given the �nite space of backdoor patterns, one or more users can choose
similar (similar and not exact because the ML algorithms are robust to
small deviations) backdoors which can be a source of inaccuracies. It is
important to have bounds on how many users can our mechanism sustain
before such collisions start hampering the overall system performance. For
ease of exposition, we consider the domain of image classi�cation. Let us
consider a setting with binary images of size n, each backdoor hasw pixels
set, and de�ne dissimilar backdoors to be backdoors that differ in at least d
values. For instance, in our backdoor, when using EMNIST dataset, each
image is n = 784 = 28 � 28, we have set w = 4 pixels and d = 2 (i.e.,
if two backdoors share 3 of the 4 pixels, they interfere with each others
classi�cation). We want to answer the following question:

How many backdoor patterns exist that are suf�ciently dissimi-
lar to each other?

This can be answered by an exact mapping to the following problem in
coding theory: �nd the maximal number of binary vectors of length n,
hamming distance d apart, with constant weight w. Exactly computing
this quantity, denoted by A(n, d, w), is an open research question but there
exist a number of bounds in the literature (Chapter 17 in MacWilliams and
Sloane [145]). In our study, we need to compute the quantity:

#Backdoors=
n

å
i= d

A(n, i, w) (5.14)

where the summation is because backdoors can differ arbitrarily as long as
they are suf�ciently dissimilar. Theorem 7 from [ 145] provides exact values
for simple cases such as those required in our EMNIST example. We can
then use a simple birthday paradox analysis to bound the number of users
in the system to ensure low probability of backdoor collision. Note that the
above analysis becomes more involved when using Convolutional Neural
Networks as the convolution layers treat neighboring pixels with the same
�lter weight.
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5.7.3 Other Backdoor Attacks and Defenses

The contribution of our work is to use backdoor attacks for probabilistic
veri�cation of machine unlearning. Our veri�cation mechanism can be easily
extended to other backdoor attack methods [ 142, 180, 204]. When testing
the veri�cation performance under a strategic malicious server, we use the
state-of-the-art backdoor defense method, Neural Cleanse [213], to train
the ML model. We �nd that Neural Cleanse only has a limited impact of
our veri�cation approach: undeleted users still have much higher backdoor
success rate than the deleted users, and our veri�cation mechanism still
works well. Several new defense approaches have also been proposed
recently [141, 211]. Veldanda et al. [211] showed that the defense method
proposed by Liu et al. [ 141] is ineffective against adaptive backdoor attacks.
However, unless they fully mitigate backdoor issues in the multi-user
setting, our veri�cation method is still useful.

If the malicious adversary �nds a perfect defense method to fully mitigate
the backdoor attacks, then our veri�cation approach will not work, but a
user can become aware of this scenario by observing a low backdoor attack
accuracy before the deletion request. In this scenario, the user could either
�nd stealthier backdoor attacks [ 204, 218], or use alternative veri�cation
methods, such as membership inference attacks [192].

Differential Privacy, a rigorous privacy metric, is widely used to limit and
blur the impact of individual training samples by clipping and noising the
gradients during training [ 2, 156]. However, it does not mitigate the issue
for the following reasons: First, it is commonly applied to hide the in�uence
of single training samples. In our scenario, users backdoor more than one
of their training samples, increasing the noise required for hiding to a per-
user level, and thereby lowering the highly noise-sensitive utility (general
accuracy) of the model considerably. The reduction to a per-user level
requires an enormous data base and is therefore currently applied only by
the largest tech-companies, e.g., Google, Amazon, and Apple. And �nally,
colluding users can bypass the (single user) impact limiting guarantees
given by differential privacy.

5.7.4 Limitations of our Approach

constraints on data samples . We begin by noting that our ap-
proach does not work in systems where the privacy enthusiasts (small
fraction of users) do not have the ability to modify their data before send-
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ing, or if the data is too simple to allow a backdoor without diminishing
the benign accuracy. Furthermore, even if privacy enthusiasts are allowed
to modify their data, they need at least few tens of samples for our ap-
proach to work well in practice. This limitation can be addressed in a few
different ways ( 1) privacy enthusiasts can aggregate their hypothesis testing
to provide an overall high-con�dence veri�cation despite each individual
veri�cation not yielding high performance. This is shown in Table 5.2 (2)
privacy enthusiasts can simply generate more samples for the purposes
of the veri�cation ( 3) �nally, given the ability of the privacy enthusiasts to
know beforehand if their approach works or not, they might switch to other
methods, such as membership inference attacks [192].

confl icting backdoor patterns . When backdoors con�ict with
each other, which can happen when backdoors are similar, our approach
might fail for some users. However, our method crucially allows the de-
tection of this by having close or overlapping measured values of p and q.
This could be caused by two factors (1) time-related unlearning effects, i.e.
other data samples overwrite a backdoor pattern in continuous learning, in
which case we recommend to verify the deletion close to the corresponding
request (cf. section5.4.3) (2) too many users in the system, in which case
we can cap the number of privacy enthusiasts or increase the space of
permissible backdoors as discussed in section5.7.2.

other (future ) backdoor defense methods . While we show-
case the effectiveness of our approach with state-of-the-art Neural Cleanse
method, we acknowledge that new defenses could potentially be detrimen-
tal to our approach. However, reliable backdoor defense methods are a
widely known open problem in machine learning and we consider our
formulation of machine unlearning a rigorous mathematical foundation to
study the tussle between such attacks and defenses. For non-continuous
cases, like the AG News dataset, there are no known satisfactory defense
methods currently available. Finally, in regards to our approach, privacy
enthusiasts can detect the presence of such defenses and adapt their strategy
accordingly (cf. section 5.7.3).

5.8 related work

existing machine unlearning approaches . The simple approach
of just deleting data as requested by users and retraining the model from
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scratch is inef�cient in case of large datasets and models with high complex-
ities. Therefore, Cao and Yang [38] applied ideas from statistical query learn-
ing [ 122] and train conventional models based on intermediate summations
of training data. Upon deletion request, they update the summations which
is signi�cantly more ef�cient. Ginart et al. [ 101] proposed two provably
ef�cient mechanisms for k-means clustering by either quantizing centroids
at each iteration or using a divide-and-conquer algorithm to recursively
partition the training set into subsets. Concurrently, Garg et al. [ 91] explore
the related but orthogonal problem of what it means to delete user data
from a theoretical viewpoint.

Bourtoule et al. [ 30] proposed to split the training set into disjoint shards,
train local models separately on every shard, and aggregate outputs from
all local models to obtain the �nal prediction. By splitting data into disjoint
shards, only one or few local models need to be retrained for deletion
requests.

Other methods aim to purge the model parameters from the impact of
individual samples. Guo et al. [ 108] de�ned data deletion as an indistin-
guishability problem: the updated model should be dif�cult to distinguish
from the model retrained from scratch without the deleted samples. They
leverage the in�uence function of the deleted training point to apply a
one-step Newton update on model parameters. Neel et al.[ 156] achieved
such indistinguishability by noising the model parameters after updating.
Baumhauer et al. [21] focused on the setting where the removal of an entire
class is requested by designing a linear transformation layer appended
to the model. However, there is no guarantee that no information of the
deleted class is left inside the updated model.

verifying machine unlearning . One approach is the use of ver-
i�able computation. Such techniques can enable data-owners to attest the
MLaaS provider's processing steps and thus verify that the data is truly
being deleted. Possible techniques include the use of secure processors [106],
trusted platform modules [ 9, 159], and zero-knowledge proofs [ 99, 100].
However, such techniques require assumptions that limit their practicality
– server side computation, the use of trusted parties, computational over-
head along with frequent attacks on the security of such systems [ 125, 139].
Moreover, as these schemes require detailed insight into the computation
process, frequently, the service provider cannot keep the model a secret,
which is a serious limitation.
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Shokri et al. [184] investigated membership inference attacksin machine
learning, where the adversary goal is to guess whether a sample is in
the target model's training set. They train shadow models on auxiliary
data to mimic the target model and then train a classi�er for inference
attacks. Song et al. [192] extended the record-level membership inference to
user-level membership inference attacksthat determines whether a user's data
was used to train the target model. Chen et al. [ 46] apply such methods
to infer the privacy loss resulting from performing unlearning. To apply
these methods to our setup, each user needs to train shadow models on
an auxiliary datasets similar to the target model, including knowledge of
the target model's architecture and computation capability. In comparison,
our backdoor-based machine unlearning veri�cation approach does not
require those strong assumptions and obtains extreme good veri�cation
performance.

Recently, Sablayrolles et al. [179] proposed a method to detect whether
a particular image dataset has been used to train a model by adding
well-designed perturbations that alters their extracted features, i.e., wa-
termarking the model. Instead of tracing an entire dataset, our approach
considers a multi-user setting where each user adds a personal backdoor.
Also, they only consider image datasets. Finally, Adi et al. used backdoor
attacks to watermark deep learning models [ 6].

5.9 conclusion

The right to be forgotten addresses an increasingly pressing concern in
the digital age. While there are several regulations and interpretations of
the legal status of this right, there are few concrete approaches to verify
data deletion. In this chapter, we formally examine probabilistic veri�cation
of machine unlearning and provide concrete quantitative measures to study
this from an individual user perspective. Based on backdoor attacks, we
propose a mechanism by which users can verify, with high con�dence, if
the service provider is compliant of their right to be forgotten. We provide
an extensive evaluation over a range of network architectures and datasets.
Overall, this work provides a mathematical foundation for a quantitative
veri�cation of machine unlearning.
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6
C L O S I N G R E M A R K S

Coming to an end, this section summarizes the previous chapters quickly,
gives a generel outlook on future work, and closes with a few �nal remarks
on the interpretation of privacy.

6.1 summary

This thesis discusses individual data privacy from multiple angles, tack-
ling the generation, processing, and removal of personal digital information.

In chapter 2, we discussed how the concept of passive participation
can improve the privacy of accessing information in an anonymous and
deniable manner, in particular, to hide meta-data. By drawing in passive
participants to create cover traf�c, we achieve participation deniability: an
attacker cannot tell whether an observed request to a Feed/Transfer server
originates from an active participant who is interested in its content, or
from a passive participant who is only sur�ng on the entry server.

We leverage this concept with CoverUp , which can operate in two modes:
CoverUp:Feed, distributing a uni-directional broadcast, and Transfer, pro-
viding a deniable up- and download channel. Given our implementation,
we experimentally evaluated the degree of privacy CoverUp can guarantee.
For both, CoverUp:Transfer and CoverUp:Feed, we found that the timing
leakage is acceptable (an advantage under2 � 10� 3) for half a year of con-
tinual observation. Even for a state-level agency, half a year of continual
observation (on sub-ms-level granularity) incurs a signi�cant cost. This ap-
proach of Passive Participation can help to bootstrap mid- and high-latency
ACNs. The present analysis clearly shows that the passive-participation
approach can provide suf�cient cover. We conclude that research on passive
participation is a promising direction for deniable communication.

In the next chapter, we extend our view to the statistical analysis of
privacy leakage when considering an adversary collecting multiple and
potentially tell-tale observations. Within the framework of differential pri-
vacy, we have analyzed the privacy loss of mechanisms and uni�ed several
perspectives in the (differential) privacy literature, including Rényi-DP, the
Moments Accountant, (z)CDP, ADP, and PDP. We have shown that the
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non-adaptive composition of mechanisms corresponds to the convolution
of their respective privacy loss distribution. Consequently, the central limit
theorem applies, and every privacy loss distribution converges to a Gauss
distribution under composition. We proposed a categorization scheme that
allows classifying each mechanism into a privacy loss class de�ned by the
parameters of this Gauss distribution.

For future work, we encourage �nding a tight embedding of novel mech-
anisms into their respective privacy loss classes, in addition to the mech-
anisms for which we already give exact formulas: Laplace, Gauss, and
randomized response; and searching for better convergence bounds, which
obviously excludes the Gauss mechanism for which we provided an exact
formula. The exceptionally well behavior of Gaussian mechanisms under
composition raises the question of whether it is provably optimal in the
sense that the variance and mean of its privacy loss class are the smallest
w.r.t. its initial variance.

This questions motivated chapter 4. There, we searched noise for trun-
cated differentially private additive mechanisms with an optimal utility-
privacy trade-off and found a remarkable empirical closeness to Gaus-
sian noise. Speci�cally, we have introduced a novel tool for learning such
truncated noise with strong (and sometimes near-optimal) utility-privacy
trade-offs for sensitivity-bounded queries and DP-SGD. We have proven
that learning such mechanisms can be reduced to optimizing symmetric
and from the mean decreasing noise distribution with gradient descent.
Potentially of independent interest, we extended the Moments Accountant
to incorporate distinguishing events. As that turned out to be non-trivial
in general, we identi�ed suf�cient conditions for which Moments Accoun-
tant can be computed feasibly, even if distinguishing events occur. For
sensitivity-bounded queries, our learning method reproduces the proven
optimal mechanism of Geng et al. [ 95] and (for a high number of compo-
sitions) generates – using Moments Accountant as privacy estimator – a
noise distribution that is comparable to and sometimes better than trun-
cated Gaussian noise. For the worst-case output distribution of DP-SGD,
we achieve similar privacy-utility trade-offs to the truncated Gaussian.

The paradigm of avoiding data collection and information enrichment as
much as possible is well known. Nevertheless, its infringement is inevitable
sometimes, and personal data is processed and stored. Certain jurisdictions,
for example the European Union, know the right to inquire about details of
stored personal information and grant the right of requesting its deletion, at
least from non-governmental databases. This right to be forgottenaddresses
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an increasingly pressing concern in the digital age. While there are several
regulations and interpretations of the legal status of this right, there are
few concrete approaches to verify data deletion in the context of machine
learning. In chapter 5, we formally examined probabilistic veri�cation of
machine unlearning (the removal of information from a machine learning
model) and provided concrete quantitative measures to study this from
an individual user perspective. Based on backdoor attacks, we propose a
mechanism by which users can verify, with high con�dence, if the service
provider is compliant with their right to be forgotten. We provide an
extensive evaluation over a range of network architectures and datasets.
Overall, we provide a mathematical foundation for quantitative veri�cation
of machine unlearning.

In conclusion, this thesis tackles the enforcement of privacy for personal
information from multiple angles and illustrates the trade-offs brought by
enabling such methods.

6.2 future work

The discourse about personal privacy is quite old. Long before any digital
automation, people were concerned about the con�dentiality of their actions.
The recent development in the last decades towards a growing individual
digital footprint, however, elevates the relevance of these questions in a
much more complex and faster-paced setting than before. With every year,
the data collection and processing capabilities increase. Correspondingly
young is the research �eld of individual data privacy and offers many
exciting opportunities. Detailed future research directions for the tackled
problems in this thesis are already discussed in the corresponding chapters.
This section aims to give a broader outlook on more general problems.

One major shortcoming of most privacy techniques is still the practical
applicability. Many techniques require either expert knowledge to apply,
or the theoretical solutions are impractical and often too expensive or com-
plex resource-wise. For example, the exchange of information over digital
means: Avoiding meta-data is dif�cult due to the openly extractable ori-
gin and destination addresses in today's communication infrastructure.
Anonymously accessing and paying for services over this infrastructure
raises the complexity often by magnitudes. In addition, political and short-
term �nancial interests are acting against adapting such systems as well.
In general, we should aim to augment the current infrastructure to facili-
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tate privacy-protecting technologies such that practical research can move
beyond providing �xes for shortcomings of the underlined systems.

Differential privacy manifests its current limitations along the same
lines as well. While differential privacy is an important building block for
privacy-preserving data processing, most of the work considering multiple
adversarial observations that originates from the same to-be-protected data
source is limited to simple composition theorems, resulting in a vast overes-
timation of the blurring noise required. The community is still focused on
theoretical work that delivers nice closed formulae to bound the privacy
leakage provably, maybe with approximative optimality in an in�nite limit
or extreme but unlikely cases, but neglecting the messy and �nite real-world
cases which would bene�t highly from less blurring.

Differential privacy requires tighter bounds, tools for non-experts to
estimate the involved privacy parameters, and more easy-to-use algorithms.
Most practical work on differentially private algorithms tackles isolated
problems and makes strong assumptions on the data involved, like its shape
and range that are highly data-dependent but are shrugged off as publicly
known domain knowledge. Work considering an entire data-processing
pipeline from messy real-world data collection to the �nal result is mostly
missing, and its deployment is limited to experts. If we want differential
privacy to become widely applied, we need to provide more and better
tools.

Data deletion and machine unlearning are still open research topics. Here
as well, the privacy-preserving methods are either expensive or highly
complex in application. The solutions available include sophisticated key
exchange procedures, operations on encrypted structures, an always-online
requirement for clients, or they rely on trusted hardware like Intel SGX or
Keystone. While this thesis focuses on probabilistic veri�cation of unlearn-
ing, this step results from prior entrusting a machine-learning-as-a-service
provider with personal data. Optimally, we have an infrastructure in place
that limits the provider's abilities beforehand and renders such veri�cation
schemes obsolete. How to achieve this is an open research question.

6.3 final remarks

The discourse on privacy is closely related to the question of power within
a society and, thereby, to the degree of civil liberty. The more is known about
individuals, the more their development and organizational efforts can be
controlled, either explicitly by corresponding interest groups or implicitly
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by economic interests, and the more individuals censor themselves due to
the fear of exposition. To what extend such control is desired is subject
to societal discourse; different cultures show different approaches. For
example, in European cultures and deeply rooted in a violent history of
oppression and systematic pogroms, privacy and the implied informational
self-determination are seen as basic rights and a key ingredient to a fair,
inclusive, and balanced democratic process. Privacy is essential to freedom
of thought and speech and to freedom of social and political activities.

This thesis tackles the issue of privacy from a technical perspective
and an individual viewpoint. It tries to provide technical solutions to
limit the possibility of data collection when accessing information over
the Internet, reducing the individual footprint in processed information,
and even validating increasingly relevant deletion requests for machine
learning. These are relevant contributions and provide essential building
blocks; however, these insights bene�t only a few: the ones capable to use
these techniques properly. Most technical discussions argue about what
an individual can do to ensure her or his privacy, but most people do not
have the competence or the necessary resources to adapt their behavior
consistently. Young people use social media and other digital technology
extensively and intuitively, mostly without realizing the potential impact
on their future. Using privacy-preserving technology requires insights and
either time or money to apply. It is unlikely that industry will solve this
problem: they earn money with it. Moreover, pro�t-dependent companies
aiming to provide substantial privacy have a signi�cant disadvantage in the
market competition and will likely serve only exact that niche of customers
that have the resources and the insight to pay for this privilege while
all others relinquish their protective opacity. To protect people in general
and not only a few resourceful individuals, we need to create strong and
well-thought-out laws that do not only enable a few privacy-enthusiasts
to demand their rights but also cover all others with a protective blanket
by default, and negate the market disadvantage for companies applying
privacy-preserving technologies.

However, the individual viewpoint arguing from the perspective of a sin-
gle person is quite limiting. Many effects are only visible when considering
larger groups of people, while single members might be negligible. Some
effects might even initiate the re-evaluation of long-believed basic principles.
Currently, legal persecution requires avenged privacy infringements to be
severe and a clear step over the line, while most less severe cases might
be dismissed as statistical outliers due to the isolated individual perspec-
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tive. Cases like the Cambridge Analytica incident, where personalized and
highly targeted voter in�uencing via social media was attempted, are only
concerning on a larger scale [24].

Many perspectives that the various ideas of privacy try to tackle, for
example, the political power gained through extensive knowledge about
individuals, cannot be seen or enforced purely from an individual view-
point. A typical example is discrimination based on ethnicity in automated
classi�cation tasks. There, differentially privately trained algorithms have
been shown to amplify such group discrimination [ 16]. It is common sense
in sociological research that the technology we create and feed with our
expectations of how the world should work will interact with us and in-
�uence us back. We are not independent of the machines we build, and
these creeping effects are hardly visible from an individual perspective.
We require a transition from the individual viewpoint in technology and
laws towards a collective understanding of the effects that the generation of
amassed data and its evaluation exercise on our lives. This will accompany
the intellectual discourse for many years to come and goes far beyond
privacy. Many �elds concerning this machine-human interaction will have
to rethink and extend their basic principles.

In conclusion, the discourse on privacy exceeds the individual perspective
and de�nitely surpasses purely technical solutions attempts. We need to de-
cide what amount of implementation effort, power and hardware resources,
and communication cost we are willing to invest in protecting the choices of
individuals. The necessary knowledge and technology exist or are adapted
quickly to newly emerging �elds like, for example, machine learning. The
discourse on privacy is intertwined with other political strategies, and its
shape depends on other decisions. It cannot be debated in isolation from
other policies, but, unfortunately, it mostly is. Whatever way we go, one
thing we must not forget. In the end, knowledge is power, and power is
getting abused.
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