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to combat online hatespeech in Germany
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INTRODUCTION

Online hatespeech is a pressing issue on social media. Concerns over civil public discourse
and the spread of online harassment have prompted governments to take action in New
Zealand, the United Kingdom, the United States, and India, to name just a few examples
(Bayer et al., 2021; Persily & Tucker, 2020), and many policy-makers are turning
toward coregulatory approaches (Vermeulen, 2019). Coregulation describes a governmen-
tal strategy that entails more state involvement than self-regulation, whereby the state sets
up an explicitly nonstate regulatory regime that includes technology companies, but also
advertisers and consumer organizations or other public interest groups (Kleinsteuber, 2004).
Advantages of this form of regulation include offloading costs for monitoring and setting
standards to industry. Simultaneously, industry is incentivized to comply with public interest
in sight of stronger accountability and compliance mechanisms imposed by the state
(Lodge & Wegrich, 2012).

In Europe, Germany has been at the forefront of these developments, with France and
Austria later passing similar laws (Bayer, 2022; Vermeulen, 2019). More recently, the
European Union has passed the Digital Services Act/Digital Markets Act package under
the leadership of German President of the European Commission Ursula von der Leyen.
These new approaches toward coregulation strengthen the role of public institutions by
increasing oversight over social media while also strengthening users' procedural rights as
citizens, which encompass the right to court, fair trial, and an effective remedy (Bayer, 2022).
Procedural safeguards are written into the law to assure that the state, not private
companies, has the final verdict. Observers have therefore described the German and
European laws as a process-based approach embodying “new school speech regulation”
(Balkin, 2018; Griffin, 2022; Klausa, 2023).

One important procedural safeguard constitutes a user-complaint mechanism, which
was first written into the German Network Enforcement Act (NetzDG), passed in June
2017. NetzDG obliges social networks with above two million users in Germany “to supply
users with an easily recognizable, directly accessible, and permanently available
procedure for submitting complaints about unlawful content” (Bundesministerium der
Justiz, 2017). Once notified by a user or complaint body, the platform must remove
“manifestly unlawful content” within 24 h (with some discretion) or they risk facing fines of
up to 50 million euros. Platforms that receive over 100 complaints per calendar year must
publish biannual transparency reports. When implementing NetzDG, Facebook, Twitter,
and YouTube provided users with a German IP address with a new option to report illegal
content under NetzDG; this option is separate from reporting violations under the
platform's own community standards. Upon nonresponse by the platform, users are also
given the right to report to the German Ministry of Justice with the aim of empowering the
state to place pressure on social media to strengthen moderation of illegal content. Given
these parameters, the successful implementation of NetzDG can be said to rely on user
submissions.

In this article, we examine the extent to which key societal actors who face hatespeech
online actively invoke procedural rights empowered by a new coregulatory framework for
social media governance. We concentrate on Germany because we have the opportunity to
examine the initial implementation phase, starting in 2018, and after revisions are made
to improve user-friendliness in 2021 (Bundesministerium der Justiz, 2021). This allows us to
investigate a longer time span. Based on 18 qualitative interviews and two rounds of expert
surveys with public relations (PR) professionals, we provide needed insights into the
effectiveness of user-complaint mechanisms based on empirical evidence. In the case of
NetzDG, German policy-makers initially framed the law as an attempt to address increasing
online hatespeech (Bundesministerium der Justiz, 2017). Building on research in public
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policy that evaluates policy implementation based on the extent to which targets actively
utilize policies (Patton, 2008, 2012), we concentrate on PR professionals who specialize in
social media management. Being responsible for an organization's online presence and
communications strategy, they are experts on content moderation and strategies to deal
with online hatespeech while also representing organizations as important stakeholders in
policy implementation.

We argue that successful implementation of NetzDG with user-complaint mechanisms
at its core rest on the logic of coproduction defined by Ostrom (1996) as “the process
through which inputs used to produce a good or service are contributed by individuals
who are not ‘in’ the same organization.” These individuals (often referred to “citizens,
clients, consumers, volunteers, and community organizations”) simultaneously produce
the public service while also benefiting from them (Alford, 1998). Our study reveals that
only a small minority of the targeted societal actors—in this case, PR professionals—
actively make use of user-complaint mechanisms. Only those working for public sector
institutions tend to report to platforms, but without invoking NetzDG. Civil society
organizations and political parties prefer content moderation and counterspeech while
businesses deployed a wide range of strategies. These findings have implications beyond
the scholarly discussion on NetzDG (Eifert et al., 2020; Heldt, 2019; Liesching, 2020;
Tworek & Leerssen, 2019) and contribute to scholarly and policy discussions on the
effectiveness of the new European approach toward social media governance.
More broadly, our findings advance existing discussions on content moderation and
coproduction to include the professional world.

LITERATURE REVIEW
User strategies to combat online hatespeech

Although hatespeech is often discussed in public and academic discourse in relation to
freedom of speech and citizen responsibilities (Howard, 2019), the concept often remains
opaque (Sellars, 2016). Parekh (2012, p. 41) characterizes the following key elements:
first, hatespeech “is directed against a specified or easily identifiable individual, or more
commonly, a group of individuals based on an arbitrary or normatively irrelevant feature”;
second, it stigmatizes the victim by “ascribing to it qualities widely regarded as
undesirable”; and finally, it projects the victim as “an undesirable presence and a
legitimate object of hostility.” Intention to promote hatred, violence, or resentment must be
evident, which in turn leads to consequences (Massey, 1992; Parekh, 2012). Aside from
the importance of interpersonal contexts in defining hatespeech, scholars have
emphasized that intention of hatespeech content is difficult to prove or demonstrate
empirically. Hatespeech content is “the use of certain symbols and iconography [...] or
words or phrases generally considered to be offensive to a particular minority” (Marwick &
Miller, 2014). In light of this literature, we define hatespeech as an action that intentionally
violates a person or a group with communication. It is distinct from other communication
by its degree of severity, which is indicated by its specific context, by its publicity, and by
its consequences. Our qualitative interviews, explained in more detail below, confirmed
that this conceptualization matches how PR professionals in Germany identify
hatespeech online.

While much of the discussion on online hatespeech focuses on defining and detecting its
presence, a growing body of scholarship identifies strategies to combat hatespeech and
online harassment (Davies et al., 2016; Ganesh & Bright, 2020; Szmania & Fincher, 2017).
The most common strategy to combat online hatespeech is content moderation. Content
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moderation entails different types of actions, for example, removing content, deactivating
comments, or blocking users based on the community guidelines defined by social media
platforms (Ganesh & Bright, 2020; Gillespie, 2018; Roberts, 2019). As the rate of content
uploaded exponentially outpaces the speed at which human moderators can review content,
online content providers have co-opted algorithmic moderation (Gorwa et al., 2020).
Scholars have identified a number of challenges associated with content moderation: first,
since no common definition of hatespeech exists, content moderation still lacks consistency
within and across platforms (Douek, 2021). Users who are censored on one platform locate
online spaces where they are not, as illustrated by the move from Trump supporters away
from Twitter toward Parler. Language is also context-dependent and it is complex to
correctly identify hatespeech via algorithmic and human moderation (Gorwa et al., 2020). In
addition, numerous observers have pointed out platforms applying community standards
inconsistently. For example, during the coronavirus disease (Covid) 2019 pandemic,
Facebook decided to ban ads for medical masks, but the bans did not apply to all
commercial ads and instead blocked instructions on how to sew cloth masks at home
(Douek, 2021). Other critics point to the slow response of platforms in moderating harmful
content, leading to self-organized efforts on the side of minorities to take action into their
own hands (Diaz & Hecht-Felella, 2021). Overall, due to inconsistencies and slow response
times, content moderation often suppresses “valuable as well as illicit speech” (Hangartner
et al., 2021, p. 1).

A main alternative to content moderation constitutes intervention by third parties. The
most widely discussed form of intervention is counterspeech, which aims to reduce or avoid
hate through interaction, communication, and persuasion of the author of hateful content
(Douek, 2021). For example, Hangartner et al. (2021) focus on the three most common
strategies for counterspeech against xenophobic or racist content: using humor, inducing
empathy for others, and alerting others to the consequences of hatespeech. Evidence
based on a field experiment on Twitter demonstrates small but consistent effects for
preventing or reducing hatespeech. Especially, empathy “seeks to humanize the victim and
remind the sender that people can be hurt by her behavior” (Hangartner et al., 2021, p. 1).
Other forms of intervention are also considered as part of the research on cyberbullying
(Beutel et al., 2016; Van Eerten & Doosje, 2019). Bystander intervention can reduce the
amount of cyberbullying victimization on social media, but bystanders often fail to act
(DiFranzo et al., 2018; Taylor et al.,, 2019). Group processes are often crucial, and the
visibility and acceptance by outsiders play a highly significant role beyond the bully and
victim (Salmivalli et al., 1996). Studies demonstrate that providing information about the size
of the audience and further nudges mobilize intervention by social media users (DiFranzo
et al.,, 2018; Taylor et al., 2019). These constitute some mechanisms that platforms may
offer to support intervention on social media.

We advance this body of research in Political Communication in two ways: first, we
expand current research to include professional users working for organizations. Second,
we add reporting under NetzDG as a new reporting mechanism to the discussion and
examine its consequences on the effectiveness of combating online hatespeech (see
Figure 1). Investigating the use of this new reporting mechanism provides insights into its
potential effectiveness. Use constitutes a precondition for complaint mechanisms to have an
effect on how platforms manage online hatespeech. To our knowledge, prior research has
not examined the use of NetzDG reporting mechanisms—in part due to incomplete
information on transparency reports (e.g., Heldt, 2019):

To what extent are reporting options provided under NetzDG used by PR
professionals in an effort to address online hatespeech?
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Before NetzDG After NetzDG

File a Report Under NetzDG

Help Us Understand What's Happening J Report X

What's wrong with this post? Let us know why this goes against our Community Wiy do
s Standards

It's annoying or distasteful
o You can report the post for review after selecting a problem

emes or viral images, about someone or

Nudity ~ Spam  Unauthorizedsales  Violence
It's pornography
Examples: nudity, sexual arousal,

exual acts Terrorism Hate speech False information

It against my vie I Yoo
tgoes o ks‘ o | Suicide or self-injury  Harassment  Q Something Else b

It advocates violence or harm to a person or animal
pe Other steps you can take

& Block I ofile

Hide all from [N

deceitful news, a hoax disproved by a sts from this

Examples: graphic injury, selt-inflicted harm, body parts, animal abuse or
torture

It's a false news story
Ex ully fake or

& Reportas unlawful under NetzDG
Something else le a complaint under this la

FIGURE 1 Reporting option on Facebook pre- and post-German Network Enforcement Act (NetzDG). Source:
Screenshot by the Authors.

Role of organizations in coproduction

Organizations and their respective interests are core to policymaking. Olson's (1971) classic
definition rests on the assumption that an organization's main purpose is to advance the
most common interests of a group of individuals. The achievement of a group's common
interest implies that a public or collective good has been provided to that group
(Olson, 1971). The common interest advanced by organizations is representative of various
societal dimensions (cultural, political or social issues, ethnic or religious communities,
economic interests), with socioeconomic organizations most represented in policymaking
(Hassel, 2010). Organizations can also exist in hybrid forms, such as social enterprises that
want to address social problems and achieve corporate goals simultaneously (Mair &
Seelos, 2021).

These types of organizations, including government agencies, societal organizations,
and corporations, affect each stage of the policy process and assume different roles at
different stages (Kraft & Furlong, 2010; Sutton, 1999). For example, Vaughan and Arsneault
(2013) argue that nonprofits play four roles in the policy-making process: first, they make
policy by—for instance—direct service delivery; second, they influence policy by bringing
attention to public problems and proposing solutions; third, they are the subject to policy
requirements when they implement policy in contract with the government; finally, they are
affected by the policy when evaluating how the government has addressed a public
problem. More specifically, organized interest groups and corporations lobby in the agenda-
setting stage, provide expertise or submit positions during policy formulation and
deliberation stages via public consultation processes, testify in legislative hearings, act as
implementing agencies for a policy, and may be the subject of regulation (Hassel, 2010;
Kraft & Furlong, 2013).

We examine a case in which organizations from different sectors play a role in
coproduction. While coproduction originally emphasized the role of the citizen (Warren
et al., 1984), its meaning has grown to also include quasiprofessionals and organizations,
mainly community groups, associations, and nonprofits (Alford, 1998; Howlett, 2019;
Poocharoen & Ting, 2015). In the case of NetzDG, all organizations who maintain a social
media presence can also be classified as a coproduction agent. Most of the takedowns on

35UBD17 SUOWIWIOD SAIERID 3|ed!|dde ay3 Ag pausenof afe sajoie YO '3sn JO Sa|nJ Joj ARiq T 8UIUO AS|IM UO (SUONIPUOD-pUE-SWLS)W0Y S| 1M ARelq 1 pUIUO//:SdNY) SUONIPUCD pue SWe 1 aU) 88S *[7202/20/2T ] Uo A%iqiauluo AS[IM ‘Younz H13 Aq 8¢ €10d/200T 0T/I0p/wod A8 [ImAle.q 1 puluo//:Sdny wo.y pepeojumod ‘v ‘€202 ‘9982iv6T



632 W] LEY .@ P&I STOCKMANN ET AL.

Policy & Internet

platforms are de facto detected by automated content moderation tools (for more, see
Bloch-Wehba, 2020; Gorwa et al., 2020). In addition, most social networks complement
automated content moderation tools with voluntary monitoring by users to proactively
take down content and users that do not comply with community standards. Since these
mechanisms alone have been regarded as inefficient in addressing, for example,
online hatespeech, NetzDG aims to increase pressure on social media platforms to
moderate illegal online content by providing additional reporting options to users as a
general category. Although the letter of the law was drafted without specific references to the
end user, PR professionals are included in this category. PR professionals hold a duality: as
online communication experts they are expert social media users; at the same time, they
also represent organizations as important stakeholders in policy implementation. This
duality places them at the core of coproduction.

By investigating the role of PR practitioners at the intersection between social media
users and organizations advances existing research on the role of technology in
coproduction, which has so far concentrated on understanding how the use of technology
can aid or inhibit coproduction with citizens offline (e.g., Huang & Yu, 2019). For example,
Jones et al. (2016) discuss a government-issued app “MapLocal” that crowd-sources local
knowledge to facilitate neighborhood planning. Here we investigate how a user-complaint
mechanism implemented via technology impacts coproduction online by potentially
changing organizational strategies to manage communication on social media. Instead of
focusing on users as a general category, we draw attention toward systematic differences
that are expected among professional users. Existing research on differences between the
public, private, and nonprofit sectors in coproduction leads us to expect systematic
differences across sectors.

Public sector entities in the coproduction literature range from individuals such as
healthcare workers and teachers to organizations at the community and government levels.
Public sector professionals who coproduce are identified as persons possessing “specific
knowledge and expertise [...] a certain degree of autonomy” and work in tandem with
citizens (Steen & Tuurnas, 2018, p. 80). Scholars have claimed that the success of
coproduction, when including these servants, can also depend on the relationship between
staff and users (Ostrom, 1996; Steen & Tuurnas, 2018). We may be inclined to believe that
the public sector acts in the public interest, depending on how public professionals position
their responsibilities in relation to citizens (Thomas et al., 1999). Alford (2002, p. 37) argues
that public sector personnel tend to be motivated by willingness (intrinsic rewards, sociality,
and expressive values) and ability, with less of an emphasis on material rewards sanctions.

Meanwhile, experts from civil society organizations can be viewed as natural
coproducers given their community ties to citizens and position to represent public interest
(van Eijk & Gascd, 2018). Because of the opportunity “to increase the amount and/or quality
of service they enjoy” (Brudney & England, 1983, p. 60), civil society organizations tend to
be oriented toward harmonizing their relationship with their respective target audience
among citizens.

As the private sector is not formally explored in coproduction literature, we take inspiration
from the discussion on the devolution of public services away from the state to the private
sector (privatization) to explain why we examine behavioral differences among sectors.
Brudney (1987) argues that businesses are similar to civil society organizations in their desire
to shift the balance of meeting community needs away from state control, thus increasing its
autonomy. However, the private sector diverges into two main points: first, the private sector
tends to be committed to competition and production efficiency, unlike the other two sectors.
Second, they differ in defining who their community is: while the private sector may gain a
sense of public responsibility (Perry & Rainey, 1988), businesses are mainly influenced by their
investors and profit-making self-interest (Kuczynski, 1999).

35UBD17 SUOWIWIOD SAIERID 3|ed!|dde ay3 Ag pausenof afe sajoie YO '3sn JO Sa|nJ Joj ARiq T 8UIUO AS|IM UO (SUONIPUOD-pUE-SWLS)W0Y S| 1M ARelq 1 pUIUO//:SdNY) SUONIPUCD pue SWe 1 aU) 88S *[7202/20/2T ] Uo A%iqiauluo AS[IM ‘Younz H13 Aq 8¢ €10d/200T 0T/I0p/wod A8 [ImAle.q 1 puluo//:Sdny wo.y pepeojumod ‘v ‘€202 ‘9982iv6T



POLICY & INTERNET P&I .@—W[ LEY 633
Troiyaimene | [l

Policy & Internet.

As a result of these structural differences, we investigate if sectoral underpinnings play a
role in coproduction of NetzDG:

What is the relationship between an organization's sector and the choice of
counterstrategies among PR professionals?

RESEARCH METHODS
Research design and sampling

We conducted two online expert surveys among PR professionals in charge of managing
social media, henceforth referred to as “PR professionals.” The first was conducted after
NetzDG's initial implementation in 2019 and the second after NetzDG's amendments were
implemented in 2022. Comparing the 2019 and 2022 results provides us with an opportunity
to test whether the use of NetzDG reporting options has increased over time. Expert surveys
like ours are not intended as representative samples of the survey population, but instead,
attempt to be inclusive of the universe of experts and possible factors that may influence
their judgments—in our case working for different organizational sectors (Maestas, 2018)."
To develop and design valid survey measures, we conducted 18 semistructured qualitative
interviews with PR professionals before survey respondents were contacted via snowball
sampling. Recruitment was supported by the German Federation of All PR professionals
(Bundesverband Deutscher Pressesprecher) based on their list server, which includes the
vast majority of PR professionals in Germany. To reach those PR professionals managing
social media, we framed the survey as being aimed at hatespeech on social media; survey
responses confirm that respondents felt knowledgeable about their organizations' social
media strategies.? Furthermore, descriptive statistics confirm that each expert survey
reached experts across categories that likely matter for their judgment: each survey includes
significant percentages of experts working in the three sectors: almost half worked in
businesses (2019: 49.82%; 2022: 41.12%), followed by public sector institutions (2019:
26.15%; 2022: 39.12%), and civil society organizations and political parties (2019: 24.03%;
2022: 19.76%). Similarly, experts ere located in all 16 states participated in both surveys. In
both surveys, Facebook was used the most (2019: 77.74%; 2022: 77.23%), followed by
Twitter (2019: 65.37%; 2022: 64.33%), Instagram (2019: 48.06%; 70.97%), and YouTube
(2019: 66.25%; 2022: 68.50%), as well as LinkedIn (2019: 41.87; 2022: 61.10%).

Measurement

To facilitate the interpretation of results, all variables were coded to run from zero to one. We
use listwise deletion on missing values. Both surveys are consistent in measurement.

Prior experience with hatespeech

Surveys asked whether respondents had experienced hatespeech at work. Based on
scholarly literature and qualitative interviews, hatespeech was defined as “a communicative
act aimed at degrading and defaming a person or group. [...] The mere use of certain words
is not sufficient to classify a statement as hatespeech (‘| hate people who cannot listen’). The
severity of the statement plays an important role, which is associated with the specific
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context, the audience, and its consequences, ranging from weak cases (e.g., ‘migrants are
lazy!) [...] to extreme cases (‘He should drown together with the refugees!’).”

Counterstrategies to hatespeech

Those who reported having experienced hatespeech were asked how they responded after
the most recent incident. Based on existing literature and qualitative interviews, we
developed a list of 13 strategies, which we found to be comprehensive across usage of
different platforms. According to our interviews, all 13 strategies were available on Twitter,
Instagram, Facebook, YouTube, and LinkedIn. Reporting under NetzDG is a dummy
variable coded one for respondents choosing the option “report to platform as violation of
NetzDG” or “report to federal office of justice as violation of NetzDG.” Prior reporting
mechanisms is a dummy variable for reporting options existing before NetzDG, including
“report to platform as part of breach of community standards” and “file a criminal
complaint.” Content moderation options included “deleting comments,” “hiding comments,”
and “deactivate comment function.” Options for intervention and counterspeech included
“refer users to the platform's etiquette,” “refer users to own guidelines,” “answer in an
informative manner,” “answer with counter-speech,” and “mobilize own supporters.” Finally,
nonaction was listed as “ignore comments.”

Sector

Dummy variables for the organization the respondent is working at include Business, Public
sector institution, and Civil society organizations and political parties. These categories are
regularly used by the German Federation of All PR professionals. Due to the small number
of responses from press officers working for political parties (N = 5, which corresponds to the
number of the largest parties in Germany), there are not enough cases to draw statistical
conclusions about political parties as a separate category. Thus, civil society organizations
and political parties were merged into one category. Since both types of organizations share
similar structural motivations that bind them toward certain subgroups of citizens, such a
categorization matches the rationale for investigating organizations by sector outlined
above. Robustness checks reveal that strategies by civil society organizations and political
parties indeed share similarities in terms of their reporting behavior.

Control variables

Engagement with audience captures the level of interactive engagement with the audience
based on the question: “What is the goal of communication in the channel you use the
most?”—one-way communication whereby interaction in terms of likes and shares are
welcome; comments and questions of users are welcome and are responded to indicating
somewhat interactive engagement; or active engagement with users to discuss content
(multiple choice). On average, PR strategies were somewhat interactive (mean 2019 = 0.45;
2022 =0.36). Work related to political and societal debate was based on a self-reported
item with higher values indicating a stronger relationship (mean 2019 =0.69, 2022 = 0.63).
Size of organization was assessed based on self-reports by the respondent, running from
small (0-9 employees) to large (more than 10,000 employees). The distribution of
organization size for both surveys varied, on average, between 250 and 999 employees
(mean 2019=0.51, 2022 = 0.49). In addition, we control for being Based in East Germany
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(neue Bundeslédnder, mean 2019 =0.07, 2022 =0.09) and Regional trend in hatespeech,
which captures the average subjective assessment of changes in hatespeech by respondent
within the same federal state in the survey. Higher values indicate that respondents in the
same federal state perceived hatespeech, on average, to have grown over the past 10
years. On average, respondents perceived hatespeech to be increasing (mean 2019=0.77,
2022 =0.84). Finally, we control for Female, Age, and Consequences on mental health,
which was based on a 5-step Likert scale on a question about how much the respondents
and her colleagues had been mentally burdened by the last incident of hatespeech, with
higher values indicating stronger burden (mean 2019 =0.33, 2022 = 0.39).

RESULTS
Prevalence of online hatespeech

In qualitative interviews, PR professionals working in all sectors gave examples of cases
they encountered at work. One expert was confronted with hatespeech when a company
owner decided to train refugees as an integration effort. This was actively promoted, but
people wrongly assumed that available training spots for Germans were reduced, triggering
racist comments. These involved people from the right-wing political spectrum, but also
employees of the company itself. The company reacted by deleting hateful comments and
blocking users. Internally, the company owner spoke at all company locations, shaming
haters and threatening to fire everyone conducting hatespeech (Interview #6, 2018).
Another incident occurred at a gaming company that was involved in the production of
“shooter games”; after a school shooting, the company started to receive death threats. In
this case, the company decided to ignore messages to not increase attention (Interview #10,
2018). The announcement of a prize by a civil service organization triggered harassment
and death threats when the prize was given to the captain of an organization that rescued
refugees on boats on the Mediterranean Sea. The expert felt initially overwhelmed by the
high quantity of severely negative and hateful comments. The organization decided to hide
or delete the most extreme comments and to block users and report them to Facebook.
They also repeatedly answered and reminded users to keep Facebook's and their own
community standards in mind when interacting on Facebook and on their own homepage
(Interview #11, 2019). In a public administrative body of a major German city, the PR officer
was surprised that even seemingly nonsensitive content, such as references to solidarity,
triggered criticism of openness toward hosting refugees in the city on social media. The
organization chose to predominantly report inappropriate comments to Twitter, but reporting
was reduced to only the most severe cases after a lack of reaction by the platform (Interview
#10, 2019).

Survey results indicate that these incidents have become a serious matter of concern to
PR professionals more generally. Around 45% of respondents reported having been
confronted with online hatespeech in 2019 and 51% in 2022. Most respondents were
confronted with hatespeech cases at least once within the past 3 months or earlier during
the past year (2019: 63.64%; 2022: 61.97%); roughly 20% reported experiencing online
hatespeech at least 1 per month (2019: 20.5%; 2022: 21.13%). In 2019, 16% stated to have
been confronted with hatespeech on a weekly basis, 21% in 2022. Experts were particularly
likely to encounter online hatespeech at public sector institutions (2019: 59.46%; 2022:
58.76%) as well as civil service organizations and political parties (2019: 55.88%; 2022:
60.20%); at businesses a smaller but still significant percentage had faced online
hatespeech at work (2019: 31.92%; 2022: 40.19%). More generally, the vast majority
perceived hatespeech to have increased over the past 10 years (2019: 64.59%; 2022:
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71.50%), with most people perceiving the increasing trend to start in 2015 (2019 survey) and
2020 (2022 survey).

Use of reporting under NetzDG and alternative counterstrategies

To what extent are reporting options provided under NetzDG used by PR professionals in an
effort to address online hatespeech? Figure 2 provides an overview of the different
strategies to combat online hatespeech among PR professionals. Sixteen months after
NetzDG had been enacted, the most commonly employed strategy to counter hatespeech
was to answer informatively, while the reporting to the Federal Office of Justice as a violation
of NetzDG was the least employed option. As of 2019, PR professionals were unlikely to use
the new reporting mechanisms provided under NetzDG. Only 6% of experts relied on
NetzDG reporting options, and this percentage only slightly increased over time.

Despite amendments to NetzDG in June 2021, which demanded platforms improve the
user-friendliness of user-complaint mechanisms, only 11% of PR professionals chose
NetzDG reporting options. In addition to reporting, two-sample t-tests with unequal variance

W 2019 Survey 2022 Survey

File criminal complaint — 7755%’
. I
Refer to own guidelines 2278117(;&
' - ]
Refer to the platform's etiquette 272%730{%%
Report to federal office of justice as a violation of NetzDG i 1'%8;/{%
Report to platform as a violation of NetzDG | 4'373%’ %
Report to platform as part of breach of community p—————— 7> 44%
standards 29.34%
- |
Mobilize own supporters 12 %61'%4%
. I
Answer with counterspeech 27'52;/064%
Deactivate comment function M 1'97% 85%
|
Ignore comments 283(7)4;/5%

i i |
Answer informatively 53.5;1;/026%

. I  06.77%
Hiding comments 1 36.78%

N I  30.71%
Deleting comments > 42.98%

0.00% 10.00% 20.00% 30.00% 40.00% 50.00% 60.00% 70.00%

FIGURE 2 Counterstrategies to online hatespeech By public relations professionals. Source: Expert survey
2019 and 2022.
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indicated that reporting to platforms under community standards had significantly increased
over time (p =0.08); more PR professionals relied on content moderation, such as hiding
comments (p =0.02) or deleting comments (p =0.01). Overall, user complaint mechanisms
were only used by a small minority of expert users with a noticeable but slight increase over
time (p=0.03). We comment on how these patterns may compare to private users in the
conclusion.

Role of organizations

What is the relationship between the organization's sector and the choice of counter-
strategies among PR professionals? Due to a significantly smaller number of respondents
who completed the questionnaire in 2022 during the Covid pandemic, our analysis of this
second research question is limited to the 2019 survey, which allows us to obtain
substantively and statistically significant results due to its larger sample size.

Reporting under NetzDG was coded as a dummy variable, so we use multivariate probit
regression. Since we asked respondents to report counterstrategies of the last incident of
online hatespeech, the analysis is conducted only among those who had experienced online
hatespeech in the past (i.e., 45% of respondents). To investigate our second research
question, we estimate the relationship between the different sectors and counterstrategies,
resulting in the following model:

Counterstrategy = a + $3, public sector + 3, civil society + 3 controls + u.

Whether differences across sectors play a role in explaining the choice of counter-
strategies hinges on the magnitude of coefficients for 8, and §,. Business serves as the
baseline for comparison.

We first explore the role of sectors in explaining the choice of reporting. Table 1 and
Figure 3 display the result of our first model on Prior reporting mechanisms and Reporting
under NetzDG. Public sector institutions were more likely to report users to the platform or to
file a criminal complaint for incitement of hatespeech compared to the two other sectors.
This result is significant at the 95% level and positively correlated with Prior reporting
mechanisms. However, for Reporting under NetzDG public sector institutions were similar
to other types of organizations and equally unlikely to choose NetzDG's reporting
mechanisms. This indicates that PR professionals—no matter which sector—were unlikely
to proactively resort to new regulatory options. Next, we turn to content moderation and
intervention. We only report dependent variables with substantively and statistically
significant findings. As displayed in Table 2 and Figure 4, civil society organizations were
particularly likely to hide comments (8, = 0. 99) in comparison to the other two sectors,
although public sector institutions also relied on this content moderation strategy (3, = 0.72).
Intervention and counterspeech were particularly likely to be practiced among civil society
organizations and political parties. Significant at the 99% level, they were highly likely to
engage in counterspeech and mobilize supporters (8, = 0.86 and 1.22, respectively).

In comparison, the nonsignificant estimate for businesses indicates they vary in terms of
their strategies in countering online hatespeech without leaning toward any particular one.
However, when making slight adjustments to the model we found that the business sector
had a positive, strong, and significant predicted probability to deactivate comments as a
strategy for moderating content, as illustrated in Table 3. Instead of choosing to hide
comments as in other types of organizations, PR professionals in businesses seem to opt for
deletion.
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TABLE 1 Multivariate probit regression results for reporting as counterstrategy.

Prior reporting Reporting under
mechanisms NetzDG
Independent variables
Public sector institution 0.48** (0.24) 0.04 (0.38)
Civil society organization and political parties 0.23 (0.28) -0.14 (0.48)
Control variables
Engagement with audience 0.13 (0.08) 0.01 (0.13)
Work related to political and societal debate -0.03 (0.37) 0.34 (0.64)
Size of organization 0.06 (0.34) 0.65 (0.53)
Female 0.08 (0.19) -0.42 (0.32)
Age 14.97** (7.17) -5.05 (10.23)
Age-squared -12.23** (5.58) 2.76 (7.99)
Organization in East Germany 0.33 (0.36) 0.57 (0.51)
Regional trend in hatespeech 0.67 (0.97) -2.13 (1.46)
Consequences on mental health 0.11 (0.37) 1.18** (0.58)
Constant -6.18*** (2.38) 1.15 (3.34)
Observations 241 241
Pseudo-R? 0.06 0.11

Standard errors are given within parentheses.
Abbreviation: NetzDG, German Network Enforcement Act.
*z<0.1

**z<0.05

***z<0.01.

Source: 2019 expert survey.

SUMMARY

Our findings reveal that reporting under NetzDG is only used by a small minority of PR
professionals. Despite slight increases in usage over time—possibly in response to improvements
in user-friendliness after amendments to NetzDG in 2021—only roughly 10% of experts chose this
counterstrategy when encountering hatespeech on social media. Our second goal was to explore
the role of the type of organization in choosing to report under NetzDG as opposed to alternative
strategies. We found that PR experts working at public sector institutions were particularly likely to
report online hatespeech under pre-existing reporting mechanisms. This is consistent with
research on institutions, which has detected strong evidence that organizations tend to not
necessarily go beyond the established tools and tend to adapt existing strategies when facing new
issues (Sydow et al., 2009). In addition to pre-existing reporting mechanisms, PR professionals
relied on content moderation or forms of intervention. Civil society organizations and political
parties opted for counterspeech and mobilizing supporters. Businesses deploy a wide range of
strategies. These findings are significant because organizations play an important role in policy
implementation. Complaint mechanisms are most compatible with pre-existing strategies among
public sector institutions, but unlikely to be used by organizations that are motivated to engage
and build community. As a result, civil society organizations, political parties, or businesses are
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FIGURE 3 Predicted probability of public sector and civil service organizations/political parties to report online
hate speech. Source: Expert survey 2019.

unlikely the organizations to place significant pressure on platforms to change internal processes
to improve the civil discussion.

LIMITATIONS

Obviously, these findings are limited in terms of generalizability. The German Federation of
All PR professionals (Bundesverband Deutscher Pressesprecher) has the largest and
nearly complete database, but the low response rate poses limitations on our ability to
generalize. However, representativeness is not the main aim of expert surveys, which
attempt to uncover relationships between factors that may explain systematic variation in
judgment among experts. As explained earlier, expert surveys contained enough variation to
examine the relationship between organization sector and strategies to combat online
hatespeech.

A second limitation relates to the lack of comparable data before the implementation of
NetzDG, which would allow us to draw more formative conclusions about causality.
However, before NetzDG came into effect in January 2018 PR professionals had no
reporting options under NetzDG. It is thus reasonable to compare survey results against no
use of NetzDG reporting options.

A final limitation relates to understanding how the technological design of platforms may
lead users to use some platforms more compared to others. Our dependent variable was
designed and pretested based on qualitative interviews with the specific goal to develop a
comprehensive list of options that is available to all organizations independent of sector or
usage of specific platforms. We also tested whether specific platforms facilitate the usage of
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TABLE 2 Multivariate probit regression results for hiding comments, counterspeech, and mobilizing supporters
as counterstrategies.

Mobilizing
Independent variables Hide comments Counterspeech supporters
Public sector institution 0.72*** (0.26) 0.22 (0.25) 0.62* (0.32)

Civil society organization and political parties 0.99*** (0.32) 0.86*** (0.29) 1.22**%(0.34)

Engagemenet with audience 0.21** (0.08) 0.19** (0.08) 0.18* (0.10)
Work related to political and societal debate -0.43 (0.39) —0.06 (0.38) 0.23 (0.44)
Size of organization 1.03*** (0.37) 0.80** (0.35) 0.06 (0.40)
Female -0.33* (0.20) -0.16 (0.20) 0.07 (0.23)
Age -11.59* (6.01) -13.29** (6.26) -3.15 (7.51)
Age-squared 8.18* (4.62) 9.02* (4.85) 3.05 (5.70)
Organization in East Germany 0.54 (0.36) -0.28 (0.43) 0.18 (0.43)
Regional trend in hatespeech 0.76 (1.00) -2.15** (0.99) -1.31 (1.21)
Consequences on mental health 0.55 (0.37) 0.60 (0.38) 1.14***(0.42)
Constant 1.38 (2.03) 4.44** (2.15) -1.07 (2.63)
Observations 241 241 241
Pseudo-R? 0.11 0.11 0.17

Standard errors are given within parentheses.

*z2<0.1

**z<0.05

***7<0.01.

Source: 2019 expert survey.

certain strategies. When adding dummy variables for using Instagram, Facebook, Twitter,
YouTube, and LinkedIn, results remain substantively stable.

CONCLUSION

Our findings have implications for policy and scholarly debates surrounding social media
governance. First, process-based approaches to social media governance aim to change
platforms' internal procedures in an attempt to introduce a greater emphasis on public
interest, stressing a need for greater transparency, public responsibility, and accountability.
While it may be desirable to ensure fairness and citizens' rights for normative reasons
(Bayer, 2022), user-complaint mechanisms are only effective if citizens make use of new
reporting options. This study demonstrates that organizations are unlikely to increase
pressure on technology companies via user-complaint mechanisms. More research is
needed to compare organizational communication strategies to strategies by private users.
Transparency reports by platforms indicate that less content is removed after complaints are
made under NetzDG compared to complaints about community guidelines (see, e.g.,
Google, 2022). To allow for better comparison transparency reports for NetzDG and the
DSA should require platforms to not only report numbers of complaints by individual
users but also numbers of complaints by users under community guidelines among users
within the jurisdiction of the respective regulation. This would help to provide needed
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FIGURE 4 Predicted probability of public sector and civil service organizations/political parties to intervene.
Source: Expert survey 2019.

information on the usage of user-complaint mechanisms in comparison to other reporting
options.

Second, our findings expand current discussions on content moderation to include the
professional world. While existing research on content moderation concentrates on the
state, social media companies or users as a general category (Einwiller & Kim, 2020;
He, 2020; Konikoff, 2021; Riedl et al., 2021), further research is necessary regarding
organizational communication, building on more general insights on sectoral differences in
communication practices (see, e.qg., Einwiller & Kim, 2020; Liu et al., 2010). Future research
may further investigate the reasons for choosing specific counterstrategies regarding online
hatespeech. Some interviewees explained that decisions to opt for reporting mechanisms
constitute a change in strategy among the organization, which required resources. Other
reasons for not choosing to report may relate to concerns about the organization being seen
as complicit in policing online activity. More research is needed to bring to light the rationale
for the specific strategic choices made.

Finally, more research is needed beyond procedural-based and content moderation
approaches toward combating online hatespeech. A number of studies point toward innova-
tive policy instruments that have so far received less attention. Shklovski and Némethy
(2023) outline a number of strategies to encourage engineers at tech companies to integrate
ethical considerations in their everyday work practices, such as changes in documentation,
testing, certification programs, and forms of oversight. Others argue in favor of a more
radical change of the business model, which is seen as a root cause for amplifying
fake news, extremism, polarization, and online hatespeech (Bennett, 2023; Landwehr
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TABLE 3 Multivariate probit regression results for deactivating comments as counterstrategy.
Deactivating comments
Independent variables
Company 1.13** (0.57)

Control variables

Engagement with audience
Work related to political and societal debate

Size of organization

0.08 (0.21)
0.39 (0.85)
-1.80** (0.85)

Female 0.28 (0.45)
Age 5.87 (13.89)
Age-squared -4.06 (10.82)
Regional trend in hatespeech 2.37 (2.64)
Consequences on mental health -0.43 (0.97)
Constant -6.21 (5.10)
Observations 241
Pseudo-R? 0.19

Standard errors are given within parentheses.

*z<0.1

*** 7 <0.01

**z<0.05.

Source: 2019 Expert survey.

et al., 2023). Our findings indicate that such alternative options are worth closer investigation
when attempting to reduce hatespeech on social media.
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ENDNOTES

' Since representativeness is not the main aim of expert surveys, they tend to have low response rates
(Schwadel & Dougherty, 2010). The 2019 expert survey was conducted between April 26, 2019 and May 24,
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2019, resulting in a total of 711 respondents, with 566 respondents completing the questionnaire, leading to a
response rate of 2.84%. The 2022 expert survey was conducted between February 28, 2022 and March 31,
2022, resulting in a total of 544 respondents and 363 completed questionnaires with a response rate of 3.03%.

2 Nonresponses to the dependent variable are low in both years (2019: n=7; 2022: n=3).
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