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Abstract

The protection of private information is of vital importance in data-driven research,
business and government. The conflict between privacy and utility has triggered inten-
sive research in the computer science and statistics communities, who have developed
a variety of methods for privacy-preserving data release. Among the main concepts
that have emerged are anonymity and differential privacy. Today, another solution is
gaining traction, synthetic data. However, the road to privacy is paved with NP-hard
problems. In this paper, we focus on the NP-hard challenge to develop a synthetic
data generation method that is computationally efficient, comes with provable privacy
guarantees and rigorously quantifies data utility. We solve a relaxed version of this
problem by studying a fundamental, but a first glance completely unrelated, problem in
probability concerning the concept of covariance loss. Namely, we find a nearly opti-
mal and constructive answer to the question how much information is lost when we
take conditional expectation. Surprisingly, this excursion into theoretical probability
produces mathematical techniques that allow us to derive constructive, approximately
optimal solutions to difficult applied problems concerning microaggregation, privacy
and synthetic data.
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1 Introduction

“Sharing is caring”, we are taught. But if we care about privacy, then we better
think twice what we share. As governments and companies are increasingly collecting
vast amounts of personal information (often without the consent or knowledge of the
user [32]), it is crucial to ensure that fundamental rights to privacy of the subjects
the data refer to are guaranteed'. We are facing the problem of how to release data
that are useful to make accurate decisions and predictions without disclosing sensitive
information on specific identifiable individuals.

The conflict between privacy and utility has triggered intensive research in the
computer science and statistics communities, who have developed a variety of methods
for privacy-preserving data release. Among the main concepts that have emerged are
anonymity and differential privacy [8]. Today, another solution is gaining traction,
synthetic data [34]. However, the road to privacy is paved with NP-hard problems.
For example, finding the optimal partition into k-anonymous groups is NP-hard [1].
Optimal multivariate microaggregation is NP-hard [13, 28] (albeit, the error metric
used in these papers is different from the one used in our paper). Moreover, assuming
the existence of one-way functions, there is no polynomial time, differentially private
algorithm for generating Boolean synthetic data that preserves all two-dimensional
marginals with accuracy o(1) [18].

No matter which privacy preserving strategy one pursues, in order to implement
that strategy the challenge is to navigate this NP-hard privacy jungle and develop a
method that is computationally efficient, comes with provable privacy guarantees and
rigorously quantifies data utility. This is the main topic of our paper.

1.1 State of the Art

Anonymity captures the understanding that it should not be possible to re-identify any
individual in the published data [8]. One of the most popular ways in trying to ensure
anonymity is via the concept of k-anonymity [35, 36]. A dataset has the k-anonymity
property if the information for each person contained in the dataset cannot be distin-
guished from at least k — 1 individuals whose information also appears in the dataset.
Although the privacy guarantees offered by k-anonymity are limited, its simplicity has
made it a popular part of the arsenal of privacy enhancing technologies, see e.g. [8, 12,
21, 23]. k-anonymity is often implemented via the concept of microaggregation [7, 8,
22,27, 33]. The principle of microaggregation is to partition a data set into groups of
at least k similar records and to replace the records in each group by a prototypical
record (e.g. the centroid).

Finding the optimal partition into k-anonymous groups is an NP-hard problem [1].
Several practical algorithms exists that produce acceptable empirical results, albeit
without any theoretical bounds on the information loss [6—8]. In light of the popularity
of k-anonymity, it is thus quite surprising that it is an open problem to design a

! The importance of individual privacy is underscored by the fact that Article 12 of the Universal Declaration
of Human Rights is concerned with privacy.
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computationally efficient algorithm for k-anonymity that comes with theoretical utility
guarantees.

As k-anonymity is prone to various attacks, differential privacy is generally con-
sidered a more robust type of privacy.

Differential privacy formalizes the intuition that the presence or absence of any single
individual record in the database or data set should be unnoticeable when looking at
the responses returned for the queries [10]. Differential privacy is a popular and robust
method that comes with a rigorous mathematical framework and provable guarantees.
It can protect aggregate information, but not sensitive information in general. Differen-
tial privacy is usually implemented via noise injection, where the noise level depends
on the query sensitivity. However, the added noise will negatively affect utility of the
released data.

As pointed out in [8], microaggregation is a useful primitive to find bridges between
privacy models. It is a natural idea to combine microaggregation with differential
privacy [31, 33] to address some of the privacy limitations of k-anonymity. As before,
the fundamental question is whether there are computationally efficient methods to
implement this scheme while also maintaining utility guarantees.

Synthetic data are generated (typically via some randomized algorithm) from existing
data such that they maintain the statistical properties of the original data set, but do
so without risk of exposing sensitive information. Combining synthetic data with
differential privacy is a promising means to overcome key weaknesses of the latter [25,
26, 34, 37]. Clearly, we want the synthetic data to be faithful to the original data, so
as to preserve utility. To quantify the faithfulness, we need some similarity metrics.
A common and natural choice for tabular data is to try to (approximately) preserve
low-dimensional marginals [5, 11, 20].

We model the true data xi, ..., x, as a sequence of n points from the Boolean
cube {0, 1}”, which is a standard benchmark data model [5, 16, 18, 26]. For exam-
ple, this can be n health records of patients, each containing p binary parameters
(smoker/non-smoker, etc.)2 We are seeking to transform the true data into synthetic
data yi, ..., ym € {0, 1}? that is both differentially private and accurate.

As mentioned before, we measure accuracy by comparing the marginals of true
and synthetic data. A d-dimensional marginal of the true data has the form

1 n
- E xi (o) - - xi (a)
n

i=1

for some givenindices ji, ..., jq € [p]. Inother words, alow-dimensional marginal is
the fraction of the patients whose d given parameters all equal 1. The one-dimensional
marginals encode the means of the parameters, and the two-dimensional marginals
encode the covariances.

2 More generally, one can represent any categorical data (such as gender, occupation, etc.), genomic data,
or numerical data (by splitting them into intervals) on the Boolean cube via binary or one-hot encoding.
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The accuracy of the synthetic data for a given marginal can be defined as
1 & 1 &
EG v da) = = Y0 - xiia) = — 3 yil) -+ yilia). (L)
i=1 i=1

Clearly, the accuracy is bounded by 1 in absolute value.

1.2 Our Contributions

Our goal is to design a randomized algorithm that satisfies the following list of desider-
ata:

(i) (synthetic data): the algorithm outputs a list of vectors yi, ..., v, € {0, 1}7;
(ii) (efficiency): the algorithm requires only polynomial time in n and p;
(iii) (privacy): the algorithm is differentially private;
(iv) (accuracy): the low-dimensional marginals of yi, ..., y,, are close to those of
X1y .eey Xp.

There are known algorithms that satisfy any three of the above four requirements
if we restrict the accuracy condition (iv) to two-dimensional marginals.

Indeed, if (i) is dropped, one can first compute the mean % > %i—; X and the covari-
ance mat'rix % Sl xkxl — (,11. .Z;‘lzl xk)(% Yo x0T, adq some r'10is.e to af:hieve
differential privacy, and output i.i.d. samples from the Gaussian distribution with the
noisy mean and covariance.

Suppose (ii) is dropped. It suffices to construct a differentially private probability
measure i on {0, 1}” so that f{o X dp(x) & %ZZ:] xx and /{0 1y xxTdu(x) ~
%ZL] xkka . After p is constructed, one can generate i.i.d. samples yi, ..., ym
from p. The measure o can be constructed as follows: First add Laplace noises to
% > i—; xx and % > k_1 xkx{ (see Lemma 2.4 below) and then set u to be a probabil-
ity measure on {0, 1}” that minimizes || f{o 1y X dp(x) — (% > k—y Xk + noise) ||l +
I fi0.1)r xxldp(x) — (23702 xpx] + noise)||oo, where || [|o is the £°° norm on R?

or RP’. However, this requires exponential time in p, since the set of all probability
measures on {0, 1} can be identified as a convex subset of R%". See [5].

If (iii) or (iv) is dropped, the problem is trivial: in the former case, we can output
either the original true data; in the latter, all zeros.

While there are known algorithms that satisfy (i)—(iii) with proofs and empirically
satisfy (iv) in simulations (see e.g., [15, 19, 27, 30]), the challenge is to develop an
algorithm that provably satisfies all four conditions.

Ullman and Vadhan [18] showed that, assuming the existence of one-way func-
tions, one cannot achieve (i)—(iv) even for d = 2, if we require in (iv) that all of the
d-dimensional marginals be preserved accurately. More precisely, there is no poly-
nomial time, differentially private algorithm for generating synthetic data in {0, 1}
that preserves all of the two-dimensional marginals with accuracy o(1) if one-way
functions exist. This remarkable no-go result by Ullman and Vadhan already could

Elol:;ﬂ
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put an end to our quest for finding an algorithm that rigorously can achieve conditions
»-(v).

Surprisingly, however, a slightly weaker interpretation of (iv) suffices to put our
quest on a more successful path. Indeed, we will show in this paper that one can achieve
(1)—(iv), if we require in (iv) that most of the d-dimensional marginals be preserved
accurately. Remarkably, our result does not only hold for two-dimensional marginals,
but for marginals of any given degree.

Note that even if the differential privacy condition in (iii) is replaced by the condition
of anonymous microaggregation, it is still a challenging open problem to develop an
algorithm that fulfills all these desiderata. In this paper we will solve this problem
by deriving a computationally efficient anonymous microaggregation framework that
comes with provable accuracy bounds.

Covariance loss. We approach the aforementioned goals by studying a fundamental,
but a first glance completely unrelated, problem in probability. This problem is con-
cerned with the most basic notion of probability: conditional expectation. We want to
answer the fundamental question:

“How much information is lost when we take conditional expectation?”

The law of total variance shows that taking conditional expectation of a random
variable underestimates the variance. A similar phenomenon holds in higher dimen-
sions: taking conditional expectation of a random vector underestimates the covariance
(in the positive-semidefinite order). We may ask: how much covariance is lost? And
what sigma-algebra of given complexity minimizes the covariance loss?

Finding an answer to this fundamental probability question turns into a quest of
finding among all sigma-algebras of given complexity that one which minimizes the
covariance loss. We will derive a nearly optimal bound based on a careful explicit
construction of a specific sigma-algebra. Amazingly, this excursion into theoretical
probability produces mathematical techniques that are most suitable to solve the pre-
viously discussed challenging practical problems concerning microaggregation and
privacy.

1.3 Private, Synthetic Data?

Now that we described the spirit of our main results, let us introduce them in more
detail.

As mentioned before, it is known from Ullman and Vadhan [18] that it is generally
impossible to efficiently make private synthetic data that accurately preserves all low-
dimensional marginals. However, as we will prove, it is possible to efficiently construct
private synthetic data that preserves most of the low-dimensional marginals.

To state our goal mathematically, we average the accuracy (in the L? sense) over all
(5) subsets of indices {i1, ..., iz} C [p], then take the expectation over the randomness
in the algorithm. In other words, we would like to see

EOE';W
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~1
E<Z> Y E(in....i? <8 (1.2)

I<it<-<ig<p

for some small §, where E (i, . .., ig) isdefined in (1.1). If this happens, we say that the
synthetic data is §-accurate for d-dimensional marginals on average. Using Markov
inequality, we can see that the synthetic data is o(l)-accurate for d-dimensional
marginals on average if and only if with high probability, most of the d-dimensional
marginals are asymptotically accurate; more precisely, with probability 1 — o(1), a
1 — o(1) fraction of the d-dimensional marginals of the synthetic data is within o(1)
of the corresponding marginals of the true data.
Let us state our result informally.

Theorem 1.1 (Private synthetic Boolean data) Let ¢, k € (0, 1) and n,m € N. There
exists an e-differentially private algorithm that transforms input data x1, ..., x, €
{0, 1}? into output data y1, ..., ym € {0, 1}P. Moreover, ifd = O(1), d < p/2,
m > 1, n>> (p/e)' %, then the synthetic data is o(1)-accurate for d-dimensional
marginals on average. The algorithm runs in time polynomial in p, n and linear in m,
and is independent of d.

Theorem 5.15 gives a formal and non-asymptotic version of this result.

Our method is not specific to Boolean data. It can be used to generate synthetic data
with any predefined convex constraints (Theorem 5.14). If we assume that the input
data x1, ..., x, lies in some known convex set K C R”, one can make private and
accurate synthetic data yy, ..., yy,, that lies in the same set K.

1.4 Covariance Loss

Our method is based on a new problem in probability theory, a problem that is interest-
ing on its own. It is about the most basic notion of probability: conditional expectation.
And the question is: how much information is lost when we take conditional expecta-
tion?

The law of total expectation states that for arandom variable X and a sigma-algebra
F, the conditional expectation ¥ = E[X|F] gives an unbiased estimate of the mean:
E X = EY. The law of total variance, which can be expressed as

Var(X) — Var(Y) = EX? —EY? = E(X — Y)?,

shows that taking conditional expectation underestimates the variance.

Heuristically, the simpler the sigma-algebra F is, the more variance gets lost. What
is the best sigma-algebra F with a given complexity? Among all sigma-algebras F
that are generated by a partition of the sample space into k subsets, which one achieves
the smallest loss of variance, and what is that loss?

If X is bounded, let us say | X| < 1, we can decompose the interval [—1, 1] into k
subintervals of length 2/k each, take F; to be the preimage of each interval under X,

and let 7 = o (F1, ..., Fy) be the sigma-algebra generated by these events. Since X
and Y takes values in the same subinterval a.s., we have | X — Y| < 2/k a.s. Thus, the
Elol:;ﬂ
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law of total variance gives
4
Var(X) — Var(Y) < a2 (1.3)

Let us try to generalize this question to higher dimensions. If X is a random vector
taking values in R”, the law of total expectation holds unchanged. The law of total
variance becomes the law of total covariance:

x-Sy =EXX'—EYY =EX -YV)(X-Y)T

where Xy = E(X—-EX)(X-EX )T denotes the covariance matrix of X, and similarly
for ¥y (see Lemma 3.1 below). Justlike in the one-dimensional case, we see that taking
conditional expectation underestimates the covariance (in the positive-semidefinite
order).

However, if we naively attempt to bound the loss of covariance like we did to get
(1.3), we would face a curse of dimensionality. The unit Euclidean ball in R” cannot
be partitioned into k subsets of diameter, let us say, 1/4, unless k is exponentially large
in p (see e.g. [2]). The following theorem® shows that a much better bound can be
obtained that does not suffer the curse of dimensionality.

Theorem 1.2 (Covariance loss) Let X be a random vector in R? such that | X |, <1
a.s. Then, for every k > 3, there exists a partition of the sample space into at most
k sets such that for the sigma-algebra F generated by this partition, the conditional
expectation Y = E[X|F] satisfies

loglog k
ISx — Syl < €[22 08% (1.4)
logk

Here C is an absolute constant. Moreover, if the probability space has no atoms, then
the partition can be made with exactly k sets, all of which have the same probability
1/k.

Remark 1.3 (Optimality) The rate in Theorem 1.2 is in general optimal up to a
+/loglog k factor; see Proposition 3.14.

Remark 1.4 (Higher moments) Theorem 1.2 can be automatically extended to higher
moments via the following tensorization principle (Theorem 3.10), which states that
foralld > 2,

HEx®d - IEY®dH2 <44 HEX®2 - IEY®2H2 — 4 Sy — Syllh.  (15)

Remark 1.5 (Hilbert spaces) The bound (1.4) is dimension-free. Indeed, Theorem 1.2
can be extended to hold for infinite-dimensional Hilbert spaces.

3 The £ norm and the tensor notation used in this section are defined in Sect. 2.2.
FolCT
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1.5 Anonymous Microaggregation

Let us apply these abstract probability results to the problem of making synthetic data.
As before, denote the true data by x1,...,x, € R”. Let X(i) = x; be the random
variable on the sample space [n] equipped with uniform probability distribution. Obtain
a partition [n] = I} U - - - U [, from the Covariance Loss Theorem 1.2, where m < k,
and let us assume for simplicity that m = k and that all sets /; have the same cardinality
|1;| = n/k (this can be achieved whenever k divides n, a requirement that can easily
be dropped as we will discuss later). The conditional expectation Y = E[X|F] on the

sigma-algebra F = o (I, . .., Ix) generated by this partition takes values
k :
ijEin, ji=1,... k (1.6)
ze[_,~
with probability 1/k each. In other words, the synthetic data yi, ..., yx is obtained
by taking local averages, or by microaggregation of the input data xp, ..., x,. The

crucial point is that the synthetic data is obviously generated via (n/k)-anonymous
microaggregation. Here, we use the following formal definition of r-anonymous
microaggregation.

Definition 1.6 Let x1, ..., x, € R? be a dataset. Let » € N. A r-anonymous aver-
aging of xi, ..., x is a dataset consisting of the points ) ;; Xi, ..., > ;o X; for
some partition [n] = I U... U I, such that |[;| > r foreach 1| <i < m. Ar-
anonymous microaggregation algorithm A() with input dataset x1,...,x, € R? is
the composition of a r-anonymous averaging procedure followed by any algorithm.

For any notion of privacy, any post-processing of a private dataset should still
be considered as private. While a post-processing of a r-anonymous averaging of a
dataset is not necessarily a r-anonymous averaging of the original dataset (it might
not even consist of vectors), the notion of r-anonymous microaggregation allows a
post-processing step after r-anonymous averaging.

What about the accuracy? The law of total expectation EX = EY becomes
% doixi o= % Zl;zl yj. As for higher moments, assume that ||x;[l, < 1 for all i.
Then, Covariance Loss Theorem 1.2 together with tensorization principle (1.5) yields

1 & & log log k

2 od _ L ®d|| < 4d |108108K

POBLERD IR i IS \ logk
i=1 j=1 2

Thus, if k > 1 and d = O(1), the synthetic data are accurate in the sense of the mean
square average of marginals.

This general principle can be specialized to Boolean data. Doing appropriate rescal-
ing, bootstrapping (Section 4.2) and randomized rounding (Section 4.3), we can
conclude the following:

Theorem 1.7 (Anonymous synthetic Boolean data) Suppose k divides n. There exists a

randomized (n /k)-anonymous microaggregation algorithm that transforms input data
Elol:;ﬂ
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X1, ..., X, € {0, 1}? into output data yi, ..., ym € {0, 1}P. Moreover, if d = O(1),
d < p/2, k> 1, m > 1, the synthetic data is o(1)-accurate for d-dimensional
marginals on average. The algorithm runs in time polynomial in p, n and linear in m,
and is independent of d.

Theorem 4.6 gives a formal and non-asymptotic version of this result.

1.6 Differential Privacy

How can we pass from anonymity to differential privacy and establish Theorem 1.1?
The microaggregation mechanism by itself is not differentially private. However, it
reduces sensitivity of synthetic data. If a single input data point x; is changed, microag-
gregation (1.6) suppresses the effect of such change on the synthetic data y; by the
factor k/n. Once the data have low sensitivity, the classical Laplacian mechanism can
make it private: one has simply to add Laplacian noise.

This is the gist of the proof of Theorem 1.1. However, several issues arise. One
is that we do not know how to make all blocks /; of the same size while preserving
their privacy, so we allow them to have arbitrary sizes in the application to privacy.
However, small blocks I; may cause instability of microaggregation, and diminish its
beneficial effect on sensitivity. We resolve this issue by downplaying, or damping, the
small blocks (Sect. 5.4). The second issue is that adding Laplacian noise to the vectors
y; may move them outside the set K where the synthetic data must lie (for Boolean
data, K is the unit cube [0, 1]7.) We resolve this issue by metrically projecting the
perturbed vectors back onto K (Sect. 5.5).

1.7 Related Work

There exists a large body of work on privately releasing answers in the interactive and
non-interactive query setting. But a major advantage of releasing a synthetic data set
instead of just the answers to specific queries is that synthetic data opens up a much
richer toolbox (clustering, classification, regression, visualization, etc.), and thus much
more flexibility, to analyze the data.

In [4], Blum, Ligett, and Roth gave an ¢-differentially private synthetic data algo-
rithm whose accuracy scales logarithmically with the number of queries, but the
complexity scales exponentially with p. The papers [17, 26] propose methods for
producing private synthetic data with an error bound of about O(/np'/#) per query.
However, the associated algorithms have running time that is at least exponential in
p. In [5], Barak et al. derive a method for producing accurate and private synthetic
Boolean data based on linear programming with a running time that is exponential in
p. This should be contrasted with the fact that our algorithm runs in time polynomial
in p and n, see Theorem 1.7.

We emphasize that the our method is designed to produce synthetic data. But,
as suggested by the reviewers, we briefly discuss how well d-way marginals can be
preserved by our method in the non-synthetic data regime. Here, we consider the
dependence of n on p as well as the accuracy we achieve versus existing methods.

EOE';W
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Dependence of n on p: In order to release 1-way marginals with any non-trivial
accuracy on average and with e-differential privacy, one already needs n 2 p [10,
Theorem 8.7]. Our main result Theorem 1.1 on differential privacy only requires # to
grow slightly faster than linearly in p.

If we just want to privately release the d-way marginals without creating synthetic
data, and moreover relax e-differential privacy to (¢, §)-differential privacy, one might
relax the dependence of 1 on p. Specifically, n >> pl4/21/2_ /log(1/8) /e suffices [11].
In particular, when d = 2, this means that n > ,/p log(1/§) /¢ suffices. On the other
hand, our algorithm does not depend on d. Moreover, for d > 5, the dependence of n
on p required in Theorem 1.1 is less restrictive than in [11].

Accuracy in n: As mentioned above, Theorem 5.15 gives a formal and non-asymptotic
version of Theorem 1.1. The average error of d-way marginals we achieve has decay
of order 4/loglogn/logn in n. In Remark 5.16, we show that even for d = 1,2,
no polynomial time differentially private algorithm can have average error of the
marginals decay faster than n=¢ for any a > 0, assuming the existence of one-way
functions.

However, if we only need to release d-way marginals with differential privacy but
without creating synthetic data, then one can have the average error of the d-way
marginals decay at the rate 1//n [11].

1.8 Outline of the Paper

The rest of the paper is organized as follows. In Sect. 2, we provide basic notation and
other preliminaries. Section 3 is concerned with the concept of covariance loss. We
give a constructive and nearly optimal answer to the problem of how much information
is lost when we take conditional expectation. In Sect. 4, we use the tools developed
for covariance loss to derive a computationally efficient microaggregation framework
that comes with provable accuracy bounds regarding low-dimensional marginals. In
Sect. 5, we obtain analogous versions of these results in the framework of differential
privacy.

2 Preliminaries
2.1 Basic Notation

The approximate inequality signs < hide absolute constant factors; thus ¢ < b means

that a < Cb for a suitable absolute constant C > 0. A list of elements vy, ..., v of
a metric space M is an a-covering, where o > 0, if every element of M has distance
less than « from one of vy, ..., vt. For p € N, define

By = {x €R”: [lxf < 1).
FoC'T
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2.2 Tensors

The marginals of a random vector can be conveniently represented in tensor notation.
A tensor is a d-way array X € RP>**P_In particular, 1-way tensors are vectors, and
2-way tensors are matrices. A simple example of a tensor is the rank-one tensor x®¢,
which is constructed from a vector x € R” by multiplying its entries:

x®(iy, . ig) = x(i1)---x(ig), whereiy,...,iq € [pl.

In particular, the tensor x®? is the same as the matrix xx'.

The £2 norm of a tensor X can be defined by regarding X as a vector in Rl’d, thus

IXI5:= > 1XG1,....i0)

i1,.--ld€[p]

Note that when d = 2, the tensor X can be identified as a matrix and || X||2 is the
Frobenius norm of X.

The errors of the marginals (1.1) can be thought of as the coefficients of the error
tensor

m

1 « 1
2: ®d Z ®d
E = ; X; - — Vi (21)

i=1 i=1

A tensor X € RP**P ig symmetric if the values of its entries are independent of
the permutation of the indices, i.e., if

X, .ooia) = XUxys - -5 In(a))

for any permutation & of [p]. It often makes sense to count each distinct entry of a

symmetric tensor once instead of d! times. To make this formal, we may consider the

restriction operator Pgy, that preserves the (fi’) entries whose indices satisfy 1 <ij <
- < ig < p, and zeroes out all other entries. Thus,

”PsmeH;: Z X(il,...,id)z,

I<ij<--<ig<p

Thus, the goal we stated in (1.2) can be restated as follows: for the error tensor (2.1),
we would like to bound the quantity

—1 -1
p . . p
e(0) X eawr=s(7) IrmEl @2

1<ij<--<ig<p

The operator Pgyn is related to another restriction operator Pofr, which retains the
(Z)d ! off-diagonal entries, i.e., those for which all indices i1, ... is are distinct, and
zeroes out all other entries. Thus,

EOE';W
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1P XI3= Y XGi....i)* =d! |PymX|3. (2.3)

i1,...ig€[p] distinct

for all symmetric tensor X.

Lemma 2.1 If p > 2d, we have

-1
p 2\d
<d> [ PymX 3 < (;) I Poie X113 24

for all symmetric d-way tensor X.

Proof According to (2.3), the left hand side of (2.4) equals ((5)d !)71 l| Poge X 1|3, and
(g)d! =pp—1)---(p—d+1) > (p/2)d if p > 2d. This yields the desired bound. O

2.3 Differential Privacy

We briefly review some basic facts about differential privacy. The interested reader
may consult [10] for details.

Definition 2.2 (Differential Privacy [10]) A randomized function M gives e-differential
privacy if for all databases D and D; differing on at most one element, and all mea-
surable S C range(M),

P{M(Dy) € S} <€ -P{M(Dy) € S},

where the probability is with respect to the randomness of M.

Almost all existing mechanisms to implement differential privacy are based on
adding noise to the data or the data queries, e.g. via the Laplacian mechanism [5].
Recall that a random variable has the (centered) Laplacian distribution Lap(o) if its
probability density function at x is % exp(—|x|/o).

Definition 2.3 For f : D — R?, the L;-sensitivity is

Af = jnax If (DY) = f(D2)1,

for all Dy, D, differing in at most one element.

Lemma 2.4 (Laplace mechanism, Theorem 2 in [5]) For any f : D — RY, the
addition of Lap(c)? noise preserves (A f /o)-differential privacy.

The proof of the following lemma, which is similar in spirit to the Composition
Theorem 3.14 in [10], is left to the reader.

Lemma 2.5 Suppose that an algorithm A : D — Y is e1-differentially private and
an algorithm Ay : D x Y| — Y is ex-differentially private in the first component
in D. Assume that Ay and Ay are independent. Then, the composition algorithm
A= Ay(-, A1(")) is (e1 + &2)-differentially private.

Elol:;ﬂ
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Remark 2.6 As outlined in [5], any function applied to private data, without accessing
the raw data, is privacy-preserving.

The following observation is a special case of Lemma 2.5.

Lemma 2.7 Suppose the data Y| and Y> are independent with respect to the random-
ness of the privacy-generating algorithm and that each is e-differentially private, then
(Y1, Y2) is 2¢e-differentially private.

3 Covariance Loss

The goal of this section is to prove Theorem 1.2 and its higher-order version, Corol-
lary 3.12. We will establish the main part of Theorem 1.2 in Sects. 3.1-3.4, the
“moreover” part (equipartition) in Sects. 3.5-3.6, the tensorization principle (1.5)
in Sect. 3.7, and then immediately yields Corollary 3.12. Finally, we show optimality
in Sect. 3.8.

3.1 Law of Total Covariance

Throughout this section, X is an arbitrary random vector in R”, F is an arbitrary
sigma-algebra and Y = E[X|F] is the conditional expectation.

Lemma 3.1 (Law of total covariance) We have
x-Sy =EXX —EYY =EX-YV)(X-Y).
In particular, ¥x > Xy.
Proof The covariance matrix can be expressed as
Sy =EX-EX)X-EX)'=EXX"— (EX)(EX)"

and similarly for Y. Since E X = E Y by the law of total expectation, we have Xx —
Sy =EXXT —EYYT, proving the first equality in the lemma. Next, one can check
that

E [XXT|.7-"] YY" =E [(X —¥)(X — Y)T|]-"] almost surely

by expanding the product in the right hand side and recalling that Y is F-measurable.
Finally, take expectation on both sides to complete the proof. O

Lemma 3.2 (Decomposing the covariance loss) For any orthogonal projection P in
R? we have

HIE xxT— ]EYYTH2 <E|PX - PY|? + H(I —PYEXX)U - P)Hz.
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Proof By the law of total covariance (Lemma 3.1), the matrix
A=EXX —EYY =EX-V)X-Y)'

is positive semidefinite. Then, we can use the following inequality, which holds for
any positive-semidefinite matrix A (see e.g. in [3, p.157]):

[All, = IPAPly + (1 — PYAU — P)ll>. 3.1
Let us bound the two terms in the right hand side. Jensen’s inequality gives

IPAP|, <E HP(X —Y)(X — Y)TP”2 —E|PX — PY|3.

Next, since the matrix EY YT is positive-semidefinite, we have 0 < A < EXX Tin
the semidefinite order, so 0 < (I — P)A(I — P) < (I — P)(E XX")(I — P), which
yields

11 = PYAU = Pl < [ (1 = PYEXXDU = P .
Substitute the previous two bounds into (3.1) to complete the proof. O

3.2 Spectral Projection

The two terms in Lemma 3.2 will be bounded separately. Let us start with the second
term. It simplifies if P is a spectral projection:

Lemma 3.3 (Spectral projection) Assume that || X ||, < 1 a.s. Lett € NU{0}. Let P be
the orthogonal projection in RP onto the t leading eigenvectors of the second moment
matrix S =E XXT. Then,

1

I —P)SU —P < —.
K¢ )S( M < 7i
Proof We have

I = PYSU = P)II5 =Y %(S)° (32)

i>t
where A;(S) denote the eigenvalues of S arranged in a non-increasing order. Using
linearity of expectation and trace, we get
P
Y k) =Euwxx =RE|X[3 < 1.
i=1
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It follows that at most ¢ eigenvalues of S can be larger than 1/¢. By monotonicity, this
yields A;(S) < 1/t for all i > ¢. Combining this with the bound above, we conclude
that

1 1
DS M) = (3.3)
1>t 1>t
Substitute this bound into (3.2) to complete the proof. O

3.3 Nearest-Point Partition

Next, we bound the first term in Lemma 3.2. This is the only step that does not
hold generally but for a specific sigma-algebra, which we generate by a nearest-point
partition.

Definition 3.4 (Nearest-point partition) Let X be a random vector taking values in R”,
defined on a probability space (€2, X, P). A nearest-point partition {F1, ..., Fy} of Q
with respect to a list of points vy, ..., vy € R? is a partition {Fy, ..., F} of © such
that

[v; — X(@)]l2 = min [|v; — X(w)]l2,
I<i<s

forallw € Fjand 1 < j <. (Some of the F; could be empty.)

Remark 3.5 A nearest-point partition can be constructed as follows: For each w € €2,
choose a point v; nearest to X () in the 2 metric and put w into F ;. Break any ties
arbitrarily as long as the F; are measurable.

Lemma 3.6 [Approximation] Let X be a random vector in R? such that | X|, < 1

a.s. Let P be an orthogonal projectionon RP. Let vy, . . ., vy € R? be an a-covering of
the unit Euclidean ball of ran(P). Let 2 = F1 U - - - U F; be a nearest-point partition
for PX with respect to vi,...,vs. Let F = o(Fy, ..., F;) be the sigma-algebra

generated by the partition. Then, the conditional expectation Y = E[X|F] satisfies
|PX — PY|l, <2« almost surely.

Proof If w € F; then, by the definition of the nearest-point partition, ||v; —
PX(w)|l2 = minj<;<s [|[vi — PX(w)]]2. So by the definition of the a-covering, we

have || PX(w) —v; Hz < «. Hence, by the triangle inequality we have

|P(X(w) — X(@))|, <2« whenever o, o' € F;. (34
Furthermore, by definition of Y, we have

1

Y@ =5

/ X(')dP(»') whenever w € F;.
Fj
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Thus, for such w we have

X(w) —Y(w) =

B(F) ; (X(a)) — X(w )) dP(w").

Applying the projection P and taking norm on both sides, then using Jensen’s inequal-
ity, we conclude that

1
P(F})

IPX(w) — PY (o), < /F [P (X(@ = X@)], dP@) < 2,

where in the last step we used (3.4). Since the bound holds for each w € F; and the
events F; form a partition of €2, it holds for all w € 2. The proof is complete. O

3.4 Proof of the Main Part of Theorem 1.2

The following simple (and possibly known) observation will come handy to bound
the cardinality of an a-covering that we will need in the proof of Theorem 1.2.

Proposition 3.7 (Number of lattice points in a ball) For all @« > 0 andt € N,

(G ).

BN %Z’

In particular, for any a € (0, 1), it follows that
BN Z
t

7 t
<|(-—] .
JE| T\
Proof The open cubes of side length «/+/f that are centered at the points of the
set N 1= Bé N %Zf are all disjoint. Thus, the total volume of these cubes equals

N (/D).

On the other hand, since each such cube is contained in a ball of radius « /2 centered
at some point of \V, the union of these cubes is contained in the ball (1 + a/ 2)B§. So,
comparing the volumes, we obtain

IN|(a/v1) < (14 a/2)" Vol(BY),

or

11 !
V] < ((E + 5)*/;) Vol(BY).

Now, it is well known that [9]
12
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Using Stirling’s formula we have
Fx+1)>Jm(x/e)*, x=>0.
This gives
Vol(BS) < (2em/1)'/2.

Substitute this into the bound on || above to complete the proof. O

It follows now from Proposition 3.7 that for every o € (0, 1), there exists an
a-covering in the unit Euclidean ball of dimension ¢ of cardinality at most (7/«)’.
Fix an integer k > 3 and choose

logk loglog k\ 1/4
= L s o = (&) . (3_5)
log(7/@) logk

The choice of ¢ is made so that we can find an «-covering of the unit Euclidean ball
of ran(P) of cardinality at most (7/a)’ < k.

We decompose the covariance loss £x — Xy in Lemma 3.1 into two terms as in
Lemma 3.2 and bound the two terms as in Lemmas 3.3 and 3.6. This way we obtain

1 loglogk
Bx - Byl = [EXXT-EYYT| <4o?4— g [2EED
I1Xx — Zyll> , Sha +ﬁw logk

where the last bound follows from our choice of « and t. If t = Othen k < C, for some

universal constant C > 0, so || Xx — Xy || is at most O(1) and /loglogk/logk =
O(1). The main part of Theorem 1.2 is proved. O

3.5 Monotonicity

Next, we are going to prove the “moreover” (equipartition) part of Theorem 1.2. This
part is crucial in the application for anonymity, but it can be skipped if the reader is
only interested in differential privacy.

Before we proceed, let us first note a simple monotonicity property:

Lemma 3.8 (Monotonicity) Conditioning on a larger sigma-algebra can only decrease
the covariance loss. Specifically, if Z is a random variable and B C G are sigma-
algebras, then

122 = Zmizig1], <[22 = Zmizi]), -

Proof Denoting X = E[Z|G] and Y = E[Z]|B], we see from the law of total expec-
tation that Y = E[X|B]. The law of total covariance (Lemma 3.1) then yields
Y7 > Xx > Xy, which we can rewrite as 0 < Xy — ¥x < Xz — Xy. From
this relation, it follows that || X7z — Zx|l, < || Xz — Zy|,, as claimed. O
EOE';W
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Passing to a smaller sigma-algebra may in general increase the covariance loss. The
additional covariance loss can be bounded as follows:

Lemma 3.9 (Merger) Let Z be a random vector in RP such that |Z], < 1 a.s.
If a sigma-algebra is generated by a partition, merging elements of the partition
may increase the covariance loss by at most the total probability of the merged sets.
Specifically, ifG = o(G1,...,Gy)and B=0(G1U---UG,, Gr41, ..., Gy), then
the random vectors X = E[Z|G] and Y = E[Z|B] satisfy

0<Zz -2yl =112z — Zxl2 =P(G1U---UG,).

Proof The lower bound follows from monotonicity (Lemma 3.8). To prove the upper
bound, we have

IZ2 = Zylla = 132 = Sxl < 1Zx = Sy, <E|IX - Y3 (3.6)

where the first bound follows by triangle inequality, and the second from Lemmas 3.1
and 3.2 for P = 1.

Denote by E the conditional expectation on the set G = G U --- U G, i.e.,
Eg[Z] = E[Z|G] = P(G)"'E[Z15]. Then

Eg X, G
Y (o) = G (OS] .
X(w), weCG

Indeed, to check the first case, note that since B C G, the law of total expectation
yields ¥ = E[X|B]; then the case follows since G € B. To check the second case,
note that since the sets G,41, - - - , G, belong to both sigma-algebras G and B, so the
conditional expectations X and Y must agree on each of these sets and thus on their
union G¢. Hence

EIX -YI3=E|X - Y316 = P(G) - Eg | X — Eg X|I3
<P(G) -Eg IIXI3 < P(G).

Here, we bounded the variance by the second moment, and used the assumption that
| X, < 1 a.s. Substitute this bound into (3.6) to complete the proof. O

3.6 Proof of Equipartition (the “Moreover” Part of Theorem 1.2)

Let k& = [+k]. Assume that X > 3. (Otherwise k < 9 and the result is trivial by
taking arbitrary partition into k of the same probability.) Applying the first part of
Theorem 1.2 for k' instead of k, we obtain a sigma-algebra F’ generated by a partition
of a sample space into at most k" sets F;, and such that

/
} < loglogk < 10g10gk.
2 logk’ ™ log k

|Zx = ZEpx 7
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Divide each set F; into subsets with probability 1/k each using division with
residual. Thus, we partition each F; into a certain number of subsets (if any) of proba-
bility 1/k each and one residual subset of probability less than 1/k. By Monotonicity
Lemma 3.8, any partitioning can only reduce the covariance loss.

This process results in the creation of a lot of good subsets — each having probability
1/k —and at most k' residual subsets that have probability less than 1/k each. Merge all
residuals into one new “residual subset.” While a merger may increase the covariance
loss, Lemma 3.9 guarantees that the additional loss is bounded by the probability of
the set being merged. Since we chose k' = |+/k |, the probability of the residual subset
is less than k' - (1/k) < 1/+/k. So the additional covariance loss is bounded by 1/+v/k.

Finally, divide the residual subset into further subsets of probability 1/k each. By
monotonicity, any partitioning may not increase the covariance loss. At this point we
partitioned the sample space into subsets of probability 1/k each and one smaller
residual subset. Since k is an integer, the residual must have probability zero and thus
can be added to any other subset without affecting the covariance loss.

Let us summarize. We partitioned the sample space into k subsets of equal proba-
bility such that the covariance loss is bounded by

L+C loglogk,S loglogk.
Jk logk logk

The proof is complete. O

3.7 Higher Moments: Tensorization
Recall that Theorem 1.2 provides a bound on the covariance loss*
Ty — Sy =EXX'—EYY =EX® —EY®2. (3.7)

Perhaps counterintuitively, the bound on the covariance loss can automatically be lifted
to higher moments, at the cost of multiplying the error by at most 4.

Theorem 3.10 (Tensorization) Let X be a random vector in RP such that | X |, < 1
a.s., let F be a sigma-algebra, and let d > 2 be an integer. Then the conditional
expectation Y = E[X|F] satisfies

HEX‘X’”’ - IEY@’dHZ <2020 _ g _1) HEX®2 — IEY®2H2.

For the proof, we need an elementary identity:

Lemma 3.11 Let U and V be independent and identically distributed random vectors
in RP. Then,

2
E(U, V)? = HE UUTHZ.

4 Recall Lemma 3.1 for the first identity, and refer to Sect. 2.2 for the tensor notation.
FolCT
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Proof We have

EU, V)’ =EWV'O))WU'V)=EaV'UU"V
=EwUU'vVT (cyclic property of trace)
=wEUU'VV' (linearity)
=trE[UU T] IE[VVT] (independence)
=tr(EUU")? (identical distribution)

2
= H EUUT H 5 (the matrix [E UU" is symmetric).

O
Proof of Theorem 3.10 Step 1: binomial decomposition. Denoting
Xo=Y, X1=X-Y7,
we can represent
X=X+ X)¥ = Y X;®-®X,
i1,mig€{0,1}
Since Y® = X, ® - - - ® Xy, it follows that
x®—y® = N X, ® - ® X,
[]yeees ige{0,1}
i1+Fig=1
Taking expectation on both sides and using triangle inequality, we obtain
®d ®d . .
[Exe! -EY H2§_ > Exie-ox,,. (3.8)
1] ,.‘.,ldE{O,l}
i+ g1

Let us look at each summand on the right hand side separately.

Step 2: Dropping trivial terms. First, let us check that all summands for which
i1 + -+ 4+ ig = 1 vanish. Indeed, in this case exactly one term in the product X;, ®
-+ ® X, is X1, while all other terms are X(. Let Ex denote conditional expectation
with respect to F. Since Er X| = Ef[X —ErX] =0and Xg =Y = Ef X is
F-measurable, it follows that Ex X;, ® --- ® X;;, = 0. Thus, EX;, ® --- ® X;, =0
as we claimed.

Step 3: Bounding non-trivial terms. Next, we bound the terms for which r =
i1+---+iq > 2.Let (X, X)) be an independent copy of the pair of random variables

Elol:;ﬂ
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(X0, X1). Then, EX;; ® - ® X;, =EX| ® - ® X] , 50

|EXi ®-- ®de”2 EX),® X, EX, ® - ®X])
=E(X;, ®---® X;;, X; ®---® X} ) (by independence)
=E(X;, X]) - (Xiy, X))

= E(Xo, X() (X1, X))

By assumption, we have || X|[, < 1 a.s., which implies by Jensen’s inequality that
Xoll, = IEx X, < Ex|IX|l, < 1 as. These bounds imply by the triangle

inequality that || X1l = || X — Xoll» < 2 a.s. By identical distribution, we also have

||X ||2 < 1 and ||X/ ”2 < 2 a.s. Hence,

(X0, Xo) < 1, (X1, X])| <4 as.

Returning to the term we need to bound, this yields

IEX; ®-® X, | <4 2E(X), X})2

2
< 44-2 HIEX1X1T”2 (by Lemma 3.11)
2
— 442 HE(X —Y)(X — Y)TH2

2
— 4d—2 HEX®2 _ ]Ey®2H2 (by Lemma 3.1).

Step 4: Conclusion. Let us summarize. The sum on the right side of (3.8) has 24 1
terms. The d terms corresponding to iy +- - - +ig = 1 vanish. The remaining 2¢ —d — 1
terms are bounded by K := 2d—2 ||IE X®2 _ | y®2 ”2 each. Hence, the entire sum is

bounded by (2¢ — d — 1)K, as claimed. The theorem is proved. O

Combining the Covariance Loss Theorem 1.2 with Theorem 3.10 in view of (3.7),
we conclude:

Corollary 3.12 (Tensorization) Let X be a random vector in RP such that | X|, < 1
a.s. Then, for every k > 3, there exists a partition of the sample space into at most
k sets such that for the sigma-algebra F generated by this partition, the conditional
expectation Y = E[X|F] satisfies for all d € N,

|exod —pyo] <a [loelogk
2" logk

Moreover, if the probability space has no atoms, then the partition can be made with
exactly k sets, all of which have the same probability 1/k.

FoE'ﬂ
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Remark 3.13 A similar bound can be deduced for the higher-order version of covari-

ance matrix, Egéb = E(X — E X)®?. Indeed, applying Theorems 1.2 and 3.10 for
X — E X instead of X (and so for Y — EY instead of Y), we conclude that

@ _ 5@ H d ” @ _ 5O H < od |loglogk
2 -2 <82 % 8 .
H X Yol = X Yollp~ log k

(The extra 29 factor appears because from || X|, < 1 we can only conclude that
|IX —EX|, <2, so the bound needs to be normalized accordingly.)

3.8 Optimality

The following result shows that the rate in Theorem 1.2 is in general optimal up to a

J/loglog k factor.

Proposition 3.14 (Optimality) Let p > 161n(2k). Then, there exists a random vector
X inR? suchthat || X\, < 1a.s. and for any sigma-algebra F generated by a partition
of a sample space into at most k sets, the conditional expectation Y = E[X|F] satisfies

1
Yx — X >
1Zx vl > 80V/Imna0

We will make X uniformly distributed on a well-separated subset of the Boolean
cube p~1/2{0, 1}? of cardinality n = 2k. The following well known lemma states that
such a subset exists:

Lemma3.15 (A separated subset) Let p > 16lnn. Then, there exist points
X1, ..., Xpn € p_l/z{O, 1} such that

Hxi — X ||2 > % for all distinct i, j € [n].

Proof Let X and X’ be independent random vectors uniformly distributed on {0, 1}7.
Then, | X — X/||§ = le (X(r) = X'(r))? is a sum of i.i.d. Bernoulli random vari-
ables with parameter 1/2. Then, Hoeffding’s inequality [14] yields

Plx—x|; < pa} s

Let X1, ..., X,, be independent random vectors uniformly distributed on {0, 1}7.
Applying the above inequality for each pair of them and then taking the union bound,
we conclude that

P30, ) e Inl distinet : | X; = X,[; < p/4} < n?e ™ <1
FoC Tl
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due to the condition on n. Therefore, there exists a realization of these random vectors
that satisfies

|Xi — X;], > g for all distinct i, j € [n].

Divide both sides by ,/p to complete the proof. O

We will also need a high-dimensional version of the identity Var(X) = lEx -
X")? where X and X’ are independent and identically distributed random variables.
The following generalization is straightforward:

Lemma 3.16 Let X and X' be independent and identically distributed random vectors
taking values in R?. Then,

1 2
ElX —EX|?= SElx =X,

Proof of Proposition 3.14 Let n = 2k. Consider the sample space [n] equipped with

uniform probability and the sigma-algebra that consists of all subsets of [n]. Define

the random variable X by

X)) =x;, i€]n]

where {x1, ..., x,} is the (1/2)-separated subset of p~1/2{0, 1}? from Lemma 3.15.
Hence, X is uniformly distributed on the set {xy, ..., x,}.

Now, if F is the sigma-algebra generated by a partition {Fy, ..., F,} of [n] with
ko < k, then

VPIZEx — Zyly = r(Ex — Zy)
=twEX —Y)(X—Y)" (byLemma 3.1 again)
=Eu(X-Y)X -V =E|X - Y3
=E[EF IX - Ex X|3]
(where Ex denotes conditional expectation)
ko
=Y P(F) E|x; -EX;|;

j=1

where the random variable X ; is uniformly distributed on the set {x;}ieF;.

L 2
=3 Y P(F) E“Xj—xg i
j=1
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where X ; is an independent copy of X ;, by Lemma 3.16. Since the X; and X ; are

independent and uniformly distributed on the set of | F; | points,

X;— X’/. H can either
be zero (if both random vectors hit the same point, which happens with probability
1/|Fj]) oritis greater than 1/2 by separation. Hence,

2 1 1
ST
27 4 | Fjl

Moreover, P(F;) = |F|/n, so substituting in the bound above yields

]E”X,-—X}

ko

1 |Fil 1 1 1
Sx-Srhzoy —h (- =)=

VP IIZx y||2_2j§n U= 1F

1
— ki > —,
g1 ko) = ¢

where we used that the sets F'; form a partition of [n] so their cardinalities sum to 7,
our choice of n = 2k and the fact that kg < k.
We proved that

1
16/p°

If p < 25Inn, this quantity is further bounded below by 1/(80+/Inn) =
1/(80+/In(2k)), completing the proof in this range. For larger p, the result follows
by appending enough zeros to X and thus embedding it into higher dimension. Such
embedding obviously does not change || Xx — Zy|l5. O

1Zx — Xyl >

4 Anonymity

In this section, we use our results on the covariance loss to make anonymous and
accurate synthetic data by microaggregation. To this end, we can interpret microag-
gregation probabilistically as conditional expectation (Sect. 4.1) and deduce a general
result on anonymous microaggregation (Theorem 4.1). We then show how to make
synthetic data with custom size by bootstrapping (Sect. 4.2) and Boolean synthetic
data by randomized rounding (Sect. 4.3).

4.1 Microaggregation as Conditional Expectation

For discrete probability distributions, conditional expectation can be interpreted as
microaggregation, or local averaging.

Consider a finite sequence of points xp, ..., x, € R?, which we can think of as
true data. Define the random variable X on the sample space [n] equipped with the
uniform probability distribution by setting

X@) =x;, i€]n].
FolCT
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Now, if F = o(Iy, ..., Ix) is the sigma-algebra generated by some partition [n] =
Iy U --- U I, the conditional expectation ¥ = E[X|F] must take a constant value
on each set /;, and that value is the average of X on that set. In other words, Y takes
values y; with probability w;, where

17| 1 .
n |J|ielj

The law of total expectation E X = [E Y in our case states that

1 n k
= xi=) wjy;. (4.2)
e j=1

Higher moments are handled using Corollary 3.12. This way, we obtain an effective
anonymous algorithm that creates synthetic data while accurately preserving most
marginals:

Theorem 4.1 (Anonymous microaggregation) Suppose k divides n. There exists a
(deterministic) algorithm that takes input data x1, ..., x, € RP such that ||x;|, < 1
Sorall i, and computes a partition [n] = Iy U - - - U I with |1;| = n/k for all j, such
that the microaggregated vectors

k )
y‘/:r—lei, j=1,...,k,

l€]j

satisfy for all d € N,

] — & loglogk

_Z @d__z ®d| < 4d |08108K

n “ ti k “ Vi ~ log k
i=1 j=1 2

The algorithm runs in time polynomial in p and n and is independent of d.

Proof Most of the statement follows straightforwardly from Corollary 3.12 in light
of the discussion above. However, the “moreover" part of Corollary 3.12 requires the
probability space to be atomless, while our probability space [n] does have atoms.
Nevertheless, if the sample space consists of n atoms of probability 1/n each, and k
divides n, then it is obvious that the divide-and-merge argument explained in Sect. 3.6
works, and so the “moreover" part of Corollary 3.12 also holds in this case. Thus, we
obtain the (n/k)-anonymity from the microaggregation procedure. It is also clear that
the algorithm (which is independent of d) runs in time polynomial in p and n. See the
Microaggregation part of Algorithm 1.

O

Remark 4.2 The requirement that k& divides n appearing in Theorem 4.1 as well as
in other theorems makes it possible to partition [n] into k sets of exactly the same
EOE';W
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cardinality. While convenient for proof purposes, this assumption is not strictly nec-
essary. One can drop this assumption and make one set slightly larger than others. The
corresponding modifications are left to the reader.

The use of spectral projection in combination with microaggregation has also been
proposed in [6], although without any theoretical analysis regarding privacy or utility.

4.2 Synthetic Data with Custom Size: Bootstrapping

A seeming drawback of Theorem 4.1 is that the anonymity strength n/k and the cardi-

nality k of the output data y, ..., y are tied to each other. To produce synthetic data
of arbitrary size, we can use the classical technique of bootstrapping, which consists
of sampling new data uy, ..., u, from the data yy, ..., y; independently and with

replacement. The following general lemma establishes the accuracy of resampling:

Lemma 4.3 (Bootstrapping) Let Y be a random vector in R? such that |Y ||, < 1 a.s.
Let Y1, ..., Y, be independent copies of Y. Then, for all d € N we have

2
=

1 m
_ZYi®d_Ey®d

1
m m’
i=1

2

Proof We have

1 m
_ Z Yi®d —E Y®d
i=1

2

2
Yi®d —EY® H2 (by independence and zero mean)

1 2
) H y®d _ g y®d H2 (by identical distribution)
m

1 1
= (== lere],) = el = .
m m
Using the assumption ||Y ||, < 1 a.s., we complete the proof. O
Going back to the data yj, ..., yx produced by Theorem 4.1, let us consider a

random vector Y that takes values y; with probability 1/k each. Then obviously
Ey® =1 Z =1 y® ; 4 Moreover, the assumption that ||x; |, < 1 for all i implies that

||y] H2 < 1 for all j, so we have ||Y ||, < I as required in Bootstrapping Lemma 4.3.
Applying this lemma, we get

Fo C 'ﬂ
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m

1 ®d I« ®d 1
E|—Y v -2 =

i=1 j=1 )
Combining this with the bound in Theorem 4.1, we obtain:

Theorem 4.4 (Anonymous microaggregation: custom data size) Suppose k divides n.
Let m € N. There exists a randomized (n/k)-anonymous microaggregation algorithm
that transforms input data x1, ...,x, € Bg to the output data uy, ..., u, € Bé’ in
such a way that for all d € N,

loglogk 1
1d0gog 4

R
e S

i=1

log k m’

The algorithm consists of anonymous averaging (described in Theorem 4.1) followed
by bootstrapping (described above). It runs in time polynomial in p and n, and is
independent of d.

Remark 4.5 (Convexity) Microaggregation respects convexity. If the input data
X1, ..., X, lies in some given convex set K, the output data uy, ..., u; will lie in
K, too. This can be useful in applications where one often needs to preserve some
natural constraints on the data, such as positivity.

4.3 Boolean Data: Randomized Rounding

Let us now specialize to Boolean data. Suppose the input data xi, ..., x, is taken
from {0, 1}”. We can use Theorem 4.4 (and obvious renormalization by the factor
lxill, = /p) to make (n/k)-anonymous synthetic data u1, ..., uy, that satisfies

2
loglogk 1
<1dﬁ+—. (4.3)
log k m

k
pd a 1
IR

i=1

According to Remark 4.5, the output data u1, ..., u,, lie in the cube K = [0, 1]7.
In order to transform the vectors u; into Boolean vectors, i.e., points in {0, 1}”, we can
apply the known technique of randomized rounding [29]. We define the randomized
rounding of anumber x € [0, 1] asarandom variable r (x) ~ Ber(x). Thus, to compute
r(x), we flip a coin that comes up heads with probability x and output 1 for a head and
0 for a tail. It is convenient to think of r : [0, 1] — {0, 1} as a random function. The
randomized rounding r (x) of a vector x € [0, 1]7 is obtained by randomized rounding
on each of the p coordinates of x independently.

Theorem 4.6 (Anonymous synthetic Boolean data) Suppose k divides n. There exists
a randomized (n/k)-anonymous microaggregation algorithm that transforms input
FoE"ﬂ
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data x1, ..., x, € {0, 1} into output data z1, ..., zm € {0, 1}? in such a way that
the error E = % Y x?d - n—11 > z?d satisfies
-1
p . .2 d(loglogk 1 )
E E(@y, ..., <34 —=—— + —
(d) 2 Goeeen fa)” S ogk | m

I<ij<--<ig<p

foralld < p/2. The algorithm consists of anonymous averaging and bootstrapping
(as in Theorem 4.4) followed by independent randomized rounding of all coordinates
of all points. It runs in time polynomial in p, n and linear in m, and is independent of
d.

For convenience of the reader, Algorithm 1 gives a pseudocode description of the
algorithm described in Theorem 4.6.

Algorithm 1 Boolean n/k-anonymous synthetic data via microaggregation

Input: a sequence of points xp, ..., x, in the cube {0, 1}7 (true data); k > 9, where k divides n; m € N
(number of points in the synthetic data).
Microaggregation

1. Compute the second-moment matrix S = % Iy xixiT.

B . logk’ . loglogk’ 1/4
2. Letk’ = |[Vk]. Lett := ij and o := ( log K/ ) ’

3. Let P : R? — R be the orthogonal projection onto the span of the eigenvectors associated with
the ¢ largest eigenvalues of S.

4. Choose an «-covering vy, ..., vs € R? of the unit Euclidean ball of the subspace ran(P). This is
done by enumerating Bé N (a/+/1)Z' and mapping it into ran(P) using any linear isometry.
5. Construct a nearest-point partition [n] = F; U---U Fy for Pxy, ..., Px, withrespectto vy, ..., vy

as follows. For each £ € [n], choose a point v nearest to xg in the £2 metric and put £ into F;. Break
any ties arbitrarily.

6. Transform the partition [n] = FU- - -U F§ into the equipartition [n] = [} U- - -U [ with |/ ]| = % vj
following the steps in Sect. 3.6: Divide each non-empty set F; into subsets with probability 1/k each
using division with residual, then merge all residuals into one new residual subset and divide the
residual subset into further subsets of probability 1/k each.

7. Perform microaggregation: compute y; = % Zie[, Xi, j=1,...,k
Bootstrapping creates new datauy, . .., u;; by sampling (independently and with replacement) m points
from the data yq, ..., yk.

Randomized rounding maps the data {ug}Z”zl € [0, 1] to data {Zj}?l:1 € {0, 1}7.

Output: a sequence of points z1, ..., 2, in the cube {0, 1} (synthetic data) that satisfy the properties
outlined in Theorem 4.6.

To prove Theorem 4.6, first note:®

Lemma 4.7 (Randomized rounding is unbiased) For any x € [0, 11 and d € N, all
off-diagonal entries of the tensors E r(x)®¢ and x®? match:

Poff(]Er(X)®d - x®d) =0,

5 This may be a good time for the reader to refer to Sect. 2.2 for definitions of restriction operators on
tensors.

FoC'T
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where Py is the orthogonal projection onto the subspace of tensors supported on the
off-diagonal entries.

Proof For any tuple of distinct indices i1, ...,iq € [p], the definition of random-
ized rounding implies that 7 (x);,, ..., 7(x);, are independent Ber(x;,), ..., Ber(x;,)
random variables. Thus,

Er)i - r(x)i, = xiy -+ xiy,
completing the proof. O

Proof of Theorem 4.6 Condition on the data uy, ..., u,, obtained in Theorem 4.4. The
output data of our algorithm can be written as z; = r;(u;), where the index i in r;
indicates that we perform randomized rounding on each point u#; independently. Let
us bound the error introduced by randomized rounding, which is

_ _ ®d _ ®d _ .
a:=Ep Poff(mZz, mZui ) =7 E ZZ,
i=1 i=1 2 i=l1 2
where Z; := Py (rl- (u;)® — ufbd) are independent mean zero random variables due
to Lemma 4.7. Therefore,
_d m
Z E[Zi]3 .
Since the variance is bounded by the second moment, we have
ENZ13 < B | o (i) < B [ritan® [ = B rscun 2 <
since r; (u;) € {0, 1}”. Hence
1
a < —.
m
Lifting the conditional expectation (i.e., taking expectation with respecttouy, . . ., uy;,)

and combining this with (4.3) via triangle inequality, we obtain

< 16 loglogk n E

Ep~ :
P ~ logk m

Poff(% Zx®d Zz®d)

i=1

Finally, we can replace the off-diagonal norm by the symmetric norm using Lemma2.1.
If p > 2d, it yields

FoE'ﬂ
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~

loglogk 2
< 2d<16d foglogk + )
log k m

1 1
®d ®d
Psym(; : xX; = Z Zzi )

In view of (2.2), the proof is complete. O

5 Differential Privacy

Here, we pass from anonymity to differential privacy by noisy microaggregation. In
Sect.5.1, we construct a “private" version of the PCA projection using repeated appli-
cations of the “exponential mechanism” [24]. This “private" projection is needed to
make the PCA step in Algorithm 1 in Sect.4.3 differentially private. In Sects. 5.2-5.6,
we show that the microaggregation is sufficiently stable with respect to additive noise,
as long as we damp small blocks F'; (Sect. 5.4) and project the weights w; and the vec-
tors y; back to the unit simplex and the convex set K, respectively (Sect. 5.5). We then
establish differential privacy in Sect. 5.7 and accuracy in Sect. 5.6, with Theorem 5.13
being the most general result on private synthetic data. Just like we did for anonymity,
we then show how to make synthetic data with custom size by bootstrapping (Sect. 5.9)
and Boolean synthetic data by randomized rounding (Sect. 5.10).

5.1 Differentially Private Projection

If A is a self-adjoint linear transformation on a real inner product space, then the ith
largest eigenvalue of A is denoted by A; (A); the spectral norm of A is denoted by ||A||;
and the Frobenius norm of A is denoted by [|A|l2. If vy, ..., v; € R?, then Py, . .,
denotes the orthogonal projection from R? onto span{vy, ..., v;}. In particular, if
v € R?, then P, denotes the orthogonal projection from R” onto span{v}.

In this section, we construct for any given p x p positive semidefinite A and
1 <t < p,arandom projection P that behaves like the projection onto the ¢ leading
eigenvectors of A and, at the same time, is “differentially private" in the sense that if A
is perturbed a little, the distribution of P changes a little. Something like this is done
[24]. However, in [24], a PCA approximation of A is produced in the output rather
than the projection. The error in the operator norm for this approximation is estimated
in [24], whereas in this paper, we need to estimate the error in the Frobenius norm.

Thus, we will do a modification of the construction in [24]. But the general idea
is the same: first construct a vector that behaves like the principal eigenvector (i.e.,
1-dimensional PCA) and, at the same time, is “differentially private." Repeatedly
doing this procedure gives a “differentially private" version of the 7-dimensional PCA
projection.

The following algorithm is referred to as the “exponential mechanism" in [24]. As
shown in Lemma 5.1, this algorithm outputs a random vector that behaves like the
principal eigenvector (see part 1) and is “differentially private" in the sense of part 3.

Lemma 5.1 ([/24]) Suppose that A is a positive semidefinite linear transformation on
a finite-dimensional vector space V.

Elol:;ﬂ
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Algorithm 2 PVEC(A)
Input: positive semidefinite linear transformation A : V. — V, where V is a finite-dimensional real inner
product space.

Output: x sampled from the unit sphere of V according to the density proportional to e

(Ax,x).

(1) If v is an output of PVEC(A), then
E(Av,v) = (1 — y)A1(A)

forall y > 0 such that A1 (A) > C dim(V)% log(%), where C > 0 is an absolute
constant.

(2) PVEC(A) can be implemented in time poly(dim V, A1 (A)).

(3) Let B : V — V be a positive semidefinite linear transformation. If ||A — B|| < B,
then

P {PVEC(A) € S} < - P {PVEC(B) € S}

for any measurable subset S of V.
Let us restate part 1 of Lemma 5.1 more conveniently:

Lemma 5.2 Suppose that A is a positive semidefinite linear transformations on a
finite-dimensional vector space V. If v is an output of PVEC(A), then

2 2 2 . 2 1 2 (1
A(A)” = E(Av,v)” < 2y21(A)” + Cdim(V)"— log” | —
Y Y

forall y > 0, where C > 0 is an absolute constant.

Proof Fix y > 0, and let us consider two cases.

If 2 (A) > C dim(V)% log(%), then by part 1 of Lemma 5.1, we have A (A) —
E(Av, v) < yX1(A). Therefore, keeping in mind that the inequality (Av, v) < A{(A)
always hold, we obtain A1(A)> — E(Av, v)2=E [(A1(A)+(Av, v)) (A1 (A)—(Av, v))]
< 2yr1(A)2

If ,(A) < Cdim(V)% log(%), then A1(A)? — E(Av,v)2 < A(A)? <

C?(dim V)Z# logz(%). The proof is complete. O

We now construct a “differentially private" version of the r-dimensional PCA pro-
jection. This is done by repeated applications of PVEC in Algorithm 2.

The following lemma shows that the algorithm PROJ is “differentially private" in
the sense of part 3 of Lemma 5.1, except that e? is replaced by e’?.

Lemma 5.3 Suppose that A and B are p X p positive semidefinite matrices and 1 <
t < p.IfIA— Bl < B, then

P {PROJ(A.1) € S} < ¢'P . P {PROJ(B, 1) € S}
for any measurable subset S of RP*P,

FolCT
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Algorithm 3 PROJ(A, 1)

Input: p x p positive semidefinite real matrix A;and 1 <t < p
Apply PVEC(A) to obtain v; € R? with |jv|l; = 1

fori=1,..., t—1,

consider the linear transformation A; = (I — Py, .. v;)A(I — Py .. ;) on the space V; = ran(/ —
Py,

Apply PVEC(A ) to obtain v; 41 € V; with [lv;1]l2 = 1.

end for

Output: Orthogonal projection Py, ... v, on R”.

Proof Fix . We first define a notion of privacy similar to the one in [24]. A randomized
algorithm M with input being a p x p positive semidefinite real matrix A is 6-DP
if whenever |A — B|| < B, we have P{M(A) € S} < e’P{M(B) € S} for all
measurable subset S of RP*P.

In the algorithm PROIJ, the computation of v; as an algorithm is 8-DP by Lemma
5.1(3).

Similarly, if we fix vy, the computation of v, as an algorithm is also 8-DP. So by
some version of Lemma 2.5, the computation of (vy, v2) as an algorithm (without
fixing vy) is 28-DP.

And so on. By induction, we have that the computation of (vy, ..., v;) as an algo-
rithm is # 8-DP. Thus, PROJ(., t) is  8-DP. The result follows. O

Next, we show that the output of the algorithm PROJ behaves like the #-dimensional
PCA projection in the sense of Lemma 5.5 below. Observe that if P is the projection
onto the 7 leading eigenvectors of a p x p positive semidefinite matrix A, then || (1 —
P)A(I — P)||% =D izt M (A)?. To prove Lemma 5.5, we first prove the following
lemma and then we apply this lemma repeatedly to obtain Lemma 5.5.

Lemma 5.4 Let A be a p X p positive semidefinite matrix. Let v € RP with ||v|, = 1.
Then

p p
D ki = PYAU = P < D (A +A1(A) — (A, v)?,

i=j i=j+1
foreveryl < j < p.
Proof For every p x p real symmetric matrix B and every 1 <i < p, we have

ri(B) = inf sup  (Bx,x),
dim W=p— l+1er Ixll2=1

where the infimum is over all subspaces W of R?” with dimension p — i + 1. Thus,
since P, is a rank-one orthogonal projection,

Ai((I = Py)A(I — Py)) = inf sup  (A( — Py)x, (I — Py)x)
dim W=p—i+1 ycw, Ixlla=1
> inf sup (Ax,x) > Ait1(A),

dim W=p—i+1 yewnran(I—Py), |x|2=1
FoE’ﬂ
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forevery 1 <i < p — 1. Thus,

j—1

D ki = PYAU = P))* = Zx (A)?,

i=1 i=2
SO
p P
D k(U = PYAU = P < D Ai(A) + Mi(A)?
i=j i=j+1

(I = PYAU — P13 — |A]3.

Since | A3 — (I = P)A(I — P13 > || P,AP,|I3 = (Av, v)?, the result follows. O

Lemma 5.5 Suppose that A is a p x p positive semidefinite matrix and 1 <t < p. If
P is an output of PROJ(A, t), then

P

1

Ell(I — PYAU = P[5 < > ai(A) + 2ty l|A|° +Ct log (y)
i=t+1

forall y > 0, where C > 0 is an absolute constant.

Proof Let vy, ..., v, be those Vectors defined in the algorithm PROJ(A,t). Let Ag =
A.Forl <k <t, let Ar=U—- Py, wAU — Py, u)- Since Vg4 is an output of
PVEC(A), by Lemma 5.2, we have

2
p 1
MAD? = By (Agvist, ves1)?) < 2ya1(Ap)? + cﬁ log? (;) ,

forall1 < j < pand 0 < k <t — 1, where the expectation E,,, is over vy

conditioning on vy, ..., vx. By Lemma 5.4, we have

p p
D hild = Py DA = Py ))* <D 1A + A(AD? = (Agvks s vign)
i=j i=j+1

foralll < j < pand0 < k <t — 1. Therefore,
)4
Eue. ZM(I — Py DA = Py )

P 1
< Y M(AD? + 2y (A’ +C—log (y)
i=j+1

foralll < j <pand0 <k <t—1.
FoE'ﬂ
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In the algorithm PROJ(A, 1), each v is chosen from the unit sphere of ran(/ —

Py, .....v.)- Hence, the vectors vy, ..., v; are orthonormal, so [ — Py .y, = (I —
Py, DU — Py, ) forall 1 <k <t—1.Thus, (I — Py, )A — Py ) = Apy1.
So we have
p p e 1
By 3 0i(Aei)? <Y Ai(AD? +2y0(A? + €25 log’ (;) :
i=j i=j+1

forall 1 < j < pand0 <k <t — 1. Taking the full expectation E on both sides, we
get

p p )
1
EY hi(Aen)? <E Y Ai(A0? + 2y [1A1 + C%logz (;) :
i=j i=j+1

foralll < j < pand0 <k <t — 1, where we used the fact that A1 (Ay) = || Akl <
||A|l. Repeated applications of this inequality yields

p p 2
1
EY 2(A0* < Y x40 + 2y A1 + €15 log? (—)
i=1 i=t41 Y Y
Note that A; = (I — Py,,...v,)A( — Py,,..»,) and P = P, ,, is the output of

PROJ(A, 1). Thus, the left hand side is equal to E|| A; ||% =E|(I - P)A — P)||%.
The result follows. O

5.2 Microaggregation with More Control

We will protect privacy by adding noise to the microaggregation mechanism. To make
this happen, we will need a version of Theorem 4.1 with more control.

We adapt the microaggregation mechanism from (4.1) to the current setting. Given
a partition [n] = Fy U --- U Fy (where some F; could be empty), we define for
1 < j < s with F; being non-empty,

|F; 1
Wj ==, Y= )X (5.1
n ! |Fj|i§

and when F; is empty, set w; = 0 and y; to be an arbitrary point.

Theorem 5.6 (Microaggregation with more control) Let x1, . .., x, € R? be such that

Ixillo, < 1 foralli. Let S = %Z?:l xixiT. Let P be an orthogonal projection on

RP. Let vy, ..., vy € RP be an a-covering of the unit Euclidean ball of ran(P). Let

[n] = F1 U ---U F be a nearest-point partition of (Px;) with respect to vy, ..., vs.
Elol:;ﬂ
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Then, the weights w; and vectors y; defined in (5.1) satisfy for all d € N:
1 n s
Sy =Y wpy| =4 (42 + 10 = P)SU = P)2). (52)
i=1 j=1 5

Proof of Theorem 5.6 We explained in Sect. 4.1 how to realize microaggregation prob-
abilistically as conditional expectation. To reiterate, we consider the sample space [7]
equipped with the uniform probability distribution and define a random variable X
on [n] by setting X (i) = x; fori = 1,...,n. If F = o(F1, ..., Fy) is the sigma-
algebra generated by some partition [n] = F; U - - - U Fj, the conditional expectation
Y = E[X|F]is a random vector that takes values y; with probability w; as defined
in (5.1). Then, the left hand side of (5.2) equals

exes—2re]
2

<44 HIE XX"—E YYTH2 (by the Higher Moment Theorem 3.10)
< 4d(E IPX — PYI3+ (I — P)S(I — P)||2> (by Lemma 3.2)

<44(4 411 = PISU = P, ) (by Lemma 3.6).

5.3 Perturbing the Weights and Vectors

Theorem 5.6 makes the first step toward noisy microaggregation. Next, we will add
noise to the weights (w;) and vectors (y;) obtained by microaggregation. To control
the effect of such noise on the accuracy, the following two simple bounds will be
useful.

Lemma5.7 Let u,v € R” be such that ||ull, < 1 and ||v|, < 1. Then, for every
deN,

u® =% < d = vl

Proof For d = 1 the result is trivial. For d > 2, we can represent the difference as a
telescopic sum

d—1

u® — = 3" (u®(d—k) @ v® _ y®d—k=1) o v@(k+1>)
k=0
d—1
_ Zumszfl) ® (u —v) ® v,
k=0
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Then, by triangle inequality,

d dk—l k
st et Znun u— vl ol < dlu = vl

where we used the assumption on the norms of # and v in the last step. The lemma is
proved. O

Lemma 5.8 Consider numbers Aj,nj € R and vectors uj,v;j € RP such that
Husz <1and ||vj”2 <Ilforall j=1,...,m. Then, for everyd € N,

> (= ¥ = a1l fus - vj||2+Z|A — . (53)
j

J 2

Proof Adding and subtracting the cross term ) ihj v?d and using triangle inequality,
we can bound the left side of (5.3) by '

Z)‘J (u;&d — v;@d> + ZO‘/ — uj)v;@d
J 2 J 2

®d . ®d e
upt = HﬁZW wl[o5],
J

|51,

It remains to use Lemma 5.7 and note that = |lv; ||‘21 o

5.4 Damping

Although the microaggregation mechanism (5.1) is stable with respect to additive
noise in the weights w; or the vectors y; as shown in Sect. 5.3, there are still two
issues that need to be resolved.

The first issue is the potential instability of the microaggregation mechanism (5.1)
for small blocks F;. For example, if |F;| = 1, the microaggregation does not do
anything for that block and returns the original input vector y; = x;. To protect the
privacy of such vector, a lot of noise is needed, which might be harmful to the accuracy.

One may wonder why can we not make all blocks F; of the same size like we
did in Theorem 4.1. Indeed, in Sect. 3.6 we showed how to transform a potentially
imbalanced partition [n] = F; U --- U Fj into an equipartition (where all F; have
the same cardinality) using a divide-an-merge procedure; could we not apply it here?
Unfortunately, an equipartition might be too sensitive® to changes even in a single data
point x;. The original partition Fi, ..., F, on the other hand, is sufficiently stable.

6 The divide-and-merge procedure described in Sect.3.6/Proof of Theorem 4.1 for producing the I blocks
from the F blocks is sensitive to even a change in a single data point x;. For example, suppose that
one block F1 = {xi,...,xp} contains all the points and it is divided into I} = {x,..., Xk} -,
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We resolve this issue by suppressing, or damping, the blocks F; that are too small.
Whenever the cardinality of F; drops below a predefined level b, we divide by b
rather than |F;| in (5.1). In other words, instead of vanilla microaggregation (5.1), we
consider the following damped microaggregation:

|Fil 1 .
Wj=—, Vj= ——F % xi, j=1,...,s. 5.4
/ n J max(|F;|, b) iEZF_ !
J

5.5 Metric Projection

And here is the second issue. Recall that the numbers w ; returned by microaggregation
(5.4) are probability weights: the weight vector w = (w j)j‘:l belongs to the unit
simplex

N
A= {a:(al,...,as): Zai =1; g ZOVi}-
i=1

This feature may be lost if we add noise to w;. Similarly, if the input vectors x; are
taken from a given convex set K (for Boolean data, this is K = [0, 1]7), we would like
the synthetic data to belong to K, too. Microaggregation mechanism (5.1) respects
this feature: by convexity, the vectors y; do belong to K. However, this property may
be lost if we add noise to y;.

We resolve this issue by projecting the perturbed weights and vectors back onto the
unit simplex A and the convex set K, respectively. For this purpose, we utilize metric
projections mappings that return a proximal point in a given set. Formally, we let

a1 (w) i=argmingea [0 —wlly s 7k 2(y) == argmingeg |y — yll2. (5.5

(If the minimum is not unique, break the tie arbitrarily. One valid choice of wa 1(w)
can be defined by setting all the negative entries of w to be 0 and then normalize it so
that it is in A. In the case when all entries of w are negative, set wa 1(w) to be any
point in A.)

Thus, here is our plan: given input data (x;);_,, we apply damped microaggregation
(5.4) to compute weights and vectors (w;, y j)‘;: 1> add noise, and project the noisy
vectors back to the unit simplex A and the convex set K, respectively. In other words,
we compute

w=ma1(w+p), y=nk2(¥;+rj). (5.6

where p € R* andr; € R? are noise vectors (which we will set to be random Laplacian
noise in the future).

Footnote 6 continued

Iy = {Xp—n/k+1 - - - *n}. If x1 is changed to another point so that it becomes a new point in another block
F, then the new I blocks could become 11 = {x2, ..., Xp k1) s Ik—1 = {Xn—2n/k+25 - - - » Xn—n/k+1}>
Iy = {xXn—nsk+2, - - - *n, x1} and so every [ block is changed by two points.

EOE';W
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5.6 The Accuracy Guarantee

Here is the accuracy guarantee of our procedure. This is a version of Theorem 5.6 with
noise, damping, and metric projection:

Theorem 5.9 (Accuracy of damped, noisy microaggregation) Let K be a convex set in

R? that lies in the unit Euclidean ball B;. Let xq, .. xn eK.Let S=1 Zl 1 XiX T
Let P be an orthogonal projection on R”. Let vy, .. € R? be an a covering of
the unit Euclidean ball of ran(P). Let [n] = F1 U - - - U FS be a nearest-point partition
of (Px;) with respect to vi, ..., vs. Then, the weights w; and vectors y; defined in

(5.6) satisfy for all d € N:

1 S
S P | <4 (44 (- PYSU - P)l2)
i= =1 2

2dsb

+ 22 1 21l +2d2wj Irill, 67

j=1

Proof Adding and subtracting the cross term ) W y;.@d and using triangle inequality,
we can bound the left hand side of (5.7) by

N

1 n S o
DB DIl IR ) DY COF5 I )| BT
i=1 j=1

2 =t 2

The first term can be bounded by Theorem 5.6. For the second term, we can use
Lemma 5.8 and note that

lyil, =1 |9j], =1 forallj e [s]. (5.9

Indeed, definition (5.1) of y; and the assumption that x; lie in the convex set K imply
that y; € K. Also, definition (5.6) implies that y; € K as well. Now the bounds
in (5.9) follow from the assumption that K C Bf . So, applying Theorem 5.6 and
Lemma 5.8, we see that the quantity in (5.8) is bounded by

41 (402 + 10 = PYSU = P)2) +d D w vy = 55, + Y lwy = o1
=1 =
(5.10)

We bound the two sums in this expression separately.

Let us start with the sum involving y; and y;. We will handle large and small
blocks differently. For a large block, one for which |F;| > b, by (5.4) we have
yj = |Fj|_1 ZieF x; = y; € K. By definition (5.6), y; is the closest point in K to

FoE'ﬂ
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yj +r;j.Since y; € K, we have

|vi = 3ill, = lyi+ri = 5il,+ |rjl, (by triangle inequality)
< ||yj +rj—y; ”2 + ”rj ||2 (by minimality property of y;)

=2l

Hence

N
o wifyi =il =2) wi|ril,-
j=1

JEls]: |Fj|=b
Now let us handle small blocks. By (5.9) we have ||yj -y ||2 < 2,80

- |F;l 2sb
> owily-wls Y SRo2s=m

jels): |Fjl<b jels): |Fjl<b
Combining our bounds for large and small blocks, we conclude that

: _ : 2sb
>owilvi =3l =23 wilrill, + =~ (5-11)
j=1 j=1

Finally, let us bound the last sum in (5.10). By definition (5.6), w is a closest point
in the unit simplex A to w + p in the ¢! metric. Since w € A, we have

N
D lwj =l = llw -l

j=1
< llw+p—wl+ el (by triangle inequality)
< llw+p—wly+Illpll; (by minimality property of w)
=21oll; - (5.12)
Substitute (5.11) and (5.12) into (5.10) to complete the proof. O
5.7 Privacy

Now that we analyzed the accuracy of the synthetic data, we prove differential privacy.
To that end, we will use Laplacian mechanism, so we need to bound the sensitivity of
the microaggregation.

Lemma 5.10 (Sensitivity of damped microaggregation) Let ||-|| be a norm on RP.
Consider vectors x1, ..., x, € RP. Let I and I be subsets of [n] that differ in exactly
EOE';W
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one element. Then, for any b > 0, we have

?

Proof Without loss of generality, we can assume that I’ = I \ {ng} for some ng € I.
Casel:|I|>b+1

In this case, |I’| = |I| — 1 > b. Denoting by & the difference vector whose norm
we are estimating in (5.13), we have

1 1
E=— Xj — ——— Xi (Xny — Xi)-
1] X,: R 2, x |1|(|1| Z )

iel\{np} 161\{710}

1 1
max(|I|,b)§ P max(|1), b-)Z

iel

2
= max llxill - (5.13)
b i€ n

The sum in the right hand side consists of |/| — 1 terms, each satisfying ||xn0 — X || <
2 max; ||x;||. This yields ||| < (2/|1]) max; ||x;]|. Since |I| > b + 1 by assumption,
we get even a better bound than we need in this case.

Case2:|I| <b

In this case, |I'| = |I| — 1 < b. Hence, the difference vector of interest equals
1 X
SHRTTIREE S
iel zel \{no}
Therefore, ||£]| < (1/b) max; ||x;||. The lemma is proved. O

Lemma 5.11 (Sensitivity of damped microaggregation II) Let ||-|| be a norm on RP.
Let I be a subset of [n] and let ny € I. Consider vectors xi,...,x, € R? and
X}, ..., X, € RP such that x; = x] for all i # ng. Then, for any b > 0, we have

1 1
S o pup—"_—
max(111,6) = max(|1], b) <

/
S Tl

Proof

! ( ')
= — X — X
max(|1],b) "0 "0

1 | ,
max(|1], b) ;xl " max(|1], b) ;x"

1
< a5

]

Theorem 5.12 (Privacy) In the situation of Theorem 5.9, suppose that all coordinates
of the vectors p and r; are independent Laplacian random variables, namely

6 12
i ~Lap< )forz € [s]; rji ~Lap< bf>
FoE'ﬂ
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and P is an output of PROJ(g; £S5 1) where § = L Zl 1 XiX; T Then, the output data
(wj, yj) _jaree- dlﬁ‘erentlally private in the mput data (x,)l 1

Proof First we check that the projection P is private. To do this, let us bound the
sensitivity of the second moment matrix § = %Z?:l xixiT in the spectral norm.
Consider two input data (x;)7_, and (x])?_, that differ in exactly one element, i.e.,
X; = xlf for all i except some i = ng. Then, the difference in the spectral norm of the
corresponding matrices S and S’ satisfies

1
I =51 = oty = 505207 |
1
<- (”xno ||§ + x5, ||§) (by triangle inequality)
< 2 (since all x; € K C BY).
n

Thus, |5 S — %S|l < 3;. So by Lemma 5.3, the projection P is (&/3)-differentially
private.

Due to Lemma 2.5, it suffices to prove that for any fixed projection P, the output
data (w;, y j)j.: | 18 (2¢/3)-differentially private in the input data (x;)?_,. Fixing P
fixes also the covering (v j)j‘:l'

Consider what happens if we change exactly one vector in the input data (x;)}"_,
The effect of that change on the nearest-point partition [n] = F1 U- - -U F; is minimal:
at most one of the indices can move from one block F; to another block (thereby
changing the cardinalities of those two blocks by 1 each) or to another point in the same
block, and the rest of the blocks stay the same. Thus, the weight vector w = (w;)* =
w; = |Fj|/n, can change by at most 2/n in the ¢! norm. Due to the choice of p, it
follows by Lemma 2.4 that w + p is (¢/3)-differentially private.

For the same reason, all vectors y; defined in (5.4), except for at most two, stay the
same. Moreover, by Lemmas 5.10 and 5.11, the change of each of these (at most) two
vectors in the £! norm is bounded by

2 2./p 2./p
 max llxilly < %_mflx llxill, < Tf
since all x; € K C B;. Hence, the change of the tuple (yy, ..., ys) € R”® in the ¢!

norm is bounded by 4,/p/b. Due to the choice of r;, it follows by Lemma 2.4 that
o +r j)j'z | is (¢/3)-differentially private.

Since p and r; are all independent vectors, it follows by Lemma 2.7 that the pair
(w+p, (; + rj)‘}:l) is (2¢/3)-differentially private. The output data (w;, ﬁj)‘;.zl
is a function of that pair, so it follows by Remark 2.6 that for any fixed projection P,
that the output data must be (2¢/3)-differentially private. Applying Lemma 2.5, the
result follows. O
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5.8 Accuracy

We are ready to combine privacy and accuracy guarantees provided by Theorems 5.12
and 5.9.
Choose the noises p € R* and r; € R” as in the Privacy Theorem 5.12; then

12
(Eno1?) s ~ (E 7] ) b—forallj € [s]. (5.14)

To check the first bound, use triangle inequality as follows:

1/2 1/2 1 1
(E1o1?) ™ = (Edorl +--+10D?) " < EloiP)E 4+ + Elps)2,

which is the sum of the standard deviations of the Laplacian distribution.

The second bound follows from summing the variances of the Laplace distribution
over all entries.

Choose P to be an output of PROJ(”S S,t) as in Theorem 5.12, where § =

1 Ly xix] . Take A = %25 in Lemma 5.5. We obtain

p
1
Ell(I — P)AUI — P)|I5 < E Ai(A)? + 2ty [|A)? +Ct log ()/)
i=t+1

and so

p 3.2
2 2 2 r'p 2 (1
El(I — P)SU — P)|; < E A (S)= 42ty |IS|] +Cn252y2 log <;)

i=t+1
for all y > 0, where C > 0 is an absolute constant. Since x1,...,x, € K C B?, by
(3.3), we have >-F_ | 4;(S)? < }. We also have ||| < 1. Take y = 5. We have
3 f7 2
EI(I — P)SI = P)[3 < > + C 5 log? 1, (5.15)
t ne

where C > 0 is an absolute constant.
Choose the accuracy o of the covering and its dimension ¢ as follows:

| «logn | _ 1
~ Llog7/ey |© ¢ T Gogn) A

where « € (0, 1) is a fixed constant that will be introduced later. (See Theorem 5.13.)
By Proposition 3.7, there exists an «-covering in a unit ball of dimension 7 of
cardinality s, where

Fo C 'ﬂ
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K logn

Since t ~ TogTogn”

from (5.15), we have

loglogn  p*(x logn)’

E|[(I — P)S(I — P)|I3 < , (5.16)

Kk logn n2e?

assuming that + > 1. In the case, when r = 0, we have n < C, for some universal
constant C > 0, so the left hand side is at most || S||2 < 1 and the right hand side is at
least O(1).

Apply the Accuracy Theorem 5.9 for this choice of parameters, square both sides
and take expectation. Use (5.14) and (5.16). Since the weights w; = |F;|/n satisfy

1 1
Yj—iwj = 1, we have (E(Yj_, wilirill))? < @Y 5- willrjl1)? S £. The
error bound in the theorem becomes

N 172

1 n N
. Rd - —Qd
E=]|E - E X0 — E w;y;
i=1 j=1 )

2dsb 1
<49 (422 + 11— P)SU = P)]2) + == 2Bl

+zd<E<§w,- Ir5))

7
1 loglogn k logn)z d-b-n“ n° d
Jlogn k logn ne n ne  be

Optimizing b leads to the following choice:

1—«
b= [P (5.17)
I

and with this choice we can simplify the error bound as follows:

;
loglogn Kk logn)2 1

E < 44 708 +p( en) +d 1’3 +
k logn ne n'~kg n'7Kg

z K
Note that k logn = %log(nz’(”) < %nz"ﬂ.So W SE- = nlfkg.Thus, in the
range where n > (p/e)!/1=%) for ¢ € (0, 1), where 0 < k < 1, we have —Z - <1,

1—«
so the error can finally be simplified to !

logl
([ 7).
k logn n'—ke
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Note that in the complement range where n < (p/e)!/0=) the second term is
greater than one, so such error bound is trivial to achieve by outputting y; to be an
arbitrary point in K for all j. Thus, we proved:

Theorem 5.13 (Privacy and accuracy) Let K be a convex set in R? that lies in the
unit ball Bé’, and ¢ € (0, 1). Fix k € (0, 1). There exists an e-differentially private
algorithm that transforms input data (x;)}_, where all x; € K into the output data
(w],y]) _y Wheres < n, allw; > 0, Zj w; =1, and all y; € K, in such a way
that for all deN:

2

_ loglogn p
; Zu) S klogn + nl—xg

The algorithm runs in time polynomial in p, n and linear in the time to compute the
metric projection onto K, and it is independent of d.

5.9 Bootstrapping

To get rid of the weights w; and make the synthetic data to have custom size, we can
use bootstrapping introduced in Sect. 4.2, i.e., we can sample new data uy, ..., uy,
independently and with replacement by choosing y; with probability w; at every step.

Thus, we consider the random vector Y that takes value y; with probability w;. Let
Y1,..., Y, be independent copies of Y. Then, obviously E Y ®d — ijl w; y}.@d, SO
Bootstrapping Lemma 4.3 yields

" 2
1 1
®d —®d
it Z R T
i=1 2
Combining this with the bound in Theorem 5.13, we obtain:

Theorem 5.14 (Privacy and accuracy: custom data size) Let K be a convex set in
RP? that lies in the unit ball Bg, and ¢ € (0,1). Fix k € (0, 1) There exists an &-
differentially private algorithm that transforms input data x1, ...,x, € K into the
output data uy, ..., u, € K, in such a way that for all d € N:

loglogn 1
cro (e, 2 ). L
klogn ni ke m

The algorithm runs in time polynomial in p, n and linear in m and the time to compute
the metric projection onto K, and it is independent of d.

2| e
m i=1

z—l
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5.10 Boolean Data: Randomized Rounding

Now we specialize to Boolean data, i.e., data from {0, 1}7. If the input data xy, ..., x,
is Boolean, the outputdata uy, .. ., u,, isin [0, 11?7 (for technical reasons we may need
to rescale the data by ,/p because Theorem 5.14 requires K to be in Bé’ ). To transform
it to Boolean data, we can use randomized rounding as described in Sect. 4.3. Thus,
each coefficient of each vector u; is independently and randomly rounded to 1 with
probability equal to that coefficient, (and to O with the complementary probability).
Exactly the same analysis as we did in Sect. 4.3 applies here, and we conclude:

Theorem 5.15 (Boolean private synthetic data) Let ¢,k € (0, 1). There exists an &-
differentially private algorithm that transforms input data x1, . .., x, € {0, 1}? into
the output data zy, . . ., zm € {0, 1} in such a way that the error E = % Z?:] x®d

i
% Yo z?d satisfies

-1
E(p) > E(il,...,id)253261(103108”+ P +i)

d . , klogn  nl=*e m
1<ij<--<ig<p

foralld < p/2. The algorithm runs in time polynomial in p, n and linear in m, and
is independent of d.

A pseudocode description is given in Algorithm 4 below.

Remark 5.16 When n > (p/e)?, we can take k = 1/3 and m = n in Theorem 5.15
and we have the following accuracy

-1
p . . qloglogn
E E(iy, ..., <320 ———, 5.18
(d) > (i) S 3202 0 (5.18)

I1<ij<--<ig=<p

for all d < p/2. Can this decay in n on the right hand side be improved if we
use other polynomial time differentially private algorithms? Even for d = 1, 2, one
cannot replace the right hand side by n™¢, for any ¢ > 0, with any polynomial time
differentially private algorithm, assuming the existence of one-way functions. This is
because if we could achieve this, then

1 1KLL 1
—F max E(, i) < —E E(iy,i7)? < —,
p?isininzp r? i,g i22=:1 ne

so Emaxi<j, i,<p E(i1,i2) < p?/n®. But when n > p*4, this is impossible to
achieve using any polynomial time differentially private algorithm if we assume the
existence of one-way functions [18]. It remains an open question: among all polyno-
mial time differentially private algorithms, what is the optimal decay in n on the right
hand side of (5.18)?
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Algorithm 4 Differentially private Boolean synthetic data via microaggregation

Input: a sequence of points x, ..., x, in the cube {0, 1}7 (true data); &, « € (0, 1) (privacy); m € N
(number of points in the synthetic data).
Damped microaggregation

1. Redefine x; = ﬁxi fori=1,...,n.

2. Compute the second-moment matrix S = % > xixiT .

3. Lett := nggl(%g/Z)J and o := W.

4. Compute the second-moment matrix § = % nxxl

5. Generate an orthogonal projection P on R” from PROJ (% S, 1).

6. Choose an «a-covering vy, ..., vy € R? of the unit Euclidean ball of the subspace ran(P). This is
done by enumerating Bé N (a/+/1)Z' and mapping it into ran(P) using any linear isometry.

7. Construct the nearest-point partition [n] = F|U---U Fy for Pxq, ..., Px, withrespecttovy, ..., vy

as follows. For each £ € [n], choose a point v nearest to xg in the £2 metric and put £ into F;. Break
any ties arbitrarily.

1—
8. Leth =/ 2~

. . F; ~
9. Perform damped microaggregation: compute w; = ln—/‘ and y; = m i Fj i S

RP, j=1,...,s.

10. Generate an independent noise vector p € RK with pi ~ Lap (%) fori =1,...,s.

1. Foreach j = 1,...,s, generate noise vectors r; € R? with r;; ~ Lap (%) fori =1,...,p.

12. Consider the simplex A = {a = (ay,...,as) : Zle a =1, ag =0 Vi} and cube K =
€ p
ﬁ[(), 7.

13. Compute the metric projections W = A 1(w + p) and y; = 7wg 2(¥; +rj), j=1,...,5 by
solving the convex minimizations in (5.5)

Bootstrapping creates new data uy, ..., u,;; by sampling from the points yy,...,y; with weights

wy, ..., wg, respectively.

Randomized rounding maps the data {,/pu¢}j. | € [0, 117 to data {zj};’.’:l € {0, 1}7.

Output: a sequence of points z1, ..., z, in the cube {0, 1}” (synthetic data) that satisfy the properties

outlined in Theorem 5.15.
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