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Abstract
We propose LEO-Range, a novel physical layer design for
secure ranging between Low Earth Orbiting (LEO) satel-
lites and devices. LEO-Range 1) is compatible with Orthog-
onal Frequency Division Multiplexing (OFDM) modulation
scheme which is widely used by high-bandwidth satellite com-
munications, 2) it provides accurate distance measurements
(within the limits imposed by the available bandwidth) , and
3) it is provably secure and reliable across a range of common
satellite channels. The design is based on a novel verification
scheme in the frequency domain. We provide a security proof
that bounds the probability of a distance-reduction attack for
arbitrary physical layer attack strategies. We implement a pro-
totype of LEO-Range and we test it with a hardware satellite
channel emulator. In common line of sight 3GPP channels
with SNRs between 8.8dB and 12dB (worst case scenario
at low elevation) in a single ranging from a single satellite
the adversary has a probability of less than 2−20 to success-
fully reduce the LEO-Range measured distance by more than
117 meters. These results already significantly limit spoof-
ing, which typically can be done even across continents, and
if distances are measured consecutively and from different
satellites or ground stations, the overall distance and location
spoofing will be even further limited, pointing to the practical
viability of LEO-Range.

1 Introduction

Recent years have seen a growing interest in the space in-
dustry for LEO satellites. Located at less than 2000 km of
altitude, they enable fast bi-directional communication with
ground devices. As long as the constellation is sufficiently
large, they can also provide good coverage, even in areas
where higher-altitude satellites are less effective. Iridium [24]
and Starlink [45] are two examples of successful commer-
cial services based on this technology. In the future, LEO
constellations will also be used for 5G communications [16].

In addition to low-latency, high-bandwidth communica-
tions, LEO satellites have also raised interest for ranging and

positioning applications. The LEO-PNT (Low Earth Orbit
Positioning, Navigation and Timing) program of the Euro-
pean Space Agency (ESA) explores using LEO satellites to
increase resilience and robustness for navigation [17]. LEO
satellite signals’ higher reception power and good coverage
are a good complement and enhancement to Global Naviga-
tion Satellite Systems (GNSS) regarding availability, accu-
racy, and resilience to adversarial interference.

From a security point of view, classical GNSS are prone to a
multitude of spoofing attacks that can manipulate the position
estimated by the receivers and affect navigation [50]. Even
cryptographic countermeasures such as encrypted spreading
codes or navigation message authentication are not sufficient
to fully prevent such attacks [32, 36, 51]. One of the root
causes of this problem is GNSS uni-directional broadcast
communication. Instead, LEO satellites support bi-directional
communication and therefore open new opportunities to build
secure positioning with satellite support, leveraging secure
ranging and verifiable multi-lateration [9].

However, unlike in Ultra-Wide Band (UWB), where short
wide-band pulses are used for ranging due to the distance,
channel conditions, and available bandwidth, such pulse-
based modulations are not practical in the context of LEO
ranging. Because the satellites move at high speed, ranging
will, like in the case of GNSS, be affected by Doppler errors.
These errors must be corrected spoofing-resiliently, excluding
relying on spoofable technologies such as GPS. Functionally,
ranging signals might need to coexist with communication
signals on the same satellite, sharing spectrum, hardware,
and processing pipelines, thus limiting the choice of possi-
ble modulations. High-bandwidth satellite links are generally
based on OFDM, which, in its basic form, is prone to Early-
Detect/Late-Commit (ED/LC)attacks [28]. Existing proposals
for OFDM ranging in 5G or WiFi have two main limitations.
First, they try to prevent the early-detect phase of ED/LC
attacks with phase randomization but do not identify an opti-
mal attacker or provide any security proof apart from testing
known strategies. Second, standards generally define only
the waveforms but not their verification, which can use pro-
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prietary and insecure methods. For example, WiFi fine time
measurements based on cross-correlation have been shown
to be vulnerable to attacks similar to those that affect HRP
UWB receivers [41].

In this paper, we address these challenges and propose
LEO-Range, a physical layer for secure ranging with LEO
satellites. LEO-Range is based on the OFDM, maximizing
compatibility with existing hardware and signal processing
chains, as well as performance in channels with frequency-
selective fading. To make ranging secure against distance-
reduction attacks (without harming reliability), we carefully
select OFDM waveforms and introduce a novel secure Time
of Arrival (ToA) verification function for OFDM. As dis-
tances are measured from the Round Trip Time (RTT) of
packets, our work primarily focuses on protecting the integrity
of the packets’ ToA [30]. In summary, our contributions are:

• LEO-Range, a novel physical layer design for secure
ranging with LEO satellites with proven security guar-
antees that is also accurate, reliable and compatible with
the popular OFDM modulation.

• A novel ToA verification scheme for OFDM that verifies
the integrity of the packet arrival time.

• A thorough security proof of LEO-Range, bounding the
success probability of distance reduction under arbitrary
attack strategies at the physical layer.

• A prototype implementation with a SMW200A Vector
Signal Generator and an RTP164B oscilloscope from
Rhode & Schwarz, tested with a Keysight Propsim FS16
satellite channel emulator.

• A security reliability trade-off such that an attacker has
less than 2−20 probability to reduce the distance by
more than 78m with a 3% False Rejection Rate (FRR)
in Line-of-Sight (LoS) and 9% at 117m in Non-Line-
of-Sight (NLoS) scenarios for high elevated satellites.
Lower elevated satellites achieve a FRR of 4% and 6%
with a maximum distance decreas of 117m and 195m in
LoS and NLoS condition.

2 LEO-Range

2.1 Motivation
Due to their broadcast nature and uni-directional range es-
timation, conventional GNSS services have been shown to
be inherently vulnerable to signal manipulation (delays and
advancement), and therefore to spoofing. The deployment of
LEO satellites, which inherently support bidirectional commu-
nication provides a new opportunity to address this problem
and build a secure positioning system that would be robust to
spoofing. LEO satellites could support secure bidirectional
ranging (notably resilient to distance reduction attacks), which

can, in turn, be a basis for independent secure positioning or
complement GNSS services to detect spoofing. This is also
reflected in recent public announcements, notably by ESA -
secure ranging is listed as a core building block in the ESA’s
vision of modern LEO-PNT [17] where it is proposed as a
way to increase the robustness of GNSS. Alternatively, it can
be used within multi-lateration, where secure ranging can be
used in a mixed LEO-terrestrial context to provide indepen-
dent secure positioning service.

The main challenge in designing secure positioning or
spoofing detection lies in designing and developing a secure
and performant bidirectional ranging system compatible with
existing LEO communication systems.

In this work, we address this challenge and introduce
LEO-Range, a novel physical layer design for secure LEO
ranging. The goal of LEO-Range is to enable secure ranging
between user devices on Earth and Low Earth Orbiting satel-
lites in space. Secure ranging provides an upper bound on the
distance between the user device and the reference. This up-
per bounding has been shown to be sufficient for constructing
a secure positioning system [9]. More details on deploying a
secure positioning system, including various applications and
use cases, is presented in Section 7.1

2.2 Threat Model
We consider an optimal attacker that has full access to the
wireless medium and can receive, manipulate, and inject sig-
nals at will, with the only constraint that signals cannot travel
faster than the speed of light. The attacker’s primary goal
is to reduce the calculated distance between a UE on Earth
and a LEO satellite in space. We particularly focus on dis-
tance reduction as it is a vital requirement for executing a
successful spoofing attack on a multi-lateration system [9]
Next, we assume that both user devices and satellites are con-
sidered honest while a third entity carries out attacks. The
honest devices share or are able to derive common secret
randomness.

2.3 System Overview
LEO-Range is a physical layer, and time-of-arrival verification
function designed for secure ranging between user devices
on the Earth and LEO satellites. It uses a modulation com-
patible with typical high-bandwidth satellite communications
(i.e., OFDM). Our novel time-of-arrival verification function
operates on pairs of symbols in the frequency domain, with
the first symbol used for channel estimation and the second
for verification. Verification is based on the residual error
measured between the received signal and the expected sym-
bols after channel estimation. From a performance point of
view, this method is robust to channel distortions, hardware
impairments, clock drifts, and Doppler shifts. At the same
time, it is simple and efficient and does not require any expen-
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Figure 1: Overview of LEO-Range

sive operation for error tracking and compensation. From a
security point of view, the error metric is explicitly designed
to be easy to analyze, and is provably secure against distance-
reduction attacks against an optimal attacker with arbitrary
physical-layer capabilities. Figure 1 provides an overview of
the system design. It consists of i) Waveform design, ii) ToA
Estimation, iii) ToA Verification, iv) Security Proof, and v)
Reliability test.

We assume transmitter and receiver to have a shared key
which is used to generate a stream of pseudorandom numbers
which are used to make the signal unpredictable. In a real
world deployment, key distribution could follow an approach
similar to the one in cellular and LEO networks which as-
sumes a pre-deployment of cryptographic material via e.g.,
e-sims. Different approaches are possible, in this paper we
focus on securing the ranging at the physical layer given a
shared secret.

1 Waveform Design Structure. LEO-Range follows the
idea of distance commitment scheme [46], and splits the rang-
ing packet into a public synchronization preamble and an
unpredictable verification sequence. The receiver uses the
first to estimate the ToA with cross-correlation and is opti-
mized for performance [10]. The receiver uses the second part
of the packet to verify the integrity and authenticity of the
ToA measurement. We assume that a legitimate transmitter
and receiver share a secret key, and both know how to gen-
erate the cryptographic sequences in a way that is generally

unpredictable to the attacker.
Modulation. LEO-Range uses OFDM modulation, which is
commonly used in high-bandwidth satellite communications,
is robust to frequency selective fading, and has good auto-
correlation properties for ranging. Following Leu et al. [28],
LEO-Range removes pilots and cyclic prefixes because they
are predictable. It also adds per-subcarrier phase randomiza-
tion to complicate early detection in ED/LC attacks. Phase
randomization is an additional security measure, but the se-
curity proof of LEO-Range does not rely on it. To facilitate
ToA estimation even in the presence of Doppler, the preamble
uses a Zadoff-Chu sequence [10]. Finally, to enable a sim-
ple and efficient implementation of ToA verification, OFDM
sub-carriers are modulated with differential Quadrature Phase
Shift Keying (QPSK) every two symbols. The first is used to
estimate the channel and the second for the verification.

2 ToA estimation LEO-Range estimates the incoming
packet’s ToA by running cross correlation on the Zadoff-
Chu sequence of the preamble and identifying the main peak.
In typical satellite channels without significant multi-path,
looking for other peaks is not necessary. This step is robust to
Doppler shifts thanks to the properties of the sequence. After
having identified the ToA, the receiver knows when to expect
the next symbols that need to be verified.

3 ToA verification The receiver knows the unpredictable
sequence expected from the legitimate transmitter (thanks
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to the preshared key) and its arrival time (from the ToA es-
timation). It then computes a signal integrity metric in the
frequency domain, designed to be robust and easy to ana-
lyze. It is computed every two symbols and it represents the
residual error between the expected and received signals after
normalization and channel correction. If the error is small
enough, the symbol is accepted. If enough symbols are cor-
rect, the packet is accepted. Otherwise, an attack is detected
and the packet is rejected. Thresholds on the error and num-
ber of correct symbols are chosen to obtain a fixed bound on
the probability of attack success, based on the analysis in the
security proof.

4 Security Proof In Section 5, we prove that LEO-Range
is secure against distance reduction attacks. Specifically, we
bound the probability of success of an arbitrary attacker that
attempts to reduce the distance by more than a certain amount.
Intuitively, this is possible because even the best attacker
introduces a certain error on the symbols if it tries to transmit
earlier than the legitimate transmitter. This is because the
transmitted signal is unpredictable for the attacker at least
until the legitimate transmission starts. Knowing this, we can
limit the minimum error it will introduce for a given distance
reduction.

5 Reliability Test In Section 6 we test a prototype imple-
mentation of LEO-Range with Rhode & Schwarz SMW200A
Vector Signal Generator (TX), RTP164B oscilloscope (RX),
and a Keysight Hardware Satellite Channel Emulator [27].
We show that LEO-Range is reliable. Intuitively, this is be-
cause the error caused by the channel conditions is smaller
than that caused by an attacker, and the receiver can reliably
distinguish the two cases.

3 System Design

3.1 Brief Introduction to OFDM

Orthogonal Frequency Division Multiplexing is a widely used
modulation technique in modern wireless communication
systems, since it provides high data rates and is efficient
against frequency-selective fading and multipath interference.
In essence, a stream of data to transmit is modulated on ns
subcarriers at different frequencies covering the desired band-
width with a predefined spacing. Each subcarrier is modulated
with QPSK or other classic single-carrier modulations. The
system is constructed in such a way that subcarriers are or-
thogonal and they do not interfere with each other during
demodulation. At the transmitter, data are mapped on the am-
plitude and phase of each subcarrier. Then, the IFFT is used
to generate a time-domain signal. At the receiver, the FFT is
used to calculate the amplitude and phase of each subcarrier
from the received signal. Then, the value of each subcarrier

IFFT (TX)

FFT (RX)

Figure 2: OFDM Modulation Primer. A frequency domain
OFDM symbol Y1( f ) (left) is made of ns orthogonal subcar-
riers, each modulated with a QPSK symbol Y1,1, ...,Y1,ns. In
QPSK, two bits are encoded in one of four possible phase val-
ues (represented in the complex plane in the top left). At the
transmitter, the time domain symbol y1(t) (right) is generated
by applying the Inverse Fast Fourier Transform (IFFT). At the
receiver, the time domain symbol is converted to the frequency
domain applying the Fast Fourier Transform (FFT). Guard
intervals are often inserted between time domain symbols to
avoid interference caused by multi-path. Known symbols can
be used to estimate the channel.

can be decoded individually. Typical OFDM implementations
include pilot subcarriers with known values to estimate the
effects of the channel, and guard intervals between symbols to
prevent multipath interference. To facilitate channel equaliza-
tion, the guard interval contains a portion of the data symbols
cyclically rotated as a prefix, known as the cyclic prefix. Fig-
ure 2 provides a simple overview. We refer to specialized
literature for more details.

3.2 Waveform Design

LEO-Range uses a public preamble symbol followed by a
sequence of unpredictable symbols.

3.2.1 Public Preamble

For the public preamble, we use Zadoff-Chu sequences [10],
which are specifically designed to yield excellent performance
for ToA estimation through cross correlation. Zadoff-Chu se-
quences rely on a polynomial phase structure to achieve a
constant amplitude and low cross correlation, but high auto-
correlation properties. Each subcarrier in the sequence has
the same magnitude, but its phase changes based on the spe-
cific polynomial. This property ensures that a small frequency
offset due to Doppler or phase rotations due to propagation
delay introduces uniform rotation on the circle in the IQ
plane, preserving the correlation peak. In addition, different
Zadoff-Chu sequences of the same length have very low mu-
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Figure 3: LEO-Range OFDM Transmitter. Pre-shared
psuedorandom stream is used by a QPSK encoder for phase
randomization of symbols in the frequency domain. These
symbols are passed through the IFFT to form OFDM time
domain signal.

tual correlation allowing multiple devices in LEO-Range to
operate without interference.

3.2.2 Unpredictable OFDM symbols

Figure 3 shows a schematic representation of the transmitter
used by LEO-Range to generate unpredictable OFDM sym-
bols. In our design, we avoid known reference signals and
cyclic prefix to counter possible ED/LC attacks. We consider
a pairwise OFDM symbol transmission where the subcarrier
in the first OFDM symbol is chosen psuedo-randomly serv-
ing as a randomized reference. In the next OFDM symbol,
the subcarrier in the pair is transmitted with an independent
random phase shift, known only to the legitimate receiver, en-
coding the verification QPSK symbol. To mitigate frequency-
selective fading in wideband systems, we restrict the duration
of two consecutive symbols within the coherence time by
carefully selecting the subcarrier spacing. Since, the verifica-
tion uses a function of the error on the received subcarriers,
the channel effect on the randomized reference can be used
to quantify the error on the encoded verification QPSK sym-
bol. For the next step, the verification QPSK symbol acts a
randomized reference for the following one. By reusing the
most recent symbol as the reference for the next, the system
maintains a running check without losing any transmission
rate.

3.3 ToA Estimation and Verification
The receiver estimates the ToA by identifying the main peak
in the cross-correlation between incoming signal and a copy
of the public preamble. Since the preamble in ToA estimation
is public, the adversary can choose an arbitrary arrival time
for verification. Security, however, relies on the following
symbols, which, if legitimate, are generated using the shared
secret between the ranging parties. From the ToA, a number
of symbols corresponding to the packet length are passed to
the verification function shown in Figure 4.

Figure 4: LEO-Range packet verification.

3.3.1 Packet Verification

The LEO-Range receiver processes pairs of symbols sequen-
tially in a sliding window manner. Figure 4 shows the opera-
tions performed on a pair of the symbols. For each adjacent
OFDM symbol yrx

1 ,yrx
2 , the symbols are mapped to the fre-

quency domain.
Each subsequent pair of symbols is independently verified

with a verification function v f y. The distance measurement
is accepted if γ · Ns pairs of symbols out of Ns symbols are
accepted. The parameter γ ∈ [0,1] corresponds to the fraction
of symbols required to pass the verification function for a
ranging packet to be accepted.

Let pbound be an upper bound on the probability that an
adversarial symbol is accepted. We will show later how to
compute such a bound given our v f y function. The False
Acceptance Rate (FAR), i.e. the probability of a successful
attack, can easily be expressed as

FAR = P[accept|attack] = 1 −CDFBin(Ns,pbound)(Ns · γ) (1)

were CDFBin(Ns,pbound) is the cumulative distribution function
of a binomial random variable consisting of Ns trial, each
having pbound probability of success. This shows that if we
can specify a verification function for which the security can
be quantified, then we can define the security of the overall
ranging measurement. If the probability of accepting a legit-
imate symbol is larger than accepting an attacker-injected
one, then with a sufficiently long packet, the two cases can
be distinguished reliably. In the following, we introduce the
symbol verification function and quantify its security math-
ematically in Section 5. We then empirically evaluate its
reliability in Section 6.

3.3.2 Symbol Verification

In the following, we describe the internals of the symbol
verification function. The verify function receives as inputs
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Figure 5: Verify function for a pair of received OFDM sym-
bols. The first symbol is used to estimate the channel and
the second one to verify the measurement. The green block
computes a threshold that ensures a constant bound on the
attack success probability.

the expected values Y1,Y2 and the received ones Y rx
1 ,Y rx

2 in
the frequency domain and outputs a binary decision to accept
or reject the symbol. Figure 5 shows the internal of the verify
function.

The first symbol is used to estimate the channel Hest =
Y rx

1
Y1

.
The channel estimate is used to compute how the frequency
domain symbol Y2 is expected to arrive at the receiver after
passing through the channel, that is, Y rx

1
Y1

Y2. The receiver can
then compute the cumulative error Eobs between the received
symbols (i.e., Y rx

2 ) and the ones expected from the legitimate
transmitter (i.e., Y rx

1
Y1

Y2) as follows:

Eobs(Y1,Y2,Y rx
1 ,Y rx

2 ) = ||Y rx
2 −

Y rx
1

Y1
Y2||2 (2)

=
ns

∑
i=1

ℜ
2
�

Y rx
2 −

Y rx
1

Y1
Y2

�
+ℑ

2
�

Y rx
2 −

Y rx
1

Y1
Y2

�
(3)

Figure 6 provides a visualization of the computed metric. The
measured error is compared with a threshold th chosen such
that the probability of an adversary attacking the symbols is
bounded by a bound pbound , based on the security analysis
in Section 5. In the legitimate case, with a fixed channel and
without any noise being introduced, the error metric is zero.
In practice, the noise will cause the received symbols to be
moved from the expected ones. In the adversarial case, the
error is due to the initial samples that, in case of advancement,
an adversary has to output before the early detect phase is
successful.

Performing the verification using two symbols in the fre-
quency domain allows us to efficiently compensate for the

Figure 6: The error metric is computed by summing the
squared magnitude of the errors per subcarrier. This figure
shows how the error is computed per subcarrier Si. The green
dots represent the QPSK symbols encoded on a subcarrier,
and the orange dots represent the expected ones given the
channel measured with the previous symbol. In the legitimate
case, the received values are not the exact correct value due to
channel and noise. An attacker that advances by ED samples,
unless it guesses the ed samples correctly, cannot commit to
the exact values encoded on each subcarrier therefore generat-
ing an error. This follows directly from the invertibility of the
DFT. The orange lines show that each possible QPSK symbol
has a bounded real and imaginary part. For each subcarrier,
we call the maximum absolute value of the real and imaginary
part of the target ηi.

channel and Doppler effect, which are crucial for the perfor-
mance of the verification. Without compensation, a channel
or Doppler distortion might be incorrectly mistaken for an
attack. The reliability of the verification relies on the assump-
tion that the channel coherence time is larger than duration of
the two symbols and hence the expected symbol Y rx

1
Y1

Y2 should
be close to the received one.

The security of the verification relies on the fact that an
adversary cannot send the second symbol consistently with
the first one, given that, in case of an advancement, the ad-
versary must send the initial samples knowing Y2. The error
metric is specifically designed to facilitate the security analy-
sis in Section 5 by being convex. Indeed, this makes it possible
to identify the optimal attacker by solving an optimization
problem in closed form.

4 Attacker

In this section, we introduce the attacker model and provide
a description of the optimal late-commit attacker against our
verification function. We show in Section 5 that our system
is secure against the optimal attacker and, hence, against an
arbitrary one.
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Figure 7: Attacker Model. Legitimate transmission (left) vs EDLC attack on LEO-Range symbol verification (right). We over-
approximate the capability of the attacker i) to freely choose ŷ1, ii) to learn y2 in zero time as soon as the legitimate transmitter
reveals it, iii) to find the corresponding optimal ylc

2 , and iv) to have a perfect channel to the victim. The only constraint for the
attacker is that it does not know y2 yet when transmitting yed

2 (hence y2 and yed
2 are independent). This is the main source of

distortion in the attack case, while in the legitimate case a smaller distortion is caused by the channel.

4.1 Attacker Model
For simplicity, we study the security against a distance reduc-
tion attack for each pair of OFDM symbols independently
of the others. This is an over-approximation of the attacker
that, in reality, cannot treat a pair of symbols independently
from the following pair because one OFDM symbol is shared
between the two.

Figure 7 illustrates a distance reduction attack on a differ-
ential OFDM symbol.

We do not put any constraint on the adversary’s strategy,
and our analysis holds on the following assumptions:

1. The OFDM symbols are unpredictable until the first time
domain sample is outputted at the transmitter.

2. The adversary learns the OFDM symbol after outputting
ned time domain samples.

3. The adversary goal is to produce a signal that verifies
correctly and corresponds to a ToA earlier than the legit-
imate one.

We assume that the adversary advances the symbols by ned
samples (corresponding to Tadv in Figure 7), and as soon as the
first time sample of the symbol is sent, the symbol is known
to the adversary. In practice, early detection would require
the attacker to observe a larger portion of the symbol (and
computation time). Therefore, a real-world attacker could be
weaker than the one modeled in our analysis. When we show
that LEO-range is secure against such a strong adversary, we
show that it is also secure against weaker adversaries.

Moreover, we focus on preventing distance reduction, as
distance enlargement is inherently difficult to avoid with a
single measurement. A replay attack can trivially introduce

a delay, resulting in an overestimated distance. We discuss
in Section 7 how ranging systems that prevent distance reduc-
tion can be used to create secure positioning systems.

4.2 Optimal Late Commit Attacker

The goal of the adversary is to generate a pair of OFDM
symbols that verifies correctly and produces a distance reduc-
tion. After sending Ŷ1, the adversary must then choose ŷ2,ed
samples to send before the symbol Y2 is revealed. Once the
symbol is revealed, the adversary can choose the following
ŷ2,lc samples with knowledge of what it had sent and of what
the receiver expects.

Since it will be tested on the error metric in Eq. 3.3.2,
the best attacker is the one that minimizes such metric. Intu-
itively, a small error implies that the received signal is close
to the expected one, and hence, the receiver is convinced that
the signal was legitimately generated. Once the adversary
learns the symbol Y2, the target symbol minimizing the error
is Ŷ2,opt = Y2·Ŷ1

Y1
, however unless the ned samples were correct

(exactly the initial samples of the time domain version of
Ŷ2,opt ) this symbol cannot be exactly committed.

To minimize the error, the adversary has to solve the fol-
lowing convex optimization problem

Emin
atk = minŷ2,lc ||(DFTed |DFTlc)

�
ŷ2,ed
ŷ2,lc

�
− Ŷ1

Y1
Y2||2. (4)

where (DFTlc|DFTed) is the DFT matrix split into two sub-
matrices respectively of size ned × ns and ns − ned × ns.
The problem in Eq. 4 can be phrased as a least square
problem and has a closed-form optimal solution. Let H =
DFTlc(DFT T

lc DFTlc)
−1DFT T

lc , the minimal error introduced

USENIX Association 34th USENIX Security Symposium    7065



by an adversary is

Emin
atk =ŷT

2,edDFT T
ed(I − H)DFTed ŷ2,ed+

− 2ℜ
�
Ŷ T

2,opt(I − H)DFTed ŷ2,ed
�
+

+ Ŷ T
2,opt(I − H)Ŷ2,opt

=T1 + T2 + T3.

(5)

The derivation is left in Appendix A.
If the ŷ2,ed samples in the second term are correct, then the

error is zero else the error must be greater than zero. This is
because the DFT is a bijective function. If one could commit
to the same Ŷ2,opt given two different time domain samples,
the DFT would not be injective. Hence, unless the ŷ2,ed sam-
ples are close to the early samples of the target vector (which
we will show is unlikely), the error will also propagate in the
frequency domain.

Since we can define the optimal attacker against our veri-
fication function, any other attacker strategy would have an
inferior success rate. Indeed, any other late commit strategy
would generate a higher error and, therefore, be more likely
to be rejected.

5 Security Analysis

In this section, we formalize the goal of the security analysis,
show how an adaptive choice of threshold can achieve a quan-
tifiable security level, and finally quantify the security level
with a probability bound on the adversary success probability.

5.1 Goal of the Analysis

The goal of our security analysis is to bound the probability
of the adversary injecting a pair Ŷ1,Ŷ2 that produces an error
smaller than a threshold th. Since Y2 is unpredictable, the
probability of an adversary selecting the correct ŷ2,ed is small.
The error in the time domain propagates in the frequency
domain because the DFT is bijective. In practice, given such
bound our receiver will set the threshold per pair of received
symbols to ensure a fixed security level of the system. Sup-
pose for example a symbol is easier to attack than another
one (e.g. most of the energy is concentrated in the late part of
the symbol); our receiver will set a more stringent threshold
so that the probability of an attacker passing this threshold is
always bounded. More precisely, let Eatk be a random vari-
able representing the error introduced by a LC adversary that
advances the symbols by ned samples. We are interested in
the following bound

Pr(Eatk ≤ th) ≤ pbound . (6)

For any advancement larger than ned the probability of a suc-
cessful reduction attack is less than pbound .

(a) Larger attack errors.

(b) Smaller attack errors.

Figure 8: Distributions of the error metrics for legitimate
case (blue) and ED/LC attack (red). The receiver accepts
the symbol as legitimate if the error is below a threshold th.
The threshold is chosen such that the probability of the attack
error being below the threshold (red area) is bounded, keeping
security fixed. This is true even if the distribution changes,
for examples, between (b) and (a).

5.2 Adaptive Threshold Selection
As a first simplification, we can bound the attacker success
probability with the optimal attacker defined in the previous
section

Pr(Eatk ≤ th) ≤ Pr
�
Emin

atk ≤ th
�

(7)

= Pr
�
T1(ŷ2,ed)+ T2(ŷ2,ed ,Ŷ2,opt)+ T3(Ŷ2,opt ,Ŷ2,opt) ≤ th

�
(8)

While we could define the best late commit strategy, we could
not do the same for the selection of the Ŷ1 and ŷ2,ed . As shown
in Figure 8a, the distribution of the attacker error depends on
the values Ŷ1, ŷ2,ed . Suppose for example an adversary finds a
smart way of picking Ŷ1, ŷ2,ed , then the red distribution would
shift to the left as in Figure 8b.

However, given a bound as in Eq. 6 we always pick the
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threshold such that the probability of an attacker is bounded
by pbound . In other words, while an adversary can shift the
distribution of errors by picking different strategies in the
early detection part, the adaptive threshold ensures that the
bound on the attacker probability remains constant.

We purposefully choose the threshold adaptively to remove
the dependency on the attacker strategy in the early detection
phase. Specifically, we pick the threshold to be

th = T1(ŷ2,ed)+ th2 + T3(Ŷ2,opt ,Ŷ2,opt) (9)

Substituting in Eq. 10, this threshold choice induces the fol-
lowing check at the receiver

Pr
�
T2(ŷ2,ed ,Ŷ2,opt) ≤ th2

�
. (10)

Let bound(th2; ŷ2,ed) be an upper bound on the previous
probability such that

Pr
�
T2(ŷ2,ed ,Ŷ2,opt) ≤ th2

�
≤ bound(th2; ŷ2,ed) (11)

.
We set

th2 = bound−1(pbound ; ŷ2,ed). (12)

By construction, the threshold that we set has a probability of
being attacked bounded by pbound .

Indeed, substituting Eq. 12 and Eq. 9 backwards into Eq. 10

Pr
�
T1 + T2(ŷ2,ed ,Ŷ2,opt)+ T3 ≤ T1 + th2 + T3

�
= (13)

Pr
�
T2(ŷ2,ed ,Ŷ2,opt) ≤ bound−1(pbound ; ŷ2,ed)

�
≤ (14)

bound(bound−1(pbound ; ŷ2,ed); ŷ2,ed) = pbound (15)

We have shown that if we can find a bound of the form
of Eq. 11 we can set a threshold that limits the attacker success
probability regardless of the attacker strategy. In the following
section, we derive an explicit bound on Eq. 11 and specify
how to set the threshold.

5.3 Security Bound
In this section, we bound the probability that an adversary,
before knowing Y2, picks ŷ2,ed such that the term T2 is small.

Recall that T2 = −2ℜ
�
Ŷ2,opt(I − H)DFTed ŷ2,ed

�
consists

of a vector product between the target symbol Ŷ2,opt and a
vector (I − H)DFTed ŷ2,ed chosen by the adversary before the
symbol Y2 is revealed.

Consider now the real and imaginary components of Ŷ2,opt .
Since we are using a QPSK modulation, after the estimated
channel is applied, each real and imaginary component can
take up to four values depending on the encoded value, which
is unknown to the adversary. This can be viewed in Figure 6
where the estimated channel performs, on each subcarrier, a
rotation and an attenuation of the QPSK symbols.

Let η be the maximum absolute value across all possible
real and imaginary components of the random variable Ŷ2,opt .

In other words, any realization of the random variable Ŷ2,opt
has real and imaginary components bounded by η. The ran-
domness comes from the signs of the real and imaginary parts
of Y2, which are independent of each other. We model each
real and imaginary component of Ŷ2,opt as an independent
η-subgaussian random variable. A subgaussian random vari-
able is a type of random variable that behaves, in terms of
its "tails" (the likelihood of taking on extreme values), like a
Gaussian random variable — or possibly even more "tightly"
concentrated around its mean. A random variable that can
only take value in a limited range is subgaussion because its
tail distribution is zero. We refer to [13] for more details on
subgaussian random variables. We will use this property to
bound the adversary probability of inputting a small error.

Let

a =

�
ℜ(I − H)DFTed ŷ2,ed

−ℑ(I − H)DFTed ŷ2,ed

�
. (16)

We can write

T2 = −2ℜ
�
Ŷ2,opt (I − H)DFTed ŷ2,ed

�
(17)

= −2
�
ℜŶ2,opt |ℑŶ2,opt

�
· a. (18)

The second line is obtained recalling that the real component
of a vector product is the sum of the porducts of the real com-
ponents minus the product of the imaginary ones. The second
line is obtained recalling that the real component of a vec-
tor product is the sum of the product of the real components
minus the product of the imaginary ones.

In the vector product, the size of each term in Ŷ2 is bounded
and with a probability of 0.5 positive or negative. It is intuitive
that the vector product has a low probability of deviating
largely from the mean, given that each element in the first
vector is equally likely to contribute positively or negatively
to the overall sum. This intuition can be formalized further
using Corollary 1.7 from [37]. This states that given a vector
X of n η-subgaussian independent random variables, for any
a in Rn

Pr

 
n

∑
i=1

aiXi > t

!
≤ exp

�
− t2

2η2|a|2

�
(19)

Using the corollary on
�
ℜŶ2,opt |ℑŶ2,opt

�
and a we obtain

Pr(T2 ≤ th2) ≤ exp
�

− th2
2

8η2|(I − H)DFTed ŷ2,ed |2

�
(20)

which together with Eq. 10 implies that

Pr(Eatk ≤ th) ≤ exp
�

− th2
2

8η2|(I − H)DFTed ŷ2,ed |2

�
. (21)

This equation is bounding the probability that an adversary
injects a signal, resulting in an error smaller or equal to th.
We have effectively found an explicit function

bound(th2; ŷ2,ed) = exp
�

− th2
2

8|(I − H)DFTed ŷ2,ed |2

�
(22)
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Figure 9: Experimental Setup. (a. Actual photo, b. Schematic Representation) R&S SMW200A Signal Generator (TX), R&S
RTP164B Oscilloscope (RX), Keysight Propsim FS16 Satellite Channel Emulator (Channel). In the schematics, the trigger
starting every experiment is synchronized with GPS clock to have a reliable time of transmission.

which, as mentioned previously, can be inverted to set the
threshold th2 such that the attacker probability of injecting a
symbol is less than pbound .

Security Recap. Given a bound on the probability of the
adversary to select a good ŷ2,ed with respect to the target
symbol Ŷ2,opt , we can set a threshold

th = T1 + bound−1(pbound ; ŷ2,ed)+ T3. (23)

By construction, the threshold adapts to the choices of Ŷ1
and ŷ2,ed , keeping the probability of advancing a packed
by more than ned samples smaller than pbound . System de-
signers can configure the system by selecting a desired FAR
and spoofing range (corresponding to ned) to balance secu-
rity and reliability. As shown in Section 6, increasing the
spoofing range improves reliability but allows the position
to be spoofed over a greater distance. Once configured, the
threshold th can be computed at runtime for each symbol pair.
Given a received packet, T1 and T3 can be directly calculated,
and bound−1(pbound ; ŷ2,ed) can be obtained using the derived
bound. Note that pbound depends on the chosen FAR and the
number of transmitted symbols, as defined in Eq. 1..

6 Proof-of-Concept and Evaluation

In this section, we describe our proof-of-concept implementa-
tion and show the reliability of our system in realistic LEO
channels.

6.1 Proof-of-Concept Implementation

We implement LEO-Range and evaluate the performance of
our waveforms on a hardware implementation shown in Fig-
ure 9. Our proof of concept consists of three main parts: a
transmitter, which sends the signals through a hardware chan-
nel emulator, and a receiver that processes the received signal.

Transmitter. Our transmitter consists of an R&S
SMW200A signal generator. This device can be programmed
to transmit I/Q samples at a specific rate, center frequency,
and power. The I/Q samples are generated according to the
waveform design in Section 3. The signal generator transmits
the RF waveform over the wire to the channel emulator.

Channel Emulator. The physical signal is sent through a
Keysight Propsim FS16 channel emulator. Propsim enables
benchmarking of devices by emulating the dynamic radio
channels between transmitters and receivers in real time [27].
It is able to emulate LEO-ground fading channels as described
in 3GPP TR 38.811 for non-terrestrial networks [1]. The
Propsim hardware emulator reduces the gap between a plain
software simulation and testing our design on a real satellite.

Receiver. Our receiver consists of an R&S RTP164B Oscil-
loscope in direct sampling. The operations performed on the
received samples consist of down-mixing, low-pass filtering,
and downsampling the signal to the transmission rate. The
samples are then processed to estimate the ToA of the ranging
packet and verify it.

While the hardware involved in reception and transmission
is typical lab equipment, our proof of concept implementation
aims to evaluate the reliability of LEO-Range when distorted
by LEO channels.

6.2 Evaluation Setup

Channel Models. The NTN channel models emulated by
Propsim use the stochastic parameters defined in 3GPP tech-
nical specification 38.811 [1]. These parameters correspond
to real test scenarios such as dense urban, urban, sub-urban
and rural in both LoS and NLoS conditions. Additionally,
Propsim emulates the satellite’s orbit and Doppler shift due
to the relative mobility of the LEO satellite and user on the
ground. Table 6.1.3-1 of 3GPP TR38.821 [4] outlines that the
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Figure 10: Reliability of LEO-Range in different channel models. The false rejection rate is reported for a fixed security level
of 2−20. Though the security analysis was performed with respect to advancement of ned samples what matters is putting a limit
on the possible distance reduction. For this we report the results in the equivalent advancement in meters. On the left LoS and
NLoS channels are compared. In the center and on the right, the FRR for models in different environments is reported. All FRR
measurements reported have a standard error of measurement inferior to 0.02.

SNR values at 30 degree elevation angle for VSAT systems is
≈ 8.8 dB. As a result, in our emulation the satellite starts at
a low elevation angle with SNR 8.8 dB. We collect packets
with SNR between 8.8 and 12 dB which corresponds to the
hardest part with respect to satellite trajectory. Indeed, as the
satellite raises over the horizon, the pathloss reduces leading
to SNRs up to 17 dB. To achieve the desired SNR values
before every emulation execution we measure the noise on
the transmission bandwidth and later set the output power
to be SNR dB above the measured noise floor. We provide
FRR values for harder operation points (SNR < 12 dB and
low elevation) as well as easier ones (SNR > 12 dB and high
elevation).

System Parameters. We transmit the ranging signal at
2 GHz using 61.44 MHz bandwidth and a 960 KHz of sub-
carrier spacing, all within the 100 MHz limit specified for
FR1 (frequency ranges below 6 GHz) in 5G NR [3]. Each
ToA packet consists of 200 OFDM symbols and has a time
duration of 208 us.

6.3 Results
For each configuration, we collected ≈ 1800 packets over 30
satellite emulations. We perform our analysis for a constant
security level of pbound = 2−20. For maximum advancement,
we set our threshold such that the probability that a distance
reduction attack is larger than the spoofing range is less than
2−20. We call spoofing radius the distance reduction in me-
ters above which the probability of attack is less than 2−20.
For example, we say that a system has a spoofing radius of

150 m if any larger distance reduction attack has a success
probability less than 2−20.

Figure 10 shows the FRR achieved by our system as a func-
tion of the spoofing range. As expected, the FRR decreases
with respect to the tolerated spoofing. This is because accept-
ing a large advancement makes the error introduced by the
adversary larger and enables us to set a less strict threshold
while keeping the attack probability fixed. The performance
of our system drastically changes between LoS and NLoS
models. In LoS, we prevent any distance reduction larger than
117 m with a FRR of 4%. The system can be made reliable
in NLoS conditions by increasing the maximum tolerated
advancement to 195 m. When considering satellites at higher
elevation, the performance improves achieving a spoofing
range of 78 m with a FRR of 3% in LoS and spoofing range
of 117 m with a FRR of 9% in NLoS.

7 Discussion and Limitations

7.1 Secure Positioning using LEO-Range

The fundamental issue with GNSS is one way ranging and,
therefore, the lack of ToA authentication and verification.
However, LEO satellites overcome this limitation and facil-
itate bidirectional communication. LEO satellites equipped
with LEO-Range make a versatile duo that can be deployed
in several configurations to achieve secure positioning. We
envision two types of deployment schemes inspired by future
PNT plans laid down by ESA as part of their FutureNAV
plan [17] and US Department of Transportation’s Comple-
mentary PNT Action Plan [47]: i) A dedicated LEO-PNT
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Figure 11: Schematic representation of possible use-cases and
applications of secure positioning schemes using LEO-Range.
In scenario (a), in spite of being under a GNSS attack, a ship
can correctly navigate using a dedicated LEO-PNT constella-
tion, which uses LEO-Range as its physical layer design. In
scenario (b), an UAV uses LEO-PNT in GNSS augmentation
mode in collaboration with optional ground stations that pro-
vide verifiable multi-lateration.

constellation with LEO-Range as the physical layer design
whose sole purpose would be to provide secure positioning
services. ii) Integrating LEO-Range with satellite communica-
tion systems using OFDM, e.g., 5G NTN (refer to Section 7
for more details). Furthermore, any LEO-PNT deployment
that leverages LEO-Range can either operate as a standalone
system or in combination with classic GNSS to increase its
robustness, efficiency, and accuracy or as part of a network
of LEO satellites and ground stations. Figure 11 shows an
overview of the following LEO-Range use cases:

i) Secure positioning with verifiable multi-lateration. By
deploying hybrid satellite and terrestrial infrastructure, ver-
ifiable multi-lateration can be used to turn a secure ranging
system into a secure positioning system [9]. Verifiable multi-
lateration relies on the fact that the positioning device lays
within the polygon formed by the anchor nodes (i.e. the satel-
lites and ground station). LEO-Range can provide a secure
upperbound on the distance to each of the anchor nodes. Dis-
tance enlargement attacks are prevented because any distance
enlargement on one range would create a distance reduction
on another range which is prevented by LEO-Range. In conclu-
sion, LEO-Range and verifiable multi-lateration can be used
to achieve secure positioning and prevent spoofing attacks.
ii) Geo-location. Many services these days enforce strict geo-
fencing policies to control the availability of their services.
The techniques to determine the user’s location are shown to
be vulnerable to manipulation [2,14,20]. Though LEO-Range
constrains how much an attacker can manipulate the range, the
satellite’s location and lower coverage constrains the location
further. These properties can provide a robust location-based
access control system as they physically bind the User Equip-
ment (UE) to a location.
iii) GNSS Augmentation. This use-case has become quite

popular and is a good intermediate step before deploying an in-
dependent LEO-PNT system. Due to their proximity to Earth,
LEO satellites offer faster acquisition, improved resolution
via wider bandwidth signals, and support for Doppler-based
ranging [22,34]. Their stronger signals are also more resistant
to jamming. Several companies are developing LEO-PNT
services [19, 25, 49]. LEO-Range can augment GNSS by of-
fering a secure range that limits the spoofing capabilities of
the attacks.
iv) Secure time synchronization. GNSS is used for providing
navigation information and obtaining precise timing informa-
tion. Civilian GPS signal allows receivers to synchronize their
GPS disciplined oscillators to synchronize within ±50 ns of
UTC [15]. However, several works have demonstrated how
vulnerable critical infrastructure that relies on precise tim-
ing can be [33, 40, 48]. LEO-Range augmentation systems
can provide additional security and reliability for secure time
synchronization in clock distribution services like Iridium
STL [35].

7.2 Limitations

As illustrated in Figure 10, the FRR for NLoS scenarios in-
creases significantly when stricter attacker bounds are applied.
It’s important to note that in real-world NLoS conditions,
the accuracy of computed ranges deteriorates even in non-
adversarial settings. This presents a challenge for LEO-Range,
as it struggles to differentiate between an actual attack and
natural range degradation. Similar range dilution effects are
observed in GNSS, leading to high position errors and in-
creased dilution of precision. However, LEO satellites offer a
potential advantage over GNSS satellites due to their faster
movement. As the satellite moves into the receiver’s line of
sight, the channel improves, and so does the performance
of LEO-Range. Thus, a receiver using LEO satellites could
potentially maintain lower FRR and tighter upper bounds un-
der NLoS conditions, albeit at the cost of increased latency.
Another approach to enhance performance would be to re-
lax the constraints imposed by 5G NTN, allowing for larger
bandwidth and subcarrier spacing would reduce the spoofing
range for the same amount of time advancement. However,
we chose to maintain a configuration closer to real-world de-
ployment to facilitate adoption and provide results that would
be feasible with currently deployed systems.

The results presented were obtained for an over-
approximation of the attacker (e.g., zero-time decod-
ing/processing, optimal late commit strategy, ideal chan-
nel). While exploring designs against weaker adversaries
could result in more performant systems, arguing which
weaker adversaries are realistic is still an open question. Prac-
tical assumptions on the attacker capabilities (e.g. non zero
processing time) would directly improve the performance of
our system.
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8 Related Work

We discussed the growing interest [17] and existing propos-
als/systems for LEO positioning and time synchronization in
Section 7.1. Prol et al. [38] also provide an overview of chal-
lenges, opportunities and exisiting solutions. In the following,
we discuss related work on secure ranging principles, ED/LC
attacks, and secure OFDM ranging.

Secure Ranging and Positioning. Distance bounding pro-
tocols leverage wireless exchanges to output a bound on the
distance between two ranging devices. They were first pro-
posed by Brands et al. [8] and then extensively explored, as
summarized in the survey by Avoine et al. [6]. Capkun et
al. [9] demonstrated how verifiable multilateration can lever-
age distance bounding with a set of references to achieve se-
cure positioning in a defined area. In contrast, existing GNSS
systems leverage unidirectional broadcast signals. Even with-
out considering distance-reduction attacks, they are vulner-
able to spoofing using (selective) relay, as shown by Mon-
tallebighomi et al. [32] in presence of navigation message
authentication. In the context of wireless secure ranging, the
principle of distance commitment was introduced by Tippen-
hauer et al. [46], notably for UWB ranging.

ED/LC Attacks, Generalization, and Countermeasures.
Early-Detect/Late-Commit attacks on long symbols were pro-
posed by Clulow et al. [11] in the context of distance bound-
ing, and proven feasible on an ISO1443 Radio Frequency
Identifier (RFID) transceiver by Hancke et al. [21]. Ran-
ganathan et al. [39] demonstrated a practical ED/LC attack
on Chirp Spread Spectrum (CSS). Flury et al. [18] showed
the vulnerability of IEEE 802.15.4a UWB. The Direct Se-
quence Spread Spectrum (DSSS) modulation used by typical
GNSSs is also vulnerable to ED/LC attacks, as discussed by
Zhang et al. [52]. Finally, Leu et al. [29] analyzed the vulner-
ability of OFDM symbols to ED/LC in the context of IEEE
802.11az. In its more general form, an ED/LC attack is an
adaptive strategy that starts sending a symbol in advance, and
then adapts the attack when the transmitter starts revealing
the legitimate symbol, in accordance with the attacker model
proposed by Leu et al. [30]. The simplest countermeasure is
to keep symbols as short as possible [11], for example, using
a single pulse per bit in UWB [46]. However, this is often in
contrast with the need for aggregating more energy to achieve
the desired reliability, hence, other strategies were developed
to mitigate ED/LC attack while allowing long symbols. The
first strategy consists in randomization. For DSSS this can be
achieved with an unpredictable spreading code, though attacks
on chips are still possible [52]. For UWB, Singh et al. [42]
demonstrated that applying a random mask to the pulses in a
long symbol does not prevent a more advanced adaptive strat-
egy, and proposed to further randomize the mapping between
bits and pulses. A number of works explored the security and

presented attacks on UWB HRP mode, which similarly to
DSSS relies on unpredictable pulse sequences [12,26,44] Re-
cently, Apple proposed a provably secure UWB HRP receiver
in [31]. For OFDM, phase randomization and removal of
cyclic prefix can mitigate early detection [29]. However, sev-
eral advanced methods [5] (sequential detection with Viterbi,
sphere decoder, sample-by-sample attack with oversampling)
have been proposed during the standardization of 802.11az.
Besides randomization, another strategy to mitigate ED/LC
attacks is verifying signal integrity through some metric. For
DSSS it is possible to look at anomalies in the correlator [52].
The proposal for Bluetooth [7] proposes normalized cross-
correlation and minimum square error as metrics. In general,
none of the above mitigation strategies provides a security
proof against an optimal attacker.

Secure OFDM Ranging. Since OFDM is commonly used
in modern radio communications, there has been growing
interest for OFDM-based secure ranging. In particular, it
has been standardized by IEEE 802.11az for WiFi localiza-
tion [23]. However, to the best of our knowledge, no receiver
with proven security was proposed and ED/LC attacks remain
a concern despite randomization [5, 29].

Singh et al. [43] propose a different approach for secure
ranging in the context of 5G NR: V-Range carefully aligns
the phase of OFDM subcarriers to generate "short pulses"
instead of long predictable symbols. This approach has the
disadvantage of creating symbols with very high Peak to Av-
erage Power Ratio (PAPR), which are not suitable for the
challenging conditions of LEO channels and require more
complex hardware. In addition, it is vulnerable to distance
reduction attacks when used with DFT based decoding; de-
pends on frequency sweeping search to correct for CFOs; and
has slow transmission rate requiring large number of symbols
to achieve performance and security guarantees. The short-
comings of the V-Range make it unsuitable for secure ranging
with LEO satellites in the currently deployed systems.

9 Conclusion

In this paper we have proposed LEO-Range, a novel phys-
ical layer for secure ranging with LEO satellites. In addi-
tion to being both secure and reliable in common LEO satel-
lite channels, LEO-Range provides accurate distance mea-
surements and is compatible with the OFDM modulation
scheme commonly used in high-speed satellite communica-
tions. LEO-Range uses a novel verification scheme in the fre-
quency domain to prevent distance-reduction attacks. We have
proven its security against an optimal physical layer attacker,
and demonstrated its reliability with a proof-of-concept im-
plementation tested on a hardware satellite channel emulator.
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A Optimal Late Commit Attacker

Recall from Section 4 that the optimal late commit attacker is
the one that optimizes the late commit samples to minimize
the error metrics. This minimization that the attacker needs
to solve is

Emin
atk = minŷ2,lc ||(DFTed |DFTlc)

�
ŷ2,ed
ŷ2,lc

�
− Ŷ1

Y1
Y2||2. (24)

Expanding the matrix multiplication and rearranging terms
we obtain

Emin
atk = minŷ2,lc ||DFTlcŷ2,lc −

�
Ŷ2,opt − DFTed ŷ2,ed

�
||2. (25)

This is an ordinary linear least square problem. In general a
linear least square problem is of the form

S = minx||Ax − b||2. (26)

and has solution (AT A)−2AT b, where (·)T represent the Her-
mitian transpose and the optimal value of the objective func-
tion is bT (I − H)b with H = A(AT A)−1AT . Note that H is a
Hermitian matrix, in fact A(AT A)−1AT = A((AT A)−1)T AT =
A(AT A)−1AT . The last inequality comes from the fact that the
inverse of an Hermitian matrix is Hermitian.

Substituting b = Ŷ2,opt − DFTed ŷ2,ed and A = DFTlc in the
optimal value of the objective function and expanding the
multiplication we obtain

Emin
atk =ŷT

2,edDFT T
ed(I − H)DFTed ŷ2,ed+

−((DFTed ŷ2,ed)T (I − H)Ŷ2,opt + Ŷ T
2,opt(I − H)DFTed ŷ2,ed)+

+ Ŷ T
2,opt(I − H)Ŷ2,opt

= T1 + T2 + T3.
(27)

With H being hermitian the two terms on the second line are
the sum of two complex conjugates and therefore their sum
is equal to twice their real component. This concludes the
derivation of the optimal attacker.
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